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SAINT Help includes the following:
1 Administrator Guide
1 User Guide
1 Glossary

For customer technical support, please contact ubtgis://support.saintcorporation.com

For information about your SAINT license and additional details about SAINT content and the
latest updates, please log in to your customer portahips://my.saintcorporation.com

We offer free training on SAINT technology and product featureshes//www.carson
saint.com/about/news for more information.
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The following describes the major system requirements and key third party software
dependencies for setting up a SAINT Security Suite environment.

Note that the setup process will automatically prompt you to resolve any missing prerequisites
during the initial setup.

It is also highly recommended that administrators run @ieeck Dependencieption in the
Start Menu to verify an environment iswfigured properly any time there is an issue that
hinders the full operation of the product.

Operating Systems

Security Suite can run on most common Linux distributions that meet required dependencies.
The officially supported platforms include:

Ubuntu 1804 LTS, 20.04 LTS, or 22.04 LTS

Amazon Linux 2

Red Hat 7, 8, or 9

Debian

CentOS 7 or 8

CentOS Stream

= =4 =4 =4 4 -4

RDBMS / SQL Database

The installation process includes the option to select one of the following supported RDBMS
platforms.

T MySQL 5.x (or MariaDB*)

1 Postges 9.1 or higher

* MariaDB is a fork of MySQL. If you choose MySQL during setup, SAINT will install and use
whichever fork is packaged by the operating system vendor. (Red Hat and CentOS currently
package MariaDB instead of MySQIL i recommended thayou always use the operating
aeaidsSyQa 2FFAOALFE LI O113ASax G2 Syada2NB O2YLI GA



SAINT Security Suite
Browsers

1 Up-to-date Microsoft Edge
1 Mozilla Firefox: v.19.0 or higher
1 Up-to-date Google Chrome

Disk Space

Security Suite software and system fite300 MB to download and install

Perl and Web browseyapprox. 70 MB

Database platform

Additional storage space required for scan results and reports

Optional utilities: See vendor specifications for disk space requirements of individual
utilities.

a s PR

Note:It is not necessary to reinstall any peisting utilities installed on the target

platform. Both MySQL and OpenSSL are often provided as part of the regular installation
package for Linux. The amount of disk space required varies depending on theirmgperat
system, the download format, and amount of data being stored in the database.

Memory

Varies depending upon the number of hosts to be scanned, the selected level of multithreading,
and other factors. A minimum of 4GB is requiredith 8GB RAM recommendddr typical
installations.. Additional RAM should be considered for optimal performance if there are large
scale scanning requirements.

Oracle Java

Oracle Java 8 is recommended if you are using SAINEridnimark scanningOn Ubuntu, the
Check Dependencieption from the start menu will add the Oracle Java Installer PPA from
launchpad.neto install and maintain Oracle Java on the systérar other platfoms,

download and install Oracle Java 8 fraww.java.com/downloagdand ensure that security
updates are applied regularlfNote: Although OpenJDK packages may be installed by the
Check Depenaeiesoption, Oracle Java, not OpenJDK, is recommended for best results from
benchmark scans.)



https://launchpad.net/
https://www.java.com/en/download/

Administrator's Guide

The following describes the routine steps for accessing and downloading licensed software,
setting up your license key, and setting up the basiafigurations to get started with your first
scan.

Accept License and Download Security Suite

There are just a few steps to follow, and then you will be ready to use SAINT capabiitses®
how easy it is to install the SAINT Security Suite free tnehtch our installation video
1. Log on at our mySAINT portal attps://my.saintcorporation.com with the credentials
providedin your welcome email.
The mySAINT portal is where you:
f maintain your account
1 getyour license key
1 most importantly get instructions and downloads for installing SAINT Security

Suite.
2. Change your passwor@tecommended). See theéhange Password linkthe upper
right corner of the portal.
3. Optional If you are a new user, the mySAINT Assistant automatically opens when you

log into the portal. Otherwise, you can open it from the Resources menu. Click on the options in
the mySAINT Assistant to be guidedhe correct download for your use cas€&hen follow the
installation instructions provided by the Assistant.

If you choose not to use the mySAINT Assistant, continue with the following steps.

4. Review theSAINT Installation Guide

You can use the link above or navigate to it inside mySAINT: select primary navigation link
Resourcesselectinstallation Guidesand thenSAINT Seicity Suite Installation Guide.

5. Determine which SAINT Security Suite option you wish to downlo&de the
Installation Guide, sections 2 andIByou need a virtual machine(VM), install itWe
recommendVirtualBox Se the Installation Guide, section 3.2.

6. Import the SAINT/Ubuntu open virtual applicatioOVA) file. See thastallation

Guide, section 3:4

Ubuntu ID: saintadmin
Ubuntu PW: SAINT!!!


https://www.youtube.com/watch?v=4T8bQ1gtBsg
https://my.saintcorporation.com/
https://my.saintcorporation.com/resources/Security%20Suite%20Installation%20Quick%20Start%20Guide.pdf
https://www.virtualbox.org/wiki/Downloads

SAINT Security Suite

7. Log into SAINT Security Suaé one of hese links:
Username: admin
Password: admin
1 http://127.0.0.1:1414
1 https://127.0.0.1:1414
8. Time to SCAN!
If you have any problems, call us immediately. We want you to have a great experience!

For all installations, ensure you've validdtall requirements specified in tt&ystem
Requirementsection before continuing. Security Suite can be installed natively on most Linux
based platforms, and as a poenfigured Virtual Machine (VMRefer to the Installation Quick
Start Guide found under Resouraemstallation Guides for detailed assistance on supported
platforms and installation assistance. Use the SAINT Amazon Machine Image Guide for
assistance on setting up a peenfigured AM on AWS.

Using a preconfigured Virtual Machine is one of the more common deployments for Security
Suite. Once the VM is downloaded to the target location:
1. Run the Virtual Machine from either VMware or Oracle 04tbox.
2. Login to the Desktop using the SAINTadmin account and password provided in your
Welcome email.

hyOS &2dz KI S &adz00SaafdzZ te f233SR Ayd2 (GKS
accessed using the same stepsSéarting Security Suitérom a native installation.

The following describes how to start Security Suite and use the various menu options found
during startup.

Launch Security Suite

The first step iso click on the SAINiIonS or click on SAINT Security Suite from the application
menu or desktop hyperlink created during the installation. Starting the Security Suite first
requires you to log in with administrative privileges. This is similar tavidae Windows and

I+



Administrator's Guide
other modern operating systems validate your credentials and permission to install and run
applications on the host. The following example shows logging in from an Ubuntu operating

system:

OO0 TYerminal

File Edit View Search Terminal Help
[sudo] password for saintadmin:

Choose your Stastip Option

Once your credentialhave been validated, the startup process will launch the MAIN MENU
that displays the various configuration and startup options.

Terminal

* Edit View Search Terminal Help
SAINT Security Suite Main Menu

Start and Launch Browser
Launch Browser
Restart and Launch Browser

Start as a Background Process
Restart Background Process

Startasa Ren{ote Scanner Node
Restart Remote Scanner Node
Remote Scanner Node Options

Generél Options
Stop
Exit

Security Suite can be run in a number of ways. On the initial installation and setup, the

following startup MAIN MENU Whbe displayed. You must select the option that describes how
you want the software to be started. Making a selection here will be stored and used on
subsequent startup processes. The MAIN MENU will be displayed, however, in case you wish to
restart, stopor change how the software is started.
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Start and Launch Browser

The first option is to start the software and launch a browser to support direct access on the
installed host; or even from a remote location if the host can access the installed host. This
option is most typically used for standalone, desktop installations or even server installations
where access to the user interface will be directly on the installed host.

Start and Launch Browseystarts Security Suite in a browser window on the installed

host..

Launch Browseg this option will be available if the software has already been started

and is still running in the background. Select this option just to open a browser on the

installed host.

Restart and Launch Browserthis option will stop andestart the software, check for

any product updates, and launch the user interface in a browser window.

Start and Run as a Background Process

Security Suite can be started to run as a background process, without launching the browser.
This is typical of ahared environment where access will be done from various desktop
browsers or via command line access from remote hosts.

Start as a Background Processtarts all processes but does not launch the browser
based user interface.

Restart Background Prossc this option will stop and restart the software and check for
any product updates. This step does NOT launch the user interface in a browser window.

Note:In some operating systems, the port will have to be open for a connection to be
established. Byeafault, Security Suite uses port 1414 for the web browser. The default URL for
the web interface is<https://<address>:1414, where <address> is the IP address or
registered hostname of the system running the product..

Start and Run as a Reote Scanner Node

The third option is to start Security Suite as a remote scanner node, to support a distributed,
multi-scanner node environment. In this configuration, the initial setup will include steps to
connect this installation to a separate instalfi A 2y | OGAy3 Fa GKS OSyd NI ¢

Start as a Remote Scanner Nodstarts all Security Suite processes, checks for any product
dzLIRF 6S&aX YR AYAGAFGSE I aSOdaNB O2yySOlAzy G2



Administrator's Guide

launch the browsebased usr interface. The following describes the steps required to
configure the remote scanner node the first time you start up the installation to Start as a
Remote Scanner Node:

1. Scroll down and click thénterkey on theStart as a Remote Scanner Nax¢ion

2. BfGSNJ GKS FAESR Lt FRRNBaa 2F G(KS {SOdzNAGe
ClickReturnor the down arrow key
ClickOKto save the change and return to the MAIN MENU
Click on theStart as a Remote Scanner Nagion to start the scanner node andake
I A4SOdzNBE O2yySOGA2Yy (G2 GKS aalyl ISNWeE | 2dz
connected nodes in thelanagetab ¢ Manage NoddJ- 3S (G KNR dzZaAK (KS davYl y
installation.

ok w

Note The Scanner Node Connection Port and Scanner Node Connection Straggady set

by default for all installations. However, you can change these default settings in the
Configuratiortab ¢ System OptiongNodesi 6 Ay (GKS aYlFyl 3aSNE Ayadalf
changed these settings, navigate to tRemote Scanner Node Qpismenu (described below)

and update those settings before returning to the MAIN MENU and starting the scanner node.

Restart Remote Scanner Nodghis option will stop and restart the software, check for any
product updates, and rinitiate asecurecoi SO A2y G2 GKS aYlFyl3ISNE Ay
does not launch the user interface in a browser window.

Remote Scanner Node Optiorsselect this option to configure the installation as a remote
a0FYyYySN ay2RS¢ | yR O2y T A JaeNiStallhtiorsatiOgadldscerda vy S O
a Y y | T klewing describes the node options in more detail:

1 Manager Addresg, This configuration setting contains the fixed IP address of the
Security Suite installation acting as the manager that will costmoimunication and
scan activity on the scanner node.

1 Scanner Node Connection ParfThis configuration setting contains the TCP port on the
manager that the node will use to connect. This configuration setting is defined through
the user interface, in th€onfigurationtab >System Optionsubmenu, by clicking on
the Nodegab.

1 Scanner Node Connection Striggrhe node will send this string to the manager when it
connects. This string must match the connection string configured through the
Configuration >8ystem Options > Nodagreen in the manager. If this option is left
blank in the manager, then no connection string is required.
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1 Check Software DependenciesThis option checks the installation host for third party

1

software dependencies or other systengrerements, to ensure the software can be
installed and configured properly on the host. Note that the Security Suite VM
deployment option is automatically released with all valid dependencies; and all
Installer processes automatically perform these openas during installation. However,
this step may need to be run manually if there are any issues or problems with the
software or modifications to the host environment affecting the product.

Back to Main Menug, This option closes th®ptionsmenu and retuns to the MAIN
MENU.

Exitq Click this option to close the MAIN MENU.

General Options

These options support modifying configuration settings related to web ports and control over
remote host access, as well as manually checking your system for valigahiyd
dependencies or other systenelated settings.

1

Web Allowed Hostg; This configuration setting stores the hosts that are authorized to
connect to the application. The default is ALL (*). However, you can use this setting to
enter comma delimited IP allesses to limit access to only authorized hosts, if needed.
This configuration setting is also available in @@nfigurationtab >System Options
submenu, by clicking on th&eb Servetab.

Web Port¢ This configuration setting stores the TCP/IP port tha web server listens
on. This configuration setting is also available in@mafigurationtab >System Options
submenu, by clicking on th&eb Servetab.

Check Software DependencigsThis option checks the installation host for third party
softwaredependencies or other system requirements, to ensure the software can be
installed and configured properly on the host. Note that the VM deployment option is
automatically released with all valid dependencies; and all Installer processes
automatically perbrm these operations during installation. However, this step may
need to be run manually if there are any issues or problems with the software or
modifications to the host environment affecting the product.

Back to Main Menu, This option closes the opti@mmenu and returns to the MAIN
MENU.

Exit¢ Click this option to close the MAIN MENU.
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Stop

Whether you run Security Suite by launching the browser or run strictly in background mode or
as a remote mode, the software runs as a background process so scatsntaue to be
scheduled and executed, even when the browser is closed on the host. This option allows you
to manually stop the product, to include any running background processes. This option will
only be available for selection if Security Suite igently running.

Exit

Select this option to quit the startup process and close the startup menu. Use the Up/Down
arrow keys to move and Enter key to select.

What if a Service or Required Configuration Setting is Not Found on Startup?

There may be instancehiring the startup process where a system configuration value or
service is not found or should be validated prior to startup. For example, one common
configuration setting is related to allowing you control over the hosts that should be allowed to
conned to the web-based application. If this prompt is displayed, enter/verify the explicit IP
addresses of specific hosts (if you wish to restrict access down to that level) or enter/verify * to
indicate remote access from any potential host and then seld¢tb continue. The latter is the
most common use&ase.

8525 Terminal
File Edit View Search Terminal Help
WEB ALLOWED HOSTS

Enter the IP addresses which are allowed to connect to the web interface,
separated by spaces. (Wildcards are allowed.)

Examples: 172.16.1.1 172.16.* #*

0K

Another possible setting is to define the TCP port to use for allowing the web interface. SAINT
uses Port 1414 by default, but this can be changed if local policies dictate. Enter/verify the port
number in this field and choog@Kto continue.

10
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OGS Terminal
File Edit View Search Terminal Help
HWEE INTERFACE PORT

nter the number of the TCP port to use for the web interface.

0K
Cancel

Database startup for a Security Suite installation using a locally installed datalgegSecurity

Suite supports either a MySQL or PostreSQL database backend for application configurations

and scan contentn the standard setup, the target database is installed on the same host as

the software. In most *nbbased platforms, the database service is started automatically and
managed by the installation and startup processes. However, in some instancesu({pHytic

RedHat, CentOS and Fedora) this service is not always started at the same time the OS is
launched. Security Suite provides a check on startup to verify whether this service is up or not

2y GKS 20t K2adsz | yR ¢ Aliase sdrdd®ignotRuBnink. If ydMR Y LI
are using the standard setup, with the database on the same host as the software, you should
entery (Yes) at the prompt to start the service.

For an installation using an external databageéAs described in the indtation guide, Security
{dZAGSQa | NOKAGSOGdzZNE |t a2 adzZdJI2Nlia G§GKS dzasS 27
connects to a remote database, entefNo) at the database startup message if Security Suite is

using a database on a separate hdstthat case, the startup process will not perform this

check, and responsibility for ensuring the external database is running will be that of a local
administrator.

Database credentials- When the SAINT manager runs for the first time, it createstabdese

and a database user with the username and password which you provide. In order for the
SAINT manager to be able to perform needed functions, it must be able to access the database
using these credentials. Therefore, the credentials are stored icanéguration files for both

the saint_manager daemon (manager.ini) and the web application (main.php). If you want to
encrypt the database password in these files, run the following command on the manager host
after the database is initializedd/usr/sh  are/saint; sudo

scripts/encrypt_db_pass.py. This command will encrypt the password in both
configuration files using AES%6 encryption. It may result in a slightly slower experience when
using the web application.

11
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Accepting the License Agreement

When loging into the product via a browser, Security Suite will launch a browser window and
display the End User License Agreement.

H:”HT Security Suite Admin * Help =

Dashboard Scan * Analyze * Report * Ticket * Exploit * Manage * Configuration * Systemn time 10:20 AM

Scan Jobs  Schedules  Assets  Policies Credentials Manager Benchmark Scanning

Agreement Required

SAINT is willing to license the licensed product to licensee only on the condition that licensee accepts the terms and conditions contained in this agreement. By typing "yes"
below, licensee acknowledges that it has read all of the terms and conditions of this agreement, understands them, and agrees to be bound by them.

LICENSE AND SERVICE AGREEMENT (INDUSTRY)

1. Definitions. As used herein, the following definitions shall apply: "Licensed Product” shall mean collectively the Licensed Software and Licensed Dacumentation (as
hereinafter defined). "Licensed Software" or "Software" shall mean the software in object code form, for which Licensee has paid a license fee, all updates and revisions
thereto supplied by Licensor during the term hereof, and all permitted copies of the foregoing. “Licensed Documentation™ shall mean any documents delivered by Licensor to
Licensee that relate to the Licensed Software. "Use" shall mean the reading into and out of memory of the Licensed Software and the execution of such Software.

2. License, Subject to the payment of the license fees and charges to Licensor, Licensor hereby grants to Licenses, and Licensee hereby accepts, a personal, non-exclusive,
and non-transferable license (without the rights to sublicense) to use the Licensed Product in accordance with the terms and conditions of this License and Service
Agreement. The Licensed Product shall only be used for the number of nodes, netwerks, or hosts for which Licensee has paid a license fee.

3. License fees and charges, taxes, and payments for services. The license fees and charges for the license herein granted to Licensee shall be the then current license fees
and charges of Licensor for the Licensed Product in effect at the time of Licensor's acceptance of this Agreement. Payment for products and services covered in the on-line
ordering procedures, are due prior to the release of the Licensed Product or performance of the services. Any license fee, taxes, or other charges for the Licensed Product
that is not paid before Licensor provides the Licensed Product shall be paid within thirty days after receipt of such product. Any fee for maintenance and update services, in
accordance with Schedule A, that is not paid prior to the beginning of the period of such annual maintenance services shall be paid within thirty days after the beginning of
the period of such annual maintenance services, Any additional services that are provided by Licensor to Licensee on a time and materials basis shall be paid within thirty
days after receipt of an invoice for such services, If Licensee does not pay all amounts due within the payment periods stated above, Licensor may terminate the Agresment,
pursuant to Paragraph 11, and cease performance of any further services.

4. Terms of license agreement and licenses. Unless otherwise terminated or canceled as provided herein, the term hereof and of the licenses granted herein shall commence
on the date the Licensee iz provided access to the Licensed Software, normally by iszsuance of a customer ID and password, and shall continue until Licensee discontinues the

Note: Some versions of Linux may not automatically launch a browser window. If Security Suite

was installed from a Linux DEBRPM package and you are launching the system directly from

the install host, some installation of Linux may not automatically launch a browser window. If

that happens, you can choose Security Suite from the Applications menu. (It may appear under a
submSy dz 8dzOK a4 GhiKSNE Ay a42YS [AydzE SSNRAZ2YAEC
program created a SAINT 8 icon on your desktop, dalicleon the icon. For those using the
pre-configured virtual machine (VM) version, we have also includeddemotabs to our public

website and technical support portal, for ease of access.

Please read through the agreement and then accept at the bottom of the page.

Note: The License Agreement will only be displayed and require acceptance during the initial
setup and whenever major releases are delivered.

12
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Logging In

Accepting the agreement will load Security Suite into the browser window and provide a login
dialog. Each account owner is provided access to the administrative credentials to support first
login ard for performing administrative functions such as creating user accounts and setting up
permissions. Use this account for your initial login, changing the default administrator
password, and establishing your internal user account and access contragolici

Configure the License Key

1. Upon first login, the first step is to configure your license key. If no license key is
present, the application will direct you to the License Key page and open a login
prompt. Enter your customer login and password to augtically load your license key
from the mySAINT server.

Load License Key

Enter your customer login and password to automatically load your license key,

Customer Login

Passwoed

Manual License Key Configuration

If you prefer to paste your license key into the application manually, clicK#meebutton at
the login prompt and proceed as follows:
1. To download your keygpen a second tab in the browser and return to thgSAINT
customer portal ittps://my.saintcorporation.con). Login to the portal with the account
name and password you received in your Welcome email mesbige: Click on
GC2NH2G @2dzNJ tFaadg2NRKE Ayl 2y (GKS f23aAy
link will autogenerate a new password.
2. Navigate to the_icense Keysage in themySAINTustomer portal.

13
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3. Click on the clipboard icon beside the desinednse.
4. Paste the entire SAINT key content (including the SAINTexpress transmission
information at the bottom) from thenySAINTortal page into text area of the License

Key page in the application.

Global License Key

To generate or copy your license
key, log in to the mySAINT
customer portal using your
Customer ID and Password. Click on
"License Key" at the top of the

page.

saint, key

# BEGIN KEY
896619fF5Ffddfbes

License: SAINT

License: SAINTexploit
License: eSaint

License: Ticket

License: SCAP2

License:
meteredd/S5e0CIP;Userlgea:12
Nodes: 3

Expires: 12/31/2017

# END KEY

User: Userleee
TransmissionPassword:
dPFVHZERVLALjeep
TransmissionKey: H8tmgwB8GyhxMj2vw

_Save |

Note: For command line users, alternatively, you alo place the content into a file in
your saint directory and name stint.key.
5. ClickSave

Understanding the Key

There are two types of licenses. The key structure must be consistent with the license type and
total usage volume purchased under the cuntrgubscription:

T Unique Target LicenseThis key is based on a fixed number of statibdBed target
addresses. For example, purchase a key that allows you to scan up to 100 unique
targets, and scan that number of targets, as many times as you wisltm/eourse of
the license period. Target IPs are not added to this count (metered usage) until a target

14
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is discovered live and assessed via a scan policy. Note that once an IP has been counted,
it cannot be removed and replaced with another However, pu can increase the
license size during your license period as demand increases, by contacting your account
representative.

1 Metered Scan LicenseThis key is based on counting the total number of host targets
scanned over a license period. For examplaneig 10 hosts weekly over 52 weeks
equates to 520 total scans. In this key structure, specific IP addresses, size of the
network or dynamic addresses are of no concern because every target assessed in every
W26Qa a0Fy Aa O02dzyiSR®

Configure System Updates

The first time you install a License key (including the user name, transmission password, and
transmission key at the bottom) via tli&nfigure the License Keption, this process
automatically cofigures the system update process (a.k.a. SAINTexpress) with the user and
transmission information. If you later change your user name (e.g., when upgrading from an
evaluation license to a purchased license), or if your network environment includes a pooxy
need to enter that information into this form.

mmT Security Suite Adrmin * Help *

Dashboard Sean v Analyze © Report * Ticket * Exploit = L Configuration * System time 10:42 AM

Users and Groups  Scanner Nodes  System Updates  License Key  System Maintenance  System Status
L)
System Updates Configuration Restart and Update Manual Update
To determine your Transmission Key and After saving your System Updates Configuration, #A manual update file can be obtained from
Password, log in to the mySAINT customer portal click the below button to perform a system wyour mySAINT portal under DOWNLOADS -
using your Custormer 1D and Password, Click en update MAMNUAL UPDATES.
"License Key" at the top of the page, the
Transmission Key and Password are located at the ¢ Restart and Update Before proceeding with a manual update,
bottom of the key. The "User Name" field is the enxure you have configured your Update
same as your Customer 1D, User Name, Transmission Key and
Password, and checked "Enable
User Name * |ijzer 1000 F3 SAINTexpress.”
Transmission pEyiz6RVLALjeep Note: This feature currently only supports
Password * updating the management console and the
Transmission ":"':' HEtmgwiGyh=Mi2vw local scanner node
Update file: Browse.,.
Proxy variables P :
{leave blank i you
don't have s pecy] ' Restart and Update Manually
Proxy Host Name
Prowy Port
Proxy Login
Prowy Password
llaava Blank if nat
roguired]
Enable 7]
SAINTexpress
W

[ save |

Used 0 of 5000 IPs (Expires 12/31,/2017)
SAINT
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This page also provides a checkbox to enable (by default) or temporarily disable the update
process (Uncheck the "Enable SAINTexpress" checkbox) to prevent automatic updates of your
installation onrestarts. This option may be preferable to comply with local change

management policies or if you are in a closed network environment and must manage updates
without an Internet connection.

The System Updates page also provides options to perform aahahack for updates via the
GwSaGIFNI FYyR !'LIRIFIGSeE 2LIA2yS a ¢Sttt | a LISNF?2
closed network that cannot conduct automated update processes.

Get the Latest Updates

The last step in the installation process is te@re that you have all of the latest vulnerability
checks, exploits, tutorial content, bug fixes, and feature updates.

From the System Updates page, click Restart and Updateutton. Security Suite will use the
SAINTexpress update process to pulllHtest updates and publish them to your new

installation. The System Update Status will always be displayed on this page. This updates the
manager and the local node. If your installation includes remote/distributed nodes, restart
those nodes from théMlanage Scanner Nodgmge.

Note: Security Suite updates can also be controlled via the Command Line Interface (CLI). You
can start Security Suite from the command line with gg2argument. This will start Security

Suite and NOT check for updates. This preeai only be valid for this rutime instance. It

does not control the stored configuration/status of the SAINTexpress System Update plugin.

The System Status page provides a summary of details for your Security Suite installation.
Information, such as product version, date of the last update, license key status, as well as
information about current active usage.

b23GS GKIFG GKS LINRPRdzOG @OSNBAZ2Y AYF2NXIGA2Y Aa
version is defined as follows:
1 ProductVersion:[Major Product Number] [Current Software Update Release Number].
This number is associated with the software updates that package code and scripts
related to software features, product functionality, bug fixes and database changes.

16
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Major productversions have historically been introduced evet§ $ears. Software
updates to these major releases are typically in quarterly update cycles.

1 Date VersionThis version number is associated with the version of the database, as it
relates to the product vesion. This value assists engineers in researching possible issues
whenever there is a problem with your installation.

1 Content VersionThis number sequence corresponds to the current number of content
updates for the version of the software. Content upesiare typically associated with
vulnerability checks, exploit code and remediation Tutorials. Content updates are
routinely released twice weekly.

‘n"ﬂ.&xun(v Suite admin ¥ Help

Scan * Analyze * Report * Ticket * Exploit * Manage * Configuration * + Create

Users and Groups  Assets  Scanner Nodes  System Updates  License Key  System Maintenance  System Status

System Information System Actions
Product Version: 9.0 System Packages: Check Packages
Data Version: 090030005

System Updates: Enabled

Content Version: 9003(

Last Updated: November 07, 2017 20:15:28 Disable

License Key: expires on 9/23/2018
by & Restart and Update

Total License: Static License

Active Users: 2 (seen in the last S minutes ¢ Manual Update
Active Scan Jobs: n/a
Free Disk Space: 2907 MB

Database: MySQL 5.5.34-Oubuntu0.12.04.1-log

MySQL ibdatal size: 13982 MB e Cleanup

(OINT® (expires 9/23/2018) System time 10:57 AM

Running your First Scan

1. Click on thescan Jobgption under the Scan menu.

2. The first time you access tlsystem, you will be prompted that there are no scan jobs in
0KS a@2RO8WRY é®®dz tA1S G2 ONBIFIGS 2y SKE

3. Click that hyperlink to set up your first job

The Scan Job Wizard will be displayed to walk you through the process of setting up your first
job. In he following example, we will set up a quick scan, using only the minimum required
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steps to 1: give the job a Name, and select the Scan Policy to be used, and 2: enter the host
Targets to be scanned; and 3: decide when to schedule your first job. Refer $sarsection

of the user guide for more details on all of the available options and advanced configurations
for running various types of scans.

1. Scan Info.:
¢ First, enter a Name for your scan Job.

Optionally, you can elt a description to assist in identifying the scan Job at a later
time.

Scan Policyg Select the type of scan to be executed for the scan Job. SAINT provides

many predefined scan policies that are based on various types of vulnerability, content,

and corfiguration assessment needs from general vulnerability scanning to specially
configured scans tailored for various industry compliance controls. For this scan, select

the VulnerabilityPolicy Category, and selecEall Vulnerabilitscan. Leave the

Exhausive option checked (shown below) to configure this policy to enforce more
GK2NRPdZAK OKSO|l YSUK2Ra® ¢KAa (el 2F aoly
applicable to the type of target being assessed.

Create New Job =

Step 1: Scan Job Information
MName & Description

Please enter a unique name for this job,
My firac E

Please enter a detailed description for this job. {Optional}

Select a Scan Policy

Select Policy Category Select Policy
Vulnerability - HeavyVulnerability Sean -

The Heavy /Vulnerability Scan runs all available vulnerability checks
against the selected targets.

Scan Policy Options

Exhaustive Scan Allow Dangerous Tests

=]
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2. Targets; ClickNextto enter the host tagets to be scanned. Enter the address(es) of the
target(s) to be scanned. This can be individual IP addresses, Subnet, CIDR for IPv4 or
IPv6 addresses, or domain names. This can be done through a number of options, to
include manual entry, importing targésts, creating and using Target and Asset Groups;
as well as connecting to external sources such as Active Directory, Microsoft Azure, and
Amazon Web Service (AWS) accounts.

Create New Job x

Step 2: Select Scan Targets
Enter Scan Targets

Local Node

Enter target(s) Selected Target(s)

10.8.0.11 [ip]
Mere Optiens..
Node Information

Drescription: SAINT Built-In Scannar
Status: Active

Remove All

Enter Target Restrictions

Enter target(s) Target Restrictions(s)

T

3. Review, Schedule and Finisithere are many other configuration options dahble for
granular control of your scan workflows. These steps are optional and not described in
this quick scan exampleClick the Finish button to review the Summary information and
OK224aS8S (2 NHzy (GKS aoOly AGQLYYSRAFGSteé¢o
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Create New Job

Scan Info

Baslc setup and scan
policy selection.

2 Targets

Select scan targets.

Authentication
Select credentials.

Advanced

Additional options.

Finish
Create schedules and

select ticket rule set.

Step 5: Schedules and Ticket Rule Set
Job Schedule

F You may opt not to create a schedule for this job at this time.

Create a new Schedule Schedule(s)
Schedule Immediately Immediate
Schedule Once
Schedule Recurring

Create Scan Window
Scan Window

i Ticket Rule Set

P You may cheose a ticker rule set to apply whan this jab muns.

Select Ticket Rule Set

ClickFinishin the Summary bitton once you've chosen when to run the scan. Your scan

will now be initiated.

2dz oAt f

y2g aSS @2dzNJ ySg

Sanddbgagea O y
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(AINT* security suite Admin *  Help *
Dashboard Scan v Analyze = Report * Ticket * Explait = Manage * Configuration * System time 11:43 AM

Scan lobs  Schedules  Assets  Policles  Credentials Manager  Benchmark Scanning

Grid Actions *

Scans lobs
@ . o P-‘Isemofl . View 1-10f 1
0 Acthons Scan# = Job Name Start Time End Time # Targets # Results Status Progress
] W
D eoelns 1| My first job 2017.05-10 11:38:15 1 Running m

CAINT® used 1 of 5000 1Ps (Expires 12/31/2017) <<« page[l__Jof1 » ~[20 V] _

Once the scan is complete, you can use the various product features to view strategy
graphs inthe Dashboardab, perform detailed analysis in thnalyzetab, and create
reports from predefined report types (templates) or create customized reports.

The SAINT Console

The SAINT console is where SAINT writes its standard output (stdout) and essages

(stderr). By default, the console is the terminal display from which Security Suite was started at
the command line. Security Suite can also be run with stdout and stderr redirect to a file on

A0 NIOdzL) 60 SdaAdPrE dkal Ayl X dpdsiderdnithddidd myeupatm 4 Sy Ra
Note that SAINTbox appliances also use this technique to write stdout/stderr to a file named
saintbox.out.

View/Delete Scan Status File

The scan status file contains time stamped information about scans that have been run
including the session name, the time the scan was started and completed, and the probes
which were run. This information can be extremely valuable in reviewing the current progress

of a running scan, as well as identifying possible causes of issuefiédeat the conclusion of
a scan.

The Status File scan can be viewed from Security Suite using the following steps:
1. Navigate to theScangrid on theScan Jobgage.
2. Click on theDetailsaction button for a scan to be reviewed.
3. Click on theéexecute Histry bar to view the scan history and details for each scan.
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4. ClickView Status Fileo display the raw status file content.

Scan Detalls x

My first job (SCANID 1)
= Scan Detals

Job Name My fiest Job

Scan 1D 1

Scon Poliey Hearvy/Vulmerability Scan
Start Time 2017-05-10 11:38:15
End Time 2017-05-10 11:45:34

*  Execution History

Agent/Node Start Time End Time Stotus Stotus File Resufes dote

Local Node 20370510 1138 1% 10170510 114530 fromed Y Satus Yirw Yerbose Yirs Seaudts

Status Flle x

max_scan_delay 1des

IbbASS2801 75248168 12450)

The Asset Tracker Agent

The asset tracker agent allows Security Suite to run recurring scans against targets with
dynamiclPadd@a Sa s> gAGK2dzi NBIdZANAY 3 (GKS dzaSNJ G2 02
in the job or target group. The agent is a lightweight program on the target which generates a

dzy AljdzS aaSaid L5 FyR LISNA2RAOL f f erackebsgriiée G KIF G L
then detects changes in the IP address associated with that asset ID, and updates all scan jobs

and target groups to use the current IP address.

Follow these steps to use the asset tracker agent:
1. Start your installation with the tracker sgce enabled:
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