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²ŜƭŎƻƳŜ ǘƻ {!Lb¢ IŜƭǇ 

SAINT Help includes the following: 

¶ Administrator Guide 

¶ User Guide 

¶ Glossary 

  

For customer technical support, please contact us at https://support.saintcorporation.com 

  

For information about your SAINT license and additional details about SAINT content and the 

latest updates, please log in to your customer portal at https://my.saintcorporation.com 

  

We offer free training on SAINT technology and product features. See https://www.carson-

saint.com/about/news/ for more information. 

  

https://support.saintcorporation.com/
https://my.saintcorporation.com/
https://www.carson-saint.com/about/news
https://www.carson-saint.com/about/news
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!ŘƳƛƴƛǎǘǊŀǘƻǊϥǎ DǳƛŘŜ  

System Requirements 

The following describes the major system requirements and key third party software 

dependencies for setting up a SAINT Security Suite environment. 

  

Note that the setup process will automatically prompt you to resolve any missing prerequisites 

during the initial setup.  

  

It is also highly recommended that administrators run the Check Dependencies option in the 

Start Menu to verify an environment is configured properly any time there is an issue that 

hinders the full operation of the product. 

Operating Systems 

Security Suite can run on most common Linux distributions that meet required dependencies. 

The officially supported platforms include: 

¶ Ubuntu 18.04 LTS, 20.04 LTS, or 22.04 LTS 

¶ Amazon Linux 2 

¶ Red Hat 7, 8, or 9 

¶ Debian 

¶ CentOS 7 or 8 

¶ CentOS Stream 

RDBMS / SQL Database 

The installation process includes the option to select one of the following supported RDBMS 

platforms. 

¶ MySQL 5.x (or MariaDB*) 

¶ Postgres 9.1 or higher 

 

* MariaDB is a fork of MySQL. If you choose MySQL during setup, SAINT will install and use 

whichever fork is packaged by the operating system vendor. (Red Hat and CentOS currently 

package MariaDB instead of MySQL.)  It is recommended that you always use the operating 

ǎȅǎǘŜƳΩǎ ƻŦŦƛŎƛŀƭ ǇŀŎƪŀƎŜǎΣ ǘƻ ŜƴǎǳǊŜ ŎƻƳǇŀǘƛōƛƭƛǘȅ ǿƛǘƘ tȅǘƘƻƴ ŀƴŘ tIt ƳƻŘǳƭŜǎΦ 
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Browsers 

¶ Up-to-date Microsoft Edge 

¶ Mozilla Firefox: v.19.0 or higher 

¶ Up-to-date Google Chrome 

Disk Space 

1. Security Suite software and system files ς 300 MB to download and install 

2. Perl and Web browser ς approx. 70 MB 

3. Database platform 

4. Additional storage space required for scan results and reports 

5. Optional utilities: See vendor specifications for disk space requirements of individual 

utilities. 

 

Note: It is not necessary to reinstall any pre-existing utilities installed on the target 

platform. Both MySQL and OpenSSL are often provided as part of the regular installation 

package for Linux. The amount of disk space required varies depending on the operating 

system, the download format, and amount of data being stored in the database. 

Memory 

Varies depending upon the number of hosts to be scanned, the selected level of multithreading, 

and other factors. A minimum of 4GB is requiredτwith 8GB RAM recommended for typical 

installations.. Additional RAM should be considered for optimal performance if there are large-

scale scanning requirements. 

Oracle Java 

Oracle Java 8 is recommended if you are using SAINT for benchmark scanning. On Ubuntu, the 

Check Dependencies option from the start menu will add the Oracle Java Installer PPA from 

launchpad.net to install and maintain Oracle Java on the system.  For other platforms, 

download and install Oracle Java 8 from www.java.com/download, and ensure that security 

updates are applied regularly.  (Note: Although OpenJDK packages may be installed by the 

Check Dependencies option, Oracle Java, not OpenJDK, is recommended for best results from 

benchmark scans.) 

 

 

https://launchpad.net/
https://www.java.com/en/download/
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Getting Started 

The following describes the routine steps for accessing and downloading licensed software, 

setting up your license key, and setting up the basic configurations to get started with your first 

scan. 

Accept License and Download Security Suite 

There are just a few steps to follow, and then you will be ready to use SAINT capabilities. To see 

how easy it is to install the SAINT Security Suite free trial, watch our installation video. 

1. Log on at our mySAINT portal at https://my.saintcorporation.com with the credentials 

provided in your welcome e-mail.  

The mySAINT portal is where you: 

¶ maintain your account 

¶ get your license key 

¶ most importantly, get instructions and downloads for installing SAINT Security 

Suite. 

2. Change your password (recommended). See the Change Password link in the upper-

right corner of the portal. 

3. Optional. If you are a new user, the mySAINT Assistant automatically opens when you 

log into the portal. Otherwise, you can open it from the Resources menu. Click on the options in 

the mySAINT Assistant to be guided to the correct download for your use case.  Then follow the 

installation instructions provided by the Assistant.  

 

If you choose not to use the mySAINT Assistant, continue with the following steps. 

4. Review the SAINT Installation Guide. 

You can use the link above or navigate to it inside mySAINT: select primary navigation link 

Resources, select Installation Guides, and then SAINT Security Suite Installation Guide. 

5. Determine which SAINT Security Suite option you wish to download. See the 

Installation Guide, sections 2 and 3. If you need a virtual machine(VM), install it. We 

recommend VirtualBox. See the Installation Guide, section 3.2. 

6. Import the SAINT/Ubuntu open virtual application (OVA) file. See the Installation 

Guide, section 3.4: 

Ubuntu ID: saintadmin 

Ubuntu PW: SAINT!!! 

https://www.youtube.com/watch?v=4T8bQ1gtBsg
https://my.saintcorporation.com/
https://my.saintcorporation.com/resources/Security%20Suite%20Installation%20Quick%20Start%20Guide.pdf
https://www.virtualbox.org/wiki/Downloads
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7. Log into SAINT Security Suite at one of these links: 

Username: admin 

Password: admin 

¶ http://127.0.0.1:1414 

¶ https://127.0.0.1:1414 

8. Time to SCAN! 

If you have any problems, call us immediately. We want you to have a great experience! 

Software Installation 

For all installations, ensure you've validated all requirements specified in the System 

Requirements section before continuing. Security Suite can be installed natively on most Linux-

based platforms, and as a pre-configured Virtual Machine (VM). Refer to the Installation Quick 

Start Guide found under Resources ς Installation Guides for detailed assistance on supported 

platforms and installation assistance. Use the SAINT Amazon Machine Image Guide for 

assistance on setting up a pre-configured AMI on AWS. 

Using a SAINT Virtual Machine after Setup 

Using a pre-configured Virtual Machine is one of the more common deployments for Security 

Suite. Once the VM is downloaded to the target location: 

1. Run the Virtual Machine from either VMware or Oracle Virtualbox. 

2. Login to the Desktop using the SAINTadmin account and password provided in your 

Welcome email. 

  

hƴŎŜ ȅƻǳ ƘŀǾŜ ǎǳŎŎŜǎǎŦǳƭƭȅ ƭƻƎƎŜŘ ƛƴǘƻ ǘƘŜ ±aΩǎ ŘŜǎƪǘƻǇΣ {ŜŎǳǊƛǘȅ {ǳƛǘŜ Ŏŀƴ ōŜ ǎǘŀǊǘŜŘ ŀƴŘ 

accessed using the same steps as Starting Security Suite  from a native installation. 

Starting Security Suite 

The following describes how to start Security Suite and use the various menu options found 

during start-up.  

Launch Security Suite 

The first step is to click on the SAINT icon   or click on SAINT Security Suite from the application 

menu or desktop hyperlink created during the installation. Starting the Security Suite first 

requires you to log in with administrative privileges. This is similar to the way Windows and 
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other modern operating systems validate your credentials and permission to install and run 

applications on the host. The following example shows logging in from an Ubuntu operating 

system: 

 

 

Choose your Start-up Option 

Once your credentials have been validated, the startup process will launch the MAIN MENU 

that displays the various configuration and startup options. 

  

 

  

Security Suite can be run in a number of ways. On the initial installation and setup, the 

following startup MAIN MENU will be displayed. You must select the option that describes how 

you want the software to be started. Making a selection here will be stored and used on 

subsequent startup processes. The MAIN MENU will be displayed, however, in case you wish to 

restart, stop or change how the software is started. 
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Start and Launch Browser 

The first option is to start the software and launch a browser to support direct access on the 

installed host; or even from a remote location if the host can access the installed host. This 

option is most typically used for standalone, desktop installations or even server installations 

where access to the user interface will be directly on the installed host. 

Start and Launch Browser ς starts Security Suite in a browser window on the installed 

host.. 

Launch Browser ς this option will be available if the software has already been started 

and is still running in the background. Select this option just to open a browser on the 

installed host. 

Restart and Launch Browser ς this option will stop and restart the software, check for 

any product updates, and launch the user interface in a browser window. 

Start and Run as a Background Process 

Security Suite can be started to run as a background process, without launching the browser. 

This is typical of a shared environment where access will be done from various desktop 

browsers or via command line access from remote hosts. 

  

Start as a Background Process ς starts all processes but does not launch the browser-

based user interface.   

Restart Background Process ς this option will stop and restart the software and check for 

any product updates. This step does NOT launch the user interface in a browser window. 

Note: In some operating systems, the port will have to be open for a connection to be 

established. By default, Security Suite uses port 1414 for the web browser. The default URL for 

the web interface is:  <https://<address>:1414>, where <address> is the IP address or 

registered hostname of the system running the product.. 

Start and Run as a Remote Scanner Node 

The third option is to start Security Suite as a remote scanner node, to support a distributed, 

multi-scanner node environment. In this configuration, the initial setup will include steps to 

connect this installation to a separate installŀǘƛƻƴ ŀŎǘƛƴƎ ŀǎ ǘƘŜ ŎŜƴǘǊŀƭ άƳŀƴŀƎŜǊΦέ 

 

Start as a Remote Scanner Node ς starts all Security Suite processes, checks for any product 

ǳǇŘŀǘŜǎΣ ŀƴŘ ƛƴƛǘƛŀǘŜǎ ŀ ǎŜŎǳǊŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ άƳŀƴŀƎŜǊέ ƛƴǎǘŀƭƭŀǘƛƻƴΦ ¢Ƙƛǎ ǇǊƻŎŜǎǎ ŘƻŜǎ ƴƻǘ 
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launch the browser-based user interface. The following describes the steps required to 

configure the remote scanner node the first time you start up the installation to Start as a 

Remote Scanner Node: 

1. Scroll down and click the Enter key on the Start as a Remote Scanner Node option 

2. EƴǘŜǊ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ {ŜŎǳǊƛǘȅ {ǳƛǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŀŎǘƛƴƎ ŀǎ ǘƘŜ άƳŀƴŀƎŜǊέ 

3. Click Return or the down arrow key 

4. Click OK to save the change and return to the MAIN MENU 

5. Click on the Start as a Remote Scanner Node option to start the scanner node and make 

ŀ ǎŜŎǳǊŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ άaŀƴŀƎŜǊΦέ ¸ƻǳ ǎƘƻǳƭŘ ƴƻǿ ǎŜŜ ǘƘŜ ƴŜǿ ƴƻŘŜ ƭƛǎǘŜŘ ƛƴ ǘƘŜ 

connected nodes in the Manage tab ς Manage Node ǇŀƎŜ ǘƘǊƻǳƎƘ ǘƘŜ άƳŀƴŀƎŜǊέ 

installation. 

 

Note: The Scanner Node Connection Port and Scanner Node Connection String are already set 

by default for all installations. However, you can change these default settings in the 

Configuration tab ς System Options ς Nodes ǘŀō ƛƴ ǘƘŜ άƳŀƴŀƎŜǊέ ƛƴǎǘŀƭƭŀǘƛƻƴΦ LŦ ȅƻǳ ƘŀǾŜ 

changed these settings, navigate to the Remote Scanner Node Options menu (described below) 

and update those settings before returning to the MAIN MENU and starting the scanner node. 

 

Restart Remote Scanner Node ς this option will stop and restart the software, check for any 

product updates, and re-initiate a secure conƴŜŎǘƛƻƴ ǘƻ ǘƘŜ άƳŀƴŀƎŜǊέ ƛƴǎǘŀƭƭŀǘƛƻƴΦ ¢Ƙƛǎ ǎǘŜǇ 

does not launch the user interface in a browser window. 

 

Remote Scanner Node Options ς select this option to configure the installation as a remote 

ǎŎŀƴƴŜǊ άƴƻŘŜέ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ŀ ǎŜŎǳǊŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ŀ ǎŜǇŀǊate installation acting as a central 

άƳŀƴŀƎŜǊΦέ  The following describes the node options in more detail: 

¶ Manager Address ς This configuration setting contains the fixed IP address of the 

Security Suite installation acting as the manager that will control communication and 

scan activity on the scanner node. 

¶ Scanner Node Connection Port ς This configuration setting contains the TCP port on the 

manager that the node will use to connect. This configuration setting is defined through 

the user interface, in the Configuration tab > System Options submenu, by clicking on 

the Nodes tab. 

¶ Scanner Node Connection String ς The node will send this string to the manager when it 

connects. This string must match the connection string configured through the 

Configuration > System Options > Nodes screen in the manager. If this option is left 

blank in the manager, then no connection string is required. 
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¶ Check Software Dependencies ς This option checks the installation host for third party 

software dependencies or other system requirements, to ensure the software can be 

installed and configured properly on the host. Note that the Security Suite VM 

deployment option is automatically released with all valid dependencies; and all 

Installer processes automatically perform these operations during installation. However, 

this step may need to be run manually if there are any issues or problems with the 

software or modifications to the host environment affecting the product. 

¶ Back to Main Menu ς This option closes the Options menu and returns to the MAIN 

MENU. 

¶ Exit ς Click this option to close the MAIN MENU. 

General Options 

These options support modifying configuration settings related to web ports and control over 

remote host access, as well as manually checking your system for valid third party 

dependencies or other system-related settings. 

¶ Web Allowed Hosts ς This configuration setting stores the hosts that are authorized to 

connect to the application. The default is ALL (*). However, you can use this setting to 

enter comma delimited IP addresses to limit access to only authorized hosts, if needed. 

This configuration setting is also available in the Configuration tab > System Options 

submenu, by clicking on the Web Server tab. 

¶ Web Port ς This configuration setting stores the TCP/IP port that the web server listens 

on. This configuration setting is also available in the Configuration tab > System Options 

submenu, by clicking on the Web Server tab. 

¶ Check Software Dependencies ς This option checks the installation host for third party 

software dependencies or other system requirements, to ensure the software can be 

installed and configured properly on the host. Note that the VM deployment option is 

automatically released with all valid dependencies; and all Installer processes 

automatically perform these operations during installation. However, this step may 

need to be run manually if there are any issues or problems with the software or 

modifications to the host environment affecting the product. 

¶ Back to Main Menu ς This option closes the options menu and returns to the MAIN 

MENU. 

¶ Exit ς Click this option to close the MAIN MENU. 
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Stop 

Whether you run Security Suite by launching the browser or run strictly in background mode or 

as a remote mode, the software runs as a background process so scans can continue to be 

scheduled and executed, even when the browser is closed on the host. This option allows you 

to manually stop the product, to include any running background processes. This option will 

only be available for selection if Security Suite is currently running. 

Exit 

Select this option to quit the startup process and close the startup menu. Use the Up/Down 

arrow keys to move and Enter key to select. 

What if a Service or Required Configuration Setting is Not Found on Startup? 

There may be instances during the startup process where a system configuration value or 

service is not found or should be validated prior to startup. For example, one common 

configuration setting is related to allowing you control over the hosts that should be allowed to 

connect to the web-based application. If this prompt is displayed, enter/verify the explicit IP 

addresses of specific hosts (if you wish to restrict access down to that level) or enter/verify * to 

indicate remote access from any potential host and then select OK to continue. The latter is the 

most common use-case. 

 
  

Another possible setting is to define the TCP port to use for allowing the web interface. SAINT 

uses Port 1414 by default, but this can be changed if local policies dictate. Enter/verify the port 

number in this field and choose OK to continue. 
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Database startup for a Security Suite installation using a locally installed database ς Security 

Suite supports either a MySQL or PostreSQL database backend for application configurations 

and scan content. In the standard setup, the target database is installed on the same host as 

the software. In most *nix-based platforms, the database service is started automatically and 

managed by the installation and startup processes. However, in some instances (particularly 

RedHat, CentOS and Fedora) this service is not always started at the same time the OS is 

launched. Security Suite provides a check on startup to verify whether this service is up or not 

ƻƴ ǘƘŜ ƭƻŎŀƭ ƘƻǎǘΣ ŀƴŘ ǿƛƭƭ ǇǊƻǾƛŘŜ ŀ ǇǊƻƳǇǘ ƛŦ ǘƘŜ ƘƻǎǘΩǎ Řŀǘŀbase service is not running. If you 

are using the standard setup, with the database on the same host as the software, you should 

enter y (Yes) at the prompt to start the service.  

  

For an installation using an external database ς As described in the installation guide, Security 

{ǳƛǘŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀƭǎƻ ǎǳǇǇƻǊǘǎ ǘƘŜ ǳǎŜ ƻŦ ŀ ǊŜƳƻǘŜƭȅ ƛƴǎǘŀƭƭŜŘ ŘŀǘŀōŀǎŜΦ LŦ ǘƘƛǎ ƛƴǎǘŀƭƭŀǘƛƻƴ 

connects to a remote database, enter n (No) at the database startup message if Security Suite is 

using a database on a separate host. In that case, the startup process will not perform this 

check, and responsibility for ensuring the external database is running will be that of a local 

administrator. 

  

Database credentials -- When the SAINT manager runs for the first time, it creates a database 

and a database user with the username and password which you provide. In order for the 

SAINT manager to be able to perform needed functions, it must be able to access the database 

using these credentials. Therefore, the credentials are stored in the configuration files for both 

the saint_manager daemon (manager.ini) and the web application (main.php). If you want to 

encrypt the database password in these files, run the following command on the manager host 

after the database is initialized: cd/usr/sh are/saint; sudo 

scripts/encrypt_db_pass.py.  This command will encrypt the password in both 

configuration files using AES-256 encryption. It may result in a slightly slower experience when 

using the web application. 
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Accepting the License Agreement 

When logging into the product via a browser, Security Suite will launch a browser window and 

display the End User License Agreement. 

  

 

  

Note: Some versions of Linux may not automatically launch a browser window. If Security Suite 

was installed from a Linux DEB or RPM package and you are launching the system directly from 

the install host, some installation of Linux may not automatically launch a browser window. If 

that happens, you can choose Security Suite from the Applications menu. (It may appear under a 

sub-mŜƴǳ ǎǳŎƘ ŀǎ άhǘƘŜǊέ ƛƴ ǎƻƳŜ [ƛƴǳȄ ǾŜǊǎƛƻƴǎΦύ hǘƘŜǊǿƛǎŜΣ ƛŦ ǘƘŜ {ŜŎǳǊƛǘȅ {ǳƛǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ 

program created a SAINT 8 icon on your desktop, double-click on the icon. For those using the 

pre-configured virtual machine (VM) version, we have also included browser tabs to our public 

website and technical support portal, for ease of access. 

  

Please read through the agreement and then accept at the bottom of the page. 

 

Note: The License Agreement will only be displayed and require acceptance during the initial 

setup and whenever major releases are delivered. 
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Logging In 

Accepting the agreement will load Security Suite into the browser window and provide a login 

dialog. Each account owner is provided access to the administrative credentials to support first 

login and for performing administrative functions such as creating user accounts and setting up 

permissions. Use this account for your initial login, changing the default administrator 

password, and establishing your internal user account and access control policies.  

Configure the License Key 

1. Upon first login, the first step is to configure your license key. If no license key is 

present, the application will direct you to the License Key page and open a login 

prompt.  Enter your customer login and password to automatically load your license key 

from the mySAINT server. 

 

 
  

Manual License Key Configuration 

If you prefer to paste your license key into the application manually, click the Cancel button at 

the login prompt and proceed as follows: 

1. To download your key, open a second tab in the browser and return to the mySAINT 

customer portal (https://my.saintcorporation.com). Login to the portal with the account 

name and password you received in your Welcome email message. Note: Click on 

άCƻǊƎƻǘ ȅƻǳǊ tŀǎǎǿƻǊŘΚέ ƭƛƴƪ ƻƴ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜ ƛŦ ȅƻǳ Řƻ ƴƻǘ ƪƴƻǿ ȅƻǳǊ ǇŀǎǎǿƻǊŘΦ ¢Ƙƛǎ 

link will auto-generate a new password. 

2. Navigate to the License Keys page in the mySAINT customer portal. 

https://my.saintcorporation.com/
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3. Click on the clipboard icon beside the desired license. 

4. Paste the entire SAINT key content (including the SAINTexpress transmission 

information at the bottom) from the mySAINT portal page into text area of the License 

Key page in the application. 

 

 
 

Note: For command line users, alternatively, you can also place the content into a file in 

your saint directory and name it saint.key.  

5. Click Save. 

Understanding the Key 

There are two types of licenses. The key structure must be consistent with the license type and 

total usage volume purchased under the current subscription: 

¶ Unique Target License:  This key is based on a fixed number of static IP-based target 

addresses. For example, purchase a key that allows you to scan up to 100 unique 

targets, and scan that number of targets, as many times as you wish over the course of 

the license period. Target IPs are not added to this count (metered usage) until a target 
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is discovered live and assessed via a scan policy. Note that once an IP has been counted, 

it cannot be removed and replaced with another IP.  However, you can increase the 

license size during your license period as demand increases, by contacting your account 

representative. 

¶ Metered Scan License:  This key is based on counting the total number of host targets 

scanned over a license period. For example, scanning 10 hosts weekly over 52 weeks 

equates to 520 total scans. In this key structure, specific IP addresses, size of the 

network or dynamic addresses are of no concern because every target assessed in every 

WƻōΩǎ ǎŎŀƴ ƛǎ ŎƻǳƴǘŜŘΦ 

Configure System Updates 

The first time you install a License key (including the user name, transmission password, and 

transmission key at the bottom) via the Configure the License Key option, this process 

automatically configures the system update process (a.k.a. SAINTexpress) with the user and 

transmission information. If you later change your user name (e.g., when upgrading from an 

evaluation license to a purchased license), or if your network environment includes a proxy, you 

need to enter that information into this form. 
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This page also provides a checkbox to enable (by default) or temporarily disable the update 

process (Uncheck the "Enable SAINTexpress" checkbox) to prevent automatic updates of your 

installation on restarts. This option may be preferable to comply with local change 

management policies or if you are in a closed network environment and must manage updates 

without an Internet connection. 

  

The System Updates page also provides options to perform a manual check for updates via the 

άwŜǎǘŀǊǘ ŀƴŘ ¦ǇŘŀǘŜέ ƻǇǘƛƻƴΣ ŀǎ ǿŜƭƭ ŀǎ ǇŜǊŦƻǊƳ ŀ άaŀƴǳŀƭ ¦ǇŘŀǘŜέ ŦƻǊ ƛƴǎǘŀƴŎŜǎΣ ǎǳŎƘ ŀǎ ŀ 

closed network that cannot conduct automated update processes. 

Get the Latest Updates 

The last step in the installation process is to ensure that you have all of the latest vulnerability 

checks, exploits, tutorial content, bug fixes, and feature updates. 

  

From the System Updates page, click the Restart and Update button. Security Suite will use the 

SAINTexpress update process to pull the latest updates and publish them to your new 

installation. The System Update Status will always be displayed on this page. This updates the 

manager and the local node. If your installation includes remote/distributed nodes, restart 

those nodes from the Manage Scanner Nodes page. 

 

Note: Security Suite updates can also be controlled via the Command Line Interface (CLI). You 

can start Security Suite from the command line with the ςQ argument. This will start Security 

Suite and NOT check for updates. This process will only be valid for this run-time instance. It 

does not control the stored configuration/status of the SAINTexpress System Update plugin. 

System Status 

The System Status page provides a summary of details for your Security Suite installation. 

Information, such as product version, date of the last update, license key status, as well as 

information about current active usage. 

  

bƻǘŜ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǾŜǊǎƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŘŜŦƛƴŜŘ ōȅ ǘƘǊŜŜ όоύ ǾŀƭǳŜǎΦ {!Lb¢Ωǎ ǇǊƻŘǳŎǘ 

version is defined as follows: 

¶ Product Version: [Major Product Number] [Current Software Update Release Number]. 

This number is associated with the software updates that package code and scripts 

related to software features, product functionality, bug fixes and database changes. 
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Major product versions have historically been introduced every 5-6 years. Software 

updates to these major releases are typically in quarterly update cycles. 

¶ Date Version: This version number is associated with the version of the database, as it 

relates to the product version. This value assists engineers in researching possible issues 

whenever there is a problem with your installation. 

¶ Content Version: This number sequence corresponds to the current number of content 

updates for the version of the software. Content updates are typically associated with 

vulnerability checks, exploit code and remediation Tutorials. Content updates are 

routinely released twice weekly. 

  

 

Running your First Scan 

1. Click on the Scan Jobs option under the Scan menu. 

2. The first time you access the system, you will be prompted that there are no scan jobs in 

ǘƘŜ ǎȅǎǘŜƳΥ ά²ƻǳƭŘ ȅƻǳ ƭƛƪŜ ǘƻ ŎǊŜŀǘŜ ƻƴŜΚέ 

3. Click that hyperlink to set up your first job 

 

The Scan Job Wizard will be displayed to walk you through the process of setting up your first 

job. In the following example, we will set up a quick scan, using only the minimum required 
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steps to 1: give the job a Name, and select the Scan Policy to be used, and 2: enter the host 

Targets to be scanned; and 3: decide when to schedule your first job. Refer to the Scan section 

of the user guide for more details on all of the available options and advanced configurations 

for running various types of scans. 

  

1. Scan Info.: 

ς First, enter a Name for your scan Job. 

 

Optionally, you can enter a description to assist in identifying the scan Job at a later 

time. 

 

Scan Policy ς Select the type of scan to be executed for the scan Job. SAINT provides 

many pre-defined scan policies that are based on various types of vulnerability, content, 

and configuration assessment needs from general vulnerability scanning to specially 

configured scans tailored for various industry compliance controls. For this scan, select 

the Vulnerability Policy Category, and select a Full Vulnerability scan. Leave the 

Exhaustive option checked (shown below) to configure this policy to enforce more 

ǘƘƻǊƻǳƎƘ ŎƘŜŎƪ ƳŜǘƘƻŘǎΦ ¢Ƙƛǎ ǘȅǇŜ ƻŦ ǎŎŀƴ ŜȄŜŎǳǘŜǎ ŀƭƭ ƻŦ {!Lb¢Ωǎ ǾǳƭƴŜǊŀōƛƭƛǘȅ ŎƘŜŎƪǎ 

applicable to the type of target being assessed. 
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2. Targets ς Click Next to enter the host targets to be scanned. Enter the address(es) of the 

target(s) to be scanned. This can be individual IP addresses, Subnet, CIDR for IPv4 or 

IPv6 addresses, or domain names. This can be done through a number of options, to 

include manual entry, importing target lists, creating and using Target and Asset Groups; 

as well as connecting to external sources such as Active Directory, Microsoft Azure, and 

Amazon Web Service (AWS) accounts. 

 

 

3. Review, Schedule and Finish ς There are many other configuration options available for 

granular control of your scan workflows. These steps are optional and not described in 

this quick scan example.  Click the Finish button to review the Summary information and 

ŎƘƻƻǎŜ ǘƻ Ǌǳƴ ǘƘŜ ǎŎŀƴ άLƳƳŜŘƛŀǘŜƭȅέΦ 
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Click Finish in the Summary button once you've chosen when to run the scan. Your scan 

will now be initiated. 

 

¸ƻǳ ǿƛƭƭ ƴƻǿ ǎŜŜ ȅƻǳǊ ƴŜǿ ƧƻōΩǎ ǎŎŀƴ ǉǳŜǳŜŘ ŀƴŘ ǊŜŀŘȅ ƻƴ ǘƘŜ Scan Jobs page. 
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Once the scan is complete, you can use the various product features to view strategy 

graphs in the Dashboard tab, perform detailed analysis in the Analyze tab, and create 

reports from pre-defined report types (templates) or create customized reports. 

The SAINT Console 

The SAINT console is where SAINT writes its standard output (stdout) and error messages 

(stderr). By default, the console is the terminal display from which Security Suite was started at 

the command line. Security Suite can also be run with stdout and stderr redirect to a file on 

ǎǘŀǊǘǳǇ όŜΦƎΦΣ ΦκǎŀƛƴǘΧ ҔƳȅƻǳǘǇǳǘ нҔϧм ǎŜƴŘǎ ōƻǘƘ ǎǘŘƻǳǘ and stderr to the file myoutput). 

Note that SAINTbox appliances also use this technique to write stdout/stderr to a file named 

saintbox.out. 

View/Delete Scan Status File 

The scan status file contains time stamped information about scans that have been run, 

including the session name, the time the scan was started and completed, and the probes 

which were run. This information can be extremely valuable in reviewing the current progress 

of a running scan, as well as identifying possible causes of issues identified at the conclusion of 

a scan.  

  

The Status File scan can be viewed from Security Suite using the following steps: 

1. Navigate to the Scan grid on the Scan Jobs page. 

2. Click on the Details action button for a scan to be reviewed. 

3. Click on the Execute History bar to view the scan history and details for each scan. 
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4. Click View Status File to display the raw status file content. 

 

 

The Asset Tracker Agent 

The asset tracker agent allows Security Suite to run recurring scans against targets with 

dynamic IP addreǎǎŜǎΣ ǿƛǘƘƻǳǘ ǊŜǉǳƛǊƛƴƎ ǘƘŜ ǳǎŜǊ ǘƻ Ŏƻƴǘƛƴǳŀƭƭȅ ŎƘŀƴƎŜ ǘƘŜ ǘŀǊƎŜǘǎΩ Lt ŀŘŘǊŜǎǎŜǎ 

in the job or target group. The agent is a lightweight program on the target which generates a 

ǳƴƛǉǳŜ ŀǎǎŜǘ L5 ŀƴŘ ǇŜǊƛƻŘƛŎŀƭƭȅ ǎŜƴŘǎ ǘƘŀǘ L5 ǘƻ {!Lb¢Ωǎ ǘǊŀŎƪŜǊ ǎŜǊǾƛŎŜΦ ¢ƘŜ ǘracker service 

then detects changes in the IP address associated with that asset ID, and updates all scan jobs 

and target groups to use the current IP address. 

  

Follow these steps to use the asset tracker agent: 

1. Start your installation with the tracker service enabled: 
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cd /usr/share/saint/eSaint/saint_manager  

./saint_manager.py -- with_service tracker start  

2. The first time the tracker service starts, it will generate the agent setup program 

containing its own public key and connect-back address. The program will be located in 

/usr/share/saint/eSaint/saint_manager/bin/tracker_setup.exe    

Copy and run this program on all targets which are to be tracked. (The tracker agent is 

currently available for Windows only.) 

3. A dialog box will inform you when installation is complete. 

4. {ŎƘŜŘǳƭŜ Ƨƻōǎ ƻǊ ŎǊŜŀǘŜ ǘŀǊƎŜǘ ƎǊƻǳǇǎ ƛƴ ǘƘŜ ǳǎǳŀƭ ŦŀǎƘƛƻƴΣ ǳǎƛƴƎ ŜŀŎƘ ǘŀǊƎŜǘΩǎ ŎǳǊǊŜƴǘ Lt 

address. The job or target group will be automatically updated whenever a change in a 

ǘŀǊƎŜǘΩǎ Lt ŀŘŘǊŜǎǎ ƛǎ ŘŜǘŜŎǘŜŘΦ 

Once installed, the agent sends its asset ID to the tracker service every time the user who 

installed it logs in, and once every six hours if the user who installed it had administrator 

privileges. The agent uses 2048-bit RSA encryption to ensure the confidentiality of the asset IDs, 

and a challenge-response protocol to protect against replay attacks. Connections from the 

agent to the tracker service use port 6262/TCP. 

Uninstalling the Asset Tracker Agent 

To uninstall the asset tracker agent if it was installed with administrator privileges: 

1. From the Windows control panel, open the Programs and Features dialog. 

2. Highlight SAINT Asset Tracker. 

3. Click on Uninstall. 

  

To uninstall the asset tracker agent if it was not installed with administrator privileges: 

1. Log in as the user who originally installed the asset tracker agent. 

2. From the All Programs list, open the Startup folder. 

3. Right click on tracker. 

4. Click on Delete. 

Asset Tracker Connect-back Address 

When the tracker service generates the agent setup program, the address to which the agent 

will connect is hard-ŎƻŘŜŘ ƛƴǘƻ ǘƘŜ ǇǊƻƎǊŀƳΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ {!Lb¢ ƳŀŎƘƛƴŜΩǎ 

local interface is used. However, in some situations that might not be the correct address. For 

example, if the local interface is a private IP address which is mapped to a public IP address by 

the firewall, and the intended targets can only access the public IP address. In this case, you can 
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specify the correct connect-back IP address by editing 

/usr/share/saint/eSaint/saint_manager/config/manager.ini  and 

changing the connectback_addr  setting.  (Delete the .keys/tracker.key  file to force 

the tracker service to re-initialize the next time it restarts.) 

Asset Tracker Scripts 

In addition to automatically updating scan jobs and target groups, the tracker service allows 

you to plug in custom tracking scripts. This may be useful if you wish to track targets for 

purposes other than maintaining scans. 

  

Any language may be used to write a tracker script, as long as the script file is executable by the 

operating system. The script should accept two command-line arguments. The first argument is 

the previous IP address of the target, and the second argument is the new IP address of the 

target. The script will be called with these two arguments whenever the tracker service detects 

ŀ ŎƘŀƴƎŜ ƛƴ ŀ ǘŀǊƎŜǘΩǎ Lt ŀŘŘǊŜǎǎΦ 

  

Once the script is complete, edit 

/usr/share/saint/eSaint/saint_manager/config/manager.ini  and set the 

script_file  parameter to the full path of the script. Ensure that the execute bit is set on 

the script. If it is not ƻǊ ȅƻǳ ŀǊŜƴΩǘ ǎǳǊŜΣ Ǌǳƴ chmod u+x <filename> . 

Standalone Usage 

Besides running as a module within Security Suite, the asset tracker service can also run 

standalone. When running standalone, it can still support custom scripts, but cannot track 

targets in the database or automatically update jobs and target groups. 

  

To run the tracker service standalone, copy 

/usr/share/saint/eSaint/saint_manager/src/services/tracker.py  and 

/usr/share/saint/eSaint/saint_manager/bin/tracker_setup_win32  to 

the desired location. It may be outside the SAINT installation directory, or on an entirely 

separate machine. 

  

Run the program as follows: 
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python tracker.py [ - p port] [ - t timeout] [ - k key_file] [ - d 

db_file] [ - s script_file] [ - l log_file] [ - a agent_file] [ - c 

connectback_add r]  

All command-line arguments are optional. If no script_file is specified, then the tracker will 

simply log IP address changes and do nothing more. 
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¦ǎŜǊ DǳƛŘŜ  

Introduction to SAINT® 

What is SAINT®? 

SAINT is an acronym for the Security Administrator's Integrated Network Tool. This product was 

first offered commercially in 2001 by the company derived from the original acronym. SAINT 

Corporation has since expanded this offering into two products: SAINT Security Suite and SAINT 

Cloud. Fundamentally, the key capability of both solutions is to non-intrusively detect security 

vulnerabilities on any remote target, including servers, workstations, networking devices, and 

other types of network hosts. It will also gather information such as operating system types and 

open ports. The graphical user interface provides access to data management, scan 

configuration, scan scheduling, data analysis, and reporting capabilities through a web browser. 

What is SAINTexploit®? 

SAINTexploit is the legacy product term for thŜ ǇŜƴŜǘǊŀǘƛƻƴ ǘŜǎǘƛƴƎ ŎƻƳǇƻƴŜƴǘ ƻŦ {!Lb¢Ωǎ 

product lines. Prior to version 8, this component was available as an integrated component of 

ǘƘŜ άǇǊƻŦŜǎǎƛƻƴŀƭέ ŜŘƛǘƛƻƴ ƻŦ ǘƘŜ ǇǊƻŘǳŎǘΦ !ǎ ƻŦ ǾŜǊǎƛƻƴ уΣ ǘƘƛǎ ŎŀǇŀōƛƭƛǘȅ ƛǎ ƴƻǿ Ŧǳƭƭȅ ƛƴǘŜƎǊŀǘŜŘ 

in both Security Suite and SAINTCloud and is accessed simply via the Exploit menu option. It 

allows the user to verify the existence of vulnerabilities by exploiting them and gathering 

evidence of penetration. Unlike vulnerability and configuration scanning probes, which detect 

various types of vulnerabilities and configuration weaknesses, exploits run different probes 

which are meant to gain command execution access to targets. Detected vulnerabilities are 

displayed in the Analyze ŎŀǇŀōƛƭƛǘƛŜǎ ŀǘ ǘƘŜ άǊŜŎƻǊŘ ƭŜǾŜƭ ƻŦ ŘŜǘŀƛƭέ and include a separate 

exploit column to highlight whether an exploit is available for the applicable vulnerability. Both 

solutions also provide pre-ǇŀŎƪŀƎŜŘ άtŜƴ ¢Ŝǎǘέ ǎŎŀƴ ǇƻƭƛŎƛŜǎ ǿƘƛŎƘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƘƻƻǎŜ 

ŜȄǇƭƻƛǘǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘŀǊƎŜǘΩǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘem and open services. This scan policy can be used 

in conjunction with interactive processes to achieve an in-depth penetration test. Information 

learned from initial scanning and analysis can be used to devise attack strategies to obtain a 

connection to vulnerable targets, and possibly initiate multiple attack methodologies (exploits, 

exploit tools, social engineering, etc.) to help you demonstrate the impact of the vulnerabilities 

and prioritize remediation efforts. 
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How does Scanning Work? 

The scanning process begins by detecting all live targets within the given target list or range. 

The selected scanning policy then determines which core probes are run against each target. 

Results from the probes are used by the inference engine to schedule additional probes and to 

infer vulnerabilities and other information based on rule sets. Final scan results are then stored 

in the back end database to support data analysis and reporting through either the browser 

interface, command line Interface (CLI) or accessed via the application programming interface 

(API). 

Deployment Options 

There are five (5) deployment options available for the fully-integrated solution. Your individual 

installation, configuration and administration activities may vary, depending on your specific 

deployment option. 

1. Software Download ς The Security Suite download option is available for those that 

wish to control where and how the product is installed, configured and managed in their 

environment. The download options are available via the mySAINT customer portal. 

2. Virtual Appliance ς Security Suite is also available as a pre-configured virtual machine. 

Since the product only supports native installation on Linux-based hosts, a VM 

deployment option enables customers to deploy the product on Windows-based 

machines. 

3. SAINTbox® ς SAINTbox is a pre-configured appliance that provides an easy and 

affordable turnkey solution for getting started quickly and makes installation and 

updates easy. 

4. Cloud-based Software ς SAINT also offers a hosted scanning service via SAINTCloud. 

This service is provided through our hosted web servers as a shared multi-tenant 

environment. It is also available as a dedicated deployment for customers with larger 

capacity or special scanning requirements. The hosted service enables scanning TCP and 

UDP services on Internet-facing targets, based on the selected policy and host type 

fingerprinting executed during target discovery, as well as internal host scanning via 

secure VPN tunneling or remotely deployed scanners (i.e., distributed scanning nodes). 

5. Amazon Machine Image (AMI) ς Security Suite is also available through the AWS 

Marketplace as a pre-configured machine image. SAINT offers two deployment options 

for this AMI: 
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1. Non-preauthorized AMI for customers that require one deployment option that 

supports both direct access to the management console and scanning engine; 

and 

2. Pre-authorized AMI for customers that wish to connect to an AMS-deployed 

scanning node that is configured to scan into AWS EC2 instances without prior 

approval of Amazon. 

  

  

Start, Login, User Profile  

Start  

Start Security Suite by double clicking on the icon   and entering the administrative credentials 

to ensure processes execute with the necessary permissions on the installed host. 

 

 
  

View the MAIN MENU and select the option for how you want to run this installation. These 

options allow you to start the product in a number of different ways, to support environments 

as diverse as standalone installations, network-based shared environments, or distributed 

multi-node architectures. See the Administrator Guide for a complete description for all of 

these options, as well as detailed instructions on how to setup and configure the software for 

various types of environments. 
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The following describes starting SAINT Security Suite from the MAIN MENU: 

¶ Start and Launch Browser ς This is the most typical startup option for users that run the 

product from the installed host, such as from a desktop or laptop installation, or using 

the product directly on a server. When you close the browser, the background processes 

ǿƛƭƭ ŎƻƴǘƛƴǳŜ ǘƻ ǇǊƻŎŜǎǎ ǎŎŀƴ ǊŜǉǳŜǎǘǎ ǳƴǘƛƭ ȅƻǳ ŎƘƻƻǎŜ ǘƻ άǎǘƻǇέ ǘƘŜ ǎƻŦǘǿŀǊŜ ƻǊ ǊŜǎǘŀǊǘ 

or shut down the host machine. If Security Suite is currently running in background from 

a previous startup action, the only step required is to Launch Browser. 

¶ Start as a Background Process ς This option is typically selected when the software is 

installed on a shared resource, with user access done remotely via a desktop browser, 

ǳǎƛƴƎ ǘƘŜ ƭƻŎŀƭƘƻǎǘΩǎ ¦w[Φ ¢Ƙƛǎ ƻǇǘƛƻƴ ǎǘŀǊǘǎ ŀƭƭ ǇǊƻŎŜǎǎŜǎ ōǳǘ ŘƻŜǎ ƴƻǘ ƻǇŜƴ ŀ ōǊƻǿǎŜǊ 

ƻƴ ǘƘŜ ƛƴǎǘŀƭƭŜŘ ƘƻǎǘΦ tǊƻŎŜǎǎŜǎ ǿƛƭƭ ǊŜƳŀƛƴ ƻǇŜƴ ǳƴǘƛƭ ŀ ŘŜŎƛǎƛƻƴ ƛǎ ƳŀŘŜ ǘƻ άǎǘƻǇέ ǘƘŜ 

software or the installed host is rebooted or shutdown. 

¶ Start as a Remote Scanner Node ς This option starts the software on the installed host, 

ŀƴŘ ƳŀƪŜǎ ŀ ǎŜŎǳǊŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ŀ ǎŜǇŀǊŀǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ǘƘŀǘ ŀŎǘǎ ŀǎ ŀ άƳŀƴŀƎŜǊέ ǘƻ 

support multi-node and load balanced scan requirements. This process requires 

additional installation and configuration actions by the system administrator, as 

described in the !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ DǳƛŘŜ. 
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NOTE: The default startup option is to Start and Launch Browser. However, the default option is 

updated automatically for subsequent start processes based on the selection made through this 

menu. 

Login 

User account and Password credentials are case sensitive. Each installation comes pre-bundled 

with a default login account with administrative permissions to fully configure and administer 

the system. It is recommended that each user be given their own unique user account for ease 

of administration and user access control. 

User Profile 

Each user account contains a profile that stores information such as the user ID; access controls 

and permissions to system features and content; work address and e-mail address (to support 

automated notifications and report delivery workflows); and features to provide each user 

some level of customization to the system. An example of a user profile screen is shown below: 

  

 

  

¢ƘŜ άtǊƻŦƛƭŜέ ƭƛƴƪ ǳƴŘŜǊ ǘƘŜ ¦ǎŜǊL5 ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ǘƻǇ ǊƛƎƘǘ ŎƻǊƴŜǊ ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ 

provided to access your profile information. Each user has write permission to edit the personal 

information related to the profile, configure system type configurations that are contained in 

this dialog; and the ability to change their password. 
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Change Password 

Changing your password is done through the Profile option, or by contacting your 

Administrator. Follow these steps to change your password without Administrator assistance: 

1. Open the Profile option under the UserID displayed in the top right corner of the 

application. 

2. Select the Change Password button (Note: If the password button is grayed out, that 

ƳŜŀƴǎ ȅƻǳǊ ŀŎŎƻǳƴǘ ǳǎŜǎ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜ ǿƘƛŎƘ ŘƻŜǎƴΩǘ ǳǎŜ ƭƻŎŀƭƭȅ ǎǘƻǊŜŘ 

passwords, such as Active Directory. In this case, the password would need to be 

changed from the Windows domain.  See Create a User for more information.) 

3. Enter your current password in the Current Password field to verify your identity 

4. Enter your new password in the New Password field 

5. Enter the new password again in the Confirm New Password field 

6. Click Save 

7. Close the dialog 

Two-Step Verification 

Although passwords are generally an accepted way of authenticating users, the use of 

passwords alone cannot prevent unauthorized access if a password is guessed or stolen. For 

increased security, users may add an additional layer of security to their accounts by enabling a 

two-step verification process. This process requires the user to have both the correct password 

and the correct cell phone for the account in order to be granted access to the system. 

  

To enable two-step verification: 

1. Click on the Profile link at the top right of any screen in the application. 

2. In the cell setting, enter your cell phone number, including area code. 

3. In the 2-Step Verification setting, choose one of the following options: 

¶ Always ς Require a login, password, and cell phone verification every time you 

log in. 

¶ When logging in from new location ς Require a login, password, and cell phone 

verification only when you log in from a new IP address. When you log in from an 

IP address from which you have logged in before, require only a login and 

password. 

¶ Never ς Require only a login and password. 

4. Click on the Save button. 
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To use two-step verification once it is enabled:  

1. At the login screen, enter your login and password. 

2. If two-step verification is required from your location, you will see the following prompt. 

(The prompt shows the last four digits of your cell phone number. If this is not the 

correct number, contact your system administrator.) 

 

 

3. Wait for a new text message to arrive from SAINT on your cell phone. The text message 

will contain a six-digit numeric code. (A new text message is sent each time you get to 

this step. Ensure you read the current message, since previous codes will not be 

accepted.) 

4. Enter the code at the prompt. 

5. Click on the Login button.  

Set Default Start Page 

Each user has control over what default page is displayed upon login. For example, one user 

may want to have the Dashboard tab displayed by default; while another user may want the 

Report tab to be the default. To set the default page: 

1. Navigate to the page you want to be displayed by default when you log in 

2. Open the Profile option in the top right corner of the application. 

3. {ŜƭŜŎǘ ǘƘŜ ŎƘŜŎƪōƻȄ ŦƻǊ ǘƘŜ ά{Ŝǘ /ǳǊǊŜƴǘ tŀƎŜ ŀǎ ȅƻǳǊ {ǘŀǊǘ tŀƎŜέ ƻǇǘƛƻƴ 

4. Click Save 

5. Close the dialog 

Pin Page Level Pull Down Menus 

By the default, the Action options applicable to each page have a static position on each page, 

and scroll along with all other content as you scroll the pages up and down. This option 
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provides the capability to set the Actions menu bar to be pinned to the top level menu bar, and 

retain visibility as you scroll. 

Hide Navigation Sub Menu Bar 

By default, each main Menu option display, for convenience, a sub menu bar that includes all 

available page options for the selected menu. This hide option provides the capability to hide 

the sub menu navigation bar. The following illustrates the use of both the Pin and Hide options: 

  

 
  

  

  

Access Controls 

 Security Suite and SAINTCloud feature a flexible object-based access control system. The 

system offers several benefits: 
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¶ Protects confidentiality and integrity. 

¶ Allows users to perform all actions which are necessary for their job functions while 

preventing them from performing actions which are not. 

¶ Allows users to share certain objects, such as reports, with selected users or all users. 

¶ Allows multiple tenants to coexist on the same system without any visibility of other 

ǘŜƴŀƴǘǎΩ ŀŎǘƛǾƛǘƛŜǎ ƻǊ ŜǾŜƴ ǘƘŜƛǊ ŜȄƛǎǘŜƴŎŜΦ 

Getting thŜ ƳŀȄƛƳǳƳ ōŜƴŜŦƛǘ ŦǊƻƳ {!Lb¢Ωǎ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ǎȅǎǘŜƳ ǊŜǉǳƛǊŜǎ ǳƴŘŜǊǎǘŀƴŘƛƴƎ Ƙƻǿ 

it works and configuring it properly, as well as creating an organized group structure.  (See 

Groups.) 

Object-based Access Controls 

Virtually anything that gets created during the course of vulnerability management, either by a 

user or system generated, is considered an object subject to security and access controls. 

Objects include users, groups, scanner nodes, scan jobs, target groups, scan policies, reports, 

and many other types of content. As an object-based security design, the access control list is 

applied to individual objects. (Note: There are also a few access controls which are global, 

because they are applied to the system as a whole instead of individual objects. See Assign 

Permissions to Users.) 

Modifying Permissions 

hƴƭȅ ŀƴ ƻōƧŜŎǘΩǎ ƻǿƴŜǊ ƻǊ ŀƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ƳƻŘƛŦȅ ǘƘŜ ǇŜǊƳƛǎǎƛƻƴǎ ƻƴ ŀƴ ƻōƧŜŎǘΦ ¢ƻ ƳƻŘƛŦȅ 

ŀƴ ƻōƧŜŎǘΩǎ ǇŜrmissions, follow the instructions below. 

1. Find the desired object in the appropriate grid. For example, to set permissions on a 

report, click on the Report ǘŀōΦ [ƻŎŀǘŜ ǘƘŜ ŘŜǎƛǊŜŘ ƻōƧŜŎǘΣ ǳǎƛƴƎ ǘƘŜ ƎǊƛŘΩǎ ǎŜŀǊŎƘ ōƻȄŜǎ 

and other filtering as necessary. Click on the Security (padlock) icon on the desired 

ƻōƧŜŎǘΩǎ ǊƻǿΣ ƻǊ ǎŜƭŜŎǘ ǘƘŜ ŘŜǎƛǊŜŘ ƻōƧŜŎǘΩǎ Ǌƻǿ ŀƴŘ ǎŜƭŜŎǘ Security from the Grid Actions 

dropdown menu without selecting any rows to modify the permissions on all of your 

objects instead of a specific object. 
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2. A permissions dialog will be displayed. For example: 

 

 

3.  The select box at the top of the dialog lists all the users and groups who already have 

some permissions on the object. The Administrator user and the Administrators group 

always appear in this liǎǘΦ ¢ƘŜ ƻōƧŜŎǘΩǎ ƻǿƴŜǊ όǘȅǇƛŎŀƭƭȅ ǘƘŜ ǳǎŜǊ ǿƘƻ ŎǊŜŀǘŜŘ ƛǘύΣ ƛŦ ƴƻǘ 

ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΣ ŀƭǎƻ ŀǇǇŜŀǊǎ ƛƴ ǘƘŜ ƭƛǎǘΣ ƳŀǊƪŜŘ ōȅ ǘƘŜ ǿƻǊŘ άƻǿƴŜǊέΦ 

4. Select the desired user or group from the select box to view or modify the permissions 

granted to that user or groupΦ LŦ ǘƘŜ ŘŜǎƛǊŜŘ ǳǎŜǊ ƻǊ ƎǊƻǳǇ ŘƻŜǎƴΩǘ ŀǇǇŜŀǊ ƛƴ ǘƘŜ ōƻȄΣ 

that means the user or group currently has no permissions on the object. In that case, 

click on More Users, select the desired user, and click OK. 

5. The permissions table for the selected user or group will appear. The rows of the 

permissions table correspond to the possible actions on the object, and the columns 

correspond to the permission scope. (See Permission Scope below.) If the selected user 

ƛǎ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊ ǳǎŜǊΣ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊǎ ƎǊƻǳǇΣ ƻǊ ǘƘŜ ƻōƧŜŎǘΩǎ ƻǿƴŜǊΣ ǘƘŜƴ ǘƘŜ 

permissions cannot be unchecked. Those users always have full control over the object. 

6. To modify the permissions which the selected user or group has on the object, check or 

uncheck the desired boxes in the permissions table, and click OK. 

Permission Scope 

The columns in the permissions table correspond to the permission scope. When setting 

permissions, there are three possible scopes. This makes it possible, for example, to share all of 
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your scan results with a co-worker without needing to remember to set permissions on every 

new scan job individually. 

  

The three permission scopes are as follows: 

Per object ς The permission is only granted on the specific object. The specific object is 

the one which was selected from the grid when you opened the Permissions dialog, and 

is also indicated by the title bar of the Permissions dialog. If no object was selected, then 

this column is not shown. 

Per object type ς The permission is granted on all co-owned objects of the same type. For 

example, if you are modifying permissions for a report which you created, then the 

permission would be applied to all reports that you created. 

Per owner ς The permission is granted on all co-owned objects. For example, if you are 

modifying permissions for a report which you created, then the permissions would be 

applied to everything you create, including target groups, scan jobs, scan policies, etc. 

Multi -tenancy 

hƴŜ ƻŦ ǘƘŜ ōŜƴŜŦƛǘǎ ƻŦ {!Lb¢Ωǎ ŀŎŎŜǎǎ control system is that it allows multiple tenants to co-exist 

ƻƴ ǘƘŜ ǎŀƳŜ ǎȅǎǘŜƳ ǿƛǘƘƻǳǘ ŀƴȅ Ǿƛǎƛōƛƭƛǘȅ ƻŦ ƻǘƘŜǊ ǘŜƴŀƴǘǎΩ ŀŎǘƛǾƛǘƛŜǎ ƻǊ ŜǾŜƴ ǘƘŜƛǊ ŜȄƛǎǘŜƴŎŜΦ 

This is useful for managed service providers who want to provide a portal for their customers 

witƘƻǳǘ ŘƛǎŎƭƻǎƛƴƎ ŀƴȅ ƻŦ ƻƴŜ ŎǳǎǘƻƳŜǊΩǎ Řŀǘŀ ǘƻ ŀƴƻǘƘŜǊΦ 

  

To create a tenant ς 

1. Create a new user. See Create a User. 

2. Remove the new user from the Users group.  See Edit a User. 

3. Optional. Create a new group for the new tenant, and add the new user to the new 

group. See Create a Group. 

4. Optional. Enable the create user permission for the new user if you want the tenant to 

be able to create more users. See Assign Permissions to Users. 

  

Tenants are implemented as groups. For an administrator who manages multiple tenants, 

wherever data grids display users (e.g., job owner), there is the option to display the groups to 

which that user belongs. This will assist the administrator in filtering objects by tenant. 
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Configuration 

SAINT includes a number of configuration options which control the way the system functions, 

scan run and exploits are executed. Many of these options are configurable in SAINT by users 

with Administrator permissions or those that have been granted edit permissions (see Manage 

ς Groups) to modify Scan and Exploit configurations during job setup. The following describes 

each of these options in more detail. 

Configuration Files 

Behind the scenes, the software uses various configuration settings at job execution time, and 

passes them via job configuration files. For those using the command line interface, these files 

Ŏŀƴ ŀƭǎƻ ōŜ ƳƻŘƛŦƛŜŘ ƳŀƴǳŀƭƭȅΦ IƻǿŜǾŜǊΣ ŦƻǊ Ƴƻǎǘ ǎƛǘǳŀǘƛƻƴǎΣ {!Lb¢Ωǎ ŀǳǘƻƳŀǘŜŘ ǇǊƻŎŜǎǎŜǎ ŀǊŜ 

the recommended method. Configuration files (both global and job specific) can be found in the 

config  directory. The global configuration file is named saint.cf , and the job session 

configuration files are named <session name>.cf , where <session name> is the name of the 

scan being executed. 

Global vs. Session Configuration 

The global configuration file, saint.cf  stores all configuration settings needed. These include 

global settings that are common to all scan jobs, such as settings for the management console 

and internal web server. 

  

The settings found in the job-level session configuration file are used to control how a scan 

runs, such as the scan level, timeout values and password guesses. The job level configuration 

file is created whenever a Job is run. Note that the same variables found in ǘƘŜ ƧƻōΩǎ ǎŜǎǎƛƻƴ 

configuration file are also contained in the global configuration file, under the line Begin 

Session Configuration , and in the saintexploit.cf  file. However, values are only used to 

initialize new job session configuration files, and have no other effect. 

  

Both the global and job level configuration files contain Perl variables corresponding to options 

shown in the Configuration tab, as well as additional variables controlled by the scan engine. 

Syntactically, lines beginning with a pound sign (#) are comments and do not affect program 

behavior, but do contain information but may be helpful when viewing or editing content. 
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The sections below describe each configuration option and the corresponding variables in the 

configuration file. 

Restoring to Default Options 

¶ All Options ς /ƭƛŎƪƛƴƎ ǘƘƛǎ ƻǇǘƛƻƴ ǊŜǎŜǘǎ ŀƭƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻǇǘƛƻƴǎ ōŀŎƪ ǘƻ άŦŀŎǘƻǊέ ŘŜŦŀǳƭǘ 

settings. Using this option will remove any prior customized changes you have made. 

¶ System/Scan/Exploit Specific Options ς Each configuration submenu provides an option 

to restore only the current displayed options (e.g., System only options; Scanning only 

options or Exploit-ƻƴƭȅ ƻǇǘƛƻƴǎύ ǘƻ ǘƘŜƛǊ ŦŀŎǘƻǊ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎΦ !ǎ ǿƛǘƘ ǘƘŜ ά!ƭƭ hǇǘƛƻƴǎέ 

this option will remove any prior changes you have made, but will be limited to the type 

of option selected. 

Search Function 

The configuration tab provides a search function to enable you to quickly locate configuration 

settings (variables) based on keywords. The search function will then highlight all Tabs where 

ǎŜǘǘƛƴƎǎ ŀǊŜ ƭƻŎŀǘŜŘ ǘƘŀǘ ŜƛǘƘŜǊ Ŏƻƴǘŀƛƴ ȅƻǳǊ ǎŜŀǊŎƘ ŎǊƛǘŜǊƛŀ ƛƴ ǘƘŜ ǎŜǘǘƛƴƎΩǎ ǘƛǘƭŜ ƻǊ ƛǎ ŎƻƴǘŀƛƴŜŘ 

in the help text, since other variables may have relevance to your criteria. For example, locate 

where all settings are related to Nmap. As shown below, there are three tabs that contain 

references to Nmap ς both Nmap specific configuration settings in Host Discovery, Port and TCP 

options, but also in the "Secs Before Dropping Connection Req" option (fw_timeout variable) 

since that variable has settings related to using Nmap. 
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Use the Clear Search button to clear the search field as an alternative to manually deleting or 

using the backspace key for the same action. 

You can also enter partial words or strings, if you are unsure of the specific configuration 

names. For example, locate any configuration options for white listing content. SAINT provides 

ǎǳǇǇƻǊǘ ŦƻǊ ǿƘƛǘŜ ƭƛǎǘƛƴƎ ƛƴ ƛǘǎ CƛƭŜ /ƻƴǘŜƴǘ {ŜŀǊŎƘŜǎΦ ¦ǎƛƴƎ ƻƴƭȅ ǘƘŜ ǎǘǊƛƴƎ άǿƘƛǘŜέ ŦƻǳƴŘ ōȅ 

filename and reverse_effect settings. 
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System Options 

  

 

  

Agent Server 

The options described below control the behavior of agent-based scanning.  In order to use 

these features, Agents must be enabled in your license key.  See the SAINT Agent Overview. 

Enable Agent Scanning 

This option specifies whether or not to run the service which allows agents to connect.  It must 

be enabled in order to use agent-based features. 

Server Port 

This option specifies the TCP port on which the agent should listen for connections.  The same 

port number must be specified when installing the agents in order for the connection to 

succeed. 

Connection Strings 

If this option is specified, each agent must provide one of the specified strings in order to 

connect to the manager. This prevents unauthorized agents from connecting. Use line breaks to 

separate the strings. 
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TLS/SSL Version 

TLS/SSL protocol to use for remote connections. (TLSv1.1 and higher require Python 2.7.9 or 

higher and OpenSSL 1.0.1 or higher. TLSv1.3 requires OpenSSL 1.1.1 or higher.) 

TLS/SSL Key File 

The filename of the TLS/SSL key corresponding to the TLS/SSL certificate specified below. 

TLS/SSL Certificate File 

The filename of the TLS/SSL certificate which provides security between the manager and the 

agent.  A self-signed certificate can be generated by clicking on the Generate Self-Signed SSL 

Files button. 

Connection Timeout 

The number of seconds the manager waits for a response from an agent before assuming the 

connection has been lost. 

Server Address 

The fully-qualified registered DNS host name of the manager. This is used as the subject name 

when generating the self-signed SSL files  It must be correct and resolvable by the agent in 

order for the connection to succeed. If the manager is not registered in DNS, an IP address may 

be used. In this case, the same IP address should be specified when installing the agent. 

Web Server 

SAINT delivers an embedded, proprietary web server with all product versions. This web server 

contains a number of configuration settings that control the communication between the 

application and server-based processes. While many of these configuration settings are 

controlled internal to SAINT, there are some that can be customized depending on local 

requirements, or are provided in the user interface to assist in troubleshooting possible issues. 

The options displayed in the configuration tab are described below. 

Use TLS/SSL 

Whether to enable TLS/SSL encryption for the web server. If TLS/SS is enabled, the URL to the 

web interface needs to begin with https. This setting only works for IPv4 communication. 
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Note that with this option, your browser will produce warnings because the default certificate 

is self-signed, until you either add the certificate to your browser's certificate store, or replace 

the self-signed certificate with one signed by a certificate authority. (See TLS/SSL Key File and 

TLS/SSL Cert File below.) 

  

If you select yes, except from localhost, the web server will use TLS/SSL for connections from 

remote hosts, but not for connections from localhost. This avoids the certificate warnings when 

used locally, while still ensuring that network communication is encrypted. 

 

Use TLS/SSL (0 - No; 1 - Yes; 2 - Yes, except from localhost)  

Enable IPv4 

Allow the web interface to be accessed over IPv4. 

 

Enable IPv4 (1 - Yes; 0 - No).The default is Yes.  

Enable IPv6 

Allow the web interface to be accessed over IPv6. 

 

Enable IPv6 (1 - Yes; 0 - No). The default is No.  

Hosts Allowed to Connect 

This option defines the hosts that are authorized to connect to the application. The default is 

ALL (*). However, you can use this setting to enter comma delimited IP addresses to limit access 

to only authorized hosts, if needed. 

Server Port 

TCP/IP port that the SAINT web server listens on. 

Verbose 

This setting defines the level of verbose out for help in debugging or troubleshooting. You may 

be asked to change this setting by a SAINT engineer. However, it is not recommended that 
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these settings be changed in the normal course of use. The values are: (short 

request/responses; all socket activity; full request/responses; full debug). 

  

verbose (0 - short request/respon ses; 1 - all socket activity; 2 -

full request/responses; 3 - full debug).  

TLS/SSL Key File 

The path to the TLS/SSL private key file, relative to the eSaint  directory, used by the web 

server and API services if Use TLS/SSL is enabled. 

TLS/SSL Cert File 

The path to the TLS/SSL certificate file, relative to the eSaint  directory, used by the web 

server and API services if Use TLS/SSL is enabled. 

TLS/SSL Cipher List 

Colon-separated list of allowed TLS/SSL cipher suites to use if Use TLS/SSL is checked. See 

https://www.openssl.org/docs/manmaster/apps/ciphers.html for the correct format. 

Enable SSLv2/SSLv3/TLSv1/TLSv1.x 

These checkboxes specify which TLS/SSL protocols to allow for HTTPS connections if Use 

TLS/SSL is checked.  Each HTTPS connection will use the highest selected protocol which is 

supported by the browser.  TLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the 

Security Suite host. TLSv1.1 and TLSv1.2 require OpenSSL 1.0.1 or higher to be installed on the 

Security Suite host. If no supported protocols are checked, then TLSv1.2 is automatically 

allowed. Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities 

and should be avoided, but are still included for backwards compatibility with older browsers. 

Node 

SALb¢Ωǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ǇǊƻǾƛŘŜǎ ǎǳǇǇƻǊǘ ŦƻǊ ƳǳƭǘƛǇƭŜ ǎŎŀƴƴƛƴƎ ŜƴƎƛƴŜǎ όƴƻŘŜǎύΣ ǘƻ ǎǳǇǇƻǊǘ ƭŀǊƎŜ-

scale scanning requirements, distributed architectures and load balanced scanning. The 

following are configuration settings to control the connectivity and security for managing 

scanner nodes. 

 

https://www.openssl.org/docs/manmaster/apps/ciphers.html
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Port Number 

TCP Port number that the "manager" uses to listen for connections from scanner nodes. The 

default is port 5252. 

Allowed Nodes 

Remote nodes that are allowed to connect. This can be a space or comma separated list of fixed 

IP addresses, CIDR blocks. You can also use * as a default condition without explicit allowances. 

Connection String 

Each remote scanner node must send this string when connecting to the manager. This helps 

ensure that only the correct nodes will connect. If this option is left blank, then no connection 

string is required when connecting a scanner node to the manager.  

Max. Concurrent Scans 

The number of concurrent scans allowed to run on each scan node. If a new scan is started 

when there are already this many scans running on the scan node, then the new scan is queued 

until one of the other scans finishes.  

Poll Frequency 

The number of seconds for each node to wait between requests for new tasks from the 

manager. Lower values cause more frequent requests, allowing a faster response from nodes 

when starting, stopping, or resuming scans. Higher values may be more appropriate when there 

are many nodes, to avoid overwhelming the manager with requests. The default setting of zero 

tells the manager to choose the optimal frequency based on the number of connected nodes. 

The chosen value starts at 1, increasing as more nodes connect and decreasing as nodes 

disconnect. 

TLS/SSL Key File 

Path to the TLS/SSL private key file, relative to the saint_manager  directory.  TLS/SSL is 

used to protect communications between the manager and remote nodes, if any. 

TLS/SSL Cert File 

Path to the TLS/SSL certificate file, relative to the saint_manager  directory.  
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TLS/SSL Cipher List 

Colon-separated list of allowed TLS/SSL cipher suites to use for communication with remote 

nodes, if any. See https://www.openssl.org/docs/manmaster/apps/ciphers.html for the correct 

format. 

TLS/SSL Version 

The TLS/SSL protocol to use for communications with remote nodes, if any. If All is chosen, each 

connection will use the highest available protocol which is supported by the browser. TLSv1.1 

and TLSv1.2 require Python 2.7.9 or higher and OpenSSL 1.0.1 or higher to be installed on the 

ŀǇǇƭƛŎŀǘƛƻƴϥǎ ƘƻǎǘΦ ¢[{ǾмΦо ǊŜǉǳƛǊŜǎ hǇŜƴ{{[ мΦмΦм ƻǊ ƘƛƎƘŜǊ ǘƻ ōŜ ƛƴǎǘŀƭƭŜŘ ƻƴ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ 

host. Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities and 

should be avoided, but are still included for backwards compatibility with older browsers. 

API 

API Port 

TCP Port number used to listen for API calls. The default port is 4242.The default port setting 

should only be modified if there is a port conflict with another application. 

Allowed API Clients 

Remote addresses allowed to connect to the API service. This can be a space or comma 

separated list of fixed IP addresses, CIDR blocks.  You can also use * as a default condition 

without explicit allowances. The default value is null. If this value is left blank, only the localhost 

is allowed. 

Use TLS/SSL 

If this box is checked, then the HTTPS protocol is required for communicating with the API 

service. 

TLS/SSL Cipher List 

Colon-separated list of allowed TLS/SSL cipher suites to use if Use TLS/SSL is checked.  See 

https://www.openssl.org/docs/manmaster/apps/ciphers.html for the correct format. 

 

https://www.openssl.org/docs/manmaster/apps/ciphers.html
https://www.openssl.org/docs/manmaster/apps/ciphers.html
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Enable SSLv2/SSLv3/TLSv1/TLSv1.x 

These checkboxes specify which TLS/SSL protocols to allow for HTTPS connections if Use 

TLS/SSL is checked. Each HTTPS connection will use the highest selected protocol which is 

supported by the client.  TLSv1.1 and TLSv1.2 require OpenSSL 1.0.1 or higher to be installed on 

the application's host. TLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƘƻǎǘΦ LŦ ƴƻ ǎǳǇǇƻǊǘŜŘ ǇǊƻǘƻŎƻƭǎ ŀǊŜ ŎƘŜŎƪŜŘΣ ǘƘŜƴ ¢[{Ǿм ƛǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀƭƭƻǿŜŘΦ 

Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities and should 

be avoided, but are still included for backwards compatibility with older clients. 

Memory Saving Mode 

If enabled, the API service will handle each request in a child process. This prevents memory 

consumption from accumulating in the main API process, which could eventually lead to the 

kernel killing the process. This option should be enabled in use cases where many memory-

intensive API resources are called, but should be disabled otherwise since forking the processes 

could potentially cause a slight decrease in performance. 

Password Policies 

Administrators can control various password policies through the system Configuration tab by 

editing the following password-specific System Options: 

Minimum Password Length 

This numeric value defines the minimum length of the password string that can be used when 

logging onto the software. The default value is 5. 

Allowed Password Special Characters 

These values define the non-numeric and non-alphabetic characters that can be used within a 

password string. The default values are -_!@#$%^&*()+=?., 

Total Stored Passwords 

This numeric value defines the number of previous passwords that will be disallowed for 

reuse.  For example, the default value, 5, restricts the user from re-using any of the last five 

passwords as a current or new password. 
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Failed Login Attempts 

This numeric value defines the number of failed attempts before the system will lock the user 

out. If this occurs, the user must wait 15 minutes before he or she can log in, or notify a user 

with administrator rights to unlock the account.  

Maximum Password Age 

This numeric value specifies the number of days after which passwords expire. When this 

number of days have passed since the password was last changed, the user will be required to 

change the password the next time he or she logs in. The maximum password age requirement 

can be disabled by setting this value to zero. 

Minimum Password Age 

This numeric value specifies the number of days after which a password can be changed again. 

After a user changes the password, another password change will not be permitted until this 

number of days have passed. This prevents a user from defeating the Total Stored Passwords 

requirement by changing the password multiple times in succession. The minimum password 

age can be set to zero to allow password changes at any time. 

Password Complexity 

This setting specifies the character classes which passwords must contain at a minimum. If the 

new password does not contain the required character classes, the password change will be 

rejected. A strong password complexity policy greatly decreases the ability of an attacker to 

crack passwords because it exponentially increases the number of possible character 

combinations. 

  

hǇǘƛƻƴǎ ŜȄƛǎǘ ŦƻǊ ǎǇŜŎƛŦȅƛƴƎ ŜƛǘƘŜǊ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŎƘŀǊŀŎǘŜǊ ŎƭŀǎǎŜǎ όŦƻǊ ŜȄŀƳǇƭŜΣ άŀǘ ƭŜŀǎǘ ǘƘǊŜŜ 

ŎƘŀǊŀŎǘŜǊ ŎƭŀǎǎŜǎέύ ƻǊ ǘƘŜ ǎǇŜŎƛŦƛŎ ŎƘŀǊŀŎǘŜǊ ŎƭŀǎǎŜǎ όŦƻǊ ŜȄŀƳǇƭŜΣ άƭŜǘǘŜǊ ŀƴŘ ƴǳƳōŜǊέύ ǿƘƛŎƘ 

must be represented. In the former case, new passwords must have at least the specified 

number of character classes represented, where the four possible character classes are 

uppercase letters, lowercase letters, numbers, and symbols (non-alphanumeric characters). For 

ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ƛǎ άŀǘ ƭŜŀǎǘ ǘƘǊŜŜ ŎƘŀǊŀŎǘŜǊ ŎƭŀǎǎŜǎΣέ ǘƘŜ ǇŀǎǎǿƻǊŘ ά{ŀƛƴǘмέ ǿƻǳƭŘ 

be accepted because it contains three character classes: an uppercase letter, lowercase letters, 

ŀƴŘ ŀ ƴǳƳōŜǊΦ IƻǿŜǾŜǊΣ άǎŀƛƴǘмέ ŀƴŘ ά{ŀƛƴǘέ ǿƻǳƭŘ ƴƻǘ ōŜ ŀŎŎŜǇǘŜŘ ōŜŎŀǳǎŜ ǘƘŜȅ Ŏƻƴǘŀƛƴ ƻƴƭȅ 

two character classes each. 
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For options that list specific character classes, at least one character in each of the required 

ŎƘŀǊŀŎǘŜǊ ŎƭŀǎǎŜǎ Ƴǳǎǘ ōŜ ǊŜǇǊŜǎŜƴǘŜŘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ƛǎ άƭŜǘǘŜǊ ŀƴŘ ƴǳƳōŜǊΣέ 

ǘƘŜƴ ά{ŀƛƴǘмέ ǿƻǳƭŘ ōŜ ŀŎŎŜǇǘŜŘ ōŜŎŀǳǎŜ ƛǘ Ŏƻƴǘŀƛƴǎ ƭŜǘǘŜǊǎ ŀƴŘ ŀ ƴǳƳōŜǊΦ IƻǿŜǾŜǊΣ ά{ŀƛƴǘΗέ 

would not be accepted because, even though it contains three character classes, it does not 

contain a number. 

  

If the password complexity is set ǘƻ άƴƻƴŜΣέ ǘƘŜƴ ƴƻ ǇŀǎǎǿƻǊŘ ŎƻƳǇƭŜȄƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘ ƛǎ 

imposed. 

Login Session Timeout 

¢Ƙƛǎ ƴǳƳŜǊƛŎ ǾŀƭǳŜ ŘŜŦƛƴŜǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǎŜŎƻƴŘǎ ŀƭƭƻǿŜŘ ŦƻǊ ǳǎŜǊ ƛƴŀŎǘƛǾƛǘȅ ōŜŦƻǊŜ ŀ ǳǎŜǊΩǎ 

session times out and is closed. Once this timeout is reached, the user must log back into the 

system to establish a new session and interact with the application. Changes to this 

configuration do not impact current user sessions. The new timeout value will take effect for 

users upon subsequent logins. The default value is 28,800 seconds (8 hours). 

Authentication 

SAINT offers the option of using an Active Directory server for authenticating users to the 

Security Suite. This allows users to use the same password to log into Security Suite as they do 

to log into the Windows domain. To enable this feature, use the settings described below, and 

set the authentication type for each desired user to Active Directory in the Edit User form. 

Active Directory Server 

This setting specifies the Active Directory server to be used for authentication. It may be an IP 

address or a registered hostname, but note that if SSL is enabled, this setting should match the 

ŎƻƳƳƻƴ ƴŀƳŜ ƻŦ ǘƘŜ ǎŜǊǾŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜΦ 

Active Directory Port 

This setting specifies the port number on which the Active Directory server listens for LDAP 

ŎƻƴƴŜŎǘƛƻƴǎΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜΣ оуфΣ ƛǎ ƴƻǊƳŀƭƭȅ ŎƻǊǊŜŎǘ ŀƴŘ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ōŜ ŎƘŀƴƎŜŘΦ 
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Active Directory SSL Port 

This setting specifies the port number on which the Active Directory server listens for LDAPS 

connections. It is unused unless the SSL option is enabled below.  The default value, 636, is 

ƴƻǊƳŀƭƭȅ ŎƻǊǊŜŎǘ ŀƴŘ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ōŜ ŎƘŀƴƎŜŘΦ 

Use SSL 

This setting specifies whether or not to use SSL to encrypt the LDAP traffic to and from the 

Active Directory server. If this option is not chosen, then passwords will go over the network in 

clear text.  LŦ ǘƘƛǎ ƻǇǘƛƻƴ ƛǎ ŎƘƻǎŜƴΣ ǘƘŜƴ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎŜǊǾŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜ Ƴǳǎǘ ōŜ 

installed on the application's host, and the TLS_CACERT setting in the ldap.conf  file should be 

set to the path of the certificate. See http://www.sans.org/reading-

room/whitepapers/protocols/ssl-secure-ldap-traffic-microsoft-domain-controllers-33784 for 

more information about setting up SSL certificates for Microsoft domain controllers. 

NetBIOS domain name 

¢Ƙƛǎ ǎŜǘǘƛƴƎ ƛǎ ǘƘŜ bŜǘ.Lh{ ƴŀƳŜ ƻŦ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎŜǊǾŜǊΩǎ ŘƻƳŀƛƴΦ Cor example, 

MYCOMPANY. Unlike the fully-qualified domain name, it should not include any top-level 

domain extensions such as .local. 

Create users 

Configuring this option will automatically create a new user if Active Directory authentication 

succeeds for a login name which does not yet exist in the system. In other words, any time 

there is an attempt to log into Security Suite with a non-existent login name, the system will ask 

the Active Directory server whether the login and password are valid, and if they are, an 

account will be created and the login session will proceed using that account. This feature may 

be convenient for allowing new users onto the SAINT system without needing to manually 

create accounts for them. But it may be undesirable if only certain users from the Windows 

domain should be allowed into the system. 

Active Directory domain 

This setting specifies the fully-ǉǳŀƭƛŦƛŜŘ ŘƻƳŀƛƴ ƴŀƳŜ ƻŦ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎŜǊǾŜǊΩǎ ŘƻƳŀƛƴ 

(for example, mycompany.local) or the Base DN for the LDAP search (for example, 

http://www.sans.org/reading-room/whitepapers/protocols/ssl-secure-ldap-traffic-microsoft-domain-controllers-33784
http://www.sans.org/reading-room/whitepapers/protocols/ssl-secure-ldap-traffic-microsoft-domain-controllers-33784
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DC=mycompany,DC=local). It is used to search the server for information about the user when 

automatically creating new users. It is unused unless the Create Users option is enabled. 

Cisco FireSIGHT 

Security Suite provides the capability to export scan results to Cisco FireSIGHT. This allows the 

ǎŎŀƴ ǊŜǎǳƭǘǎ ǘƻ ōŜ ǾƛŜǿŜŘ ƛƴ /ƛǎŎƻ CƛǊŜ{LDI¢ ŀƴŘ ǳǎŜŘ ƛƴ /ƛǎŎƻ CƛǊŜ{LDI¢Ωǎ ƛƳǇŀŎǘ ŀǎǎŜǎǎƳŜƴǘΦ 

(See Export to Cisco FireSIGHT.) 

 

The following options are used to configure Security Suite to communicate with Cisco 

FireSIGHT. These settings must be properly configured if you will be exporting results to Cisco 

FireSIGHT. 

¶ Cisco FireSIGHT IP Address ς This option specifies the IP address of Cisco FireSIGHT. 

¶ Cisco FireSIGHT Port ς This option specifies the TCP port on which the Cisco FireSIGHT 

Host Input API listens for connections. The default is 8307. 

¶ Cisco FireSIGHT Certificate ς Cisco FireSIGHT uses PKCS12 certificates for authentication 

of host input clients. To generate the certificate, log into the Cisco FireSIGHT web 

interface. Click on System > local > registration > Host Input ClientΦ 9ƴǘŜǊ {ŜŎǳǊƛǘȅ {ǳƛǘŜΩǎ 

IP address in the hostname field. Choose a passphrase for the certificate and enter it in 

the password field. Then download the certificate, and upload it into the Cisco FireSIGHT 

Certificate option in Security Suite. 

¶ Cisco FireSIGHT Password ς This should be set to the certificate passphrase you chose 

when generating the certificate described above. 

Cisco pxGrid 

Security Suite can be configured as a Cisco pxGrid client, allowing integration with the Cisco 

Identity Services Engine (ISE). This allows you to further protect your network by initiating a 

quarantine of high-risk assets directly from the Security Suite user interface. (See Quarantines.) 

  

Oracle Java Runtime Environment (JRE) is required on the Security Suite system in order to use 

the Cisco pxGrid client. 

ISE Server 

This setting specifies the host name or IP address of the Cisco ISE server. 
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User Name 

This setting specifies the Cisco pxGrid client name. This must be unique for each client which 

connects to the Cisco ISE server. You do not need to create the client account on the server. It 

will be created automatically using the given name the first time a Cisco pxGrid action is 

performed.  (It may need to be approved, however, if auto-registrations are disabled. See ISE 

Server Configuration.) 

ISE Server Certificate 

¢Ƙƛǎ ƛǎ ǿƘŜǊŜ ȅƻǳ ƴŜŜŘ ǘƻ ǇŀǎǘŜ ǘƘŜ L{9 ǎŜǊǾŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜΣ ƛƴ t9a ŦƻǊƳŀǘΦ ¢ƘŜ ŎƻǊǊŜŎǘ ŦƻǊƳŀǘ 

ōŜƎƛƴǎ ǿƛǘƘ ǘƘŜ ƭƛƴŜ ά-----BEGIN CERTIFICATE-----ά ŀƴŘ ŜƴŘǎ ǿƛǘƘ ǘƘŜ ƭƛƴŜ ά-----END CERTIFICATE-

----άΦ ¢Ƙƛǎ ŎŜǊǘƛŦƛŎŀǘŜ Ŏŀƴ ōŜ ŜȄǇƻǊted from the System Certificates page in ISE.  Be sure to 

choose the certificate which is used by Cisco pxGrid. The Issued To hostname for this certificate 

must be registered in DNS and resolvable by the client. 

Client Host name 

This setting specifies the fully-qualified host name of the Security Suite host. This is used to 

generate the self-signed certificate as described below, so the host name should be registered 

in DNS and resolvable by the ISE server. 

Client Certificate 

This setting is the Security SuƛǘŜ ƘƻǎǘΩǎ ŎŜǊǘƛŦƛŎŀǘŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘƻ ǘƘŜ L{9 ǎŜǊǾŜǊΣ ƛƴ t9a 

ŦƻǊƳŀǘΦ ¢ƘŜ ŎƻǊǊŜŎǘ ŦƻǊƳŀǘ ōŜƎƛƴǎ ǿƛǘƘ ǘƘŜ ƭƛƴŜ ά-----BEGIN CERTIFICATE-----ά ŀƴŘ ŜƴŘǎ ǿƛǘƘ ǘƘŜ 

ƭƛƴŜ ά-----END CERTIFICATE-----άΦ LŦ ǘƘƛǎ ƛǎ ŀ ǎŜƭŦ-signed certificate, then besides being specified 

ƘŜǊŜΣ ƛǘ Ƴǳǎǘ ŀƭǎƻ ōŜ ƛƳǇƻǊǘŜŘ ƛƴǘƻ ǘƘŜ L{9 ǎŜǊǾŜǊΩǎ ¢ǊǳǎǘŜŘ /ŜǊǘƛŦƛŎŀǘŜǎ ǇŀƎŜ ōŜŦƻǊŜ ǘƘŜ ǇȄDǊƛŘ 

persona is enabled. The Issued To hostname in this certificate must be the registered DNS 

hostname for the Security Suite host, and must be resolvable by the ISE server. 

  

If you do not already have a certificate and want the client to use a new self-signed certificate, 

click on the Generate button beside this setting. This button will fill the Client Certificate text 

area with a newly generated self-signed certificate using the client hostname specified above. It 

will also fill the Client Key text area with the private key corresponding to the certificate. 
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Client Key 

This setting is the private key corresponding to the above certificate, in PEM format. If you 

clicked on the Generate button above, then this setting is automatically filled and should not be 

changed. 

ISE Server Configuration 

After all of the above Cisco pxGrid client settings are complete, the ISE server must be 

configured for Cisco pxGrid. Under Administration > System > Deployment, edit the desired ISE 

node. Change it to a primary node if it is currently a standalone node. Under Personas, check 

the box beside pxGrid and click on Save. 

  

Next, on the pxGrid Services page, click on Enable auto-registration if it is not already enabled. 

Otherwise, you will need to manually approve the client after the first time it attempts to 

ŎƻƴƴŜŎǘΦ 9ǾŜƴ ŀŦǘŜǊ ǘƘŜ ŎƭƛŜƴǘ ƛǎ ŀǇǇǊƻǾŜŘΣ ǘƘŜ ŎƭƛŜƴǘΩǎ ƎǊƻǳǇ Ƴŀȅ ƴŜŜŘ ǘƻ ōŜ ŎƘŀƴƎŜŘ ǘƻ 9t{ 

before quarantine requests can succeed. 

Splunk 

The following describes the steps for configuration Splunk and Security Suite for ingesting scan 

results for use in Splunk. 

Setup the Splunk Add-On 

1. From the Splunk instance, download the SAINT Add-on for Splunk from Splunk.com 

a. Click on the Splunk Apps Icon 

b. Search for 'SAINT' 

2. Install the Add-ƻƴ ŦǊƻƳ {ǇƭǳƴƪΩǎ 5ŀǘŀ-Input user interface and enable an HTTP Event 

Collector using the saint8_scandata sourcetype 

 

 

 

a. Select 'data inputs' 

b. Click on 'HTTP Event Collector'  
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c. Click on 'New Token.'  

d. Give the token a name 

e. Click next 

f. In the source type setting, click 'Select' 

g. Choose 'Custom' 

h. Choose 'saint8_scandata.'  

3. Click Review 

4. Click Submit 

IMPORTANT ς Make a note of the token value it gives you which should look something like 

this: "0510E530-60C1-4BBB-8469-A294886547B8." You will need this when configuring Security 

Suite. Also, make a note of the HTTP Event Collector global settings by clicking on the global 

settings button on the HTTP Event Collector page. You will need to know if SSL Enabled is 

checked and the port number from there. These settings can be changed but they must match 

what you configure in Security Suite. 

Configure SAINT for Splunk Integration 

1. Login to your Security Suite installation 

2. Click on the Configuration tab 

3. Click on System Options 

4. Click on the Splunk tab 

 

 

5. Complete all fields, as they apply to your Splunk instance: 

a. Splunk server IP ς the fixed IP of the Splunk host. 
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b. HTTP Event Collector Token ς obtained when setting up Splunk add-on. Example: 

"0510E530-60C1-4BBB-8469-A294886547B8" 

c. HTTP Event Collector Port: Collected in the Splunk global settings by clicking on 

the 'global settings' button on the HTTP Event Collector page. Security Suite 

default value is 8088 

d. Use SSL ς Check if the Splunk HTTP Event Handler is using SSL. 

e. Splunk self-service cloud ς Check if Security Suite will be forwarding data to a 

Splunk self-service Cloud instance. 

f. Splunk non self-service cloud ς Check if SAINT will be forwarding data to a Splunk 

non self-service Cloud instance. 

6. Click Save 

How to Use Security Suite with Splunk 

Option 1 

Click on Configuration ς Scanning Options ς Results tab to configure Security Suite to 

automatically transmit scan results ǘƻ ȅƻǳǊ {Ǉƭǳƴƪ ƛƴǎǘŀƭƭŀǘƛƻƴΦ /ƘŜŎƪ ǘƘŜ ά9ȄǇƻǊǘ wŜǎǳƭǘǎ ǘƻ 

{Ǉƭǳƴƪέ ŎƘŜŎƪōƻȄ ǘƻ ŎƻƴŦƛƎǳǊŜ {ŜŎǳǊƛǘȅ {ǳƛǘŜ ǘƻ ǘǊŀƴǎƳƛǘ ŀƭƭ ǎŎŀƴ ǊŜǎǳƭǘǎ ƎŜƴŜǊŀǘŜŘ ōȅ {ŜŎǳǊƛǘȅ 

Suite to your Splunk instance. 

Option 2 

Configure individual Jobs to automatically export/import scan results to your Splunk integration 

any time the Job is run.  To transmit scan results by Job, navigate to Step 4 ς Advanced when 

creating or editing a job in the job creation wizard, and click on the Results Tab. Check the 

ά9ȄǇƻǊǘ wŜǎǳƭǘǎ ǘƻ {ǇƭǳƴƪέΦ wŜǎǳƭǘǎ ǿƘŜƴ ǘƘŜƴ ōŜ ǘǊŀƴǎƳƛǘǘŜŘ ŜǾŜǊȅ ǘƛƳŜ ǘƘŜ ǎǇŜŎƛŦƛŜŘ Wƻō ƛǎ 

run. 

Option 3 

Export scan data from the Analyze grid, and transmit the scan results into the pre-configured 

Splunk instance. Click on the Splunk option in the Grid Actions dropdown to choose how you 

wish to transmit the data shown in the data grid into the pre-configured Splunk instance. Click 

Transmit Now to automatically export the data to Splunk. Click Save Export File to generate a 

file which can be used to import data into Splunk using the JSON data source type. 
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Disputes 

Enable Dispute Notifications  

If this box is checked, an e-Ƴŀƛƭ ƳŜǎǎŀƎŜ ǿƛƭƭ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ŘƛǎǇǳǘŜΩǎ ŎǊŜŀǘƻǊ ǿƘŜƴ ŀ ŘƛǎǇute is 

resolved, and to the dispute resolver(s) when a dispute is opened or modified. 

Dispute Resolver(s) 

This option specifies the user or users who should receive a notification when a dispute is 

opened or modified if dispute notifications are enabled above.  Both SAINT login names and e-

mail addresses are accepted. If a login name is specified, the message will be sent to the e-mail 

ŀŘŘǊŜǎǎ ƛƴ ǘƘŀǘ ǳǎŜǊΩǎ ǇǊƻŦƛƭŜΦ  Enter a comma-separated list to specify multiple recipients. If this 

option is left blank, notifications will be sent to all users who have Resolve Disputes permission 

(see Global Permissions) if any exist, or else to all Administrators. 

From Email 

This option specifies the From e-mail address for all PCI-related notifications. If left blank, the e-

mail address of the user who initiated the event will be used.  

From Email Display Name 

This option specifies the From name for all PCI-related notifications. If left blank, the name of 

the user who initiated the event will be used. 

Email Server 

This option specifies the e-mail server to use for sending PCI notifications. If left blank, the 

ǊŜƎƛǎǘŜǊŜŘ a· ŦƻǊ ǘƘŜ ǊŜŎƛǇƛŜƴǘΩǎ ŘƻƳŀƛƴ ǿƛƭƭ ōŜ ǳǎŜŘΦ 

ASV 

Note: This tab is only available to users with Attestation of Scan Compliance in their license. 

ASV Certificate Number 

This option specifies the ASV certificate number to put into the Attestation of Scan 

Compliance. The ASV certificate number is an eight-digit number (in nnnn-nn-nn format) issued 

by the PCI Security Standards Council. 



SAINT Security Suite 

 

57 

Customer Attestations 

This option specifies the conditions that the scan customer must accept when requesting an 

Attestation of Scan Compliance.  The default conditions are based on PCI DSS requirements, but 

some ASVs may wish to reword them or add their own terms.  Use a pipe character (|) to 

separate the conditions.  Conditions which begin with an asterisk are required. 

Enable Attestation Notifications 

If this box is checked, an e-mail message will be sent to the requester when an Attestation of 

Scan Compliance is approved or denied, or to the attestation resolvers when an attestation 

request is opened or modified. This option is only used if Attestation of Scan Compliance is 

enabled in the license. 

Attestation Resolver(s) 

This option specifies the user or users who should receive a notification when a request for an 

Attestation of Scan Compliance is opened or modified, if attestation notifications are enabled 

above.  Both SAINT login names and e-mail addresses are accepted.  If a login name is specified, 

the message will be sent to the e-Ƴŀƛƭ ŀŘŘǊŜǎǎ ƛƴ ǘƘŀǘ ǳǎŜǊΩǎ ǇǊƻŦƛƭŜΦ  Enter a comma-separated 

list to specify multiple recipients. If this option is left blank, notifications will be sent to all users 

who have Issue AoSC permission (see Global Permissions) if any exist, or else to all 

Administrators. 

Executive Summary Report Type 

This option specifies the name of the report type to use when generating ASV Executive 

Summary reports for attestation requests.  ¢ƘŜ ŘŜŦŀǳƭǘ ƛǎ {!Lb¢Ωǎ ǎǘŀƴŘŀǊŘ t/L 9ȄŜŎǳǘƛǾŜ ǊŜǇƻǊǘ 

type, but some ASVs may wish to use a custom report template with their own format and 

branding.  If this setting is changed, be sure that the chosen report type complies with the 

executive summary reporting requirements in the ASV Program Guide. 

Detail Report Type 

This option is similar to the one above, but specifies the report type to use when generating 

ASV Detail reports. 
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AoSC Report Type 

This option is similar to the one above, but specifies the report type to use when generating 

Attestations of Scan Compliance. 

License Notification 

The license notification features described below provide visibility into the current status of the 

product license, and notification triggers for when you are close to the licensed capacity. 

License Email Threshold 

This threshold is the number of targets/scans left on the license before the notification is sent. 

License Warning Email Address 

This email address list is a space-separated list of email addresses to which license notifications 

will be sent. 

License Warning Email Server 

This email server is the hostname or IP address of the email server to use to send the email. If 

none is provided, the system will use the current default mail server. 

License Warning Email Subject 

This subject is the subject line that will appear on the license warning email messages. 

Show License Key Status 

LŦ ǘƘŜ ƭƛŎŜƴǎŜ ǘȅǇŜ ƛǎ άƳŜǘŜǊŜŘέ ƻǊ άǳƴƛǉǳŜέΣ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ƭƛŎŜƴǎŜ ǿƛƭƭ ōŜ ǎƘƻǿƴ ƻƴ ǘƘŜ D¦L 

footer. 

Passive Host Discovery 

The passive host discovery feature attempts to continuously discover devices on the network 

by silently watching for traffic from new IP and MAC addresses, rather than actively probing a 

range of addresses. The discovered devices can then be easily imported into a scan job. 
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Enable Passive Host Discovery 

Check this box and then restart the manager to activate the passive host discovery feature. 

When this box is checked, all connected scan nodes will monitor the chosen network interface 

and parse all IP and ARP packets. When previously unseen source IP or MAC addresses are 

found, those addresses are reported back to the manager, where they can be viewed and 

scanned. (See Passive Host Discovery.)  

  

Note that MAC addresses are only available for sources which are on the same LAN as the 

ƴƻŘŜΦ CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ ǘǊŀŦŦƛŎ ǘƘŀǘ Ŏŀƴ ōŜ ǎŜŜƴ ƻƴ ŜŀŎƘ ƴƻŘŜΩǎ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ ŘŜǇŜƴŘǎ ƻƴ 

the way the network switches are configured. Typically, the node will only be able to discover 

Ƙƻǎǘǎ ǿƘƛŎƘ ŜƛǘƘŜǊ ǎŜƴŘ ƻǳǘ ōǊƻŀŘŎŀǎǘ ǊŜǉǳŜǎǘǎ ƻƴ ǘƘŜ ƴƻŘŜΩǎ ƭƻŎŀƭ ǎŜƎƳŜƴǘΣ ƻǊ ǿƘƛŎƘ ƘŀǾŜ 

direct communication with the node. 

Passive Host Discovery Networks 

This option specifies which IP addresses to report. The value is a space- or comma-separated 

list of Class A, B, or C networks (such as 10, 172.16, or 192.168.1) or CIDR addresses (such as 

10.0.0.0/8).  This option is used as a filter by the packet capture engine. If it is left blank, no 

filter is used, and all addresses are reǇƻǊǘŜŘΦ Lƴ ǘƘƛǎ ŎŀǎŜΣ Lt ŀŘŘǊŜǎǎŜǎ ǿƘƛŎƘ ŘƻƴΩǘ ŜǾŜƴ ōŜƭƻƴƎ 

ǘƻ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ŎƻǳƭŘ ƎŜǘ ǊŜǇƻǊǘŜŘΣ ǎƻ ƭŜŀǾƛƴƎ ǘƘƛǎ ƻǇǘƛƻƴ ōƭŀƴƪ ƛǎƴΩǘ ǊŜŎƻƳƳŜƴŘŜŘΦ 

Passive Host Discovery Interface 

This option specifies which network interface to monitor on the scan node. It is specified as an 

ƛƴǘŜǊŦŀŎŜ ƴŀƳŜ ǊŜǘǳǊƴŜŘ ōȅ ǘƘŜ άƛŦŎƻƴŦƛƎέ ŎƻƳƳŀƴŘΣ ǎǳŎƘ ŀǎ άŜǘƘлέΦ LŦ ƛǘ ƛǎ ƭŜŦǘ ōƭŀƴƪΣ ǘƘŜ ƭƻǿŜǎǘ 

numbered configured interface, excluding the loopback interface, is used.  LŦ ƛǘ ƛǎ ǎŜǘ ǘƻ άŀƴȅέΣ 

then all interfaces are monitored. 

Purge Offline Hosts After 

This option is useful for removing stale entries from the passively discovered hosts table. The 

value specifies the number of days after which a host should be dropped if it has not been seen 

on the network. This prevents devices which are no longer on the network from being scanned 

again and again. 
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Manager 

 

Purge Scans After Days 

This option can be used to automatically delete scans and their associated jobs and data after 

the specified number of days from the start date of the scan. Deletion is performed in a 

background process whenever the manager starts and every 24 hours thereafter. If this option 

is set to 0, then automatic deletion is not performed. Note: Regardless of this setting, on-

demand deletion can be performed at any tƛƳŜ ōȅ ŜȄŜŎǳǘƛƴƎ άǇȅǘƘƻƴ 

Ŝ{ŀƛƴǘκǎŀƛƴǘψƳŀƴŀƎŜǊκǎǊŎκƳƻŘǳƭŜǎκŘŀǘŀǎǘƻǊŜκǇǳǊƎŜΦǇȅ ғŘŀȅǎҔέ ŦǊƻƳ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜΣ 

where <days> is the number of days. 
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Require Target Authorization 

This option allows you to require users to accept an agreement with an electronic signature 

before running a scan or exploit. This option may be useful if you are hosting a scanning 

platform for your customers, so you will have evidence that the scan activity was authorized in 

ŎŀǎŜ ȅƻǳ ƭŀǘŜǊ ǊŜŎŜƛǾŜ ŀōǳǎŜ ŎƻƳǇƭŀƛƴǘǎ ŦǊƻƳ ǘƘŜ ǘŀǊƎŜǘΩǎ ƻǿƴer.  The form is presented after 

the user enters any new targets in the scan wizard or the exploit run form. When this option is 

enabled, a new menu option appears under the Manage tab called Target Authorizations, 

which allows you to view and download the authorization forms. 

  

There are three options for this setting. Always will require target authorization for all new 

targets. Local will require target authorizations only for new targets being scanned or exploited 

from the local node. This option may be useful if you have some customers who own their own 

scan nodes for which authorization is not required. Never, which is the default, removes the 

target authorization requirement. 

Target Authorization Agreement 

This option only appears when the above option is enabled and allows you to specify the 

agreement text for target authorizations. This text is the terms and conditions that the user 

must accept before scanning or exploiting a new target. 

Maximum Analytics Processes 

The maximum number of analytics processes that can run at the same time, reduce it to save 

memory and processing power while scanning. New scan data is continuously analyzed by the 

manager during a scan and setting this value lower could save memory and processing power 

on systems that require it. 

Maximum Target Selection Hostname Resolution Time 

The maximum number of seconds to wait for hostname resolution when entering targets to 

scan by hostname or URL per target. 

Maximum Overall Target Selection Hostname Resolution Time 

The maximum number of seconds to wait for ALL hostnames to resolve when entering targets 

to scan by hostname or URL. For example: if this is set to 13 seconds, and a large hostname 
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target list is imported, SAINT will wait for this many seconds before ignoring the hostname 

resolution and add the targets regardless. 

Infoblox 

Two options are available: 

¶ Infoblox server IP or hostname ς The IP address or hostname of your infoblox server. 

¶ Infoblox API version ς The version of the API running on your Infoblox server. SAINT 

sets this to a lower version by default but if your server supports a higher version then 

you can set that here. 

Scanning Options 

The following configuration options define various characteristics and process controls over 

vulnerability, configuration and application scan activity. 
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Host Discovery 

These options determine the default behavior for discovery scans (SAINT or Nmap) and 

configuration settings for Nmap if that method is selected for host discovery. These settings can 

be defined globally, as well as overridden when setting up a scan Job. 

Discovery Method 

¶ SAINT Firewall ς In order to avoid wasting time scanning hosts which do not exist or are 

unreachable, the scan engine attempts to discover live hosts at the start of a scan. The 

method used to discover live hosts varies depending upon whether a firewall is in place. 

Also, see the Workarounds section for additional Firewall rules/settings when using this 

discovery option. 

{Ŝǘ ǘƘƛǎ CƭŀƎ ǘƻ лΣ ǘƻ ǳǎŜ {!Lb¢Ωs built-in discovery. 

¶ Nmap ς 5ŜŦŀǳƭǘ ǎŜǘǘƛƴƎΦ ¢Ƙƛǎ ǎŜǘǘƛƴƎ ǳǎŜǎ bƳŀǇΩǎ 5ƛǎŎƻǾŜǊȅ ŜƴƎƛƴŜΦ {ŜŜ ǘƘŜ Nmap 

documentation for a complete list of Nmap options. Use caution when modifying these 

options, since certain settings may cause the port scan to miss ports in some 

environments, to use unintended protocols, or to scan unintended targets. Do not set 

any output options, since SAINT requires machine-readable output and therefore always 

includes that argument (-oM). 

NMAP SYN Scanning (nmap_disco_syn) 

Sends empty TCP packets with the SYN flag set. Live hosts will reply with either a RST or 

SYN/ACK TCP packet. 

 

Nmap_disco_syn (0 - No; 1 - Yes).  

NMAP SYN Ports (nmap_disco_synports) 

Default is 443. An optional list of comma-separated ports may be supplied. If omitted, the 

default Nmap ports will be used. 

NMAP Ack Scanning (nmap_disco_ack) 

Sends empty TCP packets with the ACK flag set. Live hosts will reply with a RST packet. Some 

firewalls prevent hosts from replying to SYN requests to closed ports, but may still respond to 

ACK packets. 

http://nmap.org/
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Nmap_disco_ack (0 - No; 1 - Yes)  

NMAP Ack Ports (nmap_disco_ackports) 

Default is 40. An optional list of comma-separated ports may be supplied. If omitted, the 

default Nmap ports will be used. 

Echo Scanning (nmap_disco_echo) 

One sends ICMP echo (type 8) request. 

 

Nmap_disco_echo (0 - No; 1 - Yes)  

Timestamp Scanning (nmap_disco_timestamp) 

One sends timestamp (type 13) request. 

 

Nmap_disco_timestamp (0 - No; 1 - Yes)  

Netmask Scanning (nmap_disco_mask) 

One sends Address Mask (type 17) request. 

 

Nmap_disco_mask (0 - No; 1 - Yes)  

UDP Scanning (nmap_disco_udp) 

Sends UDP packets to the given ports. Empty packets will be sent to most ports. 

  

Nmap_disco_udp (0 - No; 1 - Yes)  

UDP Ports (nmap_disco_udpports) 

Ports specified here will be included in the config/nmap/nmap-payloads and send the 

corresponding packets, which will be more likely to elicit a response. 
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SCTP INIT Scanning (nmap_disco_sctp) 

Sends SCTP packet with the minimal INIT chunk. Live hosts will reply with an ABORT chunk if the 

port is closed or an INIT-ACK chunk if it is open. 

  

Nmap_disco_sctp (0 - No; 1 - Yes)  

SCTP INIT Ports (nmap_disco_sctpports) 

An optional list of comma-separated ports may be supplied. If omitted, the default Nmap ports 

will be used. 

IP Proto Scanning (nmap_disco_ip) 

Sends an IP packet with the specified protocol number set. 

  

Nmap_disco_ip (0 - No; 1 - Yes)  

IP Protos (nmap_disco_ipprotos) 

An optional list of comma-separated protocol list may be supplied. If omitted, the default Nmap 

protocols will be used. 

ARP/IPv6 ND Scanning (nmap_disco_arp) 

Uses NMAP to handle ARP requests instead of the host operating system. This is useful for 

scanning local LANs and may improve performance. If IPv6 targets are used, then ICMPv6 

Neighbor Discovery is used instead of ARP. 

Firewall mode: Firewall Flag 

These options determine the default behavior for scans that use SAINT for host discovery. 

These settings can be overridden when setting up a scan Job. Each configuration setting and 

option is defined below: 

¶ No Firewall Support ς The No Firewall Support option is the default, and should be 

selected if no firewall is in place. With this option, SAINT attempts to send an ICMP echo 

request (ping) to each host. When the host does not respond, the scanner assumes the 

host is down and skips further probes. 
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¶ Firewall Support ς Use TCP Discovery ς If you are scanning targets that are behind a 

firewall from a system that is not behind the firewall, or in any other case where ICMP 

does not work, choose this or the ARP Ping Discovery options. This option causes the 

scanner to use TCP for discovering live targets. Each potential target in the specified 

target range will be scanned for a few standard TCP ports. If there is a response, either 

that the port is open or that the connection was refused by the target, then the host is 

considered to be alive. The ports scanned for this purpose are specified in the Standard 

Ports settings. 

¶ Extensive Firewall Support ς This option skips the discovery process altogether and 

does a complete scan of every target address, regardless of whether it is alive. Hence, 

Extensive Firewall Support can lead to a very slow scan, especially if a large target range 

was entered. Use this option only when the targets do not respond either to pings or to 

TCP requests to closed ports, and do not consistently have any of the standard ports 

open 

¶ ARP Ping Discovery ς With this option, the scanner will consider a potential target to be 

alive if the IP address can be resolved to a MAC address using the ARP protocol. The 

benefits of this method are that it still works even when ICMP pings and TCP ports are 

blocked, and it is the fastest discovery method. But it only works for targets that are on 

the same local network as the scanner. 

¶ Combined Firewall Support ς Choose this option if you do not know whether your 

targets are behind a firewall or if some targets may be behind a firewall while others are 

not. This option uses all of the above discovery methods. It is the slowest option, but 

also the most likely to succeed in discovering all live targets. 

  

Firewall Flag (0=No Firewall Support; 1=Firewall Support ï Use 

TCP Discovery; 2=Extensive Firewall Support; 3=ARP Ping 

Discovery; 4=Combined Firewall Support)  

STD Ports (std_ports) 

¢/t tƻǊǘǎ ǘƻ ǎŎŀƴ ǘƻ ŦƛƴŘ ƭƛǾŜ ƘƻǎǘǎΣ ǳǎƛƴƎ {!Lb¢Ωǎ 5ƛǎŎƻǾery method set in Host Discovery, 

(discovery_method = 0).  The firewall_flag value tells SAINT whether to expect the targets to be 

behind a firewall. If the firewall option is set to use TCP discovery and the primary target 

contains an IP address range or a subnet, then the scanner will scan each potential target for a 

few standard TCP ports and check whether or not there is a response, either that the port is 
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open or that the connection is refused. The std_ports values define ports to be scanned for this 

purpose. 

Probe 

Spider Depth (spider_depth) 

Default level: 3 - SAINT's HTTP probe contains checks for vulnerabilities in many web 

applications which could be installed in non-standard locations on web servers. SAINT attempts 

to find these web applications by scanning pages which are linked from the root page, then 

scanning pages which are linked from those pages, and so on. This process is known as 

spidering. Increasing the depth allows a more thorough scan, but could cause an exponential 

increase in the time needed to complete the scan if a target has many links. Setting the depth 

to zero or unsetting Exhaustive flag at Job setup time tells the scanner to scan only the web 

root directory and not to follow hyperlinks. Setting the depth to one causes the scanner to also 

scan any pages linked from the root page. Setting the depth to two causes the scanner to also 

scan any pages linked from those pages, etc. 

HTTP Limit (http_limit) 

Default 10000 (Maximum number of pages); 0 - Unlimited. This option compliments the 

spider_depth setting to prevent scans from taking excessively long on sites that have many 

pages. In these cases, it is useful to limit the total number of pages scanned, in addition to 

controlling the depth. To limit the total number of pages scanned on each target, set the web 

page limit to the desired maximum number of pages. After the scanner has run the specified 

number of instances of http.saint and https.saint against a target, it will complete the scan and 

produce a warning message in the scan's stŀǘǳǎ ŦƛƭŜ ǘƻ ƛƴŦƻǊƳ ȅƻǳ ǘƘŀǘ ǎƻƳŜ ǇŀƎŜǎ ǿŜǊŜƴΩǘ 

scanned. To allow an unlimited number of pages to be scanned, set this value to 0. 

HTTP Form Limit (http_form_limit) 

This setting is similar to the HTTP Limit described above, but limits the number of forms instead 

of the number of pages. To limit the total number of forms scanned on each target, set the limit 

to the desired maximum number of forms. After the scanner has run the specified number of 

instances of http_form.saint and https_form.saint against a target, it will complete the scan and 

ǇǊƻŘǳŎŜ ŀ ǿŀǊƴƛƴƎ ƳŜǎǎŀƎŜ ƛƴ ǘƘŜ ǎŎŀƴϥǎ ǎǘŀǘǳǎ ŦƛƭŜ ǘƻ ƛƴŦƻǊƳ ȅƻǳ ǘƘŀǘ ǎƻƳŜ ŦƻǊƳǎ ǿŜǊŜƴΩǘ 

scanned. The default is 10000. To allow an unlimited number of forms to be scanned, set this 

value to 0. 
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HTTP Delay (http_delay) 

This setting specifies the number of milliseconds to wait between HTTP requests. The default is 

0, meaning each HTTP request should begin as soon as the previous request is finished. This is 

typically the desired behavior since it minimizes the scan time. However, increasing this value 

may help if the default value causes a target to crash or become unresponsive. 

  

Note that this setting only controls the delay within each probe instance, but there could be 

multiple probes making HTTP requests concurrently. To achieve the gentlest possible scan, also 

set the Maximum Threads to 1 to prevent probes from running concurrently. 

HTTP User Agent (http_user_agent) 

This setting specifies the User-Agent header to include in most HTTP requests. The default 

setting resembles the User-Agent header sent by a typical web browser, to make it appear to 

ǘƘŜ ǘŀǊƎŜǘ ǘƘŀǘ {!Lb¢Ωǎ ŎƘŜŎƪǎ ŀǊŜ ŎƻƳƛƴƎ ŦǊƻƳ ŀ ǊŜŀƭ ōǊƻǿǎŜǊΦ IƻǿŜǾŜǊΣ ƛǘ Ƴŀȅ ōŜ ǳǎŜŦǳƭ ǘƻ 

change this in some cases. For example, some web application firewalls may allow you to 

whitelist custom HTTP headers, thus allowing a scan to proceed without interference. 

  

Note that some vulnerability checks must use specific User-Agent headers in order to work as 

designed. These checks ignore this setting and always use the User-Agent header which allows 

the check to work. 

Crawl Dynamic Content (crawl_dynamic_content) 

In the early days of the World Wide Web, most web sites served static HTML content, which 

could be easily parsed by scanners to find links to other resources. However, modern web 

applications typically serve pages containing some amount of dynamic content. That is, in some 

cases the browser executes script embedded in the web page to create page elements, send 

data to and from the server, or handle mouse clicks and other user actions. 

  

The Crawl Dynamic Content setting tells the scanner to execute the script embedded in each 

web page, as a web browser would do when loading the page. The scanner then records any 

HTTP requests which are triggered by the script execution, which may identify additional web 

resources, leading to improved vulnerability detection. However, since script execution takes 

time, enabling this option may slow down the scan. If this setting is disabled, embedded script 
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is not executed, but the scanner will still attempt to find links to other resources by parsing the 

static content. 

Clicks Per Page (max_clicks_per_page) 

In some cases, simply executing the embedded script as a browser would do when loading a 

page is insufficient for finding web resources. There could be some content which is only 

exposed after certain events such as mouse clicks. To ensure that the scanner finds such 

content, it needs to take it a step further and simulate the mouse clicks which would occur in a 

browser. 

  

The Clicks Per Page setting specifies the maximum number of elements per web page on which 

to trigger a click event, if dynamic content crawling is enabled. Higher settings may uncover 

more web resources but may take more time. A value of zero disables the simulation of mouse 

clicks, but still allows the initial script execution on each page. 

Dynamic Content Timeout (dynamic_content_timeout) 

When dynamic content crawling is enabled, there could be situations where the scanner 

encounters script which takes a long time to run or gets stuck in an endless loop. The scanner 

aborts the script in this situation, to avoid slowing down the scan. The Dynamic Content 

Timeout setting specifies the number of seconds that the script is allowed to run on each page 

before execution is aborted. 

Web Program Dirs (cgi_dirs) 

The default web program directories are /cgi - bin/  and /scripts/ . This setting defines the 

set of standard web directories to scan that typically contain programs. These directories are 

specified in a comma-separated list. Each directory should start with a leading slash and end 

with a trailing slash. 

Web Dirs to Skip (cgi_dirs_skip) 

Default: blank ς SAINT allows you to specify directories not to scan. This option is useful if a 

certain part of the web site should not be included in the scan. These directories are specified 

as a comma-separated list, and each directory should start with a leading slash. Each web page 

found during web crawling will be compared with every item on this list using a case-insensitive 
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comparison starting from the beginning, and if there is a match then the page is omitted from 

the scan. 

Software Inventory 

Setting this option ensures all scan policies include probes that retrieve a list of software 

installed on Windows-based targets. This configuration requires that applicable scan Jobs be 

defined with Windows Domain credentials (Step 4 in Job setup) or credentials to the targets 

have been previously defined in the Credentials Manager. The resulting software inventory can 

then be found in the Vulnerability List section of the Full Scan or Overview reports. Note that 

the software list is generated by enumerating the Uninstall key in the Windows registry. 

Therefore, only software registered with the operating system during installation will be 

included. Software placed on the system without running an installer program is typically 

omitted. Also, note that registered software incorrectly removed from the target system may 

still be included in the list after removal, due to orphaned registry keys. 

Load Balancing   

This setting specifies whether or not to run load balanced scans. With this option, the scan 

targets will be divided evenly among the available nodes, and the scan will be queued until at 

least two nodes are available. The minimum number of nodes and the set of nodes among 

which to run the scan can be customized when creating the scan job. 

This option can be overridden when creating the scan job. 

Mobile Device Timespan 

This setting affects the mobile device scan policy.  

  

By default, a scanner deployed into an internal environment queries Active Directory servers 

for information about Exchange ActiveSync devices which have been changed in the past year, 

and uses that information to infer vulnerabilities on those devices. The default setting is 

intended to avoid reporting on many retired devices. However, this setting allows you to 

change the default time span to expand the search to include less frequently changed devices, 

or to limit it to more recently changed devices. Note that mobile device scanning requires 

²ƛƴŘƻǿǎ ŘƻƳŀƛƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŎǊŜŘŜƴǘƛŀƭǎ ŀƴŘ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎŜǊǾŜǊΩǎ {{[ ŎŜǊǘƛŦƛŎŀǘŜΦ {ŜŜ 

Authenticating to Windows Targets for more information. 
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To change this setting, enter the new time span in days. Note that the last change date for a 

device is usually older than the last sync date. 

Vulnerability Check Flags (vuln_check_flags) 

This setting allows you to modify the behavior of certain vulnerability checks. It is a comma-

separated list of one or more of the following options: 

¶ internalnetinfo_strict ς When checking for internal network information disclosure in 

SSL certificates, report the vulnerability for any internal IP address, with no exceptions. 

Without this flag, an exception is made for 192.168.168.168 since this is commonly used 

ƛƴ ŘŜŦŀǳƭǘ ŎŜǊǘƛŦƛŎŀǘŜǎ ŀƴŘ ŘƻŜǎƴΩǘ ǳǎǳŀƭƭȅ ŎƻǊǊŜǎǇƻƴŘ ǘƻ ǘƘŜ ǊŜŀƭ Lt ŀŘŘǊŜǎǎΦ 

Local Checks in Containers (internal_container_scan) 

When SAINT runs a credentialed scan of a Linux target which hosts Docker or LXC containers, it 

enumerates the running containers and lists them as an informational item in the scan 

results.  If this setting is enabled, it will go a step further and run local vulnerability checks 

inside of each running container. Each container will appear in the scan report as an additional 

host which was scanned, with the container name as the host name. This helps distinguish the 

vulnerabilities found in the container from the vulnerabilities found on the host itself. (It will 

not count as a separate target for licensing purposes.)  Note that findings that come from 

scanning exposed container ports will still appear as if they are on the host, since it is the host 

which is exposing those ports. 

Port 

SAINT's portscan and vulnerability scan levels always include a TCP and UDP port scan. These 

port scans are important to the scan because their results usually determine which of SAINT's 

vulnerability checks to run. 

  

Port scanning is pre-ŎƻƴŦƛƎǳǊŜŘ ǘƻ ŎƻǾŜǊ ǘǿƻ ǎŎƻǇŜǎΥ άƘŜŀǾȅέ ŀƴŘ άŎƻƳƳƻƴΤέ ŜŀŎƘ ƻŦ ǿƘƛŎƘ Ŏŀƴ 

be controlled in the following settings. Ports included in a heavy port scan generally include a 

wide range of TCP and UDP ports, which is useful for detecting services running on either 

common ports or non-standard ports. The common ports include only commonly used ports, 

and is useful for quickly detecting services running on common ports. The port scan level 

setting controls which of the above two lists to use for the port scan. 
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Heavy TCP Ports (heavy_tcp_ports) 

The ports included in heavy port scan generally include a wide range of TCP ports, which is 

useful for detecting services running on either common ports or non-standard ports. 

Common TCP Ports (common_tcp_ports) 

The common ports include only commonly used ports, and is useful for quickly detecting 

services running on common TCP ports. The Port scan level setting controls to use for the port 

scan. 

Heavy UDP Ports (heavy_udp_ports) 

The ports included in heavy port scan generally include a wide range of UDP ports, which is 

useful for detecting services running on either common ports or non-standard ports. 

Common UDP Ports (common_udp_ports) 

The common ports include only commonly used ports, and is useful for quickly detecting 

services running on common UDP ports. The Port scan level setting controls to use for the port 

scan. 

SSH and Registry Ports (auth_test_ports) 

This option allows you to specify the ports that the remote registry and SSH services run on in 

your network, by default this is '22,139' and for the most part you will not need to change port 

139. If you run SSH on a non-standard port (other than 22) specify it here. 

Use Heavy port ranges (allports) 

Defines which TCP port scan list to use. 

  

Allports  (0 ï common TCP ports; 1 ï Heavy TCP Ports)  

OS Type Ports (ostype_ports) 

If the scan uses NMAP for TCP port scanning (see TCP options) and the Nmap Flag settings 

include the -O flag, then Nmap tries to determine the host type of each target during the TCP 

port scan. This takes advantage of the full port scan results to increase its chances of finding at 

least one open and one closed port, which improves the reliability of the host type guess. In all 
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other cases, SAINT uses Nmap and Xprobe2, if installed on the scanning platform, to determine 

the host type of the target by scanning a small number of ports. This port scan takes place in 

the ostype.saint  probe, separately from SAINT's regular port scans executed by the 

tcpscan.saint  and udpscan.saint  probes. 

  

The ostype configuration settings enable you to change the port numbers which are scanned 

for host type detection. By default, services which typically run from the Internet services 

daemon (inetd)  are omitted because Nmap could reportedly crash some older 

implementations of inetd , so the ports to use at the heavy-plus level is set separately to 

include those ports. 

Password 

Security Suite includes checks for password policies for Windows targets. The password policy 

refers to the rules on the target system designed to enforce good password security practices. 

  

The scanner attempts to identify login account names using finger and rusers on Unix systems, 

and netbios requests on Windows systems. For each login account name that the scanner 

identifies, it then checks each account to find out whether or not its password can be guessed. 

  

NOTE ABOUT THE PCI SCANNING POLICY 

Although password policy settings can be customized through this option, SAINT's PCI scanning 

policy setting are pre-defined for the following configurations based on the specified PCI DSS 

requirement: 

¶ DSS 8.5.9 - Change user passwords at least every [x] days. 

¶ DSS 8.5.10 - Require a minimum password length of at least [x] characters. 

¶ DSS 8.5.12 - Do not allow an individual to submit a new password that is the same as 

any of the last [x] passwords he or she has used. 

¶ DSS 8.5.13 - Limit repeated access attempts by locking out the user ID after not more 

than [x] attempts. 

  

The length refers to the number of characters in the password. Longer passwords are generally 

considered to be more secure than shorter passwords. History refers to the number of previous 

passwords which cannot be re-used. This prevents a user from defeating a password change 

requirement by re-using the same few passwords over and over again. Maximum age and 

minimum age refer to the range of days over which a password must remain before being 
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changed again. The maximum age requires a user to change his or her password periodically, 

whereas the minimum age ensures that the user cannot defeat the password change 

requirement by immediately changing the password back to what it was before. Lockout refers 

to the number of failed login attempts which are allowed. After this number of failed attempts is 

surpassed, the account is disabled for a period of time to prevent brute-force password guessing 

attacks. 

Password Guesses (password_guesses) 

The number of guesses to try against each account is limited by the Password Guesses 

configuration setting. 

¶ The default is two guesses. 

¶ A value of zero (0) will disable password guessing. Any other value instructs the scanner 

to try the specified number of strings starting from the top of the list of password 

guesses. 

  

Note that some systems lock out accounts after a set number of failed login attempts, usually 

three or greater. Setting Password Guesses higher than the default value of 2 will cause account 

lockouts on such systems, which could be a major inconvenience for the administrators and 

users of those systems. 

First Guess ς Fifth Guess (guess settings) 

There are two ways the passwords guesses can be specified. The first option is to modify the 

Password Guess settings for each guess. SAINT supports up to 5 guesses. The default list of 

password guesses is: 

1. (null password) 

2. %l (password same as login name) 

3. password (the word "password") 

4. %b (login name backwards) 

5. %l1 (login name followed by the digit "1") 

  

Password Dictionary (password_dictionary) 

The Dictionary option is the second option, which allows a more thorough password 

assessment. To use this option, type or paste a list of password strings, separated by line 
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breaks, into the text box, or click on the folder icon to populate the text box with one of the 

built-in password dictionaries. This option overrides the First Guess through Fifth Guess 

settings.  All of the strings in the file are tried against each account, regardless of the Password 

Guesses setting. 

Password Delay (password_delay) 

If more than two guesses are desired, the Password Delay option can help you avoid lockouts 

by separating the login attempts by a specified number of seconds. Set the delay greater than 

the lockout counter resets time, in seconds. Note that using this setting with a dictionary attack 

could result in a scan which takes a very long time to complete. 

Password Policy Length (pwpolicy_length) 

This option allows you to customize the password policy checks to assess a target against your 

defined minimal string length. If a target system does not enforce a policy that is at least as 

strict as the specified settings, then a vulnerability is reported. Note that authentication is 

typically required in order to perform these checks. 

Password Policy History (pwpolicy_history) 

This option allows you to customize the password policy checks to assess a target against your 

ŘŜŦƛƴŜŘ ǾŀƭǳŜ ŦƻǊ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǇǊŜǾƛƻǳǎ ǇŀǎǎǿƻǊŘǎ ǘƘŀǘ ŎŀƴΩǘ ōŜ ǊŜ-used. If a target system 

does not enforce a policy that is at least as strict as the specified settings, then a vulnerability is 

reported. Note that authentication is typically required in order to perform these checks. 

Password Policy Max Age (pwpolicy_max_age) 

This option allows you to customize the password policy checks to assess a target against your 

defined value for the maximum number of days a user is permitted before changing their 

password. If a target system does not enforce a policy that is at least as strict as the specified 

settings, then a vulnerability is reported. Note that authentication is typically required in order 

to perform these checks. 

Password Policy Min Age (pwpolicy_min_age) 

This option allows you to customize the password policy checks to assess a target against your 

defined value for the minimum number of days before a user is permitted to change their 

password. If a target system does not enforce a policy that is at least as strict as the specified 
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settings, then a vulnerability is reported. Note that authentication is typically required in order 

to perform these checks. 

Password Policy Lockout (pwpolicy_lockout) 

This option allows you to customize the password policy checks to assess a target against your 

defined value for the number of failed attempts before password lockout. If a target system 

does not enforce a policy that is at least as strict as the specified settings, then a vulnerability is 

reported. Note that authentication is typically required in order to perform these checks. 

E-mail Notifications 

These configuration options support sending e-mail messages and content when scanning is 

completed. This configuration setting defines default mail server settings, addressing and 

content templates to be used for all scan jobs. E-mail notification settings can also be defined 

locally, at Job setup time, based on job-specific workflows. 

Send Email (send_email) 

The value is flag to define whether e-mail notifications are permitted for scan jobs. 

 

Send_email (1 ïYes; 0 ïNo)  

Mail Server (mail_server) 

This configuration field stores the IP address of a mail relay server. If this option is left blank, 

the alert will be sent directly to the mail server for the recipient's e-mail domain. If that server 

cannot be resolved or reached for some reason, then an IP address for a mail relay server can 

be specified. If it is specified, then alerts will be sent through that server. 

From Email (from_email) 

¢Ƙƛǎ ŦƛŜƭŘ ǎǘƻǊŜǎ ǘƘŜ άŦǊƻƳέ Ŝ-Ƴŀƛƭ ŀŘŘǊŜǎǎΦ LŦ ƴƻǘ ǾŀƭǳŜ ƛǎ ǎǇŜŎƛŦƛŜŘΣ ǘƘŜ ŘŜŦŀǳƭǘ άCǊƻƳέ Ŝ-mail 

address is root at the domain of the local host. 

From Email Display Name (from_email_display_name) 

¸ƻǳ Ƴŀȅ ŀƭǎƻ ǎǇŜŎƛŦȅ ǘƘŜ ŘŜŦŀǳƭǘ ŘƛǎǇƭŀȅ ƴŀƳŜ ŦƻǊ ǘƘŜ άŦǊƻƳέ Ŝ-mail address. The default 

ŘƛǎǇƭŀȅ ƴŀƳŜ ƛǎ ά{!Lb¢έΦ 
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Email Trend Length (email_trend_length) 

Trend analysis reports will analyze and report the last one to ten data sets, or all data sets. The 

default trend value for e-mailed reports can be set in this field. The default value is zero. 

Email Attachment Name (attachment_name) 

9ƴǘŜǊ ŀ ŘŜŦŀǳƭǘ ŀǘǘŀŎƘƳŜƴǘ ƴŀƳŜ ŦƻǊ ŀǘǘŀŎƘƳŜƴǘǎΣ ƛŦ ŀǇǇƭƛŎŀōƭŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ά{!Lb¢ {Ŏŀƴ 

wŜǎǳƭǘέΦ 

E-mail Group Settings 

These setting define the parameters for each e-mail you wish to execute at the conclusion of 

scan Jobs. Each e-mail can include multiple comma-separated addresses. 

¶ Email Address (E-mail_address) - You must provide one or more e-mail addresses to 

which the message will be sent. 

¶ Send Report (Send_report) ς Select the report template to be used for the e-mail group. 

For example, Executive Report. 

¶ Report Format (Send_report_format) ς Select the format of the report to be sent. For 

example, PDF.   

¶ Note that since the HTML and Frameless HTML report formats are made up of multiple 

files, these reports are sent in a tar archive. To view the results from the mail client, 

extract the files and view index.html in a browser. 

¶ Report Attachment Name (Send_report_attachment_name) ς Enter a default 

ŀǘǘŀŎƘƳŜƴǘ ƴŀƳŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ά[ŀǎǘ t/L {Ŏŀƴ ǊŜǎǳƭǘǎέΦ 

¶ Report Subject (Send_report_subject) ς Enter a default report subject for the e-mail 

ƎǊƻǳǇΦ ²ƘŜƴ ǘƘŜ ǎǳōƧŜŎǘ ƛǎ άŘŜŦŀǳƭǘΣέ ǘƘŜ ǎǳōƧŜŎǘ ƻŦ ǘƘŜ Ŝ-mail will be "Your SAINT scan 

has finished for session: <your job>." 

File Content Search 

File content checking, if enabled (default is Off), scans file systems or web sites to locate 

potentially sensitive information, such as credit card numbers, U.S. social security numbers, 

Mexican CURP codes, Canadian social insurance numbers, and default passwords. Report 

output for these types of results will then provide guidance, (e.g., result output, location, row 

number) for investigation and remediation. This capability also includes features to identify files 

and file types (e.g., .avi, .mp3), and find files of interest by matching their names as well as their 

contents, and potentially speeding up the (often lengthy) search process by quickly skipping 
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files known to be either safe (whitelist) or suspicious (blacklist) by their names alone. These 

configuration settings also include directories that should not be scanned or descended into, 

file types/extensions to search through, Perl style regular expressions used to match file 

content to, and a timeout value that sets the maximum scan time. 

  

Note: This feature requires that the kernel supports the cifs filesystem. To determine this, you 

can do a cat /proc/filesystems and look for the word cifs. 

FCS Enabled (fcs_enabled) 

Default: Off.  Set this field to On to enable file content scanning on the target's file system for 

the patterns specified by FCS Objective. Authentication is required when using this option. 

 

Fcs_enabled (0 - Off; 1 - On)  

WCS Enabled (wcs_enabled) 

Default: Off. Set this field to On to enable web content scanning. Use this option to search the 

content of web pages for the patterns specified by FCS Objective over HTTP or HTTPS. If both 

FCS and WCS are enabled, content scanning will be performed both on the file system and over 

HTTP or HTTPS. 

Apply Luhn to Custom Patterns (fcs_apply_luhn_to_custom_patterns)  

Default: Off. Set this field to On to enable application of the Luhn algorithm to custom search 

patterns for FCS on Windows and *NIX, and for WCS. The Luhn algorithm is a simple checksum 

formula used to validate a variety of identification numbers, including most credit card 

numbers. The Luhn algorithm is already applied to search results that match the PCN and 

Canadian CIN numbers FCS objectives. To enable custom search patterns, the pattern should be 

entered in FCS Patterns and the FCS Objective should be empty or contain 'custom'. 

FCS Dirs to Skip (fcs_disabled dir) 

This configuration field contains target directories that are to be excluded for file content 

scanning. List all excluded directories here as a comma separated list. 

  

This option only affects the file content search, not the web content search. Use the Web Dirs 

to Skip option if you wish to control which directories are included in the web content search. 
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FCS File Types (fcs_file_types) 

This field contains the files and file types (e.g., .avi, .mp3) to be included in the file content 

scans on Windows systems by matching their names as well as their content. This option only 

affects the file content 

search, not the web content search. 

FCS Patterns (fcs_patterns) 

This field defines the file content patterns used in content scan probes if the custom keyword is 

present in FCS ObjectivesΣ ƻǊ ƛŦ C/{ hōƧŜŎǘƛǾŜǎ ƛǎ ŜƳǇǘȅΦ {!Lb¢Ωǎ ŎƻƴǘŜƴǘ ǎŎŀƴƴƛƴƎ ŜƴƎƛƴŜ ǳǎŜǎ 

Perl regular expressions to perform these pattern searches. The default content scan 

parameters include patterns for common strings such as credit card data, social security 

numbers and others, as described above. Additionally, other patterns may also be included to 

support scanning for content that meets local needs. For example, patterns that match student 

IDs or patient IDs in publicly accessible systems that may expose sensitive information and 

should be identified and removed. The following illustrates one example of a complex pattern 

typical of this type of content: 

\b\d{4}-[A-Z]{2}-AA\d{4}\b ς pattern that matches a string that includes a combination of 

numbers, dashes and letters, as in an example student identifier of 2014-CS-AA0004 

Use a Pipe (|} separator to append the additional pattern into the default string parameters: 

\b[1-6](?:\d[ -]*){12,15}\b| \b\d{3}[ -]+\d{2}[ -]+\d{4}\b| \ b\ d{4}-[A-Z]{2}-AA\ d{4}\ b 

  

Blacklist Filename Regex (fcs_blacklist_filename_regex) 

Enter file names in this field to define specific files that are known to be suspicious (blacklist) by 

their names alone, and should be included in content scan results, regardless of their content. 

Defining specific files can help focus scans and potentially speed up scan duration that can 

often be lengthy, based on target lists and content size. 

FCS Whitelist Filename Regex (fcs_whitelist_filename_regex) 

Enter file names in this field to define specific files that are known to be safe (white list) by their 

names alone, and should be excluded in content scan results, regardless of their content. 
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Defining specific files can help focus scans and potentially speed up scan duration that can 

often be lengthy, based on target lists and content size. 

FCS Whitelist Reverse Effect (fcs_whiltelist_reverse_effect) 

Default: No. Checking this box reverses the affect of the white list scans, to ensure white listed 

files are included in content scanning. 

 

Fcs_whiltelist_reverse_effect (0 - No; 1 - Yes)  

FCS NIX File Types (fcs_nix_file_types) 

This field contains the files and file types (e.g., .avi, .mp3) to be included in the file content 

scans on *NIX systems by matching their names as well as their content. This option only affects 

the file content search, not the web content search. 

FCS Objective (fcs_objective) 

This option specifies the type of information for which to search when FCS or WCS is enabled. It 

should be a comma-separated list of case-sensitive keywords without any spaces. The 

recognized keywords are as follows: 

¶ PCN ς Payment Card Number 

¶ USA_SSN ς USA Social Security Number 

¶ CAN_SIN ς Canadian Social Insurance Number 

¶ MEX_CURP - Mexican CURP Code - unique identity code for both citizens and residents 

of Mexico 

¶ custom ς Patterns found in FCS Patterns setting 

Machine Search Timeout (machinsearch_timeout) 

Timeout value (in seconds) that sets the maximum scan time. 

Anti-virus 

Anti Virus Max Days Old (av_days_old) 

Number of days since last run that anti-virus scans should be considered out-of-date? 
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TCP 

Firewalls present some complications that require special attention by SAINT's TCP port scans. 

Therefore, a number of options have been created to help  effectively scan through firewalls. 

Since some ordinary targets may have firewalls enabled by default, these options are used in all 

scans. However, they should only be changed if it is necessary to fine-tune the scanner for 

unusual firewall environments. 

  

If Nmap is being used for your port scan and you wish to tune the port scan parameters, see the 

use_nmap_tcp configuration setting. The fw_timeout and fw_loadlimit and fw_delay options 

are only observed if Nmap is not available or the use Nmap option is not set, and possibly for 

ǎƻƳŜ ŀǳȄƛƭƛŀǊȅ ǇƻǊǘ ǎŎŀƴǎ ǿƘƛŎƘ ǳǎŜ {!Lb¢Ωǎ ƴŀǘƛǾŜ ¢/t ǎŎŀƴƴŜǊΦ 

  

When using Security Suite for TCP port scans and modifying these values, keep in mind that the 

overall TCP port scan timeout (fw_timeout) may need to be modified accordingly. The scan 

engine calculates the maximum amount of time which the TCP port scan may require based on 

the current settings, and sets the overall port scan timeout to this value when the scan begins. 

Secs Before Dropping Connection Req (fw_timeout) 

This value defines the number of seconds before dropping connection requests. This allows the 

scanner to retry or give up on ports that are blocked by a firewall after a few seconds rather 

than hanging on them indefinitely. While the port scan proceeds, the scanner will measure the 

response time for any open ports it finds, and use those measurements to dynamically adjust 

the timeout setting to maximize performance. 

Max Concurrent Requests (fw_loadlimit) 

This value defines the maximum number of concurrent connection requests. This prevents the 

scanner from overloading the system with waiting connection requests. 

Seconds Between Ports (fw_delay) 

This value specifies the number of seconds to wait between each port during TCP port scans. It 

is usually only necessary to raise this when scanning through a firewall which detects port scans 

above a certain threshold and blocks further connections from the scanning host. 
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Note that this setting only controls the delay used during the port scan phase of the scan.  If 

you also need to introduce a delay between HTTP requests in the later phases, see HTTP Delay. 

TCP Port Limit (tcp_port_limit) 

This value specifies the maximum number of TCP ports we expect to find open on any target. If 

greater than this number of open TCP ports are detected, the port scanner assumes the ports 

ŀǊŜƴΩǘ ǊŜŀƭƭȅ ƻǇŜƴ ǳƴƭŜǎǎ ǘƘŜƛǊ ƻǳǘǇǳǘ differs from the rest of the ports. This is useful for 

reducing false positives when a firewall is present which intercepts and accepts many or all TCP 

connection requests destined for the target. 

UDP Timed-out Port Limit (udp_timedout_port_limit) 

Due to tƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ¦5t ǇǊƻǘƻŎƻƭΣ ¦5t ǇƻǊǘ ǎŎŀƴƴŜǊǎ ƻŦǘŜƴ ŎŀƴΩǘ ŘƛǎǘƛƴƎǳƛǎƘ ōŜǘǿŜŜƴ ƻǇŜƴ 

ǇƻǊǘǎ ŀƴŘ ŦƛƭǘŜǊŜŘ ǇƻǊǘǎΣ ƭŜŀŘƛƴƎ ǘƻ ŦŀƭǎŜ ǇƻǎƛǘƛǾŜǎΦ ¢ƻ ƳƛǘƛƎŀǘŜ ǘƘƛǎΣ {!Lb¢Ωǎ ¦5t ǇƻǊǘ ǎŎŀƴƴŜǊ 

ŀǎǎǳƳŜǎ ǘƘŀǘ ƛŦ Ƴŀƴȅ ŎƻƴǎŜŎǳǘƛǾŜ ǎŎŀƴƴŜŘ ǇƻǊǘǎ ǘƛƳŜ ƻǳǘΣ ƛǘΩǎ ƳƻǊŜ ƭƛƪŜƭȅ ǘƘŀǘ ǘƘŜȅΩǊŜ ŀƭƭ 

ŦƛƭǘŜǊŜŘ ǘƘŀƴ ƻǇŜƴΣ ǎƻ ƛǘ ŘƻŜǎƴΩǘ ǊŜǇƻǊǘ ǘƘŜƳΦ ¢Ƙƛǎ ǾŀƭǳŜ ǎǇŜŎƛŦƛŜǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŎƻƴǎŜŎǳǘƛǾŜ 

timed out UDP ports after which SAINT will make this assumption. If more than this many 

consecutive ports (from the list of ports being scanned) ǘƛƳŜ ƻǳǘΣ ǘƘŜƴ ǘƘŜ ǇƻǊǘǎ ŀǊŜƴΩǘ ǊŜǇƻǊǘŜŘ 

in the scan results. 

Use NMAP TCP (use_nmap_tcp) 

bƳŀǇ ƻŦŦŜǊǎ Ƴŀƴȅ ŀŘǾŀƴǘŀƎŜǎ ƻǾŜǊ {!Lb¢Ωǎ ƴŀǘƛǾŜ ǇƻǊǘ ǎŎŀƴƴŜǊΣ ƛƴŎƭǳŘƛƴƎ ǎǳǇǇƻǊǘ ŦƻǊ {¸b 

scans, advanced timing algorithms and additional configuration options. The performance 

benefits are also achieved when scanning through firewalls. Therefore, SAINT enables you to 

ǳǎŜ bƳŀǇ ŦƻǊ ǘƘŜ Ƴŀƛƴ ¢/t ŀƴŘ ¦5t ǇƻǊǘ ǎŎŀƴ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǎŎŀƴΦ {!Lb¢Ωǎ 

built-in scan engine will be for TCP port scans if this box is not checked.. 

Use_nmap_tcp (0-No; 1-Yes; Default: Yes) 

Use NMAP UDP (use_nmap_udp) 

Setting value to Yes uses NMAP for UDP scans. 

 

Use_nmap_udp (0 - No; 1 - Yes.;  Default: No)  

NMAP for TCP Ports to scan (nmap_flags_tcp) 
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The Nmap TCP flag setting specifies the command-line arguments which are passed to Nmap 

for TCP port scans. These arguments allow you to control the scan type, timing aggressiveness, 

and more. Note that you do not need to specify the port range here. SAINT does that for you.    

NMAP for UCP Ports to scan (nmap_flags_udp) 

The Nmap UDP flag setting specifies the command-line arguments which are passed to Nmap 

for UDP port scans. These arguments allow you to control the scan type, timing aggressiveness, 

and more. Note that you do not need to specify the port range here. SAINT does that for you.    

Max Connections Per Port (fw_count) 

Default: 2 ς hŎŎŀǎƛƻƴŀƭƭȅΣ ŘǳŜ ǘƻ ǇǊƻōƭŜƳǎ ƻǊ ŎƻƴƎŜǎǘƛƻƴ ƻƴ ȅƻǳǊ ƴŜǘǿƻǊƪ ƻǊ ǘƘŜ ǘŀǊƎŜǘΩǎ 

network, there may be some amount of packet loss during the scan. If a connection request to 

an open port is lost, then SAINT could miss the port. To mitigate this problem, it may be 

desirable to retry the connection for ports which do not respond. This option defines a 

maximum number of connection attempts and specifies the number of times SAINT should try 

to connect to each port in the event that there was no response to any previous attempts on 

that port. Since high numbered ports are less likely to be open than low numbered ports, it 

might not be worth the time it takes to retry the connection on every port. 

  

Note: If Nmap is being used for your port scan and you wish to tune the port scan parameters, 

see the use_nmap_tcp configuration setting. The fw_count is only observed if Nmap is not 

available or the use Nmap option is not set, and possibly for some auxiliary port scans which 

ǳǎŜ {!Lb¢Ωǎ ƴŀǘƛǾŜ ¢/t ǎŎŀƴƴŜǊΦ 

Retry Upon Timeout (fw_retry_port_max) 

If Nmap is being used for your port scan and you wish to tune the port scan parameters, see the 

use_nmap_tcp configuration setting. The fw_retry_port_max is only observed if Nmap is not 

available or the use Nmap option is not set, and possibly for some auxiliary port scans which 

ǳǎŜ {!Lb¢Ωǎ ƴŀǘƛǾŜ ¢/t ǎŎŀƴƴŜǊΦ 
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Authentication 

Use NTLMV2 (use_ntlmv2) 

Microsoft Windows operating systems implement a number of different authentication 

protocols. In its default configuration, the system accepts both the older and the newer 

protocols. However, some targets may be configured to accept only NTLMv2 authentication, or 

equivalently, have the LMCompatibility registry setting set to level 5. To successfully 

authenticate to these targets, enable NTLMv2 authentication. 

 

Use_ntlmv2 (0 - No; 1 - Yes;  Default: No)  

Workstation Name (workstation_name) 

This value specifies the NetBIOS name to use for the SAINT host when authenticating to 

Windows targets. 

Allow Insecure LDAP 

This setting configures the scanner to allow unencrypted LDAP authentication. This should only 

be enabled if an Active Directory scan is needed (e.g., for the mobile device scan policy) and SSL 

is not enabled for the LDAP service or the SSL certificate is unavailable, and you wish to accept 

the risk of using insecure authentication. See Authenticating to Windows Targets for more 

information.  

Cookie Lifetime (cookie_lifetime)  

When you record your web application credentials using the standard or advanced 

authentication proxy, two things are saved: the authentication cookies for the current login 

session, and the HTTP requests which were used to establish that session. The latter can be 

used to generate a script which repeats the authentication steps and generates new cookies. 

This is useful in scans scheduled to run in the future, when the original cookies may have 

expired. 

  

Whether to use the cookies saved by the proxy or to run the script which generates new 

cookies depends on the age of the scan job as compared to the Cookie Lifetime setting. This 

setting specifies the amount of time the cookies saved by the proxy can be considered valid, in 

minutes. If a scan begins before this amount of time has passed since the job was created, the 
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original cookies are used. Otherwise, the script will repeat the authentication steps to generate 

new cookies. 

Ephemeral Encryption Key (use_ephemeral_cred_key) 

When you enter default credentials during the authentication step of the scan job wizard, those 

credentials are encrypted using an AES-256 encryption key. Either of two different encryption 

keys can be used for this purpose: a permanent key which is stored on disk, or an ephemeral 

ƪŜȅ ǿƘƛŎƘ ƛǎ ǎǘƻǊŜŘ ƻƴƭȅ ƛƴ ǘƘŜ ƳŀƴŀƎŜǊΩǎ ƳŜƳƻǊȅΦ ¢ƘŜ ŘŜŦŀǳƭǘ ƛǎ ǘƻ ǳǎŜ ǘƘŜ ǇŜǊƳŀƴŜƴǘ ƪŜȅΦ 

That allows the scan to use the original credentials every time it runs, even for recurring scans 

and scans that run in the future. However, using the permanent key may be undesirable in 

some cases, such as when the local security policy requires encryption keys to be isolated from 

the data they are used to encrypt. 

  

When the Ephemeral Encryption Key option is checked, the credentials are encrypted using the 

ŜǇƘŜƳŜǊŀƭ ƪŜȅ ǿƘƛŎƘ ƛǎ ǎǘƻǊŜŘ ƻƴƭȅ ƛƴ ǘƘŜ ƳŀƴŀƎŜǊΩǎ ƳŜƳƻǊȅΦ ¢Ƙƛǎ ƳƛǘƛƎŀǘŜǎ ǘƘŜ ƛǎǎǳŜǎ 

surrounding storage of the encryption key on disk. However, the credentials will not be 

available after the manager restarts. Therefore, it is not a useful option for credentialed scans 

which run in the future. 

  

Note that this option only pertains to default credentials which are stored with scan jobs, not to 

credentials stored in the Credentials Manager. 

Network Information 

Target Netmask (target_netmask) 

To test whether a host could be an amplifier for a smurf or fraggle attack, the scanner needs to 

know its network and broadcast addresses. On a Class C subnet, which is the most common 

type, the first three octets of these addresses are the same as the host's IP address, and the 

fourth octet is 0 and 255, respectively. In the general case, the network address is determined 

by setting all of the host bits (the bits not included in the netmask) to 0, and the broadcast 

address is determined by setting the host bits to 1. 

  

By default, 255.255.255.0, 255.255.255.128, and 255.255.255.192 are all used as netmasks in 

the smurf and fraggle checks. If you know that your target network uses a different netmask, 

change the Netmask setting to the target's netmask. Be sure you know what you are doing if 
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you go below 255.255.255.0 (e.g. 255.255.254.0), or you could potentially scan a Class C 

network other than your own. 

SNMP Communities (snmp_communities) 

The Simple Network Management Protocol (SNMP) runs on routers and switches, as well as 

some printers, servers, and workstations, for the purpose of communicating configuration and 

status information. SNMP access is controlled using communities. A community string identifies 

the community, and can be thought of as the password for SNMP access. 

  

SNMP access to targets is helpful because it provides configuration information that could be 

used for improved host type detection and vulnerability detection. The SNMP Community 

Strings configuration setting is a comma-separated list of community strings that the scanner 

uses to gain SNMP access. If the community strings on the targets are known, they should be 

placed in this variable. It is not necessary or recommended to include default strings such as 

"public" and "private". Passing these values is considered a security vulnerability in and of 

themselves, and the scanner already checks for them. 

  

Performance Consideration: Each string listed in the SNMP community strings setting is tried for 

every SNMP-enabled target that is scanned. Thus, very long lists of strings may take more time 

and could cause the SNMP probe to time out. For improved efficiency, community strings which 

exist only on a certain device should be specified in the config/SNMP_communities.pl file 

instead of here. See that file for examples. 

Process Control 

Configuration settings in this section control various performance settings that affect the 

overall performance of SAINT probes and processes. These include probe timeout values and 

the number of open threads used for concurrent scanning of targets. 

Timeout (timeout) 

Default: (1) ς Medium. Certain network probes will "hang" or continue to try to contact the 

remote host for a very long time with no response. To prevent this from slowing down the 

overall scan, each probe is run with a timeout value which tells the probe to terminate itself 

after the specified time period has elapsed. There are 4 timeout values, measured in seconds 

that can be controlled globally or at job setup time: Short, Medium, Long, and Extra Long 
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(default values defined below). By default, all SAINT probes are launched with the same 

timeout value, which is either the slow timeout, the medium timeout, or the fast timeout, 

except for a few probes which require more time, and are defined in other settings below. 

Which timeout to use is specified by using the setting defined globally or at Job setup. For 

example, if the selected timeout values are 15 (short), 30 (medium), 45 (long) and 60 (extra 

long), and the selected timeout is Medium, then all SAINT probes would be allowed 30 seconds 

to run, except for some of the longer probes which may be allowed 120 seconds or more. 

  

When editing these settings, beware that reducing timeout values could lead to missed 

vulnerabilities. Timeouts are only intended to be used as a safeguard against hung probes 

preventing scan completion. Setting them too low could result in terminating probes which 

ŀǊŜƴΩǘ ƘǳƴƎΣ ƛƴ ǿƘƛŎƘ ŎŀǎŜ ƻƴŜ ƻǊ ƳƻǊŜ ŎƘŜŎƪǎ Ƴŀȅ ƴŜǾŜǊ ōŜ ŜȄŜŎǳǘŜŘΣ ƭŜŀŘƛƴƎ ǘƻ ǳƴǊŜƭƛŀōƭŜ 

results. To prevent this from happening, the scan engine will raise the timeout settings to the 

minimum acceptable value if you attempt to set them too low. 

Short Timeout (short_timeout) 

Default value: 30 seconds 

Medium Probe Timeout (med_timeout) 

Default value: 75 seconds (Default setting) 

Long Timeout (long_timeout) 

Default value: 180 seconds 

Extra Long Timeout (extra_long_timeout) 

Default value: 450 seconds 

Max Threads (maximum_threads) 

To increase the speed of a scan, SAINT scanners can run more than one probe at a time. The 

maximum number of probes that will run at a time is controlled by this setting. This value 

should be low for machines which are overloaded or which do not have much memory, but can 

be set higher to achieve faster scans on machines which have the resources available. Be 

careful with this value, because a value which is too high could cause the scanner to quickly use 

up large amounts of memory. 
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¶ The default setting is 0, which causes SAINT algorithms to choose an optimal value 

between 1 and 20 for each scan based on the processor speed and amount of available 

memory. 

¶ To disable multitasking entirely, set this value to 1. 

HTTP Connection Timeout (http_connection_timeout) 

{!Lb¢Ωǎ I¢¢t ŀƴŘ I¢¢t{ ǇǊƻōŜǎ ƛƴŎƭǳŘŜ Ƴŀƴȅ ŎƘŜŎƪǎΣ ŜŀŎƘ ƻŦ ǿƘƛŎƘ ŜǎǘŀōƭƛǎƘŜǎ ƻƴŜ ƻǊ ƳƻǊŜ 

individual connections to the target. The HTTP Connection Timeout setting specifies the 

number of seconds after which to close each connection if no response is received from the 

target. The default is 10 seconds. This setting allows you to tune your website scans with 

greater precision than you could using the overall probe timeouts discussed below. As with the 

overall probe timeouts, however, this setting is intended only to prevent hung connections 

from causing delays, and setting it too low could lead to missed vulnerabilities. 

Individual Probe Timeouts 

Due to the special nature of the TCP and UDP port scans, the timeout values for these probes 

are handled differently from other probes. The TCP port scan timeout is calculated during each 

scan based on the number of ports being scanned and the TCP port scan settings. Also, SAINT 

provides the capability to control the UDP port scan timeouts separately from other timeouts. 

For UDP port scans, it is a good idea to raise this value on slow networks to ensure that all open 

ports are detected, especially when using custom scan levels specifying more than the usual 

number of ports. 

  

Other probes, such as the HTTP probe, SNMP probe, and NFS probe, also require more time. 

For this reason you can override the default timeout for any probe in the session configuration 

file. For example: 

¶ HTTP Timeout (http_timeout) = 180; 

¶ NFS Timeout (nfs_chk_timeout) = long_timeout; 

¶ SNMP Timeout (snmp_timeout) = extra_long_timeout; 

In this case, the timeout value for the HTTP probe is 180 seconds and the timeout value for the 

nfs-chk probe is equal to $long_timeout , which is the Slow timeout discussed above. The 

timeout value for the snmp probe is equal to the value of $extra_long_timeout , which is set 

in the session configuration file. The timeout value for any probe can be overridden by defining 

a new variable which is probename_timeout, where probename is the name of the probe (with 

dashes, if any, replaced by underscores). 
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As discussed above, when editing these settings, beware that reducing timeout values could 

lead to missed vulnerabilities. Setting them too low could result in terminating probes which 

ŀǊŜƴΩt hung, potentially causing checks to be skipped. To prevent this from happening, the scan 

engine will raise the timeout settings to the minimum acceptable value if you attempt to set 

them too low. When editing the HTTP/HTTPS and HTTP/HTTPS Form timeouts, note that the 

HTTP Connection Timeout discussed above may be a better option than changing the overall 

probe timeouts. 

  

Each of the probe timeout configuration options available for configuration globally or at job 

setup time include are listed below: are shown below: 

¶ UDP Scan Timeout (Udpscan_timeout) 

¶ NFS Timeout (Nfs_chk_timeout) 

¶ SNMP Timeout (Snmp_timeout) 

¶ Smurf Timeout (Smurf_timeout) 

¶ HTTP Timeout (http_timeout) 

¶ HTTPS Timeout (https_timeout) 

¶ HTTP Expect Timeout (http_expect_timeout) 

¶ HTTPS Expect Timeout (https_expect_timeout) 

¶ SMB Timeout (smb_timeout) 

¶ Finger Timeout (finger_timeout) 

¶ Win Login Timeout (win_login_timeout) 

¶ Default Login Timeout (default_login_timeout) 

¶ SSH Default Login Timeout (ssh_default_login_timeout) 

¶ Telnet Timeout (telnet_timeout) 

¶ TFTP Timeout (tftp_timeout) 

¶ MSSQL Timeout (mssql_timeout) 

¶ OS Type Timeout (ostype_timeout) 

¶ DHCP Timeout (dhcp_timeout) 

¶ Backupexec Timeout (backupexec_timeout) 

¶ Win File Check Timeout (win_filechk_timeout) 

¶ SSH Login Timeout (ssh_login_timeout) 

¶ Win OVAL Check Timeout (win_ovalchk_timeout) 

¶ Sovaldi Timeout (sovaldi_timeout) 

¶ SXCCDFI Timeout (sxccdfi_timeout) 

¶ SQLPLUS getsid Timeout (sqlplus_getsid_timeout) 
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¶ HTTP Form Timeout (http_form_timeout) 

¶ HTTPS Form Timeout (https_form_timeout) 

¶ FTP Default Login Timeout (ftp_default_login_timeout) 

¶ Dictionary Login Timeout (dictionary_login_timeout) 

Results 

The following settings control what is done with the data after the scan completes, such as 

sending it to syslog or exporting it to other products. 

Export Results to Splunk 

Select this checkbox to automatically transmit all scan results to the Splunk installation 

configured in System Options. (See Systems Options/Splunk). 

Export Results to Cisco FireSIGHT 

Check this box to export the results to Cisco FireSIGHT automatically when the scan completes. 

The Cisco FireSIGHT settings must be properly configured in order for the export to 

succeed.  (See System Options/Cisco FireSIGHT.) 

Syslog Level (syslog_level) 

Besides receiving your scan results by e-mail, you may also wish to have your results sent to 

syslog. This has the advantage of allowing vulnerability alerts to be routed to the appropriate 

system through an existing syslog facility. When this option is enabled, your results will be sent 

to syslog when the scan finishes. Using this feature requires the syslog daemon already to be 

running on the host running Security Suite. 

  

Options for sending scan output to syslog, and to indicate which events you would like to be 

logged, are as follows: 

¶ Do not send results to syslog 

¶ Log critical problems only 

¶ Log critical problems and areas of concern 

¶ Log all vulnerabilities 

¶ Log all vulnerabilities and services 

Syslog_level (Default: 0 - do not se nd results to syslog; 1 -

critical problems only; 2 - critical problems and areas of 
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concern; 3 - all vulnerabilities; 4 - all vulnerabilities and 

services  

Syslog Format (syslog_format_type) 

This setting controls the format of the syslog message. There are two options. The first option, 

Custom Format, allows you to specify your own message format.  See Syslog Custom Format for 

further information. The second option, LEEF, can be used to export scan results to IBM QRadar 

via the syslog facility upon scan completion. Once exported, the scan results can be monitored 

ƛƴ vwŀŘŀǊ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜ ǊŜǎǘ ƻŦ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎŜŎǳǊƛǘȅ ŜǾŜƴǘǎΦ  If LEEF is chosen, the 

ǎȅǎǘŜƳΩǎ ǎȅǎƭƻƎ ŦǳƴŎǘƛƻƴ ǎƘƻǳƭŘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ǘƻ ǎŜƴŘ ƭogs to QRadar for the facility and priority 

selected in the following options. 
   

Syslog Priority (syslog_priority) 

The priority is one of two syslog parameters used to determine how syslog handles the events. 

Valid values are as follows: 

¶ emerg 

¶ alert 

¶ crit 

¶ err 

¶ warning 

¶ notice (default) 

¶ info 

¶ debug 

Syslog Facility (syslog_facility) 

The facility is another syslog parameter used to determine how syslog handles the events. Valid 

values are as follows: 

¶ auth 

¶ security 

¶ user (default) 

¶ local0-local7 
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Syslog Custom Format (syslog_format) 

The syslog entry format determines the format of the log messages. Each message will appear 

ŀǎ ǎǇŜŎƛŦƛŜŘΣ ǿƛǘƘ ƪŜȅǿƻǊŘǎ όŜΦƎΦΣ άǘŀǊƎŜǘέύ ǊŜǇƭŀŎŜŘ ōȅ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŘŀǘŀΦ tƻǎǎƛōƭŜ 

keywords are: job_id, scan_id, session, target, service, severity, tutorial, text, cve, id, max_cvss, 

pci_compliance. This setting is only used if the Syslog Format setting above is set to Custom 

Format. 

Save Files on Node When Finished (save_files_on_finish) 

This setting determines whether the scan data, status file, and verbose output file are kept on 

the scan node after the scan finishes. It generally isn't necessary to keep these files on the node 

after the scan finishes, but they could be helpful for troubleshooting. If this box is checked, the 

files are saved permanently on the node. Otherwise, they are removed after they have been 

sent to the manager. 

Save Files on Node When Stopped (save_files_on_stop) 

This setting determines whether the scan data, status file, and verbose output file are kept on 

the scan node if the scan is stopped. If this box is checked, the files are saved permanently on 

the node. Otherwise, they are removed when a scan is stopped. Warning: This box must be 

checked in order for the scan to be resumed after it is stopped. 

SCAP Configurations 

Oval Results Format (oval_results_format) 

This configuration defines the system characteristics retrieved from OVAL scans. 

  

Oval_results_format (0 - No system characteristics; 1 - System 

characteristics (default); 2 - Thin results)  

XCCDF Header (xccdf_header) 

This configuration option is provided to set the default Header information for SCAP 

Configuration scan output (from XCCDF profiles). The default setting is provided by SAINT, but 

can be changed here by changing the text in between the <title> and <organization> xml tags. 

<title>XCCDF Results</title><organization>SAINT</organization> 
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Note: Do not change the Title and Organization open and closing XML tags, as this will result in 

an error generating the SCAP-required output. 

SCAP Scan Server Port 

This configuration option is provided to define the local SCAP scan service listens on. The 

default is port 8383. 

Tunneling 

Tunneling allows SAINT's scanners to securely scan a private network from a public IP address 

by sending all packets through a designated host on the private network. For example, suppose 

192.168.1.2, 192.168.1.3, and 192.168.1.4 are targets on a private network. The scanner, 

198.51.100.2, is located on the Internet and cannot access the private network. 

. 

²ƛǘƘ {!Lb¢Ωǎ ǘǳƴƴŜƭƛƴƎ ƻǇǘƛƻƴΣ ŀƴ Ŝncrypted tunnel is formed between the scanner and a 

chosen host on the private network. The tunnel uses Triple DES encryption with a 168-bit key. 

The chosen host bridges the tunnel with its physical network interface, forming a VPN. In this 

example, 192.168.1.3 is the chosen host. Now, the scanner can scan the targets on the private 

network through 192.168.1.3.  The private IP address 192.168.1.5 is assigned to the scanner, so 

the scan probes originate from that IP address even though the scanner is not physically on the 

private network. 
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Scanner IP Address 

Setting this option tells the manager to establish a tunnel, and specifies the IP address to assign 

ǘƻ ǘƘŜ ǎŎŀƴƴŜǊ ƻƴ ǘƘŜ ǇǊƛǾŀǘŜ ƴŜǘǿƻǊƪΦ !ƴȅ ǳƴǳǎŜŘ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ǇǊƛǾŀǘŜ ƴŜǘǿƻǊƪΩǎ ǎǳōƴŜǘ 

may be used.  Scans of targets on the private network will originate from this IP address. 

Netmask 

¢Ƙƛǎ ƻǇǘƛƻƴ ǎǇŜŎƛŦƛŜǎ ǘƘŜ ƴŜǘƳŀǎƪ ƻŦ ǘƘŜ ǇǊƛǾŀǘŜ ƴŜǘǿƻǊƪΩǎ ǎǳōƴŜǘΦ Lǘ ǎƘƻǳƭŘ ōŜ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ 

netmask of the chosen host on the private network. This netmask determines which IP 

addresses should be accessed through the tunnel. For example, if the above option is 

192.168.1.5 and this option is 255.255.255.0, then probes destined for any addresses beginning 

with 192.168.1 will be routed through the tunnel. Note that these options are for configuring 

the tunnel interface only, and do not imply that the entire subnet will be scanned. Only the 

targets selected in the scan wizard are included in the scan. 

VPN Port 

This option specifies the TCP port number to be used by the VPN tunnel. The scanner will listen 

for a connection from the chosen host on this port. Traffic on the specified port should be 

allowed outbound through the private network's firewall, and inbound through the scanner's 

firewall. The same port number should be entered when prompted by the VPN Tunnel 

Connector installer. If this option is left blank, a port number between 50000 and 60000 will be 

chosen at random.  
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VPN Encryption Key 

This option specifies the pre-shared VPN encryption key. It should be a 64-digit hexadecimal 

string, representing a 192-bit Triple-DES key and a 64-bit initialization vector. The same key 

should be entered when prompted by the VPN Tunnel Connector installer. If this option is left 

blank, a key will be generated at random. 

Static Routes 

Lƴ ǎƻƳŜ ŎŀǎŜǎΣ ǘƘŜ ǇǊƛǾŀǘŜ ƴŜǘǿƻǊƪ ǿƛƭƭ ŜȄǘŜƴŘ ōŜȅƻƴŘ ǘƘŜ ŎƘƻǎŜƴ ƘƻǎǘΩǎ ǎǳōƴŜǘΦ wŜŦŜǊǊƛƴƎ ǘƻ 

the previous example, now suppose that the 192.168.2 subnet also sits behind the 192.168.1.1 

gateway router. 

 

  

In this case, in order to scan targets 192.168.2.2, 192.168.2.3, and 192.168.2.4, a static route 

must be specified, which tells the scanner to reach those targets through the tunnel, routed 

through the 192.168.1.1 gateway. 
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Static routes are specified as <network>/<netmask>:<gateway>. In the above example, that 

would be 192.168.2.0/255.255.255.0:192.168.1.1. Multiple static routes may be specified in a 

list separated by semi-colons if necessary. For example: 

192.168.2.0/255.255.255.0:192.168.1.1;192.168.3.0/255.255.255.0:192.168.1.1 

Bridge Setup 

¢ƘŜ ŀōƻǾŜ ǎŎŀƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻǇǘƛƻƴǎ ŀǊŜ ǳǎŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎŎŀƴƴŜǊΩǎ ǎƛŘŜ ƻŦ ǘƘŜ ǘǳƴƴŜƭΦ 

IƻǿŜǾŜǊΣ ŜǎǘŀōƭƛǎƘƛƴƎ ŀ ǘǳƴƴŜƭ ŀƭǎƻ ǊŜǉǳƛǊŜǎ ǎƻƳŜ ǎǘŜǇǎ ƻƴ ǘƘŜ ǘŀǊƎŜǘǎΩ ǎƛŘŜ ƻŦ ǘƘŜ ǘǳƴƴŜƭΦ 

These steps are explained in a dialog box which appears after you set the above options in the 

scan wizard. To enable the tunnel: 

1. Choose the host on the private network which will act as the bridge. Any physical 

Windows or Linux host on the private network may be chosen. Virtual machines might 

not work. 

2. Select the operating system of the chosen host from the drop-down menu in the dialog 

box. Be sure to choose the correct architecture (i.e., 32-bit vs. 64-bit), since 32-bit 

compatibility mode may not work on 64-bit systems in this case. 

3. LŦ ǘƘŜ ŎƘƻǎŜƴ ƘƻǎǘΩǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ is Linux, install the following packages if they are 

not already installed: 

¶ bridge-utils 

¶ tunctl (Red Hat/CentOS 5-6 only) 

¶ uml-utilities (Ubuntu only) 
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4. Click on the button in the dialog box to download the VPN Connector program. Note 

that the Linux program is customized with the correct VPN server address, port, and 

encryption key for your scan job, so it must be downloaded again for every new job. 

Since the program contains the encryption key, it is highly recommended that it be 

transferred securely. (A warning will be displayed if your HTTP connection is insecure. If 

you see this warning, see use SSL for instructions on enabling SSL encryption in the web 

interface.) When downloading the Windows version, be sure to save the parameters 

ǎƘƻǿƴ ƛƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ōƻȄΦ ¸ƻǳΩƭƭ ƴŜŜŘ ǘƘŜǎŜ ǇŀǊŀƳŜǘŜǊǎ ŘǳǊƛƴƎ ƛƴǎǘŀƭƭŀǘƛƻƴΦ {ŜŜ ǘƘŜ 

next step. 

5. Run the downloaded VPN Connector program on the chosen host. If you choose 

Schedule Immediately in the scan wizard, then the program must be run before clicking 

Finish in the scan wizard. Otherwise, it may be run any time before the scan is scheduled 

to begin. Note that there may be a momentary connectivity loss when the bridge is 

created.  

Linux: The VPN Connector is a standalone executable program. Simply run the program 

on the Linux system. 

Windows: The VPN Connector comes as a self-extracting executable which installs a 

Windows service, a desktop application allowing you to control and configure the 

service, and the TAP-Windows interface driver if not already installed. The installer will 

prompt you to enter the following parameters: 
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At this step in the installation, enter the following information: 

¶ Scanner IP Address. The public IP address of the scanner. If you chose the local 

node in step 2 of the scan wizard, this is normally the same IP address as the 

manager. If you chose a remote node, enter the public IP address of the remote 

node. 

¶ VPN Port. The VPN port number which was shown in the information box below 

the download button when you downloaded the installer. 

¶ Start Service Automatically? Whether you want the VPN Connector service to 

start automatically after installation and every time the computer starts.  If you 

uncheck this box, use the Windows VPN Connection Manager to start the service 

before the scan runs. 

¶ Encryption Key. The encryption key which was shown in the information box 

below the download button when you downloaded the installer. 

¶ Network Interface. The network interface to bridge. Choose the network 

interface for the network which has the scan targets. 
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Upon execution, the connector program will first create the bridge interface and add the TAP 

interface and the primary Ethernet interface to the bridge. Note that there may be a 

momentary connectivity loss during this time, and on Windows the bridge interface may 

attempt to obtain new network configuration information using DHCP. After the bridge 

interface has been configured, the program will attempt to establish the tunnel connection. If 

the scanner is not yet listening for the connection, the connector program will retry periodically 

until the connection is accepted. Upon success, the program will output a message indicating 

that the connection has been established. If it is unsuccessful, see the error output from the 

scanner for a description of the problem. 

  

If you are an advanced user and wish to set up the bridge yourself, run the connector program 

with the ςB flag, which will skip the bridge setup and just attempt to establish the connection. If 

you wish to use a different Ethernet interface than the default, specify the desired interface 

using the ςŜ ŦƭŀƎΦ Lƴ [ƛƴǳȄΣ ǳǎŜ ǘƘŜ ƛƴǘŜǊŦŀŎŜΩǎ ŘŜǾƛŎŜ ƴŀƳŜ όŜΦƎΦ ŜǘƘмύΦ Lƴ ²ƛƴŘƻǿǎΣ ǳǎŜ ǘƘŜ 

ƛƴǘŜǊŦŀŎŜΩǎ D¦L5Σ ǿƘƛŎƘ can be obtained from Local Area Connection > Properties > Configure > 

Details > Device class guid. Run the program with the ςh flag to see the full list of command-line 

options. 

Windows VPN Connector Manager 

The Windows installer will install a desktop application which can be used to control, configure, 

and monitor the SAINT VPN Connector service. To use this application: 

1. Find the SAINT VPN Connector Manager on the Windows start menu. 

 
2. Right click on the SAINT VPN Connector Manager option and choose Run as 

administrator. 

 

3. If you chose to run the service automatically when you installed it, then the service will 

already be running, and the Stop and Restart buttons can be used to stop or restart 
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it.  When the service is stopped, you can use the Start button to start it. 

 
4. Choose Settings from the Edit menu if you need to change the scanner IP address, VPN 

port, encryption key, or network interface. 

5. Choose Open Log from the File menu to see the messages output by the VPN Connector 

service. 

Workarounds 

Skip Form Checks (skip_form_checks) 

This options determines whether to skip checks against detected HTML form parameters. This 

option may be useful if excessive form submissions cause problems on the target.  However, it 

will omit many generic web application checks such as SQL injection and cross-site scripting, so 

it should be used with caution. 

Don't Use nslookup (dont_use_nslookup) 

Check this box if DNS (Internet domain name service) is not available. 

  

Dont_use_nslookup (0=Use nslookup; 1=(Default) Donôt use 

nslookup)  

Disable Reverse DNS (disable_reverse_dns) 

SAINT scanners attempt to determine the fully qualified host name (host.domain) of each 

primary target using reverse DNS. This ensures that the scan provides consistent results by 

always using each target's correct registered host name, if available. However, this behavior 

may be undesirable if you need to scan a target using a host name which is different from that 

target's registered host name, e.g., for scanning virtual web servers. This behavior may also be 

undesirable if reverse DNS service is slow or unavailable. The Skip DNS Lookup option controls 

whether the reverse DNS lookup is performed for primary targets. There are four available 

settings for this configuration option.   
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¶ 0 - Perform reverse DNS lookups on all targets.  (Default setting). 

¶ 1 - Disable reverse DNS lookups on any targets. This setting is useful if the DNS servers 

are slow or unavailable on the scanning host. 

¶ 2 - Perform reverse DNS lookups on targets specified by IP address, but not on targets 

specified by host name. This is useful when scanning virtual web servers, because it 

allows IP addresses to be resolved into meaningful host names without affecting the 

name of the virtual web server. 

¶ 3 - Perform reverse DNS lookups on all targets, and if a host name resolves to a different 

host name, to scan both host names. This is also useful for scanning virtual web servers, 

if a more thorough scan is desired. 

 

 

Use Samba (use_samba) 

If this option is enabled, scans will use the operating system's Samba tools (net and rpcclient) 

instead of SAINT's native SMB implementation for Windows checks. This may be useful if 

SAINT's protocol support is incompatible with the target, but may result in a slower scan. (Note: 

this setting has no effect on Windows file checks, which always use smbclient.) 
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Scan Failure Notification 

 

Enable Scan Failure Email Notifications 

Sends an email to the listed email addresses if a scan fails for the selected reasons. 

Email Server 

The mail server address. (optional) 
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Scan Failure Notification Email Addresses 

Space-separated list of email addresses to send the notification to. 

From Email 

The email address that the notification comes from. (optional) 

From Email Display Name 

The name of the email sender. 

Email Subject 

The subject of the email. 

Report Scan Failure for the following reasons 

¶ Probe Crashes ς Message is included when a scan completes and probes crashed. 

¶ Probe Timeouts ς Message is included when a scan completes and probes timed out. 

¶ License Errors and Warnings ς Message is included when there are license issues during 

a scan. 

¶ Authentication Failures ς Message is included when authentication fails for any service 

that it is attempted on. 

¶ Scan Window Exceeded ς Message is included when a scan window is defined for a job 

and the scan is paused due to the window being exceeded. 

¶ Scan Engine Errors and Fatal Errors ς Message is included in rare cases where an issue 

prevents a scan from running. 

Exploit Options 

Network 

Most exploits work by injecting machine code, known as a payload, into a vulnerable process. 

The payload runs a command shell which is redirected to a socket. A TCP connection to the 

command shell is then established, allowing command execution. 

Exploit Timeout (exploit_timeout) 

This value is the timeout value used when executing exploits. The Default value is 240 seconds. 



User Guide 

104 

Shell Type (shelltype) 

There are two ways in which the shell connection can be established. Most exploits can use 

either of these two methods. Which one to use is specified by the port shelltype option. 

¶ 0 ς (Default) reverse port, is for the target to connect back to the manager. This method 

is useful when the target is behind a firewall which may deny some incoming 

connections, because the connection originates from the target. 

¶ 1 ς Bind port, is for the manager to connect to the target. This method may be 

preferable when Security Suite is behind a firewall which could deny the target's 

attempt to connect back. 

Shell Port Start (shell_port_start) 

The shell port is the TCP port upon which the command shell either listens for a connection 

(when using a bind port) or connects back to the manager (when using a reverse port). Most 

exploits allow the user to select the shell port that the payload will use. This is useful for 

working around firewall blocks which may only allow connections on certain ports. 

  

Since only one process can bind to the same port on the same computer at a time, SAINT allows 

you to specify a range of shell ports. An unused port from this range is selected at random 

when you run an exploit, but can be overridden on the exploit's run form. During automated 

penetration tests, the exploits will use different port numbers within the range to avoid 

potential conflicts. 

  

The shell_port_start field specifies the start of the range of shell ports. 

Shell Port End (shell_port_end) 

The shell_port_end field specifies the end of the range described above. 

Shellcode Transfer Port Start (shellcode_transfer_port_start) 

Some exploits need to connect back and retrieve shellcode from the manager. A range of ports, 

separate from the range described above, is used for such shellcode transfers. Again, an unused 

port from this range is selected at random when you run an exploit, and different port numbers 

from within the range will be used during automated penetration tests. 
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The shellcode_transfer_port_start field specifies the start of the range of shellcode transfer 

ports. 

Shellcode Transfer Port End (shellcode_transfer_port_end) 

The shellcode transfer_port_end field specifies the end of the range described above. 

Tunnel Port (tunnel_port) 

Port used for tunneling. 

Tunnel Local Port Start (tunnel_localport_start) 

This port setting is the first port in the port range used by the localhost for tunneling. 

Tunnel Local Port End (tunnel_localport_end) 

This port setting is the last port in the port range used by the localhost for tunneling. 

Local Ports per Tunnel (localports_per_tunnel) 

Connect-back Address V4 (connectback_addr) 

The connect-back address is used whenever an exploit needs to connect back to SAINT such as 

for reverse port exploits, exploit servers or file transfers. The default connect-back address used 

ƛǎ ǘƘŜ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎȅǎǘŜƳΩǎ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΣ ǿƘƛŎƘ ƛǎ ŀŎŎŜǇǘŀōƭŜ ƛƴ Ƴƻǎǘ ŎŀǎŜǎΦ IƻǿŜǾŜǊΣ 

there may be cases where the target must use a different IP address to connect back to the 

manager. For example, due to Network Address Translation (NAT). 

  

To set the connect-ōŀŎƪ ŀŘŘǊŜǎǎΣ ŜƴǘŜǊ ǘƘŜ ƳŀƴŀƎŜǊΩǎ Lt ŀŘŘǊŜǎǎ ŀǎ ǊŜŎƻƎƴƛȊŜŘ ōȅ ǘƘŜ ǘŀǊƎŜǘΦ If 

ƛǘ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƳŀƴŀƎŜǊΩǎ ŀŎǘǳŀƭ Lt ŀŘŘǊŜǎǎΣ ƭeave this setting blank, and the default will be 

used. 

Connect-back Address V6 (connectback_add6) 

This connect-back address is used for the same purpose as the connect back address previous 

described, but specific to IPv6 environments. 
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Mail Server Domain (mail_server_domain) 

FTPD Port (ftpd_port) 

SAINT installations contain an internal File Manager utility, for the purposes of file transfers 

during the execution of exploits. There are two configuration settings which affect the 

operation of this utility. The first is the FTP daemon port. When a file download request is made 

and the manager attempts to use FTP to transfer the file, it starts a listener on the specified 

port. The target system then connects to the port using its native FTP client and sends the file. 

Note that this setting has no effect if the target is a Windows system because the Windows FTP 

client only supports file transfers on port 21. SAINT may also use TFTP or SMB for some 

connections, in which case this setting has no effect. 

Download Timeout (download_timeout) 

This configuration option is the second setting that affects the operation of the File Manager 

utility. This value sets is the download timeout for file transfers. The File Manager will wait the 

specified number of seconds for a response from the target before giving up on a download 

request. 

Credentials 

Some exploits require authentication credentials to a service on the target host in order to 

work. This is typical if a vulnerability affects a specific function which is only available after a 

user has logged in. SAINT currently allows you to specify login credentials for the FTP, POP, and 

IMAP services, plus the IMAP post office name and the e-mail domain, if applicable. Enter a 

valid user name and password for any service to enable authenticated exploits for that service. 

IMAP User (imap_user) 

User ID for the imap login credentials. Default: guest 

IMAP Password (imap_password) 

Password for the imap login credentials. 

IMAP Post Office (imap_post_office) 

IMAP post office name of the target mail server. Default: imap 
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POP User (pop_user) 

User ID for the POP login credentials. Default: guest 

POP Password (pop_password) 

Password for the POP login credentials. 

FTP User (ftp_user) 

User ID for the FTP login credentials. Default: anonymous 

FTP Password (ftp_password) 

Password for the FTP login credentials. 

Exploit E-mail Notifications 

Sometimes it will be beneficial to enable e-mail notifications for when a new exploit connection 

is received. In the cases where you are running a background exploit tool, such as the Flash 

Drive AutoPlay Tool, or performing any number of client exploits, you most likely won't get any 

connections instantly. The following configuration options are provided to configure e-mail 

notification options, specific to exploit execution. 

Exploit Email Server (exp_notify_email_server) 

This configuration field stores the IP address of a mail relay server. If this option is left blank, 

the alert will be sent directly to the mail server for the recipient's e-mail domain. If that server 

cannot be resolved or reached for some reason, then an IP address for a mail relay server can 

be specified. If it is specified, then alerts will be sent through that server. 

Exploit Email Recipient 1 (exp_notify_to_email1) 

Recipient email address to receive notifications from the execution of exploits. 

Exploit Email Recipient 2 (exp_notify_to_email2) 

Recipient email address to receive notifications from the execution of exploits. 

Exploit Email Recipient 3 (exp_notify_to_email3) 
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Recipient email address to receive notifications from the execution of exploits. 

Notify on New Connections (notify_on_new_connections) 

Values: Yes/No.  Default: No.   

Ticket Options 

 

  

General Ticketing 

Enable Ticketing 

This option enables or disables generation of tickets as a result of vulnerabilities detected by a 

vulnerability scan. The default for enable_ticketing is for ticketing always to be enabled. If this 

setting is changed to yes but allow override, then tickets will be generated by default, but users 

can disable ticketing on a per-job basis by setting Create Tickets to no when creating or editing 

the job. (See Select a Ticket Rule Set for a Job.) Similarly, if this setting is changed to no but 

allow override, then tickets are not generated by default, but users can enable ticketing when 

creating or editing the job. If this setting is changed to never, then generation of tickets is 

always disabled. When yes but export to another system is set, tickets will not be created in 

SAINT but instead sent to another system via email. This allows tickets to be exported to third-

party ticketing systems. 
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Autoclose Tickets 

Open tickets can be closed automatically as a result of a vulnerability scan where the previously 

found vulnerability on a host does not recur. This option has 3 possible settings: 

1. No: Default for autoclose_tickets - do not autoclose tickets. 

2. Yes, regardless of scan level: Select this setting to auto-close tickets on a host where the 

vulnerability does not recur, regardless of the type of scan policy level. Note, different 

scan policies may find different vulnerabilities. Auto-closing tickets is most useful when 

you use a consistent scan policy across scans. 

3. Yes, only after Full Vulnerability scan:  Auto-close tickets on a host where the 

vulnerability does not recur, but only after a Full Vulnerability scan. 

Authentication Required to Autoclose 

This option can be Off (default) or On. If the setting is On, open tickets will only be auto-closed 

on hosts where primary authentication succeeded (e.g., registry login for Windows hosts, SSH 

login for *nix hosts). The default setting for autoclose_tickets_auth_required is No. 

Auto-reopen Tickets 

Closed tickets can be automatically reopened as the result of a vulnerability scan. The options 

are: 

1.   The default for auto_reopen_tickets is No -  do not auto - reopen 
tickets.  

2.  Yes, as New: Auto-reopen tickets so they have the status of New with no assignee. 

3.  Yes, as previous assignee: Auto-reopen tickets so that, if they had a previous assignee, 

they will have the status of Assigned and the same assignee as before. If the closed 

ticket had no assignee, it will be reopened with status New and no assignee. 

Days Until Due 

Tickets are automatically assigned a due date at the time of ticket creation. The default for 

days_until_due is 30 days past the creation date. 
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Ticket Notification 

Mail Server 

The value for the ticket_notify_mail_server is the address of the relay mail server to be used for 

sending ticket-related notifications. This setting is optional. If the mail server is not provided, 

the system will try to determine the mail server for each recipient's domain. 

From Email 

The ticket_notify_from_email value is the From: email address that is used as the sender for 

ticket-related e-mail notifications. If this option is left blank, root is used as the user name. 

From Email Display Name 

The ticket_notify_from_email_display_name configuration setting is the display name of the 

sender, used for all ticket related e-mail notifications. The ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ ά{!Lb¢έΦ 

Enable Ticket Assignment Notification 

The enable_ticket_assignment_notify setting indicates whether an e-mail notification should be 

sent to a user when the user is assigned tickets. The default is Off. 

Days Before Ticket Due to Send Reminder 

The Ticket reminder days before due configuration setting is the number of days before a ticket 

is due to send an e-mail reminder (blank=do not send reminder; 0=due today). The setting may 

also be a comma-ǎŜǇŀǊŀǘŜŘ ƭƛǎǘ ƻŦ ƴǳƳōŜǊǎΣ ŜΦƎΦΣ ΨлΣоΣтΩ ƳŜŀƴǎ ǘƻ ǎŜƴŘ ŀ ǊŜƳƛƴŘŜǊ ƻƴ ǘƘŜ ŘǳŜ 

date, once within 3 days of the due date, and once within 7 days of the due date. The default is 

blank, so reminders are not sent. 

Enable Past Due Ticket Reminders 

The Enable past due ticket reminders configuration setting indicates whether a daily e-mail 

reminder should be sent to a user when tickets assigned to the user are past due. The default is 

Off. 
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Override Default Base URL 

The Ticket base URL configuration setting contains the base URL to use for hyperlinks within 

ticket notification e-ƳŀƛƭǎΣ ŜΦƎΦΣ ƘǘǘǇΥκκƳȅǎŀƛƴǘƘƻǎǘΥмпмпΦ {ŜŎǳǊƛǘȅ {ǳƛǘŜΩǎ ŘŜŦŀǳƭǘ ōŀǎŜ ¦w[ ƛǎ ǎŜǘ 

the first time the admin user logs in. This setting may be useful when hyperlinks in ticket 

notification e-mails must use the external host name or IP address instead of internal. 

Ticket Export Email 

This section describes how a user can configure SAINT to use a 3rd party ticketing system, 

ǊŀǘƘŜǊ ǘƘŀƴ {!Lb¢Ωǎ ƛƴǘŜƎǊŀǘŜŘ ǘƛŎƪŜǘƛƴƎ ǿƻǊƪŦƭƻǿǎΣ ǘƻ ǎŜƴŘ ǎŎŀƴ ǊŜǎǳƭǘǎ Ǿƛŀ ŜƳŀƛƭ-based records 

to manage response and remediation workflows. The configuration settings in this form will 

enable a user to configure the communication to the specific ticketing system, as well as a 

descriptive subject and body. This export workflow will work for any product (ZenDesk, 

ServiceNow, etc.) that accepts emails to generate a new ticket. Note that this process will send 

scan record information to generate a 3rd party ticket, but will not control or auto-update 3rd 

party tickets for status. 

  

 
  

The options under this tab are used when exporting tickets to third-party ticket systems. (See 

Enable Ticketing). 
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Mail Server 

Address of relay mail server (optional). 

To Email 

The email address used by the ticketing system to receive tickets. 

From Email 

The email address from which the ticket is sent. Default = root@ 

From Display Name 

The display name of the from email address. Default = SAINT 

Email Subject 

The subject of the email (see Macros for formatting options). This field can be overridden by 

using ticket rule sets. 

Email Body 

The email message (see Macros for formatting options). 

Vulnerability Tutorial 

Whether or not to send the tutorial as an attachment. Use the %tutorial_url% macro in the 

message body if you want a URL provided instead. 

Tutorial base URL 

When sending the tutorial as a hyperlink, this will override the default URL of the SAINT 

installation. This option may be useful when hyperlinks to SAINT should use the external host 

name or IP address instead of internal.  

Macros 

Macros are used to define where ticket fields should be added in the email. The following 

macros are available: 
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%job_name%  The name of the scan job. 

%scan_date% 
The date which the scan 

occurred on 

%description% The vulnerability description. 

%host_ip%  
The IP address on which the 

vulnerability was discovered. 

%host_name% 
The host name on which the 

vulnerability was discovered. 

%sys_class% 
The system class of the target 

host. 

%sys_type% 
The system type of the target 

host. 

%service% 

The service which the 

vulnerability was discovered 

on. 

%cve_list% 

A comma separated list of 

CVEs associated with the 

vulnerability. 

%max_cvss_score% 

The CVSS score of all CVEs 

associated with the 

vulnerability. 

%check_id% 
The SAINT check_id of the 

vulnerability. 

%severity_color% 

The SAINT severity color of the 

vulnerability 

(Red,Yellow,Brown) 

%severity_category% 

The SAINT severity category of 

the vulnerability 

(Concernt,Critical,Potential) 

%severity_description% 
The SAINT severity description 

of the vulnerability 
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%assigned_to% 

The firstname, lastname, and 

username of the assignee 

when using ticket rule sets. 

%due_on% The due date of the ticket. 

%created_on% The creation date of the ticket. 

%tech_details%  

The SAINT technical details 

showing evidence of the 

ǾǳƭƴŜǊŀōƛƭƛǘȅΩǎ ŜȄƛǎǘŜƴŎŜΦ 

%tutorial_url% 

A URL which can be used to 

access the relevant tutorial 

sections in the SAINT UI. 

!AssetTagName! 

AssetTagName can be replaced 

with the tag_name of any asset 

tag. For example, !CPE! could 

be replaced with 

cpe:/o:microsoft:windows_7 if 

the asset associated with the 

vulnerability has that asset tag. 

  

Email Subject Macro Example: 

%job_name% - Scan: %scan_date%: %host_name% - %description% 

My Test Job - Scan: 2018-12-06 08:38:51: 10.124.0.31 - Possible vulnerability in Microsoft 

Terminal Server 

  

Email Body Macro Example: 

[THEJOBNAME]%job_name% 

%scan_date% 

%description% 

%host_ip% 

%host_name% 

%sys_class% 

%sys_type% 

%service% 

%cve_list% 
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%max_cvss_score% 

%check_id% 

(%severity_category%) %severity_description% 

[ASSIGNEE]%assigned_to% 

%due_on% 

%created_on% 

%tech_details% 

!CPE! 

  

[THEJOBNAME]My Test Job 

2018-12-06 08:38:51 

SSL/TLS server supports short block sizes (SWEET32 attack) 

10.124.0.3 

10.124.0.3 

WINDOWS 

Windows 7 SP1 

ftp 

CVE-2016-2183,CVE-2016-2184 

5.0 

misc_tls_sweet32 

(Critical) user shell access 

[ASSIGNEE] Administrator (admin) 

2019-01-05 05:00:00 

2018-12-06 

Server accepted SSLv3 64-bit block size cipher: TLS_RSA_WITH_3DES_EDE_CBC_SHA 

cpe:/o:microsoft:windows_7 

  

  

Data Filter Options 

Many of the features in the user interface (Dashboards; Analyze; Reports; SCAP reporting) 

provide a Data Filter Options feature to allow the user to select the data context for display. 

Such as: selecting the scan data by Job(s) and/or selected Scan(s); constraining the data by 

selected Asset Tags or Custom Severity Sets; and showing or hiding results that have been 
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flagged as an Exclusion. The following example shows data filter options for analyzing detailed 

scan results.  

  

 
  

Note that the data filters you set will be kept in memory and retained as you navigate 

throughout the product. For example, if you set the Exclusion filter on a page in the Analyze tab 

ǘƻ ά{ƘƻǿΣέ ǘƘŜƴ ǊŜǎǳƭǘǎ ȅƻǳ ǎŜŜ ƛƴ 5ŀǎƘōƻŀǊŘǎ ǿƛƭƭ ǊŜŦƭŜŎǘ ŀƭƭ ǊŜǎǳƭǘǎ ŦƻǊ ǘƘŜ ǎŜƭŜŎǘŜŘ Řŀǘŀ ǎŜǘǎΣ 

including those that have been flagged as Exclusions. If you are constraining results by Asset 

¢ŀƎ άh{έ Ґ ά²ƛƴŘƻǿǎέΣ ǘƘŜƴ ǘƘŜ ǊŜǎǳƭǘǎ ǿƛƭƭ ōŜ ƭƛƳƛǘŜŘ ǘƻ Ƙƻǎǘǎ ǘƘŀǘ ƘŀǾŜ ŀƴ !ǎǎŜǘ ¢ŀƎ άh{έ 

Ŝǉǳŀƭ ά²ƛƴŘƻǿǎέΦ 

Data Filters Context Panel 

As shown in the example above, any page that displays scan results will also provide the 

ŎŀǇŀōƛƭƛǘȅ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ŎǳǊǊŜƴǘ Řŀǘŀ άŎƻƴǘŜȄǘέ ŘŜŦƛƴŜŘ ōȅ the selected data filters. In the 

example above, the current data is based on three scans conducted for can Job Subnet 10.8.0, 

with no Asset Tag filters or Custom Severity Sets, but does hide scan results previously flagged 

as an Exclusion. 

The Data Filters panel can be controlled to show (for data context) or hide (to conserve screen 

space) it by clicking on the left arrow in the upper right corner of the panel.  
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Select Data Set 

The Select Data Set option enables you to select one or more scan results (scans) produced by 

previously executed scan jobs, and set these data sets as the context across the application. As 

shown below, Job column values can be selected by the user, to include associated values such 

as Target Group, Scan Policy, User Group or User (job owner). Clicking on a job displays the list 

of scans executed for the job, to include the date/time the scan was completed; job title, and 

the number of vulnerabilities found during the scan. You may choose one or more jobs to 

merge entire collections of scan results into a single result for analysis. Or, you may select one, 

multiple, or all scans executed within a single job to view scan results. 

  

The selector also provides the capability to set the number of scans to retrieve to support trend 

analysis. In the Scans ǇŀƴŜƭΣ ȅƻǳ Ŏŀƴ ŜƴǘŜǊ ƻƴŜ όмύ ƛƴ ǘƘŜ άψψ Ƴƻǎǘ ǊŜŎŜƴǘ ǎŎŀƴǎέ ƻǇǘƛƻƴ ǘƻ 
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always use the most current scan run data for the selected job(s); or enter a number greater 

than one if you want to use more than one scan result for a selected job to support trend 

analysis. 

  

 
  

  

Note that you are not restricted on the type of results you can select for analysis. This means 

that you can select multiple types of scans (e.g., full vulnerability scan; an XCCDF configuration 

policy scan; and a Pen Test policy scan), and produce a single output in both the Dashboard and 

Analyze grids. This can be beneficial in displaying raw output, but note that results may not be 

useful in computing particular types of dashboards more directed at vulnerability counts, or 

other risk-specific areas. 

Understanding the Content Counts 

The following is an example of a user view choosing all jobs in the job selector to gain visibility 

of all scans executed for those jobs. The grid counts describe jobs and scan results as follows: 
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Jobs: 

View x ς x of x ς These grid counts mean there are 15 total jobs in the current display, and 15 

ǘƻǘŀƭ Ƨƻōǎ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ /ǳǊǊŜƴǘƭȅΣ ǘƘƛǎ ƎǊƛŘ ƛǎ ƴƻǘ ŘŜǎƛƎƴŜŘ ǘƻ άǇŀƎŜέ Ǌƻǿǎ ōȅ ŀ ƭƛƳƛǘŜŘ Ǌƻǿ 

count per page, so all jobs are available for sorting and use within the single page. 

  

Scans: 

View x ς x of x ς These grid counts mean that there are 14 total scans completed or being 

executed (ready; queued; in progress), and 13 are visible and available for selection for analysis. 

The one indicates that the user has selected a single scan result for display. 

  

In a more practical example, a user has selected to view all completed scans run for two recent 

Jobs that used the PCI scan policy. Two scans were completed. The user chooses to select the 

first job for analysis. 

Hide/Show Exclusions  

The Hide/Show Exclusion option in the Date Filter Options provides the capability to show 

results in dashboards and analysis based on all scanned results (Show Exclusions) or filtered to 

show and compute results based on results that do not have a Vulnerability that is currently 

flagged as an Exclusions (Hide Exclusions). Click the applicable option in the Data Filter Options 

dropdown to toggle the results for "what if" analysis based on vulnerabilities that have or have 

not been flagged as exclusions. 

  

The following screen shots show a series of data results to illustrate this feature: 1) showing all 

scan results; 2) filtering the records in the Exclusions column to "Yes" to show only records with 

the Exclusion flag; 3) removing the Exclusion constraint at the Column level and using the Data 

Filter option to Hide only records set as an Exclusion; and 4) all results but filtered in the data's 

Exclusions column to see the records that have the Exclusion flag set to "Yes". Note the total 

record count at the top right of the data grid, as this flag is filtered. See the Exclusions section 

for more information about how to set exclusions on vulnerabilities.  
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Asset Filter 

This option in the Data Filter dropdown provides the capability to filter the results in the 

analyze and dashboard grid and Report content based on Asset Tags. Click this option to view 

the Asset Filter dialog, as shown below: 
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To filter the content: 

¶ Select a Tag Name for the tag(s) to be displayed (e.g., Criticality) 

¶ Click on the tag value. Use control-click to select multiple options, as in the example 

below, to see results for both Criticality High and Medium. 

¶ Click the Add button to add the filter to the Filter Criteria box 

¶ Repeat steps 1-3 to add additional Tag criteria. 

  

In this example, we will filter the scan results to location=Dallas and assets that have been 

tagged as Criticality High or Medium: 
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Click OK to save the filter criteria. 

  

Close the Asset Filter dialog to view the results constrained by the chosen filter(s). 

  

 

  

Custom Severities Set 

The Custom Severity Set filter option provides the capability to display and compute 

vulnerability results based on the severities defined locally, rather than by external sources 
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such as SAINT's Severity categories or NIST's CVSS scores. The Custom Severity Set drop-down 

menu option is available from any page used to display or compute scan results. For example, in 

the following screen shots, Severity codes of Severe, High, Medium, Low and Acceptable have 

been previously defined as the "Internal Severity Standards" using the Custom Severities 

management page found under the Analyze tab. The Dashboard displays computed results, 

data drill-down and charts based on the vulnerabilities associated with the selected Severity 

Set. The Analysis tab then provides a more detailed view, displaying the custom severity codes 

for individual vulnerabilities that are associated with: 
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Grid Actions 

Action Types 

The following is an example analysis page that illustrates the types of actions that can be taken 

on data displayed the grids throughout the product. There are two methods for effecting 

actions on content in the product.  

¶ For grid actions on individual rows, these actions are presented as graphical icons with 

ǘŜȄǘ ŘƛǎǇƭŀȅŜŘ ǿƘŜƴ ȅƻǳ ƳƻǳǎŜ ƻǾŜǊ ǘƘŜ ƛŎƻƴΦ wƻǿ ƭŜǾŜƭ ŀŎǘƛƻƴǎ ǎǳŎƘ ŀǎ άƎŜǘ ŘŜǘŀƛƭέΣ 

άǎŜǘ ŜȄŎƭǳǎƛƻƴέΣ άǾƛŜǿ ǘǳǘƻǊƛŀƭέΣ άŘŜƭŜǘŜέΣ ŀƴŘ άǎŜŎǳǊƛǘȅέ ŜŦŦŜŎǘ ŎƘŀƴƎŜ ƻƴ ǘƘŜ ǎŜƭŜŎǘŜŘ 

row.  

¶ ¢ƘŜ ǎŜŎƻƴŘ ƳŜǘƘƻŘ ƛǎ ǘƻ ǎŜƭŜŎǘ ƻƴŜ ƻǊ ƳƻǊŜ ǊƻǿǎΣ ŀƴŘ ǳǎŜ ǘƘŜ ǘƻǇ ƭŜǾŜƭ άDǊƛŘ !Ŏǘƛƻƴǎέ 

ŘǊƻǇŘƻǿƴ ƳŜƴǳ ǘƻ ŜŦŦŜŎǘ ŎƘŀƴƎŜǎ ƻƴ ǘƘŜ ƎǊƛŘ ƻǊ ǎŜƭŜŎǘŜŘ ǊƻǿǎΣ ǎǳŎƘ ŀǎΣ ά/ƘƻƻǎŜ 

/ƻƭǳƳƴǎέΣ ά/ƭŜŀǊ DǊƛŘ {ŀǾŜŘ {ŜǘǘƛƴƎǎέΣ ά9ȄǇƻǊǘέΣ ά5ŜƭŜǘŜ ǎŜƭŜŎǘŜŘ Ǌƻǿǎέ ŀƴŘ ŎƘŀƴƎƛƴƎ 

ά{ŜŎǳǊƛǘȅέΦ ¢ƘŜ ά!ƭƭ wŜǎǳƭǘǎέ ŀƴŘ ά!ƭƭ ±ǳƭƴŜǊŀōƛƭƛǘƛŜǎέ ƎǊƛŘǎ ŀƭǎƻ ƘŀǾŜ ǘƘŜ ƻǇǘƛƻƴ ǘƻ 

ƎŜƴŜǊŀǘŜ ŀ Cǳƭƭ {Ŏŀƴ ǊŜǇƻǊǘ ōȅ ǎŜƭŜŎǘƛƴƎ άwŜǇƻǊǘέ ŦǊƻƳ ǘƘŜ άDǊƛŘ !Ŏǘƛƻƴǎέ ŘǊƻǇŘƻǿƴ 

menu. This report only shows vulnerabilities as filtered in the grid and uses visible grid 

columns to populate the report vulnerability list and modify the report in other ways. 
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Icon Descriptions 

The following describes these and other actions: 

 

 
  

Using the Results Grids 

 Many of the results you will see throughout the user interface (UI) rely on lists of data. 

Whether that is a list of scan jobs, scan results, exploit results or reports, the use of these list 

views are presented in much the same manner as a spreadsheet. There are instances where 

some features or functions are unique to a specific tab or page. In those instances, help will be 

found in the applicable section of this documentation. However, this section is intended as a 

primer on the basic layout and features found consistently across the UI and to provide a single 

location for presenting how these grids function. 
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The following shows an example of a data grid for the Analyze tab, and shows the results of a 

recent scan job. 

  

 

  

As shown in the example, results can contain text; numbers; images that may portray color and 

text alternatives that highlight a key data point; Boolean values (yes/no) that communicate 

whether a result is true/value, exists or does not exist; and also hyperlinks from a displayed 

value to an internal or external reference. Each grid may also contain buttons or icons on the 

Ǌƻǿ ǘƻ ƻŦŦŜǊ ŀŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀ ǊƻǿΩǎ ŎƻƴǘŜƴǘΤ ŀǎ ǿŜƭƭ ŀǎ ŀŘŘƛǘƛƻƴal options t5hat 

effect the selected row, as described in the Grid Actions section. 

±ƛŜǿ ŀ wŜŎƻǊŘΩǎ 5Ŝǘŀƛƭǎ 

Some results grids only show a subset of the total number of available fields/columns for data 

being displayed. In most instances, there are two methods for viewing all information for a 

record. First, you can click on the Information (i) action of the record you wish to view. 

Alternatively, you can double click on the record to see further details. 

Column Selector 

The results grids provide default column values based on the information relevant to the 

chosen tab. However, you can choose the columns to be displayed by clicking the column 

selector in the Grid Actions dropdown menu. The column selector will then display the columns 

currently selected in the left side of the pop-up, and other available columns (if applicable) in 
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the right column. Use the (-) sign to remove a column from the grid and the (+) sign in the right 

column to add columns. You can also add all columns quickly by clicking on the Add all option. 

  

You can also click and hold your mouse button on a column in the left column and drag it 

up/down to reorder the columns (drag a column up to move it to the left in the grid; drag a 

column down to move it to the right in the column order.) 

 

Column Sorting 

You can also sort data in a data grid (ascending and descending order) by clicking on a column 

heading. Clicking the heading again will re-order the data in the opposite sort order. 

Column Search and Filtering 

The grid feature also provides the capability to filter data content by a value found in a 

specified column. There are two ways to filter data. 

  

¢ƘŜ ŦƛǊǎǘ ƳŜǘƘƻŘ ƛǎ ǘƻ ǎŜƭŜŎǘ ŀ ǾŀƭǳŜ ŦǊƻƳ ŀ ŎƻƭǳƳƴΩǎ ŘǊƻǇ Řƻǿƴ ƭƛǎǘΦ ¢ƘŜ ŜȄŀƳǇƭŜ ōŜƭƻǿ ǎƘƻǿǎ 

filtering scan results for the selected scan data, by vulnerabilities based on "privilege elevation." 
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The second method is to simply type a value in the column search field. The following example 

filters the scan results to display only hosts and vulnerabilities based on issues with the "buffer" 

as in buffer overflows: 

 
  

Some columns have optional search operators next to the search field. Entering a value in the 

search field and selecting an operator allows further control of filtering. The following example 

ŦƛƭǘŜǊǎ ǘƘŜ ǎŎŀƴ ǊŜǎǳƭǘǎ ǘƻ ŘƛǎǇƭŀȅ ƻƴƭȅ ǊŜŎƻǊŘǎ ǿƛǘƘ /±{{ ǎŎƻǊŜ ƎǊŜŀǘŜǊ ǘƘŀƴ άуέΦ 
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Navigating through Results Pages 

Every grid displays the total number of results retrieved for a given result; as well as the total 

number of rows per page, and number of pages that contain the results. Each grid provides a 

convenient method for managing large data sets by displaying only a limited number of records 

per page, and providing page navigation arrows to navigate between pages. All results grids 

also give you control over the total number of results to display on a page by selecting the total 

number of pages from the drop down list to the right of the paging arrows, as shown in the 

example below. 

  

 
  

Note that the bottom blue toolbar is persistent, in that it is always visible to you as you scroll up 

and down with the grid. The top grid paging controls are contained within the grid header. 

However, the blue toolbar enables paging without having to scroll to the top or bottom of a 

grid to locate the controls. 
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Scan 

 The Scan menu contains the primary interface for creating and managing scan activity. This 

includes creating target groups to centrally manage the collecǘƛƻƴ ƻŦ άƭƛƪŜέ Ƙƻǎǘǎ ǘƻ ōŜ ǘŀǊƎŜǘŜŘ 

for scanning; managing Assets (discovered/scanned hosts); viewing the extensive list of 

vulnerability checks for individual SAINT scan policies; adding custom checks to those policies as 

well as adding custom policies; creating and managing credentials that can be applied to scan 

jobs on a recurring basis; and creating scan jobs for immediate use or scheduled at a pre-

defined time, or setting up recurring scans based on a defined job.  

  

As shown below, the Scan Jobs page provides a data grid to enable you to view, sort, search, 

and manage scan Jobs and the Scans executed from these jobs. You can obtain information 

about specific records or perform other actions such as running existing jobs, or using the 

options from the Grid Actions drop-down to perform actions as reloading the grid content 

(refresh), creating a new Job, and identifying what columns you wish to view or resorting the 

view. Refer to the Using the Results Grid section for more detail on the definition and usage of 

these options. 

  

 
  

Jobs Tab 

A job is a main object for setting up and executing scans. Jobs can be associated with target 

groups during job setup, or can be run outside of a target group. A job can be run as single 

ǎŎŀƴǎΣ ƻǊ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ŦƻǊ ǊŜŎǳǊǊƛƴƎΣ Ŏƻƴǘƛƴǳƻǳǎ ǎŎŀƴǎ ōŀǎŜŘ ƻƴ ǘƘŜ ƧƻōΩǎ ŘŜŦƛƴŜŘ ǘŀǊƎŜǘǎΣ 
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policies, credentials, configurations, notification workflows and schedule. As with target groups, 

Manage Jobs main display presents all available jobs in a list view in a results grid.   

  

With the applicable role-based permissions, you can sort this list, perform column searches, see 

detailed information about a record in the display, or take other actions such as 

adding/removing columns, refreshing the display to dynamically update the content with any 

new content since you entered the grid, and take other actions related to creating, editing and 

deleting content. The following describes these features in more detail. 

Single and Multi-Node Scan Support 

For installations that are using only a single scan engine (local scanner node), such as 

standalone installations or shared installations that are scanning reasonably small 

environments, you will enter targets into the Enter Target(s) tab named local node. SAINT's 

architecture also provides support for multiple scanner node deployments to support large 

environments or distributed scan needs. The scan job setup process for this type of 

implementation will be a bit different, in that the target setup process will display both the local 

node (or whatever custom name your administrator has chosen for it), and a + (add) option to 

choose other available nodes to scan specific targets or to be used as part of a load balanced 

scan process. The following describes the job setup process for either a single or multi-node 

deployment. 

Create a New Job 

For quick, uncredentialed scans, scan jobs can be run by entering a job name and selecting the 

applicable scan policy in Step 1; entering a target in Step 2; and clicking the FINISH button to 

Ǌǳƴ ǘƘŜ Ƨƻō άƛƳƳŜŘƛŀǘŜƭȅέ ƛƴ ǘƘŜ Summary tab. This three-step process then uses pre-defined 

configuration settings to execute the scan on the target hosts. Scans can also be set up with 

more advanced configurations; with multiple targets or based on targets already defined in a 

target group or by asset tags; target credentialed/authentication; specific scan configuration 

settings and notification work flows; as well as based on scheduled or recurring scan needs. The 

job wizard provides a step-by-step approach to setting up these options. Each is described in 

more detail in the following sections. 

  

To create a scan job, click on the Create option (upper right corner of the screen) from any 

page, or select Grid Actions > Create Job from the Jobs grid on the Scan page. The job creation 

wizard will be displayed to walk through the steps for creating a scan job: 
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Step 1 ς Scan Info 

Name and Description 

Enter a name for the new job. Enter a detailed description to communicate the purpose of the 

job and other details pertinent to the job. 

Category and Scan Policy 

Scan policies control the types of probes and checks that are executed for defined targets. 

These policies are categorized for ease of management and include subject-matter groups such 

as compliance, platform and type of scan. 

1. Select a scan policy by first selecting a category from the Select Policy Category drop 

down list. 

2. Select a policy for the category by clicking on the policy name in the Select Policy drop 

down list. Then, click Next to enter the host targets to be scanned 

Each category and their applicable policies are described below. 

Information Gathering 

¶ Discovery ς This is the least intrusive scan. SAINT identifies hosts which are alive and 

fingerprints their host type. If desired, the live hosts can then be pre-selected when 
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creating a new job after the discovery scan finishes, using the Choose Targets from a 

Previous Scan option in step 2. 

¶ Port scan ς For this policy, SAINT will identify live hosts and check for services listening 

on TCP or UDP ports. The range of ports to check is determined by the ports to scan 

settings on the Options page. 

¶ Web Crawl ς For this policy, SAINT detects web directories on the targets. It does so by 

first scanning ports for web services, and then finding directories by following HTML 

links starting from the home page. 

¶ Content Search ς For this policy, SAINT searches files on Windows and Linux/Mac 

targets for credit card numbers, social security numbers, or any other specified patterns. 

See the SAINT Configuration section for more information on configuring SAINT's file 

content searching feature. Authentication is required for this policy and if scanning a 

Linux/Mac target, SSH must be enabled. 

¶ Anti-virus (AV) information ς For this policy, information is collected about installed AV 

software, such as last scan date, enabled, definition file dates, and other information 

useful for auditing requirement 5 of the PCI DSS. Information is currently gathered for 

Windows versions for many of the most popular AV software products in use today, 

such as: Vipre Business Agent, McAfee, Symantec, AVG, F-Secure, MS Forefront, 

Kaspersky, and Trend Micro. Note that some results are only reported if they are 

considered vulnerabilities while others are always reported. For example, if available, 

the last scan date is always reported while a check to determine if updates or the AV 

ǎƻŦǘǿŀǊŜ ƛǘǎŜƭŦ ƛǎ ŜƴŀōƭŜŘΣ ƻƴƭȅ ƎŜǘǎ ǊŜǇƻǊǘŜŘ ƛŦ ƛǘΩǎ ŘƛǎŀōƭŜŘΦ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ƴŜŜŘŜŘ ǘƻ 

run this scanning policy. Facts containing the string '(Master)' mean that an anti-virus 

server/manager/admin is installed on the target. For more information, see 

Configuration options; also see the knowledge base on the mySAINT customer web site. 

¶ Auth Test ς For this policy, SAINT performs authentication against the targets using the 

credentials specified in either the credentials manager or the Windows/Linux/Unix/Mac 

input boxes under the Authentication tab. User can generate reports from this test by 

selecting the Auth Test report template from the report creation wizard.  

¶ Software Inventory ς This policy generates a list of software installed on Windows 

targets. Authentication is required. The software list retrieved during the scan is 

displayed in the Vulnerability List section of the Full Scan or the Overview reports. Note 

that the software list is generated by enumerating the Uninstall key in the Windows 

registry. Therefore, only software which was registered with the operating system 

during installation will be included. Software which was placed on the system without 

running an installer program is typically omitted. Furthermore, registered software 
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which was incorrectly removed from the system may still be included in the list after 

removal. 

Vulnerability 

¶ Full Vulnerability Scan ς For this policy, SAINT will check for services listening on TCP or 

UDP ports. Any services detected will then be scanned for any known vulnerabilities. 

This scan policy includes SAINT's entire set of vulnerability checks, and is the scan policy 

that should be used in most situations. 

¶ Windows Patch ς For this policy, SAINT checks for missing Windows patches. Since most 

of the checks for Windows patches require authentication, Windows domain 

authentication is recommended with this policy. 

¶ Win Password Guess ς This policy conducts password guess checks against Windows 

targets using the password guess and password dictionary configuration options. 

Authentication is recommended so SAINT can enumerate accounts. 

¶ Microsoft Patch Tuesday ς This policy checks for the latest published Microsoft patch 

Tuesday vulnerabilities (second Tuesday of each month). This policy and associated 

content is typically updated via SAINTexpress by noon Wednesday, following publication 

of Bulletins from Microsoft. 

¶ Web (OWASP Top 10) ς This policy checks for vulnerabilities in web servers and web 

applications, such as SQL injection, cross-site scripting, unpatched web server software, 

weak SSL ciphers, and other OWASP Top 10 vulnerabilities. It also enables file content 

checks. Authentication is recommended or required for some of the checks included in 

this policy. SAINT OWASP Top 10 Coverage is detailed in the table below. More 

information about OWASP Top 10. 

OWASP Examples SAINT ID Authentication 

A01:2021-Broken 

Access Control 
Direct URL Access web_prog_cgi_directurlaccess 

Web authentication 

recommended 

A02:2021-

Cryptographic Failures 

Unencrypted 

Content 

misc_checkmachine 

Operating system 

authentication 

required 

misc_webcontentsearch 
Web authentication 

recommended 

Cleartext password 

transmission 

web_security_clearbasicauth 

web_security_clearpass 

Authentication not 

required 

https://owasp.org/Top10/
https://owasp.org/Top10/


User Guide 

136 

TLS/SSL weak 

algorithms and 

invalid certificates 

misc_cipher_* 

misc_tls_* 

Session cookies 

without "secure" 

flag 

web_security_httpssecure 

A3:2021-Injection 

SQL Injection web_prog_sql_* 

Web authentication 

recommended 

Command Injection web_prog_cgi_cmdinject 

CRLF Injection web_prog_cgi_responsesplit 

SSI Injection web_prog_cgi_ssiinject 

XPath Injection web_prog_cgi_xpathinj 

Cross-site scripting 
web_prog_cgi_xssgeneric 

web_prog_cgi_xssstored 

A04:2021-Insecure 

Design 
Insecure design 

This item cannot be detected by a vulnerability 

scan. 

A05:2021-Security 

Misconfiguration 

Software patches web_server_* 

Operating system 

authentication 

recommended 

Default passwords 

net_password 

pass_httpbasic 

pass_webapp 

Authentication not 

required 

Error Message 

Information 

Leakage 

web_security_errorinfo 

Missing or 

Incorrect Security 

Headers 

web_security_mimesniff 

web_security_clickjack 

web_security_httponly 

web_security_sslcache 

XXE vulnerability  web_service_xxe 
Web authentication 

recommended 

Vulnerable Server 

Software 
web_server_* 
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A06:2021-Vulnerable 

and Outdated 

Components 

Vulnerable 

Development 

Framewords 

web_dev_* 

win_dotnet* 

Operating system 

authentication 

recommended 

Vulnerable 

Libraries 
web_lib_* 

Web authentication 

recommended 

A7:2021- 

Identification and 

Authentication 

Failures 

Weak Passwords 

net_password 

pass_httpbasic 

pass_webapp Authentication not 

required Cleartext Password 

Transmission 

web_security_clearbasicauth 

web_security_clearpass 

Session IDs in URL web_security_urlrewriting 

Session Fixation web_security_sessionfixation 
Web authentication 

required 

A08:2021-Software 

and Data Integrity 

Failures 

Insecure 

deserialization 
web_dev_javaserialobject 

Web authentication 

recommended 

A09:2021-Security 

Logging and 

Monitoring Failures 

Security Logging 

and Monitoring 

Failures 

This item cannot be detected by a vulnerability 

scan. 

A10:2021-Server-Side 

Request Forgery 

Server Side Request 

Forgery 
web_prog_cgi_ssrf 

Web authentication 

recommended 

 

 

¶ Operating System Password Guess ς This policy includes all SAINT password guessing 

features designed to guess the operating system password. This policy includes checks 

for default FTP passwords, as well as dictionary-based password guessing via Telnet, 

SSH, and FTP. Authentication is recommended to ensure user account enumeration.  

¶ Mobile Device ς This policy queries Active Directory servers for information about 

mobile devices (for example, phones and tablets) which use Exchange ActiveSync, and 

uses that information to infer vulnerabilities on those devices. The devices which are 

discovered in this manner will be listed in the scan results as separate targets although 

ǘƘƻǎŜ ǘŀǊƎŜǘǎ ŀǊŜƴΩǘ ŀŎǘǳŀƭƭȅ ǎŎŀƴƴŜŘΦ Lƴ ƻǊŘŜǊ ŦƻǊ ǘƘƛǎ ǇƻƭƛŎȅ ǘƻ ǎǳŎŎŜŜŘΣ hǇŜƴ[5!t 

must be installed on the scanning host, and the scan must run with Windows domain 

administrator credentials (see Step 3 ς Authentication). The target list must include at 
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least one Active Directory server, and the SSL certificate for that Active Directory server 

should be installed and configured on the scanning host. (See Authenticating to 

Windows Targets.) 

¶ Network Device ς This policy checks for vulnerabilities in routers, switches, and other 

networking devices. 

¶ Log4j ς This policy scans for vulnerabilities in the Log4j Java library. It includes checks for 

remote Log4j attack vectors, a filesystem search for vulnerable versions of Log4j, and 

checks for other software which is known to include vulnerable versions of Log4j. 

Windows or Linux authentication is recommended for a thorough scan. 

Legacy 

¶ Normal ς For this policy, SAINT collects information from the DNS (Domain Name 

System), tries to identify the operating system, and tries to establish what RPC (Remote 

Procedure Call) services the host offers and what file systems it shares via the network. 

The policy also includes probes for the presence of common network services such as 

finger, remote login, FTP, WWW, Gopher, e-mail, and a few others. With this 

information, SAINT finds out the general character of a host (file server, diskless 

workstation) and establishes the operating system type and, where possible, the 

software release version. 

¶ SQL/XSS ς For this policy, SAINT checks for SQL injection and cross-site scripting 

vulnerabilities on web servers. This includes both generic tests, where SAINT finds HTML 

forms and tests all parameters for SQL injection and cross-site scripting, and checks for 

known SQL injection and cross-site scripting vulnerabilities. 

PenTesting 

¶ Discovery will discover live hosts in the selected address range, and then stop. This level 

does not require a license key. It is useful for figuring out which IP addresses to put in 

your key. The discovery method depends on the selected Host Discovery option. 

¶ Information Gathering will discover live hosts, try to determine their operating system 

types, and scan their ports. 

¶ Single Penetration will include all of the above steps and then proceed to run remote 

exploits for the detected operating system and services, starting with those least likely 

to cause crashes, until one succeeds in establishing a shell connection. 

¶ Root Penetration is similar to single penetration but continues until the maximum 

privilege level is reached on the target. The maximum privilege level is root on a Unix or 

Linux system and administrator on a Windows target. The root penetration level also 

runs local exploits if the available remote exploits result in a connection without 

maximum privileges. 
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¶ Full Penetration will run all available exploits for the detected operating system and 

services. This level is the best choice if the objective is to exploit as many vulnerabilities 

as possible. However, if the objective is to obtain evidence of penetration, such as files 

or screen captures from the target, then this level is not the best choice because a 

successful connection could be severed if a later exploit causes a crash. 

¶ Web Application will search the target for Web applications, and run all available 

exploits against those applications. This level is the fastest way to find exploitable Web 

application vulnerabilities such as SQL injection. 

 

The PenTest job setup also provides a step for entering credentials to authenticate to the 

targets. However, the login and password are not typically needed for the exploits themselves. 

For the purpose of penetration testing, authentication is helpful for determining operating 

system differences, such as service pack levels or Linux varieties, more precisely than would be 

possible using uncredentialed methods. This information also aids the pen test engine in 

choosing the correct arguments when running exploits, and may improve the success rate. 

Compliance 

¶ PCI External ς This scan policy, when run by an Approved Scanning Vendor (ASV) in 

accordance with the ASV Program Guide, satisfies the quarterly external scan 

requirement outlined in PCI DSS section 11.2.2. It is similar to the Vulnerability Scan 

policy, but includes all 65535 TCP ports and only common UDP ports, enforces a spider 

depth of at least 5, enables certain low severity checks which are normally disabled, and 

reduces the restrictiveness of certain other checks. 

¶ PCI Internal ς This scan policy satisfies the quarterly internal scan requirement outlined 

in PCI DSS section 11.2.1. Unlike the PCI External policy, it does not include all 65535 TCP 

ports. 

¶ FISMA ς This scan policy provides support for security controls related to continuous 

monitoring, as well as performing risk assessments. Selecting this scan policy ensures 

that probes scan for the entire set of vulnerability checks, with the Exhaustive option. 

SAINT also provides a pre-configured report template that describes the supported 

controls and reports results at a summary and detailed level. 

¶ HIPAA ς This scan policy provides support to HIPAA security requirements related to 

both risk analysis and overall risk management. Selecting this scan policy ensures that 

probes scan for the entire set of vulnerability checks, with the Exhaustive option. SAINT 

also provides a pre-configured report template that describes the supported controls 

and reports results at a summary and detailed level. 
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¶ NERC CIP ς The NERC CIP compliance scanning policy reports the results of an 

exhaustive vulnerability scan on selected hosts. SAINT also provides a NERC CIP report 

template to use the results of this scan policy that describes the applicable NERC CIP 

security controls, as well as a pre-formatted report with executive level graphs/charts 

and detailed level scan results. 

¶ SOX ς The SOX scan policy runs all available vulnerability checks against selected 

ǘŀǊƎŜǘǎΣ ŀƴŘ ǎǳǇǇƻǊǘǎ ŦƛƴŀƴŎƛŀƭ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ƛƴǘŜǊƴŀƭ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǎǘǊŀǘŜƎƛŜǎΣ ŀǎ 

well as facilitating provisions in Section 404 of the Sarbanes-Oxley Act, requiring a 

management report annually on the effectiveness of internal controls for financial 

ǊŜǇƻǊǘƛƴƎ ŀƴŘ ǘƘŀǘ ŜȄǘŜǊƴŀƭ ŀǳŘƛǘƻǊǎ ŎƻƴŦƛǊƳ ƳŀƴŀƎŜƳŜƴǘΩǎ ŀǎǎŜǎǎƳŜƴǘΦ 

¶ IAVA ς This compliance policy executes a full port scan for all vulnerabilities reported in 

the Information Assurance Vulnerability Alert (IAVA). 

¶ NESA ς The NESA report template provides a background on the Information Assurance 

Standards specified by the United Arab Emirates National Electronic Security Authority 

(NESA) and reports all available information, including charts, tables, hosts, 

vulnerabilities, services, users, shares, and technical details.  

Host-Based 

These scan policies require an agent to be installed on the asset being scanned. See Managing 

Agents and Host-based Assessments for more information. 

Custom Policies 

¶ SAINT provides the capability through the Scan Policies page to create new checks, 

enable/disable existing checks and create custom policies based on local requirements. 

Custom scan policies can then be viewed by selecting custom from the Select Policy 

Category drop down list, and then the applicable policy from the Select Policy drop 

down list. See the section on Scan Policies for more information on creating a custom 

scan policy. 

Scan Policy Options 

The following options can be used to modify some of the scan policies described above. 

¶ Exhaustive ς During the course of a scan, there are certain cases where it seems unlikely 

that there would be any benefit to running a certain instance of a probe, but it may still 

be worthwhile to do so for the sake of being as thorough as possible. Examples include 

checking for default router passwords on non-standard telnet ports, checking for web 

application vulnerabilities in non-standard directories, and checking for proxy 

vulnerabilities on non-standard HTTP ports. The exhaustive scanning option allows you 

to control what SAINT does in these cases. Enabling this option results in a more 

thorough scan, but may cause the scan to take more time but will take extra steps to be 
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as thorough as possible. This option affects the vulnerability, PCI and custom scan 

policies. 

¶ Allow Dangerous Tests ς By default, SAINT takes a conservative approach and does not 

run checks which could have harmful side effects, but this makes it impossible to 

confirm certain vulnerabilities. However, if an extreme scan is run, the scan may include 

"dangerous" checks, in which attacks designed to crash services are launched in order to 

confirm that the target is or is not vulnerable. These tests may help SAINT eliminate 

false alarms by verifying the existence of certain vulnerabilities but can cause services 

on the target hosts to crash as a result. Another side-effect of dangerous tests is that 

successful detection of a vulnerability could cause other vulnerabilities to be missed. 

That is, if a test crashes a service on the target, then any further tests against that 

service will come up negative. Targets should be re-scanned after the known 

vulnerabilities have been fixed in case there are other vulnerabilities that were missed 

because the service crashed. This option affects the vulnerability and custom scan 

policies. 

Step 2 ς Targets 
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1. By default, Security Suite and SAINTCloud provide access to a single scanning engine 

όŀƪŀ άƭƻŎŀƭ ƴƻŘŜέύΦ {!Lb¢ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ǎǳǇǇƻǊǘ ŦƻǊ ŀ Ƴǳƭǘƛ-scanner (aka multi-node) 

architecture. When defining hosts to scan, step two of the wizard will display the 

primary scanner as the highlighted tab (as shown above) as well as providing the 

capability to select this or other scan nodes on which to run the scan from the tabs in 

the Enter Scan Targets area. If the desired node is not shown, choose the "+" tab and 

select it from the drop-down menu. (If the "+" tab is not shown, then all allowed nodes 

are already shown.) 

 

To run a scan on multiple nodes, select the desired scan nodes one at a time, and enter 

the targets to be scanned by each node under the corresponding tab 

 

Optional ς Check the Load Balance box if a load balanced scan is desired. With this 

option, the targets will be divided evenly among all available nodes, and the scan will be 

queued until at least two nodes are available. Click on the Configure button to 

customize the minimum number of nodes and the set of nodes among which to run the 

scan. 

2. Enter the targets (desktops, servers, routers, etc.) to be scanned for this job. By default, 

this is done individually through the Enter Target(s) field, but other options are available 

by clicking on More Options. See Target Entry Options for more information about these 

other options. SAINT allows target selection in one or any combination of several 

formats: 

¶ Host names ς one or more host names. SAINT must be able to resolve the host 

names, either using a DNS server or the /etc/hosts file or an error will result. 

¶ IP addresses ς one or more IP addresses. 

¶ Subnets ς one or more class C subnets, represented as only the first three octets. 

SAINT will expand the subnet to include every IP address beginning with the 

given three octets. 

¶ IP address ranges ς one or more IP address ranges. Each range consists of a 

beginning and ending IP address, separated by a dash. SAINT will expand the 

range to include the starting and ending addresses and every address in 

between. 

¶ URLs ς one or more URLs, such as http://hostname:port/path. SAINT will scan 

the target specified in the hostname portion of the URL, specifically including the 

web program(s) found on the specified port and path. 
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¶ CIDR network addresses ς a network address followed by a slash and a prefix 

length. For example: 192.30.250.0/18. 

¶ Previous Scan ς use the host information collected from previous scans to select 

hosts to scan. 

¶ Passively Discovered Hosts ς Scan devices which have been recently seen on the 

network, if Passive Host Discovery is enabled. 

¶ Target Groups ς select a pre-defined Target Group to quickly load the target list, 

or create a target group at scan run time based on the live hosts discovered 

during the scan. 

¶ Asset Tags ς defined assets to be scanned by Asset Tags assigned in the Asset 

table. 

¶ Active Directory ς configure the scanner to connect to an AD server to collect 

host information. 

¶ Amazon Web Services (AWS) ς connect to AWS instances 

¶ Azure ς connect to hosts residing in Microsoft Azure 

¶ Imported File ς import host lists from an imported file 

¶ Docker images ς Scan Docker images from a registry or repository. 

¶ Infoblox ς Import targets from Infoblox. 

 

Note: All of these with the exception of Subnets can be used with both IPv4 and 

IPv6 addresses. Most of SAINT's vulnerability checks work on IPv6 targets, as 

long as any system tools which the check uses (Samba, rpcinfo, Telnet, etc.) are 

also IPv6-compatible. Only the Linux version of SAINT is IPv6-compatible. Note 

that IPv6 addresses must be specified by IP address, not by host name. The 

required Perl modules for running IPv6 exploits are Socket6 and IO-Socket-INET6. 

Both are available from www.cpan.org. Also, note that IPv4 and IPv6 addresses 

can be scanned together in the same job, with the exception of Subnet target. 

 

Note: Targets can be removed from the list at any time in the job setup, by 

ǎŜƭŜŎǘƛƴƎ ǘƘŜ άȄέ ǇƛƴƴŜŘ ǘƻ ŀ ǘŀǊƎŜǘ ǎƘƻǿƴ ƛƴ ǘƘŜ ǎŜƭŜŎǘŜŘ ǘŀǊƎŜǘǎ ōƻȄΦ 

 

Optional ς Target restrictions can also be set by entering the target(s) in the 

Target Restriction field. This can be useful, for example, if you must exclude 

specific IP addresses, hostnames, Internet domains, IP address ranges, subnets, 

or CIDR blocks from the scan. 
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3. Click Next to manually configure other job settings OR click FINISH to use pre-defined 

scan configuration settings and either a) save the job without executing a scan at this 

time or b) choosing when to run the job once the job is saved. 

  

Step 3 ς Authentication 

Optional ς Use this tab if you wish to run an authenticated scan and you have the knowledge of 

a login and password to the targets. 

  

 
  

Scans can be executed without providing account credentials (i.e., authentication) to the target 

hosts. However, providing authentication credentials does enable scan probes to access the 

registry, file attributes, or package lists on remote targets, and provide a much more in-depth 

scan. There are three benefits to authentication. First, an authenticated scan can detect 

additional vulnerabilities, such as client vulnerabilities and missing hotfixes, which could not 

otherwise be detected by probing network services. Second, an authenticated scan is 

sometimes able to check for fixes whose presence could not otherwise be determined, thereby 

reducing false alarms. Third, an authenticated scan may be able to gather additional 

information related to the targets, such as user lists, software inventory, or mobile devices 
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which sync with the target. Besides authentication to operating systems, authenticating to 

specific services offers additional benefits. For example, authenticating to web servers allows 

access to pages within web applications that may be affected by vulnerabilities such as SQL 

injection or cross-site scripting. Authenticating to database services allows inspection of objects 

within the database system for security weaknesses. Authenticating to the SNMP service will 

allow SAINT to collect certain system properties when SNMPv3 is being used. 

Default Credentials 

This Authentication option enables you to enter a single user/password combination for each 

authentication type on all targets. 

1. Click on the + Set button for the required platform. For example, Microsoft Windows 

Domain (Admin). 

2. Enter the username and password. 

3. Optional ς confirm the password by re-entering it in the Confirm Password field. 

4. Optional ς For Windows Domain Admin credentials, you can also click on the Check 

Login button to verify the credentials before continuing. If a "Service unavailable" 

message is displayed, this typically means the target host was offline or is blocking the 

Windows services used for authentication. 

5. Click Save. 

CǳǊǘƘŜǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ ǳǎŀƎŜ ŦƻǊ ŜŀŎƘ ǎǳǇǇƻǊǘŜŘ ǇƭŀǘŦƻǊƳΩǎ ŎǊŜŘŜƴǘƛŀƭǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ 

Credentials Manager section of this document. 

  

Default credentials are stored with scan jobs using AES-256 encryption with either a permanent 

or ephemeral encryption key. See Ephemeral Encryption Key for more information. 

Manage Stored Credentials 

The Credentials Manager allows you to store credentials securely on a per-host basis, by a 

comma-separated list or by associating the credentials to a pre-defined target list in a target 

group. The scan engine automatically uses any stored credentials to speed up the scan setup 

time, and will use a combination of manually entered credentials and the credentials manager if 

both are used. 

  

¶ Click on the Manage Stored Credentials button to open the Credentials Manager grid to 

view or edit the current list of stored credentials or create a new credentials file for use 

in the job. 

  

Refer to the Credentials Manager for more information about creating and storing credentials 

for each supported platform. 
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Click Next to complete the authentication step. 

Step 4 ς Advanced 

The scan configurations displayed in the Advanced tab are set either by scan default values, 

locally modified in the global Configuration tab, or modified at job-level through this step. 

 
  

As shown, these configurations enable you to control such settings as discovery controls; port 

settings; e-mail and report delivery settings; anti-virus and content search settings; and a wide-

variety of others. This section will highlight some of the most frequently modified configuration 

settings. Refer to the Configuration Tab section for a detailed description of each option. 

Host Discovery 

SAINT's scanning engine can perform host discovery two ways: using SAINT's proprietary 

discovery engine, or with Nmap. The SAINT method is simpler to configure, while Nmap allows 

for more customization. 

SAINT Discovery Configuration 

In order to avoid wasting time scanning hosts which do not exist or are unreachable, the 

scanner attempts to discover live hosts at the start of a scan. The method used to discover live 

hosts varies depending upon whether a firewall is in place. 
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¶ No Firewall Support ς The No Firewall Support option is the default, and should be 

selected if no firewall is in place. With this option, the scanner attempts to send an 

ICMP echo request (ping) to each host. When the host does not respond, the scanner 

assumes the host is down and skips further probes. 

¶ Firewall Support ς If you are scanning targets that are behind a firewall from a system 

that is not behind the firewall, or in any other case where ICMP does not work, choose 

one of the Firewall Support options. With these options, the scan engine does not rely 

on ICMP for discovering live targets. Instead, there are two alternate options. 

¶ TCP Discovery ς This option causes the scanner to use TCP for discovering live 

targets. Each potential target in the specified target range will be scanned for a 

few standard TCP ports. If there is a response, either that the port is open or that 

the connection was refused by the target, then the host is considered to be alive. 

¶ ARP Ping Discovery ς With this option, the scanner will consider a potential 

target to be alive if the IP address can be resolved to a MAC address using the 

ARP protocol. The benefits of this method are that it still works even when ICMP 

pings and TCP ports are blocked, and it is the fastest discovery method. But it 

only works for targets that are on the same local network as the scanner. 

¶ Combined Firewall Support ς If you do not know whether your targets are behind a 

firewall, or if some targets may be behind a firewall while others are not, then choose 

the Combined Firewall Support option. This option uses all of the above discovery 

methods. It is the slowest option, but also the most likely to succeed in discovering all 

live targets. 

¶ Extensive Firewall Support ς This option skips the discovery process altogether and 

does a complete scan of every target address, regardless of whether it is alive. Hence, 

Extensive Firewall Support can lead to a very slow scan, especially if a large target range 

was entered. Use this option only when the targets do not respond either to pings or to 

TCP requests to closed ports, and do not consistently have any of the standard ports 

open. 

See the Workarounds section for more information on configuring the standard port. The 

firewall support options are intended only to work around discovery issues, and do not allow 

the scanner to scan targets behind firewalls which perform network address translation, or IP 

address masquerading. Hosts behind such firewalls will still be invisible from the outside and 

thus cannot be scanned from the outside. 

Nmap Discovery Configuration 



User Guide 

148 

¶ TCP SYN Scan ς Sends empty TCP packets with the SYN flag set. Live hosts will reply with 

either a RST or SYN/ACK TCP packet. An optional list of comma-separated ports may be 

supplied. If omitted, the default Nmap ports will be used. 

¶ TCP ACK Scan ς Sends empty TCP packets with the ACK flag set. Live hosts will reply with 

a RST packet. Some firewalls prevent hosts from replying to SYN requests to closed 

ports, but may still respond to ACK packets. An optional list of comma-separated ports 

may be supplied. If omitted, the default Nmap ports will be used. 

¶ ICMP Echo/Timestamp/Address Mask ς Sends ICMP Echo (type 8), Timestamp (type 

13), or Address Mask (type 17) request. 

¶ UDP Ping ς Sends UDP packets to the given ports. Empty packets will be sent to most 

ports; however, ports specified in the config/nmap/nmap-payloads will send the 

corresponding packets, which will be more likely to illicit a response. 

¶ SCTP INIT Ping ς Sends an SCTP packet with the minimal INIT chunk. Live hosts will reply 

with an ABORT chunk if the port is closed, or an INIT-ACK chunk if it is open. An optional 

list of comma-separated ports may be supplied. If omitted, the default Nmap ports will 

be used. 

¶ IP Protocol Ping ς Sends an IP packet with the specified protocol number set. An 

optional list of comma-separated protocol list may be supplied. If omitted, the default 

Nmap protocols will be used. 

¶ ARP/ND Ping ς Uses Nmap to handle ARP requests instead of the host operating 

system. This is useful for scanning local LANs and may improve performance. If IPv6 

targets are used, then ICMPv6 Neighbor Discovery is used instead of ARP. 

Port Settings 

Use Heavy Port Ranges ς Check this box to include all ports defined in the heavy ports lists (TCP 

and UDP).  Leave this box unchecked to run scan using only ports listed in common ports lists 

(TCP and UDP). 

  

¢ƘŜǎŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻǇǘƛƻƴǎ ǇǊƻǾƛŘŜ ƎǊŀƴǳƭŀǊ ǇƻǊǘ ǎŜǘǘƛƴƎ ŎƻƴǘǊƻƭ ŦƻǊ ά!ƭƭέ ǇƻǊǘǎ ƻǊ ǎǇŜŎƛŦƛŎ ¢/t 

and UDP ports. Each text box in this tab display the current defined list of ports and port ranges 

for TCP and UDP port for heavy scans, common port scans, OS types and authentication tests. 

The boxes are designed to fit inside of the confines of the Port tab. However, you can use the 

up/down arrow in each text box to scroll through the list and make changes. Or, click and hold 

the mouse pointer on the lower right corner of a text box and drag it out to make an individual 

box larger and easier to view/edit the content. 
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E-mail Notifications 

These configuration options define whether you wish to send an e-mail alert and content to e-

mail recipients once a scan has been completed for the job being defined. Use the fields in the 

upper section of the tab to do the following: 

¶ First section: 

¶ Set the e-mail notification flag by clicking the Send E-mail checkbox   

¶ Define a local mail server (blank uses the recipient's default mail configuration) 

¶ Define the e-mail address that will display as the e-ƳŀƛƭΩǎ άCǊƻƳέ ŀŘŘǊŜǎǎ 

¶ Define an e-Ƴŀƛƭ άŘƛǎǇƭŀȅ ƴŀƳŜέ ŦƻǊ ǘƘŜ ŦǊƻƳ ŀŘŘǊŜǎǎŜŜ 

¶ Set a trend length if you wish to send trend reports in the job notifications. The 

default 0 uses all scans for the job to build trends. 

¶ Define a default name and attachment. You can also be more granular and 

define specific report names in individual e-mails if you intend to send multiple 

reports. 

¶ Lower sections subdivided by horizontal lines: 

¶ Each section provides the capability to define individual e-mail notifications. 

Each with their own comma separated e-mail addressee list; report name, 

subject, report type (e.g., executive report) and report format (e.g., PDF). 

Click Next once you have completed any Scan Configuration options, to continue the job setup. 

Step 5 ς Finish 

Step five is the last step in setting up a scan job, and enables you to define the job schedule; 

select a Scan Window, if applicable, and apply a pre-defined Ticket Rule Set, if applicable. 



User Guide 

150 

 
  

Once all final decisions are made to control the scan activity and post-scan ticket 

generation/update, you must click the Finish button to save the changes and execute any 

ŎƘŀƴƎŜǎ ȅƻǳΩǾŜ ƳŀŘŜ ς either during job creation time or editing an existing job to adjust these 

settings. 

Scheduling 

These options include running the scan now (immediately); scheduling the scan to run at a 

specific date/time (schedule once); and schedule continuous scanning (schedule recurring) for 

this job, based on defined date(s), day(s) of the week and frequency. Each option is described in 

detail below: 

Schedule Immediately 

Select this option to send the job to the scan queue immediately after finishing the job setup. 

This option will be displayed in the Schedule(s) window to confirm your selection. 

Schedule Once 

Select this option to display the One-Time Schedule dialog, and configure the job to run on a 

specified date/time. 

1. Enter the date to run the job 

2. Enter the time to run the job 

3. Click Add 
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This option will now be displayed in the Schedule(s) window to confirm your selection. 

Schedule Recurring 

Select this option to display the Recurring Schedule dialog, and configure the job to start on a 

specified date/time; set when the job should run; and (optionally) when the recurring job 

should end. 

 

 

1. First, select the period to repeat the recurring scan (daily, weekly, monthly) 

2. Use the Repeat Every [number]. Set the number of [days, weeks, months] to set how 

frequently the job should run within the day, week, or month setting. 

3. For weekly scans, define the days you wish to run the scan during the week. 

4. For monthly scans, use the radio button for Day [number] of the Month to define the 

reŎǳǊǊŜƴŎŜ ōŀǎŜŘ ƻƴ ŀ ŎŀƭŜƴŘŀǊ ŘŀǘŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ά5ŀȅ мр ƻŦ ǘƘŜ aƻƴǘƘέ Ǌǳƴǎ ǘƘŜ Ƨƻō 

on the 15th day of each month. Alternatively, you can also choose the radio button for 

ά¢ƘŜ ώмǎǘ-5th] [Sunday-{ŀǘǳǊŘŀȅϐέ ƻǇǘƛƻƴ ǘƻ ǎŜǘ ǘƘŜ Ƨƻō ǘƻ Ǌǳƴ ƻƴ ŀ ǎǇŜŎƛŦƛŜŘ Řŀȅ ŘǳǊƛng 

ǘƘŜ ƳƻƴǘƘΦ CƻǊ ŜȄŀƳǇƭŜΣ Ǌǳƴ ǘƘŜ Ƨƻō ƻƴ ǘƘŜ ά{ŜŎƻƴŘ ¢ǳŜǎŘŀȅέ ƻŦ ŜŀŎƘ aƻƴǘƘΣ ǘƻ 

support a Microsoft Patch Tuesday assessment. 
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5. Set the Begin Date to define when the job should start for the first time. 

6. Set the Scan Time by sliding the hour and minute bars to the applicable hour and 

minute, using a 24-hour time clock. 

7. Next, define when the job schedule should end. The first option is to Never end the 

recurring schedule. This radio button is selected by default. Setting this value ensures 

the job runs, as defined, until you edit the schedule and choose to modify or disable 

(stop) the schedule. A second approach is to run the job for a pre-defined number of 

times. Choose the radio button for the After [number] Occurrences. A third option for 

defining the end of the schedule, is by a defined date. Use the radio button for Before 

End Date to display the End Date calendar and select the month/date/year you wish to 

end the scheduled job. 

8. Click the Add button once you have defined all of the settings for the recurring job. 

  

The following shows an example of a recurring job schedule to run scans on the second 

Wednesday of every month for 6 months, to validate patches applied after each Microsoft 

Patch Tuesday bulletin release: 
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The Schedule(s) window is displayed to confirm your selection: 

 

 
  

Click the Finish button to save your job and send it to the job's queue for its schedule execution. 

  

Return to the Job grid and click the Refresh icon. You will now see the new job in the display, 

along with the current status of execution: 

 

  

Click on the Scans tab to view the ongoing status of the current scan for the Job: 
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Scan Window 

The Scan Window feature provides the capability to set a time period (scan window) during 

which recurring scheduled scans can run. The scan window start time/date is the time a 

scheduled scan will resume (if scheduled scan is currently paused) and the scan window end 

time/date is the time a scheduled scan will pause (if scheduled scan is currently running). The 

defined scan window time frames are used to send signals to the scheduled scan process to 

ensure scheduled scan processes do not run during times outside of the scan window range. 

The following are example use-cases: 

  

Use-case 1 ς I want to schedule a daily scan job to run only between 9 p.m. and 3 a.m. the next 

day. In this case, the scheduled scan job will start at 9 p.m. and run until 3 a.m. unless it 

completes before then. If it does not complete by 3 a.m., the scheduled scan job will pause and 

resume when the next allotted start scan window is reached (i.e., daily at 9 p.m.) If it completes 

the night before, a new scan will start at 9 p.m. and will run with the same settings as the 

previous scheduled scan. 

   

Use-case 2 ς I want to run a weekly scheduled scan job to run only on Saturday starting at 9 

p.m. and pause (if not yet completed) on Monday at 6 a.m. for a scan job that may take a long 

time due to the size and complexity of the targets. In this case, the scheduled scan job will start 

on Saturday night at 9 p.m. and more time must be allocated for this large job to minimize the 

possibility that it will not complete within the scan window and overlap with the next scan 

window. If it does not complete by 6 a.m. on Monday, the scheduled scan job will pause and 

will only resume when the next scan window is reached. 

Create a Scan Window 

1. Create a scan window for the job by clicking on the Scan Window button in Step five of 

the job wizard. If you are editing a job that has an existing scan window, this option will 

display Edit/Delete Scan Window to view and modify the existing window. 
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The following dialog will be displayed to define the Scan Window Start (resume) Time 

Period and Scan Window End (pause) Time Period. 

 

 

2. As described in the example use-cases, define when you want the scans to be allowed to 

run. Remember to complete both a Start and End period for the scan window. 

3. Click Save to create the new scan window and return to the finishing steps of the job 

setup. 

 

View, Edit, Delete a Job's Scan Windows 

To view the current settings of a scan window, click on the Edit (pencil) icon for the job in the 

aŀƴŀƎŜ WƻōΩǎ ƎǊƛŘΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ {ǘŜǇ с ƻŦ ǘƘŜ ǿƛȊŀǊŘΦ bƻǘƛŎŜ ǘƘŀǘ ǘƘŜ ǎŎŀƴ ǿƛƴŘƻǿ ƻǇǘƛƻƴ 

has changed to Edit/Delete Scan Window. This verifies the job has a defined scan window. Click 

on the Scan Window button to display the current settings. You can now edit the settings and 

re-save, to change the scan window and re-run the job. Or, you can click the Remove Scan 

Window button to delete the scan window and continue using the job without a defined scan 

window. 
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Select a Ticket Rule Set for a Job 

As defined in the Ticketing section, you can create one or more rules for determining ticket 

assignments based on parameters such as: a target list, host operating system platforms, type 

of vulnerability, severity of a vulnerability or even ranges of CVSS score. These rules are 

packaged in a parent Rule Set and then used at Job creation time to ensure tickets generated as 

ŀ ǊŜǎǳƭǘ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŘŜǘŜŎǘŜŘ ŘǳǊƛƴƎ ŀ ƧƻōΩǎ ǎŎŀƴǎ ŀǊŜ ŀǎǎƛƎƴŜŘ ǘƻ the proper individual for 

remediation. 

  

Ticket Rule Sets ŀǊŜ ƳŀŘŜ ŀǾŀƛƭŀōƭŜΣ ōŀǎŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǇŜǊƳƛǎǎƛƻƴ ǎŜǘǘƛƴƎǎΣ Ǿƛŀ ŀ ŘǊƻǇ-down 

list in Step five of the job creation wizard. Selection of a Rule Set is optional. Select an 

applicable Ticket Rule Set only if you wish to automatically assign remediation tickets generated 

ŦǊƻƳ ǘƘŜ ƧƻōΩǎ ǎŎŀƴǎΦ 

  

Besides choosing a ticket rule set here, if allow override is chosen in the Enable Ticketing 

setting, this is also where generation of tickets can be enabled or disabled for the job. Under 

Create Tickets, choose yes or no to enable or disable ticket generation for this job, respectively. 

The third option, When vulnerability matches a rule, can be used to cause tickets to be created 

only for vulnerabilities which match one or more rules in the selected rule set. 

Once all settings have been defined for the Job, click the Finish button to save the job and send 

it to the queue for schedule execution. 

Target Entry Options 

Besides the default method of specifying targets individually, there are also several options 

available to assist in selecting or importing multiple targets in a single step. These options are 

described in the following sections. 

Free-form Target Entry 

Free-form target entry allows you to copy and paste an existing list of targets rather than 

entering them one at a time. This may be useful if you already have your target list saved in an 

external document. To use free-form target entry: 

1. From either the Create/Edit Target Group dialog or step 2 of the scan job wizard, click 

on More OptionsΧ ǳƴŘŜǊ ǘƘŜ Enter Target(s) box. 

2. Click on Free-form Target Entry to open the free-form target entry dialog, which is 

shown below: 
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3. Enter the targets by hand, or copy and paste the target list into the text area. Targets 

must be separated by spaces, line breaks, or commas. The same target formats are 

allowed here as when entering targets individually. Mouse over the valid formats link 

for information about the acceptable target formats. 

4. Click on the Add button. This will populate the Selected Target(s) box with the targets 

you entered. 

Choose Targets by Target Group 

Target Groups provide the capability to pre-store a collection of hosts or host ranges to 

decrease the time it takes to set up scans. For example, a Target Group has been defined in the 

example below for a range of internal addresses for hosts to be scanned in a data center. 

Rather than remembering the IP range, the group was defined ahead of time and selected at 

job setup time.  
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!ƭǎƻ ƴƻǘŜ ǘƘŀǘ ȅƻǳ Ŏŀƴ ŎǊŜŀǘŜ ¢ŀǊƎŜǘ DǊƻǳǇǎ ŀǘ Ƨƻō Ǌǳƴ ǘƛƳŜ ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ά/ǊŜŀǘŜ ŀ ƴŜǿ 

¢ŀǊƎŜǘ DǊƻǳǇέ ƻǇǘƛƻƴΣ ŀƴŘ ƎƛǾƛƴƎ ǘƘŜ ¢ŀǊƎŜǘ DǊƻǳǇ ŀ ƴŀƳŜΦ ¢ƘŜ ƭƛǾŜ Ƙƻǎǘǎ ŘƛǎŎovered for the 

target(s) entered in the job target list will be used to populate the new Target Group upon scan 

completion. 

Choose Targets by Asset Tag 

Choose Targets by Asset Tag to display the following Asset Filter dialog: 
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1. Select a Tag Name for the tag(s) to be displayed. 

2. Click on the Tag Value. Use Control-Click to select multiple options. 

3. Click the Add button to add the filter to the Filter Criteria box. 

4. Repeat steps 1-3 to add additional criteria for the Target list. 

5. Click OK to save the criteria and add the Asset Tags to the Target List, as shown below: 
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Choose Targets From a Previous Scan 

When creating a job or target group, besides allowing you to enter new targets, the job wizard 

also supports creating target lists from hosts that have already been scanned. This may be 

convenient if you want to scan just a subset of the targets from an existing job. You can also run 

a scan using the Discovery policy initially to find live targets, and then select targets from that 

scan to populate the target list for a heavier scan. 

  

To choose targets from a previous scan: 

  

1. From step two of the scan job wizard, click on aƻǊŜ hǇǘƛƻƴǎΧ under the Enter Target(s) 

box. 

2. Click on Choose Targets From a Previous Scan to open the list of previous targets, which 

is shown below: 
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3. Optional ς Click on the Select Data Set button to choose the scans from which to select 

targets, and click OK. 

4. Check the box beside each target you wish to add. Or, click on the box at the top-left 

corner of the grid to add all visible targets. Use the filter boxes in the second row of the 

grid to narrow down the displayed targets as desired. If there are many targets, use the 

paging buttons at the bottom of the grid to view additional targets. 

5. Click on the OK button. This will populate the Selected Target(s) box with the targets you 

selected. 

Choose Passively Discovered Hosts 

If the passive host discovery option is enabled (see Passive Host Discovery), this option allows 

you to easily scan the devices which have been recently seen on the network. 

  

To scan passively discovered hosts: 

1. From step two of the scan job wizard, click on aƻǊŜ hǇǘƛƻƴǎΧ under the Enter Target(s) 

box. 
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2. Click on Choose Passively Discovered Hosts. The following dialog box will appear: 

 

 

3.  Click on the button for one of the three options: 

¶ Scan all passively discovered hosts ς This option will dynamically generate the 

target list every time the scan job runs, to ensure that all recently seen devices 

are scanned. 

¶ Scan hosts whƛŎƘ ƘŀǾŜƴΩǘ ōŜŜƴ ǎŎŀƴƴŜŘ ƛƴ ƭŀǎǘ b Řŀȅǎ ŦǊƻƳ ǎŎŀƴ ŘŀǘŜ ς This 

option will also dynamically generate the target list every time the scan runs.  All 

passively discovered hosts which have not been scanned in the chosen number 

of past days, including hosts which have never been scanned, will be included. 

¶ Select hosts to scan ς Selecting this option will open a grid allowing you to select 

one or more hosts to scan from the current list of passively discovered hosts. 

4. Click on the OK button. This will populate the Selected Target(s) box with the option you 

selected. 

Import Targets From Active Directory 

To assist with the scanning of Windows domains, import target lists from an Active Directory 

server (typically a domain controller).  This allows scan jobs to automatically include every 

ŎƻƳǇǳǘŜǊ ǿƘƛŎƘ ŜȄƛǎǘǎ ƛƴ ǘƘŜ ŘƻƳŀƛƴ ŎƻƴǘǊƻƭƭŜǊΩǎ ŘƛǊŜŎǘƻǊȅ ǳƴŘŜǊ ŀ ǎǇŜŎƛŦƛŜŘ ŘƻƳŀƛƴΦ Lǘ ƛǎ ŀƭǎƻ 

possible to customize the search to reduce the list down to those computers which have 

specific properties in the directory. 

  

To import targets from Active Directory: 

  

1. From step two of the scan job wizard, click on aƻǊŜ hǇǘƛƻƴǎΧ under the Enter Target(s) 

box. 














































































































































































































































































































































































































































































































































































