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SAINT Help includes the following:
1 Administrator Guide
1 User Guide
1 Glossary

For customer technical support, please contact ubtgis://support.saintcorporation.com

For information about your SAINT license and additional details about SAINT content and the
latest updates, please log in to your customer portahips://my.saintcorporation.com

We offer free training on SAINT technology and product featureshes//www.carson
saint.com/about/news for more information.
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The following describes the major system requirements and key third party software
dependencies for setting up a SAINT Security Suite environment.

Note that the setup process will automatically prompt you to resolve any missing prerequisites
during the initial setup.

It is also highly recommended that administrators run @ieeck Dependencieption in the
Start Menu to verify an environment iswfigured properly any time there is an issue that
hinders the full operation of the product.

Operating Systems

Security Suite can run on most common Linux distributions that meet required dependencies.
The officially supported platforms include:

Ubuntu 1804 LTS, 20.04 LTS, or 22.04 LTS

Amazon Linux 2

Red Hat 7, 8, or 9

Debian

CentOS 7 or 8

CentOS Stream

= =4 =4 =4 4 -4

RDBMS / SQL Database

The installation process includes the option to select one of the following supported RDBMS
platforms.

T MySQL 5.x (or MariaDB*)

1 Postges 9.1 or higher

* MariaDB is a fork of MySQL. If you choose MySQL during setup, SAINT will install and use
whichever fork is packaged by the operating system vendor. (Red Hat and CentOS currently
package MariaDB instead of MySQIL i recommended thayou always use the operating
aeaidsSyQa 2FFAOALFE LI O113ASax G2 Syada2NB O2YLI GA



SAINT Security Suite
Browsers

1 Up-to-date Microsoft Edge
1 Mozilla Firefox: v.19.0 or higher
1 Up-to-date Google Chrome

Disk Space

Security Suite software and system fite300 MB to download and install

Perl and Web browseyapprox. 70 MB

Database platform

Additional storage space required for scan results and reports

Optional utilities: See vendor specifications for disk space requirements of individual
utilities.

a s PR

Note:It is not necessary to reinstall any peisting utilities installed on the target

platform. Both MySQL and OpenSSL are often provided as part of the regular installation
package for Linux. The amount of disk space required varies depending on theirmgperat
system, the download format, and amount of data being stored in the database.

Memory

Varies depending upon the number of hosts to be scanned, the selected level of multithreading,
and other factors. A minimum of 4GB is requiredith 8GB RAM recommendddr typical
installations.. Additional RAM should be considered for optimal performance if there are large
scale scanning requirements.

Oracle Java

Oracle Java 8 is recommended if you are using SAINEridnimark scanningOn Ubuntu, the
Check Dependencieption from the start menu will add the Oracle Java Installer PPA from
launchpad.neto install and maintain Oracle Java on the systérar other platfoms,

download and install Oracle Java 8 fraww.java.com/downloagdand ensure that security
updates are applied regularlfNote: Although OpenJDK packages may be installed by the
Check Depenaeiesoption, Oracle Java, not OpenJDK, is recommended for best results from
benchmark scans.)



https://launchpad.net/
https://www.java.com/en/download/

Administrator's Guide

The following describes the routine steps for accessing and downloading licensed software,
setting up your license key, and setting up the basiafigurations to get started with your first
scan.

Accept License and Download Security Suite

There are just a few steps to follow, and then you will be ready to use SAINT capabiitses®
how easy it is to install the SAINT Security Suite free tnehtch our installation video
1. Log on at our mySAINT portal attps://my.saintcorporation.com with the credentials
providedin your welcome email.
The mySAINT portal is where you:
f maintain your account
1 getyour license key
1 most importantly get instructions and downloads for installing SAINT Security

Suite.
2. Change your passwor@tecommended). See theéhange Password linkthe upper
right corner of the portal.
3. Optional If you are a new user, the mySAINT Assistant automatically opens when you

log into the portal. Otherwise, you can open it from the Resources menu. Click on the options in
the mySAINT Assistant to be guidedhe correct download for your use cas€&hen follow the
installation instructions provided by the Assistant.

If you choose not to use the mySAINT Assistant, continue with the following steps.

4. Review theSAINT Installation Guide

You can use the link above or navigate to it inside mySAINT: select primary navigation link
Resourcesselectinstallation Guidesand thenSAINT Seicity Suite Installation Guide.

5. Determine which SAINT Security Suite option you wish to downlo&de the
Installation Guide, sections 2 andIByou need a virtual machine(VM), install itWe
recommendVirtualBox Se the Installation Guide, section 3.2.

6. Import the SAINT/Ubuntu open virtual applicatioOVA) file. See thastallation

Guide, section 3:4

Ubuntu ID: saintadmin
Ubuntu PW: SAINT!!!


https://www.youtube.com/watch?v=4T8bQ1gtBsg
https://my.saintcorporation.com/
https://my.saintcorporation.com/resources/Security%20Suite%20Installation%20Quick%20Start%20Guide.pdf
https://www.virtualbox.org/wiki/Downloads

SAINT Security Suite

7. Log into SAINT Security Suaé one of hese links:
Username: admin
Password: admin
1 http://127.0.0.1:1414
1 https://127.0.0.1:1414
8. Time to SCAN!
If you have any problems, call us immediately. We want you to have a great experience!

For all installations, ensure you've validdtall requirements specified in tt&ystem
Requirementsection before continuing. Security Suite can be installed natively on most Linux
based platforms, and as a poenfigured Virtual Machine (VMRefer to the Installation Quick
Start Guide found under Resouraemstallation Guides for detailed assistance on supported
platforms and installation assistance. Use the SAINT Amazon Machine Image Guide for
assistance on setting up a peenfigured AM on AWS.

Using a preconfigured Virtual Machine is one of the more common deployments for Security
Suite. Once the VM is downloaded to the target location:
1. Run the Virtual Machine from either VMware or Oracle 04tbox.
2. Login to the Desktop using the SAINTadmin account and password provided in your
Welcome email.

hyOS &2dz KI S &adz00SaafdzZ te f233SR Ayd2 (GKS
accessed using the same stepsSéarting Security Suitérom a native installation.

The following describes how to start Security Suite and use the various menu options found
during startup.

Launch Security Suite

The first step iso click on the SAINiIonS or click on SAINT Security Suite from the application
menu or desktop hyperlink created during the installation. Starting the Security Suite first
requires you to log in with administrative privileges. This is similar tavidae Windows and

I+



Administrator's Guide
other modern operating systems validate your credentials and permission to install and run
applications on the host. The following example shows logging in from an Ubuntu operating

system:

OO0 TYerminal

File Edit View Search Terminal Help
[sudo] password for saintadmin:

Choose your Stastip Option

Once your credentialhave been validated, the startup process will launch the MAIN MENU
that displays the various configuration and startup options.

Terminal

* Edit View Search Terminal Help
SAINT Security Suite Main Menu

Start and Launch Browser
Launch Browser
Restart and Launch Browser

Start as a Background Process
Restart Background Process

Startasa Ren{ote Scanner Node
Restart Remote Scanner Node
Remote Scanner Node Options

Generél Options
Stop
Exit

Security Suite can be run in a number of ways. On the initial installation and setup, the

following startup MAIN MENU Whbe displayed. You must select the option that describes how
you want the software to be started. Making a selection here will be stored and used on
subsequent startup processes. The MAIN MENU will be displayed, however, in case you wish to
restart, stopor change how the software is started.
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Start and Launch Browser

The first option is to start the software and launch a browser to support direct access on the
installed host; or even from a remote location if the host can access the installed host. This
option is most typically used for standalone, desktop installations or even server installations
where access to the user interface will be directly on the installed host.

Start and Launch Browseystarts Security Suite in a browser window on the installed

host..

Launch Browseg this option will be available if the software has already been started

and is still running in the background. Select this option just to open a browser on the

installed host.

Restart and Launch Browserthis option will stop andestart the software, check for

any product updates, and launch the user interface in a browser window.

Start and Run as a Background Process

Security Suite can be started to run as a background process, without launching the browser.
This is typical of ahared environment where access will be done from various desktop
browsers or via command line access from remote hosts.

Start as a Background Processtarts all processes but does not launch the browser
based user interface.

Restart Background Prossc this option will stop and restart the software and check for
any product updates. This step does NOT launch the user interface in a browser window.

Note:In some operating systems, the port will have to be open for a connection to be
established. Byeafault, Security Suite uses port 1414 for the web browser. The default URL for
the web interface is<https://<address>:1414, where <address> is the IP address or
registered hostname of the system running the product..

Start and Run as a Reote Scanner Node

The third option is to start Security Suite as a remote scanner node, to support a distributed,
multi-scanner node environment. In this configuration, the initial setup will include steps to
connect this installation to a separate instalfi A 2y | OGAy3 Fa GKS OSyd NI ¢

Start as a Remote Scanner Nodstarts all Security Suite processes, checks for any product
dzLIRF 6S&aX YR AYAGAFGSE I aSOdaNB O2yySOlAzy G2
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launch the browsebased usr interface. The following describes the steps required to
configure the remote scanner node the first time you start up the installation to Start as a
Remote Scanner Node:

1. Scroll down and click thénterkey on theStart as a Remote Scanner Nax¢ion

2. BfGSNJ GKS FAESR Lt FRRNBaa 2F G(KS {SOdzNAGe
ClickReturnor the down arrow key
ClickOKto save the change and return to the MAIN MENU
Click on theStart as a Remote Scanner Nagion to start the scanner node andake
I A4SOdzNBE O2yySOGA2Yy (G2 GKS aalyl ISNWeE | 2dz
connected nodes in thelanagetab ¢ Manage NoddJ- 3S (G KNR dzZaAK (KS davYl y
installation.

ok w

Note The Scanner Node Connection Port and Scanner Node Connection Straggady set

by default for all installations. However, you can change these default settings in the
Configuratiortab ¢ System OptiongNodesi 6 Ay (GKS aYlFyl 3aSNE Ayadalf
changed these settings, navigate to tRemote Scanner Node Qpismenu (described below)

and update those settings before returning to the MAIN MENU and starting the scanner node.

Restart Remote Scanner Nodghis option will stop and restart the software, check for any
product updates, and rinitiate asecurecoi SO A2y G2 GKS aYlFyl3ISNE Ay
does not launch the user interface in a browser window.

Remote Scanner Node Optiorsselect this option to configure the installation as a remote
a0FYyYySN ay2RS¢ | yR O2y T A JaeNiStallhtiorsatiOgadldscerda vy S O
a Y y | T klewing describes the node options in more detail:

1 Manager Addresg, This configuration setting contains the fixed IP address of the
Security Suite installation acting as the manager that will costmoimunication and
scan activity on the scanner node.

1 Scanner Node Connection ParfThis configuration setting contains the TCP port on the
manager that the node will use to connect. This configuration setting is defined through
the user interface, in th€onfigurationtab >System Optionsubmenu, by clicking on
the Nodegab.

1 Scanner Node Connection Striggrhe node will send this string to the manager when it
connects. This string must match the connection string configured through the
Configuration >8ystem Options > Nodagreen in the manager. If this option is left
blank in the manager, then no connection string is required.
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1 Check Software DependenciesThis option checks the installation host for third party

1

software dependencies or other systengrerements, to ensure the software can be
installed and configured properly on the host. Note that the Security Suite VM
deployment option is automatically released with all valid dependencies; and all
Installer processes automatically perform these openas during installation. However,
this step may need to be run manually if there are any issues or problems with the
software or modifications to the host environment affecting the product.

Back to Main Menug, This option closes th®ptionsmenu and retuns to the MAIN
MENU.

Exitq Click this option to close the MAIN MENU.

General Options

These options support modifying configuration settings related to web ports and control over
remote host access, as well as manually checking your system for valigahiyd
dependencies or other systenelated settings.

1

Web Allowed Hostg; This configuration setting stores the hosts that are authorized to
connect to the application. The default is ALL (*). However, you can use this setting to
enter comma delimited IP allesses to limit access to only authorized hosts, if needed.
This configuration setting is also available in @@nfigurationtab >System Options
submenu, by clicking on th&eb Servetab.

Web Port¢ This configuration setting stores the TCP/IP port tha web server listens
on. This configuration setting is also available in@mafigurationtab >System Options
submenu, by clicking on th&eb Servetab.

Check Software DependencigsThis option checks the installation host for third party
softwaredependencies or other system requirements, to ensure the software can be
installed and configured properly on the host. Note that the VM deployment option is
automatically released with all valid dependencies; and all Installer processes
automatically perbrm these operations during installation. However, this step may
need to be run manually if there are any issues or problems with the software or
modifications to the host environment affecting the product.

Back to Main Menu, This option closes the opti@mmenu and returns to the MAIN
MENU.

Exit¢ Click this option to close the MAIN MENU.
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Stop

Whether you run Security Suite by launching the browser or run strictly in background mode or
as a remote mode, the software runs as a background process so scatsntaue to be
scheduled and executed, even when the browser is closed on the host. This option allows you
to manually stop the product, to include any running background processes. This option will
only be available for selection if Security Suite igently running.

Exit

Select this option to quit the startup process and close the startup menu. Use the Up/Down
arrow keys to move and Enter key to select.

What if a Service or Required Configuration Setting is Not Found on Startup?

There may be instancehiring the startup process where a system configuration value or
service is not found or should be validated prior to startup. For example, one common
configuration setting is related to allowing you control over the hosts that should be allowed to
conned to the web-based application. If this prompt is displayed, enter/verify the explicit IP
addresses of specific hosts (if you wish to restrict access down to that level) or enter/verify * to
indicate remote access from any potential host and then seld¢tb continue. The latter is the
most common use&ase.

8525 Terminal
File Edit View Search Terminal Help
WEB ALLOWED HOSTS

Enter the IP addresses which are allowed to connect to the web interface,
separated by spaces. (Wildcards are allowed.)

Examples: 172.16.1.1 172.16.* #*

0K

Another possible setting is to define the TCP port to use for allowing the web interface. SAINT
uses Port 1414 by default, but this can be changed if local policies dictate. Enter/verify the port
number in this field and choog@Kto continue.

10
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OGS Terminal
File Edit View Search Terminal Help
HWEE INTERFACE PORT

nter the number of the TCP port to use for the web interface.

0K
Cancel

Database startup for a Security Suite installation using a locally installed datalgegSecurity

Suite supports either a MySQL or PostreSQL database backend for application configurations

and scan contentn the standard setup, the target database is installed on the same host as

the software. In most *nbbased platforms, the database service is started automatically and
managed by the installation and startup processes. However, in some instancesu({pHytic

RedHat, CentOS and Fedora) this service is not always started at the same time the OS is
launched. Security Suite provides a check on startup to verify whether this service is up or not

2y GKS 20t K2adsz | yR ¢ Aliase sdrdd®ignotRuBnink. If ydMR Y LI
are using the standard setup, with the database on the same host as the software, you should
entery (Yes) at the prompt to start the service.

For an installation using an external databageéAs described in the indtation guide, Security
{dZAGSQa | NOKAGSOGdzZNE |t a2 adzZdJI2Nlia G§GKS dzasS 27
connects to a remote database, entefNo) at the database startup message if Security Suite is

using a database on a separate hdstthat case, the startup process will not perform this

check, and responsibility for ensuring the external database is running will be that of a local
administrator.

Database credentials- When the SAINT manager runs for the first time, it createstabdese

and a database user with the username and password which you provide. In order for the
SAINT manager to be able to perform needed functions, it must be able to access the database
using these credentials. Therefore, the credentials are stored icanéguration files for both

the saint_manager daemon (manager.ini) and the web application (main.php). If you want to
encrypt the database password in these files, run the following command on the manager host
after the database is initializedd/usr/sh  are/saint; sudo

scripts/encrypt_db_pass.py. This command will encrypt the password in both
configuration files using AES%6 encryption. It may result in a slightly slower experience when
using the web application.

11
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Accepting the License Agreement

When loging into the product via a browser, Security Suite will launch a browser window and
display the End User License Agreement.

H:”HT Security Suite Admin * Help =

Dashboard Scan * Analyze * Report * Ticket * Exploit * Manage * Configuration * Systemn time 10:20 AM

Scan Jobs  Schedules  Assets  Policies Credentials Manager Benchmark Scanning

Agreement Required

SAINT is willing to license the licensed product to licensee only on the condition that licensee accepts the terms and conditions contained in this agreement. By typing "yes"
below, licensee acknowledges that it has read all of the terms and conditions of this agreement, understands them, and agrees to be bound by them.

LICENSE AND SERVICE AGREEMENT (INDUSTRY)

1. Definitions. As used herein, the following definitions shall apply: "Licensed Product” shall mean collectively the Licensed Software and Licensed Dacumentation (as
hereinafter defined). "Licensed Software" or "Software" shall mean the software in object code form, for which Licensee has paid a license fee, all updates and revisions
thereto supplied by Licensor during the term hereof, and all permitted copies of the foregoing. “Licensed Documentation™ shall mean any documents delivered by Licensor to
Licensee that relate to the Licensed Software. "Use" shall mean the reading into and out of memory of the Licensed Software and the execution of such Software.

2. License, Subject to the payment of the license fees and charges to Licensor, Licensor hereby grants to Licenses, and Licensee hereby accepts, a personal, non-exclusive,
and non-transferable license (without the rights to sublicense) to use the Licensed Product in accordance with the terms and conditions of this License and Service
Agreement. The Licensed Product shall only be used for the number of nodes, netwerks, or hosts for which Licensee has paid a license fee.

3. License fees and charges, taxes, and payments for services. The license fees and charges for the license herein granted to Licensee shall be the then current license fees
and charges of Licensor for the Licensed Product in effect at the time of Licensor's acceptance of this Agreement. Payment for products and services covered in the on-line
ordering procedures, are due prior to the release of the Licensed Product or performance of the services. Any license fee, taxes, or other charges for the Licensed Product
that is not paid before Licensor provides the Licensed Product shall be paid within thirty days after receipt of such product. Any fee for maintenance and update services, in
accordance with Schedule A, that is not paid prior to the beginning of the period of such annual maintenance services shall be paid within thirty days after the beginning of
the period of such annual maintenance services, Any additional services that are provided by Licensor to Licensee on a time and materials basis shall be paid within thirty
days after receipt of an invoice for such services, If Licensee does not pay all amounts due within the payment periods stated above, Licensor may terminate the Agresment,
pursuant to Paragraph 11, and cease performance of any further services.

4. Terms of license agreement and licenses. Unless otherwise terminated or canceled as provided herein, the term hereof and of the licenses granted herein shall commence
on the date the Licensee iz provided access to the Licensed Software, normally by iszsuance of a customer ID and password, and shall continue until Licensee discontinues the

Note: Some versions of Linux may not automatically launch a browser window. If Security Suite

was installed from a Linux DEBRPM package and you are launching the system directly from

the install host, some installation of Linux may not automatically launch a browser window. If

that happens, you can choose Security Suite from the Applications menu. (It may appear under a
submSy dz 8dzOK a4 GhiKSNE Ay a42YS [AydzE SSNRAZ2YAEC
program created a SAINT 8 icon on your desktop, dalicleon the icon. For those using the
pre-configured virtual machine (VM) version, we have also includeddemotabs to our public

website and technical support portal, for ease of access.

Please read through the agreement and then accept at the bottom of the page.

Note: The License Agreement will only be displayed and require acceptance during the initial
setup and whenever major releases are delivered.

12
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Logging In

Accepting the agreement will load Security Suite into the browser window and provide a login
dialog. Each account owner is provided access to the administrative credentials to support first
login ard for performing administrative functions such as creating user accounts and setting up
permissions. Use this account for your initial login, changing the default administrator
password, and establishing your internal user account and access contragolici

Configure the License Key

1. Upon first login, the first step is to configure your license key. If no license key is
present, the application will direct you to the License Key page and open a login
prompt. Enter your customer login and password to augtically load your license key
from the mySAINT server.

Load License Key

Enter your customer login and password to automatically load your license key,

Customer Login

Passwoed

Manual License Key Configuration

If you prefer to paste your license key into the application manually, clicK#meebutton at
the login prompt and proceed as follows:
1. To download your keygpen a second tab in the browser and return to thgSAINT
customer portal ittps://my.saintcorporation.con). Login to the portal with the account
name and password you received in your Welcome email mesbige: Click on
GC2NH2G @2dzNJ tFaadg2NRKE Ayl 2y (GKS f23aAy
link will autogenerate a new password.
2. Navigate to the_icense Keysage in themySAINTustomer portal.

13
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3. Click on the clipboard icon beside the desinednse.
4. Paste the entire SAINT key content (including the SAINTexpress transmission
information at the bottom) from thenySAINTortal page into text area of the License

Key page in the application.

Global License Key

To generate or copy your license
key, log in to the mySAINT
customer portal using your
Customer ID and Password. Click on
"License Key" at the top of the

page.

saint, key

# BEGIN KEY
896619fF5Ffddfbes

License: SAINT

License: SAINTexploit
License: eSaint

License: Ticket

License: SCAP2

License:
meteredd/S5e0CIP;Userlgea:12
Nodes: 3

Expires: 12/31/2017

# END KEY

User: Userleee
TransmissionPassword:
dPFVHZERVLALjeep
TransmissionKey: H8tmgwB8GyhxMj2vw

_Save |

Note: For command line users, alternatively, you alo place the content into a file in
your saint directory and name stint.key.
5. ClickSave

Understanding the Key

There are two types of licenses. The key structure must be consistent with the license type and
total usage volume purchased under the cuntrgubscription:

T Unique Target LicenseThis key is based on a fixed number of statibdBed target
addresses. For example, purchase a key that allows you to scan up to 100 unique
targets, and scan that number of targets, as many times as you wisltm/eourse of
the license period. Target IPs are not added to this count (metered usage) until a target

14
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is discovered live and assessed via a scan policy. Note that once an IP has been counted,
it cannot be removed and replaced with another However, pu can increase the
license size during your license period as demand increases, by contacting your account
representative.

1 Metered Scan LicenseThis key is based on counting the total number of host targets
scanned over a license period. For examplaneig 10 hosts weekly over 52 weeks
equates to 520 total scans. In this key structure, specific IP addresses, size of the
network or dynamic addresses are of no concern because every target assessed in every
W26Qa a0Fy Aa O02dzyiSR®

Configure System Updates

The first time you install a License key (including the user name, transmission password, and
transmission key at the bottom) via tli&nfigure the License Keption, this process
automatically cofigures the system update process (a.k.a. SAINTexpress) with the user and
transmission information. If you later change your user name (e.g., when upgrading from an
evaluation license to a purchased license), or if your network environment includes a pooxy
need to enter that information into this form.

mmT Security Suite Adrmin * Help *

Dashboard Sean v Analyze © Report * Ticket * Exploit = L Configuration * System time 10:42 AM

Users and Groups  Scanner Nodes  System Updates  License Key  System Maintenance  System Status
L)
System Updates Configuration Restart and Update Manual Update
To determine your Transmission Key and After saving your System Updates Configuration, #A manual update file can be obtained from
Password, log in to the mySAINT customer portal click the below button to perform a system wyour mySAINT portal under DOWNLOADS -
using your Custormer 1D and Password, Click en update MAMNUAL UPDATES.
"License Key" at the top of the page, the
Transmission Key and Password are located at the ¢ Restart and Update Before proceeding with a manual update,
bottom of the key. The "User Name" field is the enxure you have configured your Update
same as your Customer 1D, User Name, Transmission Key and
Password, and checked "Enable
User Name * |ijzer 1000 F3 SAINTexpress.”
Transmission pEyiz6RVLALjeep Note: This feature currently only supports
Password * updating the management console and the
Transmission ":"':' HEtmgwiGyh=Mi2vw local scanner node
Update file: Browse.,.
Proxy variables P :
{leave blank i you
don't have s pecy] ' Restart and Update Manually
Proxy Host Name
Prowy Port
Proxy Login
Prowy Password
llaava Blank if nat
roguired]
Enable 7]
SAINTexpress
W

[ save |

Used 0 of 5000 IPs (Expires 12/31,/2017)
SAINT

15
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This page also provides a checkbox to enable (by default) or temporarily disable the update
process (Uncheck the "Enable SAINTexpress" checkbox) to prevent automatic updates of your
installation onrestarts. This option may be preferable to comply with local change

management policies or if you are in a closed network environment and must manage updates
without an Internet connection.

The System Updates page also provides options to perform aahahack for updates via the
GwSaGIFNI FYyR !'LIRIFIGSeE 2LIA2yS a ¢Sttt | a LISNF?2
closed network that cannot conduct automated update processes.

Get the Latest Updates

The last step in the installation process is te@re that you have all of the latest vulnerability
checks, exploits, tutorial content, bug fixes, and feature updates.

From the System Updates page, click Restart and Updateutton. Security Suite will use the
SAINTexpress update process to pulllHtest updates and publish them to your new

installation. The System Update Status will always be displayed on this page. This updates the
manager and the local node. If your installation includes remote/distributed nodes, restart
those nodes from théMlanage Scanner Nodgmge.

Note: Security Suite updates can also be controlled via the Command Line Interface (CLI). You
can start Security Suite from the command line with gg2argument. This will start Security

Suite and NOT check for updates. This preeai only be valid for this rutime instance. It

does not control the stored configuration/status of the SAINTexpress System Update plugin.

The System Status page provides a summary of details for your Security Suite installation.
Information, such as product version, date of the last update, license key status, as well as
information about current active usage.

b23GS GKIFG GKS LINRPRdzOG @OSNBAZ2Y AYF2NXIGA2Y Aa
version is defined as follows:
1 ProductVersion:[Major Product Number] [Current Software Update Release Number].
This number is associated with the software updates that package code and scripts
related to software features, product functionality, bug fixes and database changes.

16



SAINT Security Suite

Major productversions have historically been introduced evet§ $ears. Software
updates to these major releases are typically in quarterly update cycles.

1 Date VersionThis version number is associated with the version of the database, as it
relates to the product vesion. This value assists engineers in researching possible issues
whenever there is a problem with your installation.

1 Content VersionThis number sequence corresponds to the current number of content
updates for the version of the software. Content upesiare typically associated with
vulnerability checks, exploit code and remediation Tutorials. Content updates are
routinely released twice weekly.

‘n"ﬂ.&xun(v Suite admin ¥ Help

Scan * Analyze * Report * Ticket * Exploit * Manage * Configuration * + Create

Users and Groups  Assets  Scanner Nodes  System Updates  License Key  System Maintenance  System Status

System Information System Actions
Product Version: 9.0 System Packages: Check Packages
Data Version: 090030005

System Updates: Enabled

Content Version: 9003(

Last Updated: November 07, 2017 20:15:28 Disable

License Key: expires on 9/23/2018
by & Restart and Update

Total License: Static License

Active Users: 2 (seen in the last S minutes ¢ Manual Update
Active Scan Jobs: n/a
Free Disk Space: 2907 MB

Database: MySQL 5.5.34-Oubuntu0.12.04.1-log

MySQL ibdatal size: 13982 MB e Cleanup

(OINT® (expires 9/23/2018) System time 10:57 AM

Running your First Scan

1. Click on thescan Jobgption under the Scan menu.

2. The first time you access tlsystem, you will be prompted that there are no scan jobs in
0KS a@2RO8WRY é®®dz tA1S G2 ONBIFIGS 2y SKE

3. Click that hyperlink to set up your first job

The Scan Job Wizard will be displayed to walk you through the process of setting up your first
job. In he following example, we will set up a quick scan, using only the minimum required
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steps to 1: give the job a Name, and select the Scan Policy to be used, and 2: enter the host
Targets to be scanned; and 3: decide when to schedule your first job. Refer $sarsection

of the user guide for more details on all of the available options and advanced configurations
for running various types of scans.

1. Scan Info.:
¢ First, enter a Name for your scan Job.

Optionally, you can elt a description to assist in identifying the scan Job at a later
time.

Scan Policyg Select the type of scan to be executed for the scan Job. SAINT provides

many predefined scan policies that are based on various types of vulnerability, content,

and corfiguration assessment needs from general vulnerability scanning to specially
configured scans tailored for various industry compliance controls. For this scan, select

the VulnerabilityPolicy Category, and selecEall Vulnerabilitscan. Leave the

Exhausive option checked (shown below) to configure this policy to enforce more
GK2NRPdZAK OKSO|l YSUK2Ra® ¢KAa (el 2F aoly
applicable to the type of target being assessed.

Create New Job =

Step 1: Scan Job Information
MName & Description

Please enter a unique name for this job,
My firac E

Please enter a detailed description for this job. {Optional}

Select a Scan Policy

Select Policy Category Select Policy
Vulnerability - HeavyVulnerability Sean -

The Heavy /Vulnerability Scan runs all available vulnerability checks
against the selected targets.

Scan Policy Options

Exhaustive Scan Allow Dangerous Tests

=]
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2. Targets; ClickNextto enter the host tagets to be scanned. Enter the address(es) of the
target(s) to be scanned. This can be individual IP addresses, Subnet, CIDR for IPv4 or
IPv6 addresses, or domain names. This can be done through a number of options, to
include manual entry, importing targésts, creating and using Target and Asset Groups;
as well as connecting to external sources such as Active Directory, Microsoft Azure, and
Amazon Web Service (AWS) accounts.

Create New Job x

Step 2: Select Scan Targets
Enter Scan Targets

Local Node

Enter target(s) Selected Target(s)

10.8.0.11 [ip]
Mere Optiens..
Node Information

Drescription: SAINT Built-In Scannar
Status: Active

Remove All

Enter Target Restrictions

Enter target(s) Target Restrictions(s)

T

3. Review, Schedule and Finisithere are many other configuration options dahble for
granular control of your scan workflows. These steps are optional and not described in
this quick scan exampleClick the Finish button to review the Summary information and
OK224aS8S (2 NHzy (GKS aoOly AGQLYYSRAFGSteé¢o
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Create New Job

Scan Info

Baslc setup and scan
policy selection.

2 Targets

Select scan targets.

Authentication
Select credentials.

Advanced

Additional options.

Finish
Create schedules and

select ticket rule set.

Step 5: Schedules and Ticket Rule Set
Job Schedule

F You may opt not to create a schedule for this job at this time.

Create a new Schedule Schedule(s)
Schedule Immediately Immediate
Schedule Once
Schedule Recurring

Create Scan Window
Scan Window

i Ticket Rule Set

P You may cheose a ticker rule set to apply whan this jab muns.

Select Ticket Rule Set

ClickFinishin the Summary bitton once you've chosen when to run the scan. Your scan

will now be initiated.

2dz oAt f

y2g aSS @2dzNJ ySg

Sanddbgagea O y
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(AINT* security suite Admin *  Help *
Dashboard Scan v Analyze = Report * Ticket * Explait = Manage * Configuration * System time 11:43 AM

Scan lobs  Schedules  Assets  Policles  Credentials Manager  Benchmark Scanning

Grid Actions *

Scans lobs
@ . o P-‘Isemofl . View 1-10f 1
0 Acthons Scan# = Job Name Start Time End Time # Targets # Results Status Progress
] W
D eoelns 1| My first job 2017.05-10 11:38:15 1 Running m

CAINT® used 1 of 5000 1Ps (Expires 12/31/2017) <<« page[l__Jof1 » ~[20 V] _

Once the scan is complete, you can use the various product features to view strategy
graphs inthe Dashboardab, perform detailed analysis in thnalyzetab, and create
reports from predefined report types (templates) or create customized reports.

The SAINT Console

The SAINT console is where SAINT writes its standard output (stdout) and essages

(stderr). By default, the console is the terminal display from which Security Suite was started at
the command line. Security Suite can also be run with stdout and stderr redirect to a file on

A0 NIOdzL) 60 SdaAdPrE dkal Ayl X dpdsiderdnithddidd myeupatm 4 Sy Ra
Note that SAINTbox appliances also use this technique to write stdout/stderr to a file named
saintbox.out.

View/Delete Scan Status File

The scan status file contains time stamped information about scans that have been run
including the session name, the time the scan was started and completed, and the probes
which were run. This information can be extremely valuable in reviewing the current progress

of a running scan, as well as identifying possible causes of issuefiédeat the conclusion of
a scan.

The Status File scan can be viewed from Security Suite using the following steps:
1. Navigate to theScangrid on theScan Jobgage.
2. Click on theDetailsaction button for a scan to be reviewed.
3. Click on theéexecute Histry bar to view the scan history and details for each scan.
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4. ClickView Status Fileo display the raw status file content.

Scan Detalls x

My first job (SCANID 1)
= Scan Detals

Job Name My fiest Job

Scan 1D 1

Scon Poliey Hearvy/Vulmerability Scan
Start Time 2017-05-10 11:38:15
End Time 2017-05-10 11:45:34

*  Execution History

Agent/Node Start Time End Time Stotus Stotus File Resufes dote

Local Node 20370510 1138 1% 10170510 114530 fromed Y Satus Yirw Yerbose Yirs Seaudts

Status Flle x

max_scan_delay 1des

IbbASS2801 75248168 12450)

The Asset Tracker Agent

The asset tracker agent allows Security Suite to run recurring scans against targets with
dynamiclPadd@a Sa s> gAGK2dzi NBIdZANAY 3 (GKS dzaSNJ G2 02
in the job or target group. The agent is a lightweight program on the target which generates a

dzy AljdzS aaSaid L5 FyR LISNA2RAOL f f erackebsgriiée G KIF G L
then detects changes in the IP address associated with that asset ID, and updates all scan jobs

and target groups to use the current IP address.

Follow these steps to use the asset tracker agent:
1. Start your installation with the tracker sgce enabled:
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cd /usr/share/saint/eSaint/saint_manager
Jsaint_manager.py -- with_service tracker start

2. The first time the tracker service starts, it will generate the agent setup program
containing its own public key and conndszick address. The programll be located in
/usr/share/saint/eSaint/saint_manager/bin/tracker_setup.exe
Copy and run this program on all targets which are to be tracked. (The tracker agent is
currently available for Windows only.)

3. A dialog box will inform you when installatisécomplete.

4, { OKSRdzZA S 22064 2NJONBIFGS GFNASG INRdAzZLIA AY
address. The job or target group will be automatically updated whenever a change in a
GFrNBESGQa Lt FRRNB5&aa Aa RSUGSOUGSRO

Once installed, the agent sends asset ID to the tracker service every time the user who
installed it logs in, and once every six hours if the user who installed it had administrator
privileges. The agent uses 2088 RSA encryption to ensure the confidentiality of the asset IDs,
anda challengeresponse protocol to protect against replay attacks. Connections from the
agent to the tracker service use port 6262/TCP.

Uninstalling the Asset Tracker Agent

To uninstall the asset tracker agent if it was installed with administrator prixstege
1. From the Windows control panel, open tReograms and Featurekalog.
2. HighlightSAINT Asset Tracker
3. Click onUninstall.

To uninstall the asset tracker agent if it was not installed with administrator privileges:
1. Log in as the user who originally talked the asset tracker agent.
2. From theAll Programdist, open theStartupfolder.
3. Right click ortracker.
4. Click orDelete.

Asset Tracker Connebtiack Address

When the tracker service generates the agent setup program, the address to which the agent
willconnectishardd2 RSR Ay di2 (GKS LINRPINIYD . & RSTFlIdA (2
local interface is used. However, in some situations that might not be the correct address. For
example, if the local interface is a private IP address which is esbigpa public IP address by

the firewall, and the intended targets can only access the public IP address. In this case, you can
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specify the correct connediack IP address by editing
/usr/share/saint/eSaint/saint_manager/config/manager.ini and
changing tle connectback_addr  setting. (Delete the.keys/tracker.key file to force
the tracker service to rnitialize the next time it restarts.)

Asset Tracker Scripts

In addition to automatically updating scan jobs and target groups, the tracker service allows
you to plug in custom tracking scripts. This may be useful if you wish to track targets for
purposes other than maintaining scans.

Any language may be used to write a tracker script, as long as the script file is executable by the
operating system. The spt should accept two commanlkihe arguments. The first argument is

the previous IP address of the target, and the second argument is the new IP address of the
target. The script will be called with these two arguments whenever the tracker service detects

I OKIy3S Ay | GFNBSGIQa Lt FRRNBaao

Once the script is complete, edit
/usr/share/saint/eSaint/saint_manager/config/manager.ini and set the
script_file parameter to the full path of the script. Ensure that theecutebit is set on
the script. Ifitisno2 NJ & 2 dz | NRpduta<ddhBnie> Ndzy

Standalone Usage

Besides running as a module within Security Suite, the asset tracker service can also run
standalone. When running standalone, it can still support custom scripts, but cannot track
targets inthe database or automatically update jobs and target groups.

To run the tracker service standalone, copy
lusr/share/saint/eSaint/saint_manager/src/services/tracker.py and
/usr/share/saint/eSaint/saint_manager/bin/tracker_setup_win32 to
the desired locatin. It may be outside the SAINT installation directory, or on an entirely
separate machine.

Run the program as follows:
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python tracker.py [ - p port] [ - t timeout] [ - k key_file] [ -d

db_file] [ - s script_file] [ - | log_file] [ - a agent_file] [ -C
connectback_add 1]

All commandine arguments are optional. If no script_file is specified, then the tracker will
simply log IP address changes and do nothing more.
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What is SAINT?

SAINT is an acronym for tBecurity Administrator's IntegratedNetwork Tool. This product was

first offered commercially in 2001 by the company derived from the original acronym. SAINT
Corporation has since expanded this offering into two produstsSINT Security Suitend SAINT
Cloud Fundamentally, th&ey capability of both solutions is to namtrusively detect security
vulnerabilities on any remote target, including servers, workstations, networking devices, and
other types of network hosts. It will also gather information such as operating sysfees gnd

open ports. The graphical user interface provides access to data management, scan
configuration, scan scheduling, data analysis, and reporting capabilities through a web browser.

What is SAINTexploit®?

SAINTexploit is the legacy product term foth LISY SO NI G A2y GSadAy3 02 YLR
product lines. Prior to version 8, this component was available as an integrated component of

0KS aLINRFSaaAz2ylté SRAGAZ2Y 2F GKS LINRPRdAzOG® ! &
in both Security Ste and SAINTCloud and is accessed simply viBxpkitmenu option. It

allows the user to verify the existence of vulnerabilities by exploiting them and gathering

evidence of penetration. Unlike vulnerability and configuration scanning probes, whiehtdet

various types of vulnerabilities and configuration weaknesses, exploits run different probes

which are meant to gain command execution access to targets. Detected vulnerabilities are

displayed in theAnalyzeO | LI 6 Af AGAS& I G G&8incutemiOepadide t SOSt 2
exploit column to highlight whether an exploit is available for the applicable vulnerability. Both
solutions also provide preJ- O1 I 3SR dat Sy ¢Said¢ aoly LRtAOASEA ¢
SELX 2A0G4& ol aSR 2y ankddd opdn SdviBds.(This seahJohey darkbg Hsedd & &
in conjunction with interactive processes to achieve adapth penetration test. Information

learned from initial scanning and analysis can be used to devise attack strategies to obtain a
connection to ulnerable targets, and possibly initiate multiple attack methodologies (exploits,

exploit tools, social engineering, etc.) to help you demonstrate the impact of the vulnerabilities

and prioritize remediation efforts.
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How does Scanning Work?

The scanning jpcess begins by detecting all live targets within the given target list or range.
The selected scanning policy then determines which core probes are run against each target.
Results from the probes are used by the inference engine to schedule additiateisoand to

infer vulnerabilities and other information based on rule sets. Final scan results are then stored
in the back end database to support data analysis and reporting through either the browser
interface, command line Interface (CLI) or accessadha application programming interface
(API).

Deployment Options

There are five (5) deployment options available for the fudtgegrated solution. Your individual
installation, configuration and administration activities may vary, depending on yourfigpeci
deployment option.

1. Software Download; The Security Suite download option is available for those that
wish to control where and how the product is installed, configured and managed in their
environment. The download options are available via the mySAlUstomer portal.

2. Virtual Applianceg Security Suite is also available as a@afigured virtual machine.
Since the product only supports native installation on Libaged hosts, a VM
deployment option enables customers to deploy the product on Windbased
machines.

3. SAINTbox® SAINTbox is a pireonfigured appliance thatrovides an easy and
affordable turnkey solution for getting started quickly and makes installation and
updates easy.

4. Cloudbased Software; SAINT also offers a hosted scanning servia SAINTCloud.
This service is provided through our hosted web servers as a shareetemaltit
environment. It is also available as a dedicated deployment for customers with larger
capacity or special scanning requirements. The hosted service ersalesing TCP and
UDP services on Internédcing targets, based on the selected policy and host type
fingerprinting executed during target discovery, as well as internal host scanning via
secure VPN tunneling or remotely deployed scanners (i.e., distdadanning nodes).

5. Amazon Machine Image (AMt) Security Suite is also available through the AWS
Marketplace as a preonfigured machine image. SAINT offers two deployment options
for this AMI:
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1. Non-preauthorized AMI for customers that require one deployrmeption that
supports both direct access to the management console and scanning engine;
and

2. Preauthorized AMI for customers that wish to connect to an Adléployed
scanning node that is configured to scan into AWS EC2 instances without prior
approval ofAmazon.

Start, Login, User Profile

Sart

Sart Security Suite by double clicking on the iéoand entering the administrative credentials
to ensure processes execute with the ne@ggpermissions on the installed host.

View the MAIN MENU and select the option for how you want to run this installation. These
options allow you to start the product in a number of different ways, to support environments
as diverse as standalone tallations, networkbased shared environments, or distributed
multi-node architectures. See thdministrator Guiddor a complete description for all of

these options, as well as detailed instructions on howedtup and configure the software for
various types of environments.
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Start as a Background Process
Restart Background Process

Start as a Remote Scanner Node

Restart Remote Scanner Node

Remote Scanner Node Options

General Options
Stop

Exit
nd Enter to select.

Continuing in 1 second...

The following describes starting SAINT Security Suite from the MAIN MENU:

¢ Start and Launch Browseg This is the most typical startup option for users that run the
product from the istalled host, such as from a desktop or laptop installation, or using
the product directly on a server. When you close the browser, the background processes
gAtt O2yGAydzS (G2 LINRPOS&daa aoly NBljdzSada dzyi
or shut dbwn the host machine. If Security Suite is currently running in background from
a previous startup action, the only step required id.tminch Browser

1 Start as a Background Proces3his option is typically selected when the software is
installed on a sared resource, with user access done remotely via a desktop browser,
dzaAy3d GKS t20lfK2a0Qa ! w[d ¢KAA 2LIA2Yy adl
2y (UKS AyaulffSR Kz2alod t NBOSaasSa gAatft NBY!I
software o the installed host is rebooted or shutdown.

q Start as a Remote Scanner Nodé& his option starts the software on the installed host,
YR YF1S&a I aSOda2NB O2yySOiAz2y G2 | &aSLI} NI G
support multtnode and load balancestan requirements. This process requires
additional installation and configuration actions by the system administrator, as
describedinthe RYAYAAGNI 2NQa DdzA RS
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NOTE: The default startup optiortesStart and Launch BrowseHowever, the default option is
updated automatically for subsequent start processes based on the selection made through this
menu.

Login

User account and Password credentials are case sensitive. Each installation coimesded

with a default login account with administrative permissions to fully configure and administer
the system. It is recommended that each user be given their own unique user account for ease
of administration and user access control.

User Profile

Each useaccount contains a profile that stores information such as the user ID; access controls
and permissions to system features and content; work address andikaddress (to support
automated notifications and report delivery workflows); and features tovite each user

some level of customization to the system. An example of a user profile screen is shown below:

User Profile X
Fields with * are required.

User Name * ibuser

First Name Ihe

Last Mame User

Address

Email ibuser@email.com

Cell

Cell Carrier I v

2-5tep Verification | Never N

AP| Token 73d36e01c74f603612d738af Change

Set Current Page as your Start Page M

Pin Page Level Pull Down Menus gl

Hide Navigation Sub Menu Bar ]

| Save | Change Password |

¢CKS Gt NPFAESeE fAY]l dzy RSNJ 0KS | aSNL5 RAA&LI &SR
provided to access your profile information.dBauser has write permission to edit the personal
information related to the profile, configure system type configurations that are contained in

this dialog; and the ability to change their password.
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Change Password

Changing your password is done througke Profile option, or by contacting your
Administrator. Follow these steps to change your password without Administrator assistance:

1.

N o o s w

Open theProfileoption under the UserlID displayed in the top right corner of the
application.

Select theChange Passwottlitton (Note: If the password button is grayed out, that
YSIya @2dzNJ | O02dzyi dzaSa |y FdziKSyGAaoOlrGAazy
passwords, such as Active Directory. In this case, the password would need to be
changed from the Windows domairseeCreate a Usefior more information.)

Enter your current password in ti@urrent Passworfield to verify your identity

Enter your new password in tiéew Passwortield

Enter the new password again in tk®nfirmNew Passwordfield

ClickSave

Close the dialog

Two-Step Verification

Although passwords are generally an accepted way of authenticating users, the use of

passwords alone cannot prevent unauthorized access if a password is guessed or stolen. For

increasedsecurity, users may add an additional layer of security to their accounts by enabling a

two-step verification process. This process requires the user to have both the correct password
and the correct cell phone for the account in order to be granted adcetfge system.

To enable twestep verification:

31

1.
2.
3.

Click on theProfilelink at the top right of any screen in the application.
In the cellsetting, enter your cell phone number, including area code.
In the 2StepVerificationsetting, choose one of the lowing options:
1 Always¢ Require a login, password, and cell phone verification every time you
log in.
T When logging in from new locatioq Require a login, password, and cell phone
verification only when you log in from a new IP address. When you lognm&n
IP address from which you have logged in before, require only a login and
password.
1 Never¢ Require only a login and password.

4. Click on thesavebutton.
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To use twestep verification once it is enabled:
1. Atthe login screen, enter your login andsgsavord.
2. If two-step verification is required from your location, you will see the following prompt.
(The prompt shows the last four digits of your cell phone number. If this is not the
correct number, contact your system administrator.)

User Verification Required

Please enter the six-digit code which was texted
to yvour cell phone [(XXX-XXX-1234).

Verification Code
| Login

Return to login page

3. Wait for a new éxt message to arrive from SAINT on your cell phone. The text message
will contain a sixdigit numeric code. (A new text message is sent each time you get to
this step. Ensure you read the current message, since previous codes will not be
accepted.)

4. Enterthe code at the prompt.

5. Click on thd_oginbutton.

Set Default Start Page

Each user has control over what default page is displayed upon login. For example, one user
may want to have th®ashboardab displayed by default; while another user may want the
Reporttab to be the default. To set the default page:

1. Navigate to the page you want to be displayed by default when you log in

2. Open theProfileoption in the top right corner of the application.

3. {StS0G (GKS OKSO|1o02E F2N 6t KSGS&{ §0LIin apNNBy i
4. ClickSave
5. Close the dialog

Pin Page Level Pull Down Menus

By the default, the Action options applicable to each page have a static position on each page,
and scroll along with all other content as you scroll the pages up and down. This option
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provides the capability to set the Actions menu bar to be pinned to the top level menu bar, and
retain visibility as you scroll.

Hide Navigation Sub Menu Bar

By default, each main Menu option display, for convenience, a sub menu bar that includes all
avalable page options for the selected menu. This hide option provides the capability to hide
the sub menu navigation bar. The following illustrates the use of both the Pin and Hide options:

User Profile

Fieldswith * are raquired.

User Name * admin
First Name
Last Name Administrator
Address
Email
Cell
Cell Carrier v
2-Step Verification Never v
AP| Token fheba797e645bffebB8a5221d Change
Set Current Page as your Start Page
Pin Page Level Pull Down Menus v I
I Hide Navigation Sub Menu Bar v I

Change Password |

Access Controls

Security Suite and SAINIBud feature a flexible objettased access control system. The
system offers several benefits:
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Protects confidentiality and integrity.

Allows users to perform all actions which are necessary for their job functions while

preventing them from performingctions which are not.

Allows users to share certain objects, such as reports, with selected users or all users.

Allows multiple tenants to coexist on the same system without any visibility of other

GSylLyiaQ OGAGAGASE 2N SOSy G(KSANI SEA&aGSYO
Gettingtl5 Yl EAYdzYy 0SySTFAG FTNRY {!Lb¢Qa | O0Saa Oz2y
it works and configuring it properly, as well as creating an organized group stru¢tee.
Groups)

Objectbased Access Controls

Virtually anything that gets created during the course of vulnerability management, either by a
user or system generated, is considered an object subject to security and access controls.
Objects include users, groups, scanner nodes, scan jobs, target grouppo$icées, reports,

and many other types of content. As an objbetsed security design, the access control list is
applied to individual objects. (Note: There are also a few access controls which are global,
because they are applied to the system as al@hnstead of individual objects. SAesign
Permissions to Usens

Modifying Permissions

hyte |y 2025S00Qa 26ySNI 2N Iy FTRYAYA&AGNI G2N OF
Iy 2 0 a2rBiesipmsAolldw3he instructions below.

1. Find the desired object in the appropriate grid. For example, to set permissions on a
report, click ontheReporti F 6 @ [ 20F S GKS RSaANBR 2062S00=z
and other filtering as necessary. &lan theSecuritypadlock) icon on the desired
202S000Qa NRBg> 2N aSt SO0 JeduSyrdnShe SidBd&iong 6 2SOl
dropdown menu without selecting any rows to modify the permissions on all of your
objects instead of a specific objec

34



SAINT Security Suite

2. A permissions dialog will be displayed. For example:

SAINTwriter Assessment Report Permissions x

Users and Groups:

Administrators (group)
rlauder

A2 Add
This Report Every Report | Own Everything | Cham
Full Control i ¥
View i o v
Delete of ¥ o

OK Cancel

3. The select box at the top of the dialog lists all the users and groups who already have
some permissions on the object. The Administrator user and the Administrators group

always appearinthisilit @ ¢ KS 2062S00Qa 26ySNJI 6@ LIAOITtte

0KS T RYAYAAUNY 02NE |faz2 FLIWISENER Ay (KS
4. Select the desired user or group from the select box to view or modify the permissions

granted to thatuserorgroup LF (G KS RSAANBR dzid SNJ 2 NJ I NP dzLJ

that means the user or group currently has no permissions on the object. In that case,
click onMore Usersselect the desired user, and cliokK

5. The permissions table for the selected user or graull appear. The rows of the
permissions table correspond to the possible actions on the object, and the columns
correspond to the permission scope. (S&rmission Scopeelow.) If the selected &s

Ad GKS ' RYAYA&AGNI 62N dzaSNE GKS ! RYAYA&GNY G

permissions cannot be unchecked. Those users always have full control over the object.
6. To modify the permissions which the selected user or group has on the objeck ohe
uncheck the desired boxes in the permissions table, and ©Okck

Permission Scope

The columns in the permissions table correspond to the permission scope. When setting
permissions, there are three possible scopes. This makes it possible, for exemgbiare all of
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your scan results with a esorker without needing to remember to set permissions on every
new scan job individually.

The three permission scopes are as follows:
Per objectg The permission is only granted on the specific object. Tkeip object is
the one which was selected from the grid when you opened the Permissions dialog, and
Is also indicated by the title bar of the Permissions dialog. If no object was selected, then
this column is not shown.
Per object typeg The permissiorsigranted on all cowned objects of the same type. For
example, if you are modifying permissions for a report which you created, then the
permission would be applied to all reports that you created.
Per ownerg The permission is granted on allowned oljects. For example, if you are
modifying permissions for a report which you created, then the permissions would be
applied to everything you create, including target groups, scan jobs, scan policies, etc.

Multi-tenancy

hyS 2F GKS 0 Sy S Edniliohisysie is {hat it dilowQraultipleQed&nts fo-erist

2y (G0KS alyYS aeadaSy gAGK2dzi ye @QAaroAtAGeEe 27
This is useful for managed service providers who want to provide a portal for their customers
witK 2dzi RAAOf2aAy3 Ftyeée 2F 2yS Odzad2YSNDRa RIFGF

To create a tenan
1. Create a new user. Séxeate a User
2. Remove the new user from tHgsersgroup. SeeEdit aUser
3. Optional.Create a new group for the new tenant, and add the new user to the new
group. Se&reate a Group
4. Optional.Enable thecreate usepermission for the new user if you want the tenant to
be ableto create more users. Séessign Permissions to Users

Tenants are implemented as groups. For an administrator who manages multiple tenants,
wherever data grids display users (e.g., job owne#grehs the option to display the groups to
which that user belongs. This will assist the administrator in filtering objects by tenant.
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Configuration

SAINT includes a numbef configuration options which control the way the system functions,
scan run and exploits are executed. Many of these options are configurable in SAINT by users
with Administrator permissions or those that have been granted edit permissiondVaerage

¢ Groupg to modify Scan and Exploit configurations during job setup. The following describes
each of these options in more detalil.

Configuration Files

Behind the scenes, the software uses various configuration setingd execution time, and

passes them via job configuration files. For those using the command line interface, these files

Oy ta2 06S Y2RAFASR Ylydzatted |1 26SOSNE F2N Y
the recommended method. Configuratiomels (both global and job specific) can be found in the

config directory. The global configuration file is nametht.cf , and the job session

configuration files are namedsession namesf , where<session nameis the name of the

scan being executed.

Global vs. Session Configuration

The global configuration fileaint.cf  stores all configuration settings needed. These include
global settings that are common to all scan jobs, such as settings for the management console
and internal web server.

The setthgs found in the jobdevelsessiorconfiguration file are used to control how a scan

runs, such as the scan level, timeout values and password guesses. The job level configuration

file is created whenever a Job is run. Note that the same variables foun&i® 220 Q& &S & a A
configuration file are also contained in the global configuration file, under theskgea

Session Configuration , and in thesaintexploit.cf file. However, values are only used to

initialize new job session configuration files, and énao other effect.

Both the global and job level configuration files contain Perl variables corresponding to options
shown in the Configuration tab, as well as additional variables controlled by the scan engine.
Syntactically, lines beginning with a palsign (#) are comments and do not affect program
behavior, but do contain information but may be helpful when viewing or editing content.
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The sections below describe each configuration option and the corresponding variables in the
configuration file.

Restoring to Default Options

1 AlOptions¢/ f AOTAY3d GKAA 2LIA2y NBaSdia ff O2yTFA
settings. Using this option will remove any prior customized changes you have made.

1 System/Scan/Exploit Specific OptiomsEach configwation submenu provides an option
to restore only the current displayed options (e.g., System only options; Scanning only
optionsorExploig yf & 2LJiA2yaov G2 GKSANI FFOG2NJ RSTI d
this option will remove any prior changgeu have made, but will be limited to the type
of option selected.

Search Function

The configuration tab provides a search function to enable you to quickly locate configuration

settings (variables) based on keywords. The search function will then higdiliglabs where
aStiAy3a INB t20FGSR GKIFIGO SAOGKSNI O2y il Ay &2 dzN
in the help text, since other variables may have relevance to your criteria. For example, locate

where all settings are related to Nmayps 8hown below, there are three tabs that contain

references to Nmag both Nmap specific configuration settings in Host Discovery, Port and TCP
options,but also in the "Secs Before Dropping Connection Req" option (fw_timeout variable)

since that variabléas settings related to using Nmap.
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”:”HT Security Suite Admin * Help ¥

Dashboard Scan ¥ Analyze v Report * Ticket * Exploit * Manage Configuration + Create

System Options Scanning Options Exploit Options  Ticket Options

nmap | Search | Clear Search )
Host Discovery Probe Port Password Email Notification File Content Search Anti Virus TCP
Authentication Network Information Process Control Results SCAP Configuration Workarounds Tunneling

Discovery Method: INmap v

NMAP SYN Scanning:

80,443
NMAP SYN Ports:

NMAP Ack Scanning: [

=]
@

NMAP Ack Ports:

Echo Scanning:

&l

Timestamp Scanning:

&l

Metmask Scanning:

oo

UDP Scanning:

UDP Ports:

SCTP INIT Scanning: [ ]

SCTP INIT Ports:

IP Proto Scanning: [

IP Protos:

ARP/IPv6 ND Scanning:

Custom NMAP Flags:

Firewall mode: |Combined mode: Use ping, ARP, and TCP to discover live hosts V|

21,22,25,53,80,139,143,443,445,515

5TD Ports:

g

{INT* used 289 of 5000 IPs (Expires 12/31/2017)

Use the Clear Search button to clear the search field as an alternative to manually deleting or

using the backspace key for the same action.

You can also enter partial words or strings, if you are unsure of thefgpeonfiguration

names. For example, locate any configuration options for white listing content. SAINT provides
AdzLILIR2 NI F2N) oKAGS fAaGAy3 Ay Ada CAftS [/ 2yiaSyi
filename and reverse_effect settings.

39



User Guide

{AINT: security Suite Admin *  Help ~

Dashboard Scan ¥ Analyze ¥ Report * Ticket ¥ Exploit *

Manage Configuration + Create
System Options Scanning Options Exploit Options ~ Ticket Options

white

| Search | Clear Search |

Host Discovery Probe Port Password Email Notification File Content Search Anti Virus TCP

Authentication Network Information Process Control Results SCAP Configuration Workarounds Tunneling

FCS Enabled: []

WCS Enabled: [ ]

WINDOWS,Program Files,Program Files

~
FCS Dirs to skip: | (%86), ProgramData, swsetup, system. sav,M50Cache v

.txt,.doc, .docx,.xml,.pdf, . .html,.sql,.x1ls, .x1sx,.m ™
FCs File Types: |db, -db, .cc, .ssn, . dat v

\b[1-61(2:\d[ -1*){12,151\b[\b\d{3}[ -1+\d{2}[ -1 A
FCs patterns: |+\d{4}\b W

Apply Luhn to Custom Patterns: [ ]

Blacklist Filename Regex:

FCS Whitelist Filename Regex:

FCS Whitelist Reverse Effect: [ |

FC5 NIX File Types:

PCN,USA_SSN

FC5 Objective:

Machine Search Timeout: | 7200

Save

Restore default values? [All Options] or [Scanning Options]

d 289 of 5000 IPs (Expires 1
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System Options

TUSS5L ey File:
TS/SSL Cert Flle:
TUS/55L Ciphes List:
Enabile S5ty
Enable SSivE:
Erable TSI

Enalile TLSv1.1:

Enable Tisw1.2: [

[ Cien putirid Splunk

AgentServer  Disputes  ASV  PasuiveHomDiscovery  Manager

ss: | Yes, except from localhost
e |
wve: ]

prt: 1414

0
saint_manager/. keys/saintweb.key
salnt_manager/.keys/saintweb.art

ALL

O
a
O

fnable TS % [2]

Agent Server

The options described below control the behavior of agessed scanningln order to use
these features, Agents must be enabled in your license Beg theSAINT Agent\@rview.

Enable Agent Scanning

This option specifies whether or not to run the service which allows agents to conhectist
be enabled in order to use agebased features.

Server Port

This option specifies the TCP port on which the agent shoulah listeconnections.The same
port number must be specified when installing the agents in order for the connection to
succeed.

Connection Strings

If this option is specified, each agent must provide one of the specified strings in order to
connect to the maager. This prevents unauthorized agents from connecting. Use line breaks to
separate the strings.
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TLS/SSL Version

TLS/SSL protocol to use for remote connections. (TLSv1.1 and higher require Python 2.7.9 or
higher and OpenSSL 1.0.1 or higher. TLSv1.3resqOpenSSL 1.1.1 or higher.)

TLS/SSL Key File

The filename of the TLS/SSL key corresponding to the TLS/SSL certificate specified below.

TLS/SSL Certificate File

The filename of the TLS/SSL certificate which provides security between the manager and the
agent. A seltsigned certificate can be generated by clicking on the GeneratéSggled SSL
Files button.

Connection Timeout

The number of seconds the manager waits for a response from an agent before assuming the
connection has been lost.

Server Address

The fullyqualified registered DNS host name of the manager. This is used as the subject name
when generating the seligned SSL filels must be correct and resolvable by the agent in

order for the connection to succeed. If the manager is not registard2NS, an IP address may

be used. In this case, the same IP address should be specified when installing the agent.

Web Server

SAINT delivers an embedded, proprietary web server with all product versions. This web server
contains a number of configuratiaettings that control the communication between the
application and servebased processes. While many of these configuration settings are
controlled internal to SAINT, there are some that can be customized depending on local
requirements, or are provideth the user interface to assist in troubleshooting possible issues.
The options displayed in the configuration tab are described below.

Use TLS/SSL

Whether to enable TLS/SSL encryption for the web sevELI/SS is enabled, the URL to the
web interface needs to begin with https. This setting only works for IPv4 communication.
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Note that with this option, your browser will produce warnings because the default certificate
is selfsigned, until you eitherdd the certificate to your browser's certificate store, or replace
the selfsigned certificate with one signed by a certificate authority. (Be®/SSL Key Faled
TLS/SSL Cert Hielow.)

If you selecyes, except from localhgghe web server will use TLS/SSL for connections from
remote hosts, but not for connections from localhost. This avoids the certificate warnings when
used locally, while sti#nsuring that network communication is encrypted.

Use TLS/SSL (0O -No;1 -Yes; 2 - Yes, except from localhost)
Enable IPv4

Allow the web interface to be accessed over IPv4.

Enable IPv4 (1 -Yes; 0 - No).The default is Yes.

Enable IPv6

Allow the web interface tdoe accessed over IPv6.

Enable IPv6 (1 -Yes; 0 - No). The default is No.

Hosts Allowed to Connect

This option defines the hosts that are authorized to connect to the application. The default is
ALL (*). However, you can use this setting to enter comma deliniR addresses to limit access
to only authorized hosts, if needed.

Server Port

TCP/IP port that the SAINT web server listens on.

Verbose

This setting defines the level of verbose out for help in debugging or troubleshooting. You may
be asked to change #hsetting by a SAINT engineer. However, it is not recommended that
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these settings be changed in the normal course of use. The values are: (short
request/responses; all socket activity; full request/responses; full debug).

verbose (0 - short request/respon ses; 1 - all socket activity; 2 -
full request/responses; 3 - full debug).

TLS/SSL Key File

The path to the TLS/SSL private key file, relative te®wnt directory, used by the web
server and API servicedte TE/SSis enabled.

TLS/SSL Cert File

The path to the TLS/SSL certificate file, relative toetBaint directory, used by the web
server and API servicedlte TLS/S$® enabled.

TLS/SSL Cipher List

Colonsepaated list of allowed TLS/SSL cipher suites to udeaf TLS/S$i checked. See
https://www.openssl.org/docs/manmaster/appsiphers.htmifor the correct format.

Enable SSLv2/SSLv3/TLSvV1/TLSv1.x

These checkboxes specify which TLS/SSL protocols to allow for HTTPS connEst#ons if

TLS/SSk checked.Each HTTPS connection will tise highest selected protocol which is

supported by the browserTLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the
Security Suite host. TLSv1.1 and TLSv1.2 require OpenSSL 1.0.1 or higher to be installed on the
Security Suite host. If no spprted protocols are checked, then TLSv1.2 is automatically

allowed. Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities
and should be avoided, but are still included for backwards compatibility with older browsers.

Node

SAb¢Qa | NOKAGSOUdINE LINPGARSE &adzlILI2 NI F2NJ Ydz @
scale scanning requirements, distributed architectures and load balanced scanning. The

following are configuration settings to control the connectivity and sectioitynanaging

scanner nodes.
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Port Number

TCP Port number that the "manager" uses to listen for connections from scanner nodes. The
default is port 5252.

Allowed Nodes

Remote nodes that are allowed to connect. This can be a space or comma separatefikkst of
IP addresses, CIDR blocks. You can also use * as a default condition without explicit allowances.

Connection String

Each remote scanner node must send this string when connecting to the manager. This helps
ensure that only the correct nodes will caget. If this option is left blank, then no connection
string is required when connecting a scanner node to the manager.

Max. Concurrent Scans

The number of concurrent scans allowed to run on each scan node. If a new scan is started
when there are alreadthis many scans running on the scan node, then the new scan is queued
until one of the other scans finishes.

Poll Frequency

The number of seconds for each node to wait between requests for new tasks from the
manager. Lower values cause more frequent resjagallowing a faster response from nodes

when starting, stopping, or resuming scans. Higher values may be more appropriate when there
are many nodes, to avoid overwhelming the manager with requests. The default setting of zero
tells the manager to choodbe optimal frequency based on the number of connected nodes.

The chosen value starts at 1, increasing as more nodes connect and decreasing as nodes
disconnect.

TLS/SSL Key File

Path to the TLS/SSL private key file, relative tostéiat_manager  directory. TLS/SSL is
used to protect communications between the manager and remote nodes, if any.

TLS/SSL Cert File

Path to the TLS/SSL certificate file, relative toghmt_manager  directory.
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TLS/SSL Cipher List

Colonseparated list of allowed TLS/SSL cighetes to use for communication with remote
nodes, if any. Selettps://www.openssl.org/docs/manmaster/apps/ciphers.htidr the correct
format.

TLS/SSL Version

The TLS/SSirotocol to use for communications with remote nodes, if anyllfs chosen, each
connection will use the highest available protocol which is supported by the browser. TLSv1.1

and TLSv1.2 require Python 2.7.9 or higher and OpenSSL 1.0.1 or highersialted on the

FLILX AOFA2yda K2alud ¢[ { Omdo NBIdzZANBE& hLISy{{]
host. Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities and
should be avoided, but are still included tmckwards compatibility with older browsers.

API

APl Port

TCP Port number used to listen for API calls. The default port is 4242.The default port setting
should only be modified if there is a port conflict with another application.

Allowed API Clients

Renote addresses allowed to connect to the API service. This can be a space or comma
separated list of fixed IP addresses, CIDR blo¢ks.can also use * as a default condition
without explicit allowances. The default value is null. If this value is kfikblonly the localhost
is allowed.

Use TLS/SSL

If this box is checked, then the HTTPS protocol is required for communicating with the API
service.

TLS/SSL Cipher List

Colonseparated list of allowed TLS/SSL cipher suites to WseifTLS/S®# checked.See
https://www.openssl.org/docs/manmaster/apps/ciphers.htrfdr the correct format.
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Enable SSLv2/SSLv3/TLSv1/TLSv1.x

These checkboxes specify which TLS/SSL protocols to allow for HTTPS connégdmns if

TLS/SSk checked. Each HTTPS connection will use the highest selected protocol which is
supported by the clientTLSvIl and TLSv1.2 require OpenSSL 1.0.1 or higher to be installed on

the application's host. TLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the

FLILX AOF GA2YyQa Kz2add LT y2 aAdzLIRNISR LINRG202f &
Be awae that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities and should

be avoided, but are still included for backwards compatibility with older clients.

Memory Saving Mode

If enabled, the API service will handle each request in a ptokckess. This prevents memory
consumption from accumulating in the main API process, which could eventually lead to the
kernel killing the process. This option should be enabled in use cases where many memory
intensive API resources are called, but shdddlisabled otherwise since forking the processes
could potentially cause a slight decrease in performance.

Password Policies

Administrators can control various password policies through the sy&enifigurationtab by
editing the following passwordpeciic System Options:

Minimum Password Length

This numeric value defines the minimum length of the password string that can be used when
logging onto the software. The default value is 5.

Allowed Password Special Characters

These values define the narumericand nonalphabetic characters that can be used within a
password string. The default values aré@#$%"&*()+=".,

Total Stored Passwords

This numeric value defines the number of previous passwords that will be disallowed for
reuse. For example, the defduvalue, 5, restricts the user from4&sing any of the last five
passwords as a current or new password.
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Failed Login Attempts

This numeric value defines the number of failed attempts before the system will lock the user
out. If this occurs, the user muwait 15 minutes before he or she can log in, or notify a user
with administrator rights to unlock the account.

Maximum Password Age

This numeric value specifies the number of days after which passwords expire. When this
number of days have passed sirthe password was last changed, the user will be required to
change the password the next time he or she logs in. The maximum password age requirement
can be disabled by setting this value to zero.

Minimum Password Age

This numeric value specifies the numlaé days after which a password can be changed again.
After a user changes the password, another password change will not be permitted until this
number of days have passed. This prevents a user from defeatingpthéStored Passwords
requirement by changing the password multiple times in succession. The minimum password
age can be set to zero to allow password changes at any time.

Password Complexity

This setting specifies the character classestpiasswords must contain at a minimum. If the
new password does not contain the required character classes, the password change will be
rejected. A strong password complexity policy greatly decreases the ability of an attacker to
crack passwords becaugekponentially increases the number of possible character
combinations.

hLliaAzya SEAAG F2N) aLISOATFeAy3d SAGKSNI GKS ydzyoe S
OKIF N} OGSNJ Ot raasSaéuv 2NJ GKS ALISOATHAONDKI BK®ODEK N,
must be represented. In the former case, new passwords must have at least the specified

number of character classes represented, where the four possible character classes are

uppercase letters, lowercase letters, numbers, and symbols-aheimenumeric characters). For

SEI YLX S AF (KS NBldZANBYSYy(d A& al G tShHad GKNB
be accepted because it contains three character classes: an uppercase letter, lowercase letters,
FYR | ydzYOSNY | 205 P880Tgadzd Ryymea 6$RFOOSLIGSR o
two character classes each.
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For options that list specific character classes, at least one character in each of the required

OKIF N} OGSN) Ot FaaS4a Ydzad 0SS NBLNBASYS SIRIOY R 2 WizB &
GKSY a{FAyidmé ¢g2dzZ R 0SS | OOSLIISR 0SOlIdzaS A4 Oz
would not be accepted because, even though it contains three character classes, it does not

contain a number.

If the password complexityissét2 ay 2y Ss¢ GKSy y2 LI aagz2NR 02YL
imposed.

Login Session Timeout

CKAa YydzYSNAO @I fdzS RSTAYySa GKS ydzYoSNI 2F &aS02
session times out and is closed. Once this timeout is reached, the usetagusick into the

system to establish a new session and interact with the application. Changes to this

configuration do not impact current user sessions. The new timeout value will take effect for

users upon subsequent logins. The default value is 28,80nsis (8 hours).

Authentication

SAINT offers the option of using an Active Directory server for authenticating users to the
Security Suite. This allows users to use the same password to log into Security Suite as they do
to log into the Windows domain. Temable this feature, use the settings described below, and

set the authentication type for each desired user to Active Directory irEttieUserform.

Active Directory Server

This setting specifies the Activer&titory server to be used for authentication. It may be an IP
address or a registered hostname, but note that if SSL is enabled, this setting should match the
02YY2Yy yIYS 2F GKS aSNBSNNRa OSNIAFAOIGSO

Active Directory Port

This setting specifies the port mber on which the Active Directory server listens for LDAP
O2yySOitA2yad ¢KS RSTlLdzZ G QI fdz2SZ oy Aa y2NXI
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Active Directory SSL Port

This setting specifies the port number on which the Active Directory serverdigbei DAPS
connections. It is unused unless the SSL option is enabled b&loevdefault value, 636, is
Y2NXIfte O2NNBOGO yR R2SayQi ySSR (G2 0SS OKIy3

Use SSL

This setting specifies whether or not to use SSL to encrypt the LDAP traffic to and from the

Active Directory server. If this option is not chosen, then passwords will go over the network in
cleartext LT (GKA&a 2LJIA2Yy Aad OK2aSys GKSy (GKS 1 OGA@S
installed on the application's host, and tmeS_CACERTsettingin theldap.conf  file should be

set to the path of the certificate. Sdgtp://www.sans.org/reading
room/whitepapeis/protocols/ssisecureldap-traffic-microsoftdomaincontrollers33784for

more information about setting up SSL certificates for Microsoft domain controllers.

NetBIOS domain name

CKAA aSOGAy3a Aa GKS bSaG. Lh{ yI bexamfle, 1 KS ! OGA D
MYCOMPANY. Unlike the futjyalified domain name, it should not include any tepel
domain extensions such as .local.

Create users

Configuring this option will automatically create a new user if Active Directory authentication
succeeds for éogin name which does not yet exist in the systémother words, any time

there is an attempt to log into Security Suite with a reastent login name, the system will ask
the Active Directory server whether the login and password are valid, andyifaifee an

account will be created and the login session will proceed using that account. This feature may
be convenient for allowing new users onto the SAINT system without needing to manually
create accounts for them. But it may be undesirable if onlyatemusers from the Windows

domain should be allowed into the system.

Active Directory domain

This setting specifies the fullydzl €t A FASR R2YFAY yIYS 2F G4KS ! OGA
(for example, mycompany.local) or the Base DN for the LDAP séareixédmple,
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DC=mycompany,DC=local). It is used to search the server for information about the user when
automatically creating new users. It is unused unlessGteate Usereption is enabled.

Cisco FireSIGHT

Security Suite provides the capability to expscan results to Cisco FireSIGHT. This allows the
a0y NBadzZ# Ga G2 0SS OASHSR Ay [/ A&a02 CANB{LDI ¢
(SeeExport to Cisco FireSIGHT

The following optins are used to configure Security Suite to communicate with Cisco
FireSIGHT. These settings must be properly configured if you will be exporting results to Cisco
FireSIGHT.
Cisco FireSIGHT IP Addre3sis option specifies the IP address of Cisco Fir¢BIG
Cisco FireSIGHT PqrThis option specifies the TCP port on which the Cisco FireSIGHT
Host Input API listens for connections. The default is 8307.
¢ Cisco FireSIGHT Certificgt€isco FireSIGHT uses PKCS12 certificates for authentication
of host inputclients. To generate the certificate, log into the Cisco FireSIGHT web
interface. Click oSysten® local>registration>Host Input Clietb 9 y i S NJ { S O dzNA { &
IP address in thhostnamefield. Choose a passphrase for the certificate and enter it in
the passwordield. Then download the certificate, and upload it into Besco FireSIGHT
Certificateoption in Security Suite.
1 Cisco FireSIGHT Passwoithis should be set to the certificate passphrase you chose
when generating the certificate describebave.

Cisco pxGrid

Security Suite can be configured as a Cisco pxGrid client, allowing integration with the Cisco
Identity Services Engine (ISE). This allows you to further protect your network by initiating a
guarantine of higkrisk assets directly fromhe Security Suite user interface. (S@earantines)

Oracle Java Runtime Environment (JRE) is required on the Security Suite system in order to use
the Cisco pxGrid client.

ISE Server

This setting specifies th@ost name or IP address of the Cisco ISE server.
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User Name

This setting specifies the Cisco pxGrid client name. This must be unique for each client which
connects to the Cisco ISE server. You do not need to create the client account on the server. It
will be created automatically using the given name the first time a Cisco pxGrid action is
performed. (It may need to be approved, however, if autgistrations are disabled. S&8E

Server Configuratim)

ISE Server Certificate

CtKAa Aa GKSNB e2dz ySSR (G2 LI adsS GKS L{9 aSN®BS
0S3IAAYA 0 A-G-BEAINKCERTIFAOAEE Gl YR Sy RA --4BNDICERTKIEATEA Y S 6
—Aa P ¢KAA OSNI xet fodnlthé Systén Gértifitafes Bagelidd BBl sure to

choose the certificate which is used by Cisco pxGrid. The Issued To hostname for this certificate

must be registered in DNS and resolvable by the client.

Client Host name

This setting specifies thelly-qualified host name of the Security Suite host. This is used to
generate the sefsigned certificate as described below, so the host name should be registered
in DNS and resolvable by the ISE server.

Client Certificate

This setting is the Security®il S K230 Qad OSNIATFTAOFGS F2NJ I dzi KSy i
F2NXIFGP ¢KS O2NNBOU +FBEMNCERIBGEEE al WR 1Ky K&K So X (k¢
f A V-SEN® CERTIFICATE @ L T (dghed ceftificatd; theit Betides beinpesified

KSNB= AU Ydzad Ffa2 6S AYLRZNISR Ayd2 GKS L{9 a
persona is enabled. The Issued To hostname in this certificate must be the registered DNS

hostname for the Security Suite host, and must be resolviapline ISE server.

If you do not already have a certificate and want the client to use a nevsiggléd certificate,
click on theGeneratebutton beside this setting. This button will fill the Client Certificate text
area with a newly generated sedigned certificate using the client hostname specified above. It
will also fill the Client Key text area with the private key corresponding to the certificate.
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Client Key

This setting is the private key corresponding to the above certificate, in PEM fdfiyai
clicked on theGeneratebutton above, then this setting is automatically filled and should not be
changed.

ISE Server Configuration

After all of the above Cisco pxGrid client settings are complete, the ISE server must be
configured for Cisco pxGridnder Administration > System > Deployment, edit the desired ISE
node. Change it to a primary node if it is currently a standalone node. Under Personas, check
the box beside pxGrid and click Save

Next, on the pxGrid Services page, clickEoable ato-registrationif it is not already enabled.
Otherwise, you will need to manually approve the client after the first time it attempts to
O2yySOGod 90Sy FFGSNI §KS Of ASyid Aa | LILINRPOSRZ
before quarantine requestcan succeed.

Splunk

The following describes the steps for configuration Splunk and Security Suite for ingesting scan
results for use in Splunk.

Setup the Splunk Ad®n

1. From the Splunk instance, download tBAINT Addn for Splunk from Splunk.com
a. Cli& on the Splunk Apps Icon
b. Search for 'SAINT

2. Installthe Ade2 y T NR Y { Hdpulaysdr Didrface larid kenable an HTTP Event
Collector using the saint8_ scandata sourcetype

HTTP Event Collector [ covst sectmga [ ew Token |
A HTTP Event Colector

‘‘‘‘‘‘‘

a. Select 'data inputs'
b. Click on 'HTTP Event Collector
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c. Click onNlew Token.'
d. Give the token a name
e. Click next
f. In the source type setting, click 'Select'
g. Choose 'Custom'
h. Choose 'saint8_scandata.'
3. ClickReview
4. ClickSubmit
IMPORTANG Make a note of the token value it gives you which should look sometitiag
this: "0510E536G0C14BBR38469-A294886547B8." You will need this when configuring Security
Suite. Also, make a note of the HTTP Event Collector global settings by clicking) lad&he
settingsbutton on the HTTP Event Collector page. You will nedéshow if SSL Enabled is
checked and the port number from there. These settings can be changed but they must match
what you configure in Security Suite.

Configure SAINT for Splunk Integration

1. Login to your Security Suite installation
2. Click on theConfiguation tab

3. Click onSystem Options

4. Click on theSplunkab

(INT® security Suite Admin *  Help *

Dashboard Scan * v Exploit * Manage * Configuration * + Create

System Options Scanning g Options Exploit Options. Ticket Options

| saarch l Clear Search |

Web Server Nodes API Password Policies Authentication Cisco FireSIGHT Cisco pxGrid Splunk License Notification

Splunk server IP:
HTTP Event Collector Token:

HTTP Event Collector port: 8088
Usessl:

Splunk self-service cloud:

Splunk nen self-service cloud: [ ]

5. Complete all fields, as they apply to your Splunk instance:
a. Splunk server IPthe fixed IP of the Splunk host.
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b. HTTP Event Collector Tokenbtained when setting up Splunk adad. Example:
"0510E53660C14BBB8469A294886547B8"

c. HTTP Event Collector Port: Collected in the Splunk global settings by clicking on
the 'global settings' button on the HTTP Event Collector page. Security Suite
default value is 8088

d. Use SSt Check if the SplunHTTP Event Handler is using SSL.

e. Splunk selkervice cloud; Check if Security Suite will be forwarding data to a
Splunk selservice Cloud instance.

f.  Splunk non sel$ervice cloud; Check if SAINT will be forwarding data to a Splunk
non seltservie Cloud instance.

6. dickSave

How to Use Security Suite with Splunk

Option 1

Click onConfigurationc Scanning Options Results tab to configure Security Suite to

automatically transmit scanresulis2 & 2 dzNJ { LJ dzy1 AyadltflrdAz2yd /K
{LX dzy1 ¢ OKSO1o02E (2 O2yFAIdzNB { SOdzNAiG& {dzA (S
Suite to your Splunk instance.

Option 2

Configure individual Jobs to automatically export/import sgasults to your Splunk integration

any time the Job is runTo transmit scan results by Job, navigat&tep 4c Advancedvhen

creating or editing a job in the job creation wizard, and click orRbsults Tab. Check the

GOELRNI wSadzZ Ga (2 {LXdzy1éd wSad#Z §a 6KSy (G(KSy
run.

Option 3

Export scan data from th&nalyze gridand transmit the scan results intbd preconfigured

Splunk instance. Click on tplunkoption in the Grid Actions dropdown to choose how you

wish to transmit the data shown in the data grid into the m@nfigured Splunk instance. Click

Transmit Nowto automatically export the data to §mk. ClickSave Export Fite generate a

file which can be used to import data into Splunk using the JSON data source type.
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Disputes

Enable Dispute Notifications

If this box is checked, arél A f YSaal3S gAatt o6S aSyiduéig GKS
resolved, and to the dispute resolver(s) when a dispute is opened or modified.

Dispute Resolver(s)

This option specifies the user or users who should receive a notification when a dispute is
opened or modified if dispute notifications are enabledab. Both SAINT login names and e
mail addresses are accepted. If a login name is specified, the message will be sent-toaihe e
FRRNB&a Ay U Enter acrdirtadfasted i SpedfyQmbltiple recipients. If this
option is left blanknotifications will be sent to all users who have Resolve Disputes permission
(seeGlobal Permissionsf any exist, or else to all Administrators.

From Email

This option specifies the Fromneail addressdr all PGlelated notifications. If left blank, the-e
mail address of the user who initiated the event will be used.

From Email Display Name

This option specifies the From name for all-Raldted notificationslf left blank, the name of
the user who iitiated the event will be used.

Email Server

This option specifies the-mail server to use for sending PCI notificatidh&eft blank, the

P

NEIAAGSNBR a- FT2NJ GKS NBOALASYGQa R2YIFAY g6Aff

ASV

Note: This tab is only available to users with Attestabf Scan Compliance in their license.

ASV Certificate Number

This option specifies the ASV certificate number to put into the Attestation of Scan
ComplianceThe ASV certificate number is an eigligit number (in nnnmn-nn format) issued
by the PCI Smirity Standards Council.
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Customer Attestations

This option specifies the conditions that the scan customer must accept when requesting an
Attestation of Scan Complianc&he default conditions are based on PCI DSS requirements, but
some ASVs may wish teword them or add their own termsUse a pipe character (]) to

separate the conditionsConditions which begin with an asterisk are required.

Enable Attestation Notifications

If this box is checked, anreail message will be sent to the requester when/etestation of
Scan Compliance is approved or denied, or to the attestation resolvers when an attestation
request is opened or modified. This option is only used if Attestation of Scan Compliance is
enabled in the license.

Attestation Resolver(s)

This opion specifies the user or users who should receive a notification when a request for an
Attestation of Scan Compliance is opened or modified, if attestation notifications are enabled

above. Both SAINT login names ananail addresses are acceptetf.alogin name is specified,

the message will be senttotheel Af | RRNB & a A Enter Kdommadpardtbd) & LINE 1
list to specify multiple recipients. If this option is left blank, notifications will be sent to all users

who have Issue AoSC permiss(seeGlobal Permissionsf any exist, or else to all

Administrators.

Executive Summary Report Type

This option specifies the name of the report type to use when generating ASV Executive

Summary reportsor attestation requests¢ KS RSFlL dzf G Aa {! Lb¢Qa aidl yF
type, but some ASVs may wish to use a custom report template with their own format and

branding. If this setting is changed, be sure that the chosen report type complieshégth

executive summary reporting requirements in the ASV Program Guide.

Detail Report Type

This option is similar to the one above, but specifies the report type to use when generating
ASV Detall reports.
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AoSC Report Type

This option is similar to the ondave, but specifies the report type to use when generating
Attestations of Scan Compliance.

License Notification

The license notification features described below provide visibility into the current status of the
product license, and notification triggefsr when you are close to the licensed capacity.

License Email Threshold

This threshold is the number of targets/scans left on the license before the notification is sent.

License Warning Email Address

This email address list is a spaaparated list of mail addresses to which license notifications
will be sent.

License Warning Email Server

This email server is the hostname or IP address of the email server to use to send the email. If
none is provided, the system will use the current default mail server.

License Warning Email Subject

This subject is the subject line that will appear on the license warning email messages.

Show License Key Status

7 A

LT GK f A0OSyasS GeLlS Aa aYSUSNBRE 2NJ GdzyAljdzSé s
footer.

PassiveHost Discovery

The passive host discovery feature attempts to continuously discover devices on the network
by silently watching for traffic from new IP and MAC addresses, rather than actively probing a
range of addresses. The discovered devices can therabily imported into a scan job.
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Enable Passive Host Discovery

Check this box and then restart the manager to activate the passive host discovery feature.
When this box is checked, all connected scan nodes will monitor the chosen network interface
and pase all IP and ARP packets. When previously unseen source IP or MAC addresses are
found, those addresses are reported back to the manager, where they can be viewed and
scanned. (SeBassive Host Discovery

Note that MAC addresses are only available for sources which are on the same LAN as the
Y2RS® CdAINIKSNY¥Y2NB:Z GKS GNXYFFAO GKFG OFy 0SS as
the way the network switches are configured. Typically, the nodeowiyl be able to discover

K2ala oKAOK SAGKSNI aSyR 2dzi oNRBIFROIF&ad NBIljdzSai
direct communication with the node.

Passive Host Discovery Networks

This option specifies which IP addresses to report. The value is a sp@oenmaseparated

list of Class A, B, or C networks (such as 10, 172.16, or 192.168.1) or CIDR addresses (such as
10.0.0.0/8). This option is used as a filter by the packet capture engine. If it is left blank, no

filter is used, and all addresses aréd8 NIi SR® Ly GKA& OFasSs Lt | RRNB
G2 @2dzNJ 2NHIFYAT FGA2y O2dzZ R 3SG NBLR2NISRI az2 f

Passive Host Discovery Interface

This option specifies which network interface to monitor on the scan nhde specified as an
AYOGSNFIFOS yIYS NBUOdNYySR o6& GUKS aAFO2yFTAIE 0O2Y
numbered configured interface, excluding the loopback interface, isusefl. A G Aa aSid G2
then all interfaces are monitored.

Puge Offline Hosts After

This option is useful for removing stale entries from the passively discovered hosts table. The
value specifies the number of days after which a host should be dropped if it has not been seen
on the network. This prevents devicesialnare no longer on the network from being scanned
again and again.
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Manager

I H Security Suite

Scan - Analyze Report ~ Exploit ~ Manage Configuration -

System Options Scanning Options Exploit Options

| Search | Clear Search

Web Server Nodes APl Password Policies Authentication Cisco FireSIGHT

Infoblox

Purge Scans After Days: |':I |

Require Target Authorization: | Never bl

Scheduled scan grace time

(minutes): |65 |

Maximum Analytics Processes: |5 ||: Minimum number: 1)

Maximum Target Selection |

Hostname Resolution Time: ||: Minimum number: 1)

Maximum Overall Target Selection
Hostname Resolution Time: | 13 ||: Minimum number: 1)

Save

Restore default values? [All Options] or [System Options]

Purge Scans After Days

This option can be used to automatically delete scans and their associated jobs and data after

the specified number of days from the start date of thersdaeletion is performed in a

background process whenever the manager starts and every 24 hours thereafter. If this option

is set to 0, then automatic deletion is not performeédbte: Regardless of this setting,-on

demand deletion can be performed ataty¥S o6& SESOdziAy3a aLRBRGKZ2Y
S{FTAylUkalAyldypYlIyl3SNkaNDOkY2Rdz SakRIlGl aid2NB«k Lldz
where <days> is the number of days.
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Require Target Authorization

This option allows you to require users to accept an agreement with an electignatsre

before running a scan or exploit. This option may be useful if you are hosting a scanning

platform for your customers, so you will have evidence that the scan activity was authorized in
OFrasS @e2dz f1GSNJI NSBOSADS I 0 dzd Bhe foreh ¥ piesemtey ditéar T NB Y
the user enters any new targets in the scan wizard or the exploit run form. When this option is
enabled, a new menu option appears under lanagetab calledTarget Authorizations

which allows you to view and download thethorization forms.

There are three options for this settinglwayswill require target authorization for all new
targets.Localwill require target authorizations only for new targets being scanned or exploited
from the local node. This option may beeful if you have some customers who own their own
scan nodes for which authorization is not requirdkver which is the default, removes the
target authorization requirement.

Target Authorization Agreement

This option only appears when the above optis enabled and allows you to specify the
agreement text for target authorizations. This text is the terms and conditions that the user
must accept before scanning or exploiting a new target.

Maximum Analytics Processes

The maximum number of analytics pesses that can run at the same time, reduce it to save
memory and processing power while scanning. New scan data is continuously analyzed by the
manager during a scan and setting this value lower could save memory and processing power
on systems that regte it.

Maximum Target Selection Hostname Resolution Time

The maximum number of seconds to wait for hostname resolution when entering targets to
scan by hostname or URL per target.

Maximum Overall Target Selection Hosthame Resolution Time

The maximum numhreof seconds to wait for ALL hostnames to resolve when entering targets
to scan by hostname or URL. For example: if this is set to 13 seconds, and a large hostname
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target list is imported, SAINT will wait for this many seconds before ignoring the hostname
resolution and add the targets regardless.

Infoblox

Two options are available:
1 Infoblox server IP or hostname The IP address or hostname of your infoblox server.
1 Infoblox API versiorg The version of the API running on your Infoblox server. SAINT
sets ths to a lower version by default but if your server supports a higher version then
you can set that here.

Scanning Options

The following configuration options define various characteristics and process controls over
vulnerability, configuration and applitan scan activity.

{AIT" security suite

Dashboard Sca
SymemOptions  Scansing Options  Exploit Options.  Tuckes Optians

| Search | Ciear Seasch |

Host Discovery | Probe  Port  Password  Email Nolificalion  File Comtent Search  AntiVirus | TCP Authentication  Network information  Process Control  Results  SCAP Configuration  Workarounds  Tunneling

Discavery Method; | Nmap ]
NMAR SYN Scanning:
20,443
HMAP SYH Ports:
NMAP Ack Scamning:
23
NMAF Ack Ports:
Echo Scanning:
Timestamp Scanning:
Netmask Scanning:

UDP Stanning:

VDR Ports:

SCTP INIT Seanning:

SCTP INIT Ports:
IP Proto Scanning:
1P Protos:

ARPIP ND Scamning: )
Cusstom NMAP Flags:

Firewall mode: |Combined mode: Use ping, ARP, and TCP to discover live hosts v|

21,22,25,53,80,139, 143,443, 445,515

57D Ports:

62



SAINT Security Suite
Host Discovery

These options determine the default behavior for discovery scans (SAINT or Nmap) and
configuration settings for Nmap if that method is selected for host discovery. These settings can
be defined globally, as well agerridden when setting up a scan Job.

Discovery Method

1 SAINT Firewalt In order to avoid wasting time scanning hosts which do not exist or are
unreachable, the scan engine attempts to discover live hosts at the start of a scan. The
method used to discovdive hosts varies depending upon whether a firewall is in place.
Also, see th&Vorkaroundssectionfor additional Firewall rules/settings when using this
discovery option.

{ SO GKA& Cf | 3shiilgndiscbvery.2 dzaS {! Lb¢Q

T Nmapc5 STl dzZ & aSGiAy3aId ¢KAA aSGGAWRapdzaSa bYl L
documentation for a complete list of Nmap options. Use caution when modifying these
options, since certain settings maguse the port scan to miss ports in some
environments, to use unintended protocols, or to scan unintended targets. Do not set
any output options, since SAINT requires machaedable output and therefore always
includes that argument¢M).

NMAP SYN Scamg (nmap_disco_syn)

Sends empty TCP packets with the SYN flag set. Live hosts will reply with either a RST or
SYN/ACK TCP packet.

Nmap_disco_syn (0 -No;1 -Yes).
NMAP SYN Ports (nmap_disco_synports)

Default is 443. An optional list of comrsaparated pors may be supplied. If omitted, the
default Nmap ports will be used.

NMAP Ack Scanning (nmap_disco_ack)

Sends empty TCP packets with the ACK flag set. Live hosts will reply with a RST packet. Some
firewalls prevent hosts from replying to SYN requests teatgoorts, but may still respond to
ACK packets.
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Nmap_disco_ack (0 -No;1 -Yes)

NMAP Ack Ports (nmap_disco_ackports)

Default is 40. An optional list of comrsaparated ports may be supplied. If omitted, the
default Nmap ports will be used.

Echo Scanning (nap_disco_echo)

One sends ICMP echo (type 8) request.
Nmap_disco_echo (0 -No; 1 -Yes)
Timestamp Scanning (nmap_disco_timestamp)
One sends timestamp (type 13) request.
Nmap_disco_timestamp (0 -No; 1 - Yes)
Netmask Scanning (nmap_disco_mask)

One sends Addressadk (type 17) request.
Nmap_disco_mask (0 -No; 1 -Yes)

UDP Scanning (nmap_disco_udp)

Sends UDP packets to the given ports. Empty packets will be sent to most ports.
Nmap_disco_udp (0 -No;1 -Yes)

UDP Ports (nmap_disco_udpports)

Ports specified here will beacluded in the config/nmap/nmajpayloads and send the
corresponding packets, which will be more likely to elicit a response.
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SCTP INIT Scanning (nmap_disco_sctp)

Sends SCTP packet with the minimal INIT chunk. Live hosts will reply with an ABORT lehunk if t
port is closed or an INJACK chunk if it is open.

Nmap_disco_sctp (0 - No; 1 -Yes)

SCTP INIT Ports (nmap_disco_sctpports)

An optional list of commaeparated ports may be supplied. If omitted, the default Nmap ports
will be used.

IP Proto Scanning (nmagalisco_ip)

Sends an IP packet with the specified protocol number set.

Nmap_disco ip (0 -No; 1 -Yes)
IP Protos (nmap_disco_ipprotos)

An optional list of commaeparated protocol list may be supplied. If omitted, the default Nmap
protocols will be used.

ARP/Pv6 ND Scanning (nmap_disco_arp)

Uses NMAP to handle ARP requests instead of the host operating system. This is useful for
scanning local LANs and may improve performance. If IPv6 targets are used, then ICMPVv6
Neighbor Discovery is used instead of ARP.

Frewall mode: Firewall Flag

These options determine the default behavior for scans that use SAINT for host discovery.
These settings can be overridden when setting up a scan Job. Each configuration setting and
option is defined below:

T No Firewall Support The No Firewall Support option is the default, and should be
selected if no firewall is in place. With this option, SAINT attempts to send an ICMP echo
request (ping) to each host. When the host does not respond, the scanner assumes the
host is down and s$gs further probes.
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1 Firewall Supporig Use TCP Discovegff you are scanning targets that are behind a
firewall from a system that is not behind the firewall, or in any other case where ICMP
does not work, choose this or the ARP Ping Discovery optibissoption causes the
scanner to use TCP for discovering live targets. Each potential target in the specified
target range will be scanned for a few standard TCP ports. If there is a response, either
that the port is open or that the connection was refudadthe target, then the host is
considered to be alive. The ports scanned for this purpose are specified in the Standard
Ports settings.

1 Extensive Firewall Suppog This option skips the discovery process altogether and
does a complete scan of every tatgddress, regardless of whether it is alive. Hence,
Extensive Firewall Support can lead to a very slow scan, especially if a large target range
was entered. Use this option only when the targets do not respond either to pings or to
TCP requests to closgarts, and do not consistently have any of the standard ports
open

1 ARP Ping DiscoveryWith this option, the scanner will consider a potential target to be
alive if the IP address can be resolved to a MAC address using the ARP protocol. The
benefits of his method are that it still works even when ICMP pings and TCP ports are
blocked, and it is the fastest discovery method. But it only works for targets that are on
the same local network as the scanner.

1 Combined Firewall Supporg Choose this option if yodo not know whether your
targets are behind a firewall or if some targets may be behind a firewall while others are
not. This option uses all of the above discovery methods. It is the slowest option, but
also the most likely to succeed in discoverindiadl targets.

Firewall Flag (0=No Firewall Support; 1=Firewall Support i Use
TCP Discovery; 2=Extensive Firewall Support; 3=ARP Ping
Discovery; 4=Combined Firewall Support)

STD Ports (std_ports)

¢/t t2NIha G2 aoly G2 7T AsfyRnethod ge8Sin Hogt Bisicavery, dza A y 3
(discovery_method = 0)The firewall_flag value tells SAINT whether to expect the targets to be
behind a firewall. If the firewall option is set to use TCP discovery and the primary target
contains an IP address rangeaosubnet, then the scanner will scan each potential target for a

few standard TCP ports and check whether or not there is a response, either that the port is
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open or that the connection is refused. The std_ports values define ports to be scanned for this
purpose.

Probe
Spider Depth (spider_depth)

Default level: 3 SAINT's HTTP probe contains checks for vulnerabilities in many web
applications which could be installed in netandard locations on web servers. SAINT attempts
to find these web applications scanning pages which are linked from the root page, then
scanning pages which are linked from those pages, and so on. This process is known as
spidering Increasing the depth allows a more thorough scan, but could cause an exponential
increase in the timmeeded to complete the scan if a target has many links. Setting the depth
to zero or unsetting Exhaustive flag at Job setup time tells the scanner to scan only the web
root directory and not to follow hyperlinks. Setting the depth to one causes the scaomso

scan any pages linked from the root page. Setting the depth to two causes the scanner to also
scan any pages linked from those pages, etc.

HTTP Limit (http_limit)

Default 10000 (Maximum number of pages};@nlimited. This option compliments the

spider_depth setting to prevent scans from taking excessively long on sites that have many

pages. In these cases, it is useful to limit the total number of pages scanned, in addition to

controlling the depth. To limit the total number of pages scanne@ach target, set the web

page limit to the desired maximum number of pages. After the scanner has run the specified

number of instances of http.saint and https.saint against a target, it will complete the scan and
produce a warning message inthe scantsgtdza FAE S (G2 Ay F2N)Y &2dz (KI {
scanned. To allow an unlimited number of pages to be scanned, set this value to 0.

HTTP Form Limit (http_form_limit)

This setting is similar to the HTTP Limit described above, but limits the number of foteexdi

of the number of pages. To limit the total number of forms scanned on each target, set the limit

to the desired maximum number of forms. After the scanner has run the specified number of
instances of http_form.saint and https_form.saint against @, it will complete the scan and

LIN2 RdzOS | ¢+ NyAy3a YSaalr3asS Ay GKS aolyda adal adz
scanned. The default is 10000. To allow an unlimited number of forms to be scanned, set this

value to O.
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HTTP Delay (http_delay)

This setting specifies the number of milliseconds to wait between HTTP requests. The default is
0, meaning each HTTP request should begin as soon as the previous request is finished. This is

typically the desired behavior since it minimizes the scan tinogveer, increasing this value
may help if the default value causes a target to crash or become unresponsive.

Note that this setting only controls the delay within each probe instance, but there could be
multiple probes making HTTP requests concurrefittyachieve the gentlest possible scan, also
set theMaximum Threaddo 1 to prevent probes from running concurrently.

HTTP User Agent (http_user_agent)

This setting specifies the UsAgent header to include in most HTTP requests. The default
setting resenbles the UseiAgent header sent by a typical web browser, to make it appear to
GKS dFNBSG GKIFIGO {!'Lb¢Qa OKSO1a INBE O2YAy13
change this in some cases. For example, some web application firewalls may alltaw you
whitelist custom HTTP headers, thus allowing a scan to proceed without interference.

Note that some vulnerability checks must use specific 44ggmt headers in order to work as
designed. These checks ignore this setting and always use théAgeetheader which allows
the check to work.

Crawl Dynamic Content (crawl_dynamic_content)

In the early days of the World Wide Web, most web sites served static HTML content, which
could be easily parsed by scanners to find links to other resources. Howevesrrmaeb

T NP

applications typically serve pages containing some amount of dynamic content. That is, in some

cases the browser executes script embedded in the web page to create page elements, send
data to and from the server, or handle mouse clicks and other astions.

The Crawl Dynamic Content setting tells the scanner to execute the script embedded in each
web page, as a web browser would do when loading the page. The scanner then records any
HTTP requests which are triggered by the script execution hwhay identify additional web

resources, leading to improved vulnerability detection. However, since script execution takes

time, enabling this option may slow down the scan. If this setting is disabled, embedded script
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is not executed, but the scanner still attempt to find links to other resources by parsing the
static content.

Clicks Per Page (max_clicks_per_page)

In some cases, simply executing the embedded script as a browser would do when loading a
page is insufficient for finding web resourcebefle could be some content which is only

exposed after certain events such as mouse clicks. To ensure that the scanner finds such
content, it needs to take it a step further and simulate the mouse clicks which would occur in a
browser.

The Clicks Per Pagetting specifies the maximum number of elements per web page on which
to trigger a click event, if dynamic content crawling is enabled. Higher settings may uncover
more web resources but may take more time. A value of zero disables the simulation s& mou
clicks, but still allows the initial script execution on each page.

Dynamic Content Timeout (dynamic_content_timeout)

When dynamic content crawling is enabled, there could be situations where the scanner
encounters script which takes a long time to mngets stuck in an endless loop. The scanner
aborts the script in this situation, to avoid slowing down the scan. The Dynamic Content
Timeout setting specifies the number of seconds that the script is allowed to run on each page
before execution is aborte

Web Program Dirs (cgi_dirs)

The default web program directories abgi - bin/ and/scripts/ . This setting defines the

set of standard web directories to scan that typically contain programs. These directories are
specified in a commaeparated list. Edcdirectory should start with a leading slash and end
with a trailing slash.

Web Dirs to Skip (cgi_dirs_skip)

Default: blank; SAINT allows you to specify directories not to scan. This option is useful if a
certain part of the web site should not be inckdlin the scan. These directories are specified

as a commaseparated list, and each directory should start with a leading slash. Each web page
found during web crawling will be compared with every item on this list using aicssesitive
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comparison staibg from the beginning, and if there is a match then the page is omitted from
the scan.

Software Inventory

Setting this option ensures all scan policies include probes that retrieve a list of software
installed on Windowsbased targets. This configuratioequires that applicable scan Jobs be
defined with Windows Domain credentials (Step 4 in Job setup) or credentials to the targets
have been previously defined in the Credentials Manager. The resulting software inventory can
then be found in the Vulnerabmi List section of the Full Scan or Overview reports. Note that

the software list is generated by enumerating the Uninstall key in the Windows registry.
Therefore, only software registered with the operating system during installation will be
included. Sdfvare placed on the system without running an installer program is typically
omitted. Also, note that registered software incorrectly removed from the target system may
still be included in the list after removal, due to orphaned registry keys.

Load Balanmg

This setting specifies whether or not to run load balanced scans. With this option, the scan
targets will be divided evenly among the available nodes, and the scan will be queued until at
least two nodes are available. The minimum number of nodeslamdet of nodes among

which to run the scan can be customized wioeeating the scan job.

This option can be overridden when creating the scan job.

Mobile Device Timespan

This setting affects theobile devicescan policy.

By default, a scanner deployed into an internal environment queries Active Directory servers

for information about Exchange ActiveSync devices which have been changed in the past year,
and useshat information to infer vulnerabilities on those devices. The default setting is

intended to avoid reporting on many retired devices. However, this setting allows you to

change the default time span to expand the search to include less frequently chdegeds,

or to limit it to more recently changed devices. Note that mobile device scanning requires
2AYR264& R2YIAY FRYAYA&AOGNI G2N) ONBRSYy(GAlfa FyR
Authenticating b Windows Targetir more information.
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To change this setting, enter the new time span in days. Note that the last change date for a
device is usually older than the last sync date.

Vulnerability Check Flags (vuln_check_flags)

This setting allows yowtmodify the behavior of certain vulnerability checks. It is a comma
separated list of one or more of the following options:
1 internalnetinfo_strict¢ When checking for internal network information disclosure in
SSL certificates, report the vulnerability Bmy internal IP address, with no exceptions.
Without this flag, an exception is made for 192.168.168.168 since this is commonly used
AY RSTlLdzZ G OSNIAFAOIFI(GSa |yR R2SayQi dzadz f €

Local Checks in Containers (internal_coin&r_scan)

When SAINT runs a credentialed scan of a Linux target which hosts Docker or LXC containers, it
enumerates the running containers and lists them as an informational item in the scan

results. If this setting is enabled, it will go a step furtteerd run local vulnerability checks

inside of each running container. Each container will appear in the scan report as an additional
host which was scanned, with the container name as the host name. This helps distinguish the
vulnerabilities found in the adainer from the vulnerabilities found on the host itself. (It will

not count as a separate target for licensing purpos&oje that findings that come from

scanning exposed container ports will still appear as if they are on the host, since it issthe ho
which is exposing those ports.

Port

SAINT's portscan and vulnerability scan levels always include a TCP and UDP port scan. These
port scans are important to the scan because their results usually determine which of SAINT's
vulnerability checks to run.

Portscanningispr@2 Y FA 3 dzZNBR (G2 O20SNJ g2 ao02LlSayY aKSI @
be controlled in the following settings. Ports included in a heavy port scan generally include a

wide range of TCP and UDP ports, which is useful for detectimige® running on either

common ports or nofstandard ports. The common ports include only commonly used ports,

and is useful for quickly detecting services running on common ports. The port scan level

setting controls which of the above two lists to use the port scan.
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Heavy TCP Ports (heavy_tcp_ports)

The ports included in heavy port scan generally include a wide range of TCP ports, which is
useful for detecting services running on either common ports or-stamdard ports.

Common TCP Ports (common_tqorts)

The common ports include only commonly used ports, and is useful for quickly detecting
services running on common TCP ports. The Port scan level setting controls to use for the port
scan.

Heavy UDP Ports (heavy udp_ports)

The ports included in hegnport scan generally include a wide range of UDP ports, which is
useful for detecting services running on either common ports or-stamdard ports.

Common UDP Ports (common_udp_ports)

The common ports include only commonly used ports, and is usefulifoklg detecting
services running on common UDP ports. The Port scan level setting controls to use for the port
scan.

SSH and Registry Ports (auth_test_ports)

This option allows you to specify the ports that the remote registry and SSH services run on in
your network, by default this is '22,139" and for the most part you will not need to change port
139. If you run SSH on a nstandard port (other than 22) specify it here.

Use Heavy port ranges (allports)

Defines which TCP port scan list to use.

Allports (O T common TCP ports; 1 i Heavy TCP Ports)
OS Type Ports (ostype_ports)

If the scan uses NMAP for TCP port scanning (see TCP options) and the Nmap Flag settings
include the-O flag, then Nmap tries to determine the host type of each target during the TCP
port scan. This takes advantage of the full port scan results to increase its chances of finding at
least one open and one closed port, which improves the reliability of the host type guess. In all
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other cases, SAINT uses Nmap and Xprobe2, if installdte@tanning platform, to determine
the host type of the target by scanning a small number of ports. This port scan takes place in
the ostype.saint  probe, separately from SAINT's regular port scans executed by the
tcpscan.saint andudpscan.saint ~ probes.

The ostype configuration settings enable you to change the port numbers which are scanned
for host type detection. By default, services which typically run from the Internet services
daemon(inetd) are omitted because Nmap could reportedly crash somerolde
implementations ofnetd , so the ports to use at the heaypjus level is set separately to

include those ports.

Password

Security Suite includes checks for password policies for Windows targets. The password policy
refers to the rules on the target systedesigned to enforce good password security practices.

The scanner attempts to identify login account names using finger and rusers on Unix systems,
and netbios requests on Windows systems. For each login account name that the scanner
identifies, it then checks each account to find out whether or not its password can be guessed.

NOTE ABOUT THE PCI SCANNING POLICY
Although password policy settings can be customized through this option, SAINT's PCI scanning
policy setting are prelefined for the followig configurations based on the specified PCI DSS
requirement:
1 DSS 8.5.9Change user passwords at least every [x] days.
1 DSS 8.5.10Require a minimum password length of at least [x] characters.
1 DSS 8.5.12Do not allow an individual to submit a new passd/that is the same as
any of the last [x] passwords he or she has used.
1 DSS 8.5.13Limit repeated access attempts by locking out the user ID after not more
than [x] attempts.

Thelength refers to the number of characters in the password. Longer pasgsware generally
considered to be more secure than shorter passwatdsory refers to the number of previous
passwords which cannot be-used. This prevents a user from defeating a password change
requirement by raising the same few passwords ovedaver againMaximum ageand
minimum agerefer to the range of days over which a password must remain before being
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changed again. The maximum age requires a user to change his or her password periodically,
whereas the minimum age ensures that the usemecaefeat the password change

requirement by immediately changing the password back to what it was before. Lockout refers
to the number of failed login attempts which are allowed. After this number of failed attempts is
surpassed, the account is disabfeda period of time to prevent brutirce password guessing
attacks.

Password Guesses (password_guesses)

The number of guesses to try against each account is limited by the Password Guesses
configuration setting.
1 The default is two guesses.
T A value of ze (0) will disable password guessing. Any other value instructs the scanner
to try the specified number of strings starting from the top of the list of password
guesses.

Note that some systems lock out accounts after a set number of failed login atsenmaially
three or greater. Settinfpassword Guessagyher than the default value of 2 will cause account
lockouts on such systems, which could be a major inconvenience for the administrators and
users of those systems.

First Guesg Fifth Guess (gues®#ings)

There are two ways the passwords guesses can be specified. The first option is to modify the
Password Guess settings for each guess. SAINT supports up to 5 guesses. The default list of
password guesses is:

1. (null password)

2. %l (password same as logiame)
password (the word "password")
%b (login name backwards)
%I1 (login name followed by the digit "1")

o s~ w

Password Dictionary (password_dictionary)

The Dictionary option is the second option, which allows a more thorough password
assessment. To use shoption,type or paste a list of password strings, separated by line
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breaks, into the text box, or click on the folder icon to populate the text box with one of the
built-in password dictionaries. This option overrides Hiest Guess through Fifth Guess
settings. All of the strings in the file are tried against each account, regardless éfateword
Guessesetting.

Password Delay (passwadr delay)

If more than two guesses are desired, the Password Delay option can help you avoid lockouts
by separating the login attempts by a specified number of seconds. Set the delay greater than
the lockout counter resets time, in seconds. Note that usimg setting with a dictionary attack
could result in a scan which takes a very long time to complete.

Password Policy Length (pwpolicy_length)

This option allows you to customize the password policy checks to assess a target against your
defined minimal &ing length. If a target system does not enforce a policy that is at least as

strict as the specified settings, then a vulnerability is reported. Note that authentication is
typically required in order to perform these checks.

Password Policy History (pvaticy _history)

This option allows you to customize the password policy checks to assess a target against your
RSTAYSR @I tdzS FT2N G§KS ydzyo S NUs2HFIf atdgst@ystendza LI & a
does not enforce a policy that is at least as ststhe specified settings, then a vulnerability is

reported. Note that authentication is typically required in order to perform these checks.

Password Policy Max Age (pwpolicy_max_age)

This option allows you to customize the password policy checks tosasagasget against your
defined value for the maximum number of days a user is permitted before changing their
password. If a target system does not enforce a policy that is at least as strict as the specified
settings, then a vulnerability is reported. téahat authentication is typically required in order

to perform these checks.

Password Policy Min Age (pwpolicy_min_age)

This option allows you to customize the password policy checks to assess a target against your
defined value for the minimum number dhys before a user is permitted to change their
password. If a target system does not enforce a policy that is at least as strict as the specified
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settings, then a vulnerability is reported. Note that authentication is typically required in order
to perform these checks.

Password Policy Lockout (pwpolicy lockout)

This option allows you to customize the password policy checks to assess a target against your
defined value for the number of failed attempts before password lockout. If a target system
does notenforce a policy that is at least as strict as the specified settings, then a vulnerability is
reported. Note that authentication is typically required in order to perform these checks.

Email Notifications

These configuration options support sendingn@il messages and content when scanning is
completed. This configuration setting defines default mail server settings, addressing and
content templates to be used for all scan jobsngil notification settings can also be defined
locally, at Job setup timéased on jokspecific workflows.

Send Email (send_email)

The value is flag to define whethemeail notifications are permitted for scan jobs.

Send_email (1 71Yes;0 iNO)

Mail Server (mail_server)

This configuration field stores the IP address of a maiy/redaiver. If this option is left blank,

the alert will be sent directly to the mail server for the recipientail domain. If that server
cannot be resolved or reached for some reason, then an IP address for a mail relay server can
be specified. If itd specified, then alerts will be sent through that server.

From Email (from_email)

CKAA FASIR AWRPNBal RREBaamRPY#F 20 O a8l Aa alLlS
address is root at the domain of the local host.

From Email Display Namer@@m_email_display _name)

. 2dz YIFe Ffaz2z aLISOATeEe GKS Ribafl hddeess. ThR Hefallif 1 @ y I YS
RAaLIX e yIFIYS Ada aG{!Lbc¢ceéod
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Email Trend Length (email_trend_length)

Trend analysis reports will analyze and report the last one to ten datacwedd,data sets. The
default trend value for anailed reports can be set in this field. The default value is zero.

Email Attachment Name (attachment_name)

OYGSNI I RSTFlLdA G GGl OKYSydG yFYS F2NJFddGr OKYSy
wSadA (¢ o

E-mail Group Settings

These setting define the parameters for eachail you wish to execute at the conclusion of
scan Jobs. Eachmeail can include multiple commseparated addresses.
1 Email Address (mail_address) You must provide one or moreraail addesses to
which the message will be sent.
1 Send Report (Send_reporg)Select the report template to be used for thewail group.
For example, Executive Report.
1 Report Format (Send_report_format)Select the format of the report to be sent. For
example, PF.
1 Note that since the HTML and Frameless HTML report formats are made up of multiple
files, these reports are sent in a tar archive. To view the results from the mail client,
extract the files and view index.html in a browser.
1 Report Attachment Name é8d_report_attachment_name) Enter a default
GadF OKYSyid ylFYSed C2NJ SEFYLXt Sz a[ltad t/L {O
1 Report Subject (Send_report_subjectiEnter a default report subject for themalil
ANR dzLIP 2 KSy GKS adz 2S00 -nmadwildRGolirlSArITUsead (1 K S
has finished for session: <your job>."

File Content Search

File content checking, if enabled (default is Off), scans file systems or web sites to locate
potentially sensitive information, such as credit card numbers, U.S. social sexuribers,

Mexican CURP codes, Canadian social insurance numbers, and default passwords. Report
output for these types of results will then provide guidance, (e.g., result output, location, row
number) for investigation and remediation. This capability &lstudes features to identify files

and file types (e.g., .avi, .mp3), and find files of interest by matching their names as well as their
contents, and potentially speeding up the (often lengthy) search process by quickly skipping
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files known to be eithesafe (whitelist) or suspicious (blacklist) by their names alone. These
configuration settings also include directories that should not be scanned or descended into,
file types/extensions to search through, Perl style regular expressions used to match fil
content to, and a timeout value that sets the maximum scan time.

Note: This feature requires that the kernel supports the cifs filesystem. To determine this, you
can do a cat /proc/filesystems and look for the word cifs.

FCS Enabled (fcs_enabled)

Defadt: Off. Set this field to On to enable file content scanning on the target's file system for
the patterns specified bi#CS Objectivéduthentication is required when using this option.

Fcs_enabled (0 -Of;1  -0n)

WCS Enabled (wcs_enabled)

Default: Off. Set this field to On to enable web content scanning. Use this option to search the
content of web pages for the patterns specified @S Objectivever HT'TP or HTTPS. If both

FCS and WCS are enabled, content scanning will be performed both on the file system and over
HTTP or HTTPS.

Apply Luhn to Custom Patterns (fcs_apply _luhn_to_custom_patterns)

Default: Off. Set this field to On to enable applicatiothef Luhn algorithm to custom search

patterns for FCS on Windows and *NIX, and for WCS. The Luhn algorithm is a simple checksum
formula used to validate a variety of identification numbers, including most credit card

numbers. The Luhn algorithm is alreaafplied to search results that match the PCN and

Canadian CIN numbers FCS objectives. To enable custom search patterns, the pattern should be
entered in FCS Patterns and the FCS Objective should be empty or contain ‘custom'.

FCS Dirs to Skip (fcs_disabl#ig

This configuration field contains target directories that are to be excluded for file content
scanning. List all excluded directories here as a comma separated list.

This option only affects the file content search, not the web content search.Hé3&'¢b Dirs
to Skipoption if you wish to control which directories are included in the web content search.
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FCS File Types (fcs_file_types)

This field contains the files and file types (e.g., .ayw3)nto be included in the file content

scans on Windows systems by matching their names as well as their content. This option only
affects the file content

search, not the web content search.

FCS Patterns (fcs_patterns)

This field defines the file contepatterns used in content scan probes if thestomkeyword is
present inFCS Objectives 2NJ AT C/{ ho2SOuA@®Sa Aa SyLieo
Perl regular expressions to perform these pattsearches. The default content scan

parameters include patterns for common strings such as credit card data, social security
numbers and others, as described above. Additionally, other patterns may also be included to
support scanning for content that ne¢s local needs. For example, patterns that match student
IDs or patient IDs in publicly accessible systems that may expose sensitive information and
should be identified and removed. The following illustrates one example of a complex pattern
typical of ths type of content:

\b\d{4}-A-Z]{2}AAd{4}\b ¢ pattern that matches a string that includes a combination of
numbers, dashes and letters, as in an example student identifier of-2&AA0004

Use a Pipe (|} separator to append the additional pattern ithte default string parameters:

\b[1-6](2Ad[ -]1){12,15)b| \b\d{3}[ ]\ d{2}] -]\ d{4 0 b| \ D\ d{4HA-ZI2}AA d{4 )\ b

Blacklist Filename Regex (fcs_blacklist_filename_regex)

Enter file names in this field to define specific files that are known to be @aspi(blacklist) by
their names alone, and should be included in content scan results, regardless of their content.
Defining specific files can help focus scans and potentially speed up scan duration that can
often be lengthy, based on target lists anchtent size.

FCS Whitelist Filename Regex (fcs_whitelist_filename_regex)

Enter file names in this field to define specific files that are known to be safe (white list) by their
names alone, and should be excluded in content scan results, regardless afotfieint.
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Defining specific files can help focus scans and potentially speed up scan duration that can
often be lengthy, based on target lists and content size.

FCS Whitelist Reverse Effect (fcs_whiltelist_reverse_effect)

Default: No. Checking this box e¥ges the affect of the white list scans, to ensure white listed
files are included in content scanning.

Fcs_whiltelist_reverse_effect (0 -No; 1 -Yes)
FCS NIX File Types (fcs_nix_file_types)

This field contains the files and file types (e.qg., .avi, .mpBgtmcluded in the file content
scans on *NIX systems by matching their names as well as their content. This option only affects
the file content search, not the web content search.

FCS Objective (fcs_objective)

This option specifies the type of informaiti for which to search when FCS or WCS is enabled. It
should be a commaeparated list of cassensitive keywords without any spaces. The
recognized keywords are as follows:

1 PCN; Payment Card Number

1 USA_SSKUSA Social Security Number

1 CAN_SIN CanadiarSocial Insurance Number

1T MEX_CURPMexican CURP Codanique identity code for both citizens and residents

of Mexico
1 custom¢ Patterns found irfFCS Patternsetting

Machine Search Timeout (machinsearchm&out)

Timeout value (in seconds) that sets the maximum scan time.
Anti-virus

Anti Virus Max Days Old (av_days_old)

Number of days since last run that aftrus scans should be considered -@fitdate?
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TCP

Firewalls present some complications that requspecial attention by SAINT's TCP port scans.
Therefore, a number of options have been created to heffectively scan through firewalls.

Since some ordinary targets may have firewalls enabled by default, these options are used in all
scans. However, theshould only be changed if it is necessary to-tunee the scanner for

unusual firewall environments.

If Nmap is being used for your port scan and you wish to tune the port scan parameters, see the
use_nmap_tcp configuration setting. The fw_timeout dnd loadlimit and fw_delay options
are only observed if Nmap is not available or tis®8 Nmapoption is not set, and possibly for
d42YS [ dzZEAfTAINE LR2NI &a0lya 6KAOK dzasS {! Lb¢tQa

When using Security Suite for TCP port scans and modify@sg thalues, keep in mind that the
overall TCP port scan timeout (fw_timeout) may need to be modified accordingly. The scan
engine calculates the maximum amount of time which the TCP port scan may require based on
the current settings, and sets the overadirt scan timeout to this value when the scan begins.

Secs Before Dropping Connection Req (fw_timeout)

This value defines the number of seconds before dropping connection requests. This allows the
scanner to retry or give up on ports that are blocked liyeavall after a few seconds rather

than hanging on them indefinitely. While the port scan proceeds, the scanner will measure the
response time for any open ports it finds, and use those measurements to dynamically adjust
the timeout setting to maximize péormance.

Max Concurrent Requests (fw_loadlimit)

This value defines the maximum number of concurrent connection requests. This prevents the
scanner from overloading the system with waiting connection requests.

Seconds Between Ports (fw_delay)

This value gecifies the number of seconds to wait between each port during TCP port scans. It
is usually only necessary to raise this when scanning through a firewall which detects port scans
above a certain threshold and blocks further connections from the scarmusg

81



User Guide

Note that this setting only controls the delay used during the port scan phase of the l§can.
you also need to introduce a delay between HTTP requests in the later phases EeéDelay.

TCP Port Limit (tcp_port_limit)

This value specifies the maximum number of TCP ports we expect to find open on any target. If
greater than this number of open TCP ports are detected, the port scanner assumes the ports
FNBYy Qi NBIffe 2 LdffefsfrdmytheSastinf the Mo&s\ Tis B dséfllidwl

reducing false positives when a firewall is present which intercepts and accepts many or all TCP
connection requests destined for the target.

UDP Timeebut Port Limit (udp_timedout_port_limit)

DuetoKS yIF (Gdz2NE 2F GKS !5t LINR(G202f> !5t LBR2NI &0
L2NIa yR FAEGUSNBR LBRNIAzZ tSFIRAYy3 G2 FLtasS LR
FdadzySa GKFEdG AT YlIye 02yaSOdziA@RlI @00 K¥SERANBIZ NI
FAEGOSNBR GKIyYy 2LSys>s a2 A0 R2SayQid NBLERZ2NI (KSY
timed out UDP ports after which SAINT will make this assumption. If more than this many

consecutive ports (from the list of ports being scanngd) YS 2 dzi Xz (GKSy G(GKS L3 NI
in the scan results.

Use NMAP TCP (use_nmap_tcp)

bYFILI 2FFSNE YIye RGIyGal3Sa 208SNI {!Lb¢Qa ylI aa
scans, advanced timing algorithms and additional configuration options. ditiermance

benefits are also achieved when scanning through firewalls. Therefore, SAINT enables you to

dzaS bYFLI F2NJ KS YIFIAYy ¢/t YR '5t LBR2NI aoly O
built-in scan engine will be for TCP port scans if this boatishecked..

Use _nmap_tcp (@lo; kYes; Default: Yes)

Use NMAP UDP (use_nmap_udp)

Setting value to Yes uses NMAP for UDP scans.

Use nmap_udp (0 -No;1 -Yes.; Default: No)

NMAP for TCP Ports to scan (nmap_flags_tcp)
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The Nmap TCP flag setting specifies thmmandline arguments which are passed to Nmap
for TCP port scans. These arguments allow you to control the scan type, timing aggressiveness,
and more. Note that you do not need to specify the port range here. SAINT does that for you.

NMAP for UCP Ports scan (nmap_flags_udp)

The Nmap UDP flag setting specifies the commarearguments which are passed to Nmap
for UDP port scans. These arguments allow you to control the scan type, timing aggressiveness,
and more. Note that you do not need to spedifie port range here. SAINT does that for you.

Max Connections Per Port (fw_count)

Default: 2ch OOF aA 2yl f f 83X RdzS G2 LINRoOofSYa 2N Oz2y3sSad
network, there may be some amount of packet loss during the scan. If a conneagjoest to

an open port is lost, then SAINT could miss the port. To mitigate this problem, it may be

desirable to retry the connection for ports which do not respond. This option defines a

maximum number of connection attempts and specifies the numbemoés SAINT should try

to connect to each port in the event that there was no response to any previous attempts on

that port. Since high numbered ports are less likely to be open than low numbered ports, it

might not be worth the time it takes to retry theonnection on every port.

Note: If Nmap is being used for your port scan and you wish to tune the port scan parameters,
see the use_nmap_tcp configuration setting. The fw_count is only observed if Nmap is not
available or the use Nmap option is not s&d possibly for some auxiliary port scans which
dzZaS { ! Lb¢Qa Yyl UGA@BS ¢/t &aol yySN®

Retry Upon Timeout (fw_retry port_max)

If Nmap is being used for your port scan and you wish to tune the port scan parameters, see the
use_nmap_tcp configuration setting. Tfve_retry port_max is only observed if Nmap is not
available or the use Nmap option is not set, and possibly for some auxiliary port scans which
dzZaS { ! Lb¢Qa Yyl OGABS ¢/t &aol yySN
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Authentication

Use NTLMV2 (use_ntimv2)

Microsoft Windows operating systems impient a number of different authentication

protocols. In its default configuration, the system accepts both the older and the newer
protocols. However, some targets may be configured to accept only NTLMv2 authentication, or
equivalently, have the LMCompailiby registry setting set to level 5. To successfully

authenticate to these targets, enable NTLMv2 authentication.

Use ntimv2 (0 -No;1 -Yes; Default: No)

Workstation Name (workstation_name)

This value specifies the NetBIOS name to use for the SAINWinastauthenticating to
Windows targets.

Allow Insecure LDAP

This setting configures the scanner to allow unencrypted LDAP authentication. This should only
be enabled if an Active Directory scan is needed (e.g., fomthigile devicescan policy) and SSL

is not enabled for the LDAP service or the SSL certificate is unavailable, and you wish to accept
the risk of using insecure authentication. Seghenticating to Windowd argetsfor more

information.

Cookie Lifetime (cookie_lifetime)

When you record youweb application credentialgsing the standard or advanced
authentication proxy, two things are saved: the authenticatimokies for the current login
session, and the HTTP requests which were used to establish that session. The latter can be
used to generate a script which repeats the authentication steps and generates new cookies.
This is useful in scans scheduled to muthie future, when the original cookies may have
expired.

Whether to use the cookies saved by the proxy or to run the script which generates new
cookies depends on the age of the scan job as compared to the Cookie Lifetime setting. This
setting specifieshe amount of time the cookies saved by the proxy can be considered valid, in
minutes. If a scan begins before this amount of time has passed since the job was created, the
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original cookies are used. Otherwise, the script will repeat the authenticatepsdb generate
new cookies.

Ephemeral Encryption Key (use_ephemeral_cred_key)

When you enter default credentials during the authentication step of the scan job wizard, those
credentials are encrypted using an AEZ encryption key. Either of two differeancryption

keys can be used for this purpose: a permanent key which is stored on disk, or an ephemeral

1S 6KAOK Aa au2NBR 2yfteé Ay (KS YIylFI3aSNRa YSY
That allows the scan to use the original credentials eviemg it runs, even for recurring scans

and scans that run in the future. However, using the permanent key may be undesirable in

some cases, such as when the local security policy requires encryption keys to be isolated from

the data they are used to encrypt

When theEphemeral Encryption Keption is checked, the credentials are encrypted using the
SLIKSYSNIt 1Se& 4KAOK Aa au2NBR 2yfteée Ay (KS Yy
surrounding storage of the encryption key on disk. However, the credemidl not be

available after the manager restarts. Therefore, it is not a useful option for credentialed scans

which run in the future.

Note that this option only pertains to default credentials which are stored with scan jobs, not to
credentials stord in theCredentials Manager

Network Information

Target Netmask (target_netmask)

To test whether a host could be an amplifier for a smurf or fraggle attack, the scanner needs to
know its network and broadst addresses. On a Class C subnet, which is the most common
type, the first three octets of these addresses are the same as the host's IP address, and the
fourth octet is 0 and 255, respectively. In the general case, the network address is determined
by sdting all of thehost bits(the bitsnot included in the netmask) to 0, and the broadcast
address is determined by setting the host bits to 1.

By default, 255.255.255.0, 255.255.255.128, and 255.255.255.192 are all used as netmasks in

the smurf and fraglg checks. If you know that your target network uses a different netmask,
change theNetmasksetting to the target's netmask. Be sure you know what you are doing if
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you go below 255.255.255.0 (e.g. 255.255.254.0), or you could potentially scan a Class C
network other than your own.

SNMP Communities (snmp_communities)

The Simple Network Management Protocol (SNMP) runs on routers and switches, as well as
some printers, servers, and workstations, for the purpose of communicating configuration and
status information. SNMP access is controlled ustogimunities Acommunity stringdentifies

the community, and can be thought of as the password for SNMP access.

SNMP access to targets is helpful because it provides configuration information that could be
used forimproved host type detection and vulnerability detection. BMP Community
Stringsconfiguration setting is a commseparated list of community strings that the scanner
uses to gain SNMP access. If the community strings on the targets are known, ahé s
placed in this variable. It is not necessary or recommended to include default strings such as
"public" and "private". Passing these values is considered a security vulnerability in and of
themselves, and the scanner already checks for them.

Perbrmance Consideration: Each string listed in the SNMP community strings setting is tried for
every SNMRenabled target that is scanned. Thus, very long lists of strings may take more time
and could cause the SNMP probe to time out. For improved efficieoaymunity strings which

exist only on a certain device should be specified in the config/SNMP_communities.pl file
instead of here. See that file for examples.

Process Control

Configuration settings in this section control various performance settingsaffextt the
overall performance of SAINT probes and processes. These include probe timeout values and
the number of open threads used for concurrent scanning of targets.

Timeout (timeout)

Default: (1) Medium. Certain network probes will "hang" or contato try to contact the
remote host for a very long time with no response. To prevent this from slowing down the
overall scan, each probe is run with a timeout value which tells the probe to terminate itself
after the specified time period has elapsed. fienare 4 timeout values, measured in seconds
that can be controlled globally or at job setup time: Short, Medium, Long, and Extra Long
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(default values defined below). By default, all SAINT probes are launched with the same
timeout value, which is either thslow timeout, the medium timeout, or the fast timeout,

except for a few probes which require more time, and are defined in other settings below.
Which timeout to use is specified by using the setting defined globally or at Job setup. For
example, if theselected timeout values are 15 (short), 30 (medium), 45 (long) and 60 (extra
long), and the selected timeout is Medium, then all SAINT probes would be allowed 30 seconds
to run, except for some of the longer probes which may be allowed 120 seconds or more.

When editing these settings, beware that reducing timeout values could lead to missed
vulnerabilities. Timeouts are only intended to be used as a safeguard against hung probes
preventing scan completion. Setting them too low could result in terminginadpes which

FNBYy Qi Kdzy3d3s Ay KAOK OlF&asS 2yS 2NJ Y2NB OKSOl a

results. To prevent this from happening, the scan engine will raise the timeout settings to the
minimum acceptable value if you attempt to set them toov.

Short Timeout (short_timeout)

Default value: 30 seconds

Medium Probe Timeout (med_timeout)

Default value: 75 seconds (Default setting)

Long Timeout (long_timeout)

Default value: 180 seconds

Extra Long Timeout (extra_long_timeout)

Default value: 450 s®nds

Max Threads (maximum_threads)

To increase the speed of a scan, SAINT scanners can run more than one probe at a time. The
maximum number of probes that will run at a time is controlled by this setting. This value

should be low for machines which argesloaded or which do not have much memory, but can

be set higher to achieve faster scans on machines which have the resources available. Be
careful with this value, because a value which is too high could cause the scanner to quickly use
up large amount®f memory.
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1 The default setting is 0, which causes SAINT algorithms to choose an optimal value
between 1 and 20 for each scan based on the processor speed and amount of available
memory.

1 To disable multitasking entirely, set this value to 1.

HTTP Connectiohimeout (http_connection_timeout)

{!'Lb¢Qad 1¢¢t YR I ¢¢t{ LINRPo6Sa AyOfdzRS Ylyeé OK
individual connections to the target. The HTTP Connection Timeout setting specifies the

number of seconds after which to close eaxmnection if no response is received from the

target. The default is 10 seconds. This setting allows you to tune your website scans with

greater precision than you could using the overall probe timeouts discussed below. As with the
overall probe timeoutshowever, this setting is intended only to prevent hung connections

from causing delays, and setting it too low could lead to missed vulnerabilities.

Individual Probe Timeouts

Due to the special nature of the TCP and UDP port scans, the timeout valtiessi®probes

are handled differently from other probes. The TCP port scan timeout is calculated during each
scan based on the number of ports being scanned and the TCP port scan settings. Also, SAINT
provides the capability to control the UDP port scandouts separately from other timeouts.

For UDP port scans, it is a good idea to raise this value on slow networks to ensure that all open
ports are detected, especially when using custom scan levels specifying more than the usual
number of ports.

Other pobes, such as the HTTP probe, SNMP probe, and NFS probe, also require more time.
For this reason you can override the default timeout for any probe in the session configuration
file. For example:

1 HTTP Timeout (http_timeout) = 180;

1 NFS Timeout (nfs_chk_tiroet) = long_timeout;

T  SNMP Timeout (snmp_timeout) = extra_long_timeout;
In this case, the timeout value for théT THorobe is 180 seconds and the timeout value for the
nfs-chkprobe is equal teslong_timeout , which is theSlowtimeout discussed above. The
timeout value for thesnmpprobe is equal to the value @kxtra_long_timeout , Which is set
in the session configuration file. The timeout value for any probe can be overridden by defining
a new variable which igrobename timeout, whereprobenameas the name of the probe (with
dashes, if any, replaced by underscores).
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As discussed above, when editing these settings, beware that reducing timeout values could
lead to missed vulnerabilities. Setting them too low could result in terminating probes which

| NJBhyr®, potentially causing checks to be skipped. To prevent this from happening, the scan
engine will raise the timeout settings to the minimum acceptable value if you attempt to set
them too low. When editing the HTTP/HTTPS and HTTP/HTTPS Form timeteutsat the

HTTP Connection Timeout discussed above may be a better option than changing the overall
probe timeouts.

Each of the probe timeout configuration options available for configuration globally or at job
setup time include are listed below: askhown below:

1

=A =4 =4 4 =4 4 -4 4 -4 4 -4 4 -4 -4 -4 -4 -4 -4 -4 A -4 A -4 -
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UDP Scan Timeout (Udpscan_timeout)

NFS Timeout (Nfs_chk_timeout)

SNMP Timeout (Snmp_timeout)

Smurf Timeout (Smurf_timeout)

HTTP Timeout (http_timeout)

HTTPS Timeout (https_timeout)

HTTP Expect Timeout (http_expect_timeout)
HTTPS Expect Timédhttps_expect_timeout)
SMB Timeout (smb_timeout)

Finger Timeout (finger_timeout)

Win Login Timeout (win_login_timeout)
Default Login Timeout (default_login_timeout)
SSH Default Login Timeout (ssh_default_login_timeout)
Telnet Timeout (telnet_timeout)

TFP Timeout (tftp_timeout)

MSSQL Timeout (mssqgl_timeout)

OS Type Timeout (ostype_timeout)

DHCP Timeout (dhcp_timeout)

Backupexec Timeout (backupexec_timeout)
Win File Check Timeout (win_filechk_timeout)
SSH Login Timeout (ssh_login_timeout)

Win OVAL Checkmeout (win_ovalchk_timeout)
Sovaldi Timeout (sovaldi_timeout)

SXCCDFI Timeout (sxccdfi_timeout)
SQLPLUS getsid Timeout (sqglplus_getsid_timeout)
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1 HTTP Form Timeout (http_form_timeout)

1 HTTPS Form Timeout (https_form_timeout)

1 FTP Default Login Timeout (ftp_daft_login_timeout)

1 Dictionary Login Timeout (dictionary_login_timeout)
Results

The following settings control what is done with the data after the scan completes, such as
sending it to syslog or exporting it to other products.

Export Results to Splunk

Seect this checkbox to automatically transmit all scan results to the Splunk installation
configured in System Options. (Segstems Options/Spluink

Export Results to Cisco FireSIGHT

Check this box to export thesults to Cisco FireSIGHT automatically when the scan completes.
The Cisco FireSIGHT settings must be properly configured in order for the export to
succeed.(SeeSystem Options/Cisco FireSIGHT.

Syslog Level (syslog_level)

Besides receiving your scan results byail, you may also wish to have your results sent to
syslog. This has the advantage of allowing vulnerability alerts to be routed to the appropriate
system through an existing syslog fiigil\WWhen this option is enabled, your results will be sent
to syslog when the scan finishes. Using this feature requires the syslog daemon already to be
running on the host running Security Suite.

Options for sending scan output to syslog, and to ingieehich events you would like to be
logged, are as follows:
1 Do not send results to syslog
T Log critical problems only
T Log critical problems and areas of concern
1 Log all vulnerabilities
1 Log all vulnerabilities and services
Syslog_level (Default: 0 -do notse nd results to syslog; 1 -
critical problems only; 2 - critical problems and areas of
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concern; 3 - all vulnerabilities; 4 - all vulnerabilities and
services

Syslog Format (syslog_format_type)

This setting controls the format of the syslog message. There are tvienspfThe first option,

Custom Formatllows you to specify your own message form&eeSyslog Custom Formédr

further information. The second optiohEEFGan be used to export scan resultsiBM QRadar

via the syslog facility upon scan completion. Once exported, the scan results can be monitored

AY vwlERINI Ff2y3 gAGK (GKS NBafLEER chdsengthgd 2 NBF y A 1
aeaidsSyQa aeaf23 TFdzy Ol A Dys tedQRaddefoRhe dasility@dyoriorityd dzZNB R
selected in the following options.

Syslog Priority (syslog_priority)

The priority is one of two syslog parameters used to determine how syslog handles the events.
Valid values are as follows:
1 emerg
alert
crit
err
warning
notice (default)
info
debug

= =4 =4 =4 =4 -4 =

Syslog Facility (syslog_facility)

The facility is another syslog parameter used to determine how syslog handles the events. Valid
values are as follows:

T auth

T security

T user (default)

1 localGlocal7
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Syslog Custom Formésyslog format)

The syslog entry format determines the format of the log messages. Each message will appear
4 &aLISOATASRI gAlGK (Seg2NRA 6SodIdr adl NBSGEO
keywords are: job_id, scan_id, session, target, sergeegerity, tutorial, text, cve, id, max_cvss,
pci_compliance. This setting is only used if the Syslog Format setting above i€sstdm

Format

Save Files on Node When Finished (save_files_on_finish)

This setting determines whether the scan data, stdiles and verbose output file are kept on

the scan node after the scan finishes. It generally isn't necessary to keep these files on the node
after the scan finishes, but they could be helpful for troubleshooting. If this box is checked, the
files are sagd permanently on the node. Otherwise, they are removed after they have been

sent to the manager.

Save Files on Node When Stopped (save_files_on_stop)

This setting determines whether the scan data, status file, and verbose output file are kept on
the scamode if the scan is stopped. If this box is checked, the files are saved permanently on
the node. Otherwise, they are removed when a scan is stopp&aning: This box must be
checked in order for the scan to be resumed after it is stopped.

SCAP Configurans

Oval Results Format (oval_results_format)

This configuration defines the system characteristics retrieved from OVAL scans.

Oval_results_format (0 - No system characteristics; 1 - System
characteristics (default); 2 - Thin results)

XCCDF Header (xccdf_heap

This configuration option is provided to set the default Header information for SCAP
Configuration scan output (from XCCDF profiles). The default setting is provided by SAINT, but
can be changed here by changing the text in between the <title> an@rizagion> xml tags.
<title>XCCDF Resultéitle><organization>SAIN%/organization>
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Note: Do not change the Title and Organization open and closing XML tags, as this will result in
an error generating the SCA@&quired output.

SCAP Scan Server Port

This cafiguration option is provided to define the local SCAP scan service listens on. The
default is port 8383.

Tunneling

Tunneling allows SAINT's scanners to securely scan a private network from a public IP address
by sending all packets through a designatedtron the private network. For example, suppose
192.168.1.2, 192.168.1.3, and 192.168.1.4 are targets on a private network. The scanner,
198.51.100.2, is located on the Internet and cannot access the private network.

Public and Private Network

19216811 192.168.1.3
198.51.100.2

192.168.1.4

2 A0K {!'Lb¢Qa G dayrypted tdnyeHis f@rhdd hefvgen theé sfanrer and a
chosen host on the private network. The tunnel uses Triple DES encryption withiét k6§.

The chosen host bridges the tunnel with its physical network interface, forming a VPN. In this
example, 192.18.1.3 is the chosen host. Now, the scanner can scan the targets on the private
network through 192.168.1.3The private IP address 192.168.1.5 is assigned to the scanner, so
the scan probes originate from that IP address even though the scanner is reitghyon the
private network.
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Public and Private Network with Encrypted Tunnel

{
D=

S5

192.168.1.2

: __195 68.1.5

192.168.1.3

198.51.100.2

/
\
192.168.1.4

Scanner IP Address

Setting this option tells the manager to establish a tunnel, and specifies the IP address to assign
G2 0KS a0FyySNI 2y GKS LINAGEFGS ySiig2N] © ! yé& dzy
may beused. Scans of targets on the private network will originate from this IP address.

Netmask

CKAA 2LIA2Yy &aLISOAFTASAE GKS ySayvYlral 2F GKS LINAOD
netmask of the chosen host on the private network. This netmas&rdehes which IP

addresses should be accessed through the tunnel. For example, if the above option is

192.168.1.5 and this option is 255.255.255.0, then probes destined for any addresses beginning

with 192.168.1 will be routed through the tunnel. Note thhese options are for configuring

the tunnel interface only, and do not imply that the entire subnet will be scanned. Only the

targets selected in the scan wizard are included in the scan.

VPN Port

This option specifies the TCP port number to be usedeytPN tunnel. The scanner will listen
for a connection from the chosen host on this port. Traffic on the specified port should be
allowed outbound through the private network's firewall, and inbound through the scanner's
firewall. The same port number shial be entered when prompted by the VPN Tunnel
Connector installer. If this option is left blank, a port number between 50000 and 60000 will be
chosen at random.
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VPN Encryption Key

This option specifies the prghared VPN encryption key. It should be ad@it hexadecimal

string, representing a 198it TripleDES key and a @3t initialization vector. The same key
should be entered when prompted by the VPN Tunnel Connector installer. If this option is left
blank, a key will be generated at random.

StaticRoutes

Ly &42YS Ol asSazs GKS LINAGIGS ySiée2N)y é6ArAff SEGSY
the previous example, now suppose that the 192.168.2 subnet also sits behind the 192.168.1.1
gateway router.

Public and Private Network with Additional Subnet

19216822 19216823  192.168.24

&
¢
¢

192.168.1.2
192.168.1.1 192.168.1.3

198.51.100.2

¢

192.168.1.4

In this case, in order to scan targets 1828.2.2, 192.168.2.3, and 192.168.2.4, a static route
must be specified, which tells the scanner to reach those targets through the tunnel, routed
through the 192.168.1.1 gateway.
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Public and Private Network with Additional Subnet and Static Route

192.168.22 19216823  192.168.24

/"\-\ //’\\\\
Y ,J ;
\ ~ \ "'/ o
é r:

192.168.1.2

192.168.1.1 192.168.1.3

~—

198.51.100.2

/
L— /
4

N

192.168.1.4

e

Static routes are specified as <network>/<netmask>:<gateway>. labitve example, that

would be 192.168.2.0/255.255.255.0:192.168.1.1. Multiple static routes may be specified in a
list separated by sernuolons if necessary. For example:
192.168.2.0/255.255.255.0:192.168.1.1;192.168.3.0/255.255.255.0:192.168.1.1

Bridge Setp

CKS | 020S aO0ly O2yFAIdzNI GA2Yy 2LIJiA2ya | NB dzaSR
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These steps are explained in a dialog box which appears after ythesabove options in the
scan wizard. To enable the tunnel:
1. Choose the host on the private network which will act as the bridge. Any physical
Windows or Linux host on the private network may be chosen. Virtual machines might
not work.
2. Select the operatig system of the chosen host from the drdpwn menu in the dialog
box. Be sure to choose the correct architecture (i.e-bB%s. 64bit), since 32bit
compatibility mode may not work on @dit systems in this case.
3.LFT GKS OK2aSy K Zsilingdnstalliths tllowing gagkagesifiheySane
not already installed:
1 bridgeutils
1 tunctl (Red Hat/CentOS&only)
1 uml-utilities (Ubuntu only)
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97

4. Click on the button in the dialog box to download the VPN Connector program. Note

that the Linux progransicustomized with the correct VPN server address, port, and
encryption key for your scan job, so it must be downloaded again for every new job.

Since the program contains the encryption key, it is highly recommended that it be
transferred securely. (A waimg will be displayed if your HTTP connection is insecure. If

you see this warning, seese SSfor instructions on enabling SSL encryption in the web
interface.) When downloading the Windows version, be soredve the parameters

aK2gy AY GKS AyF2NXYIGA2Y O02E® |, 2d2Qff ySSR
next step.

. Run the downloaded VPN Connector program on the chosen host. If you choose

Schedule Immediatelg the scan wizard, then the program stwbe run before clicking
Finishin the scan wizard. Otherwise, it may be run any time before the scan is scheduled
to begin. Note that there may be a momentary connectivity loss when the bridge is
created.

Linux The VPN Connector is a standalone exdaetprogram. Simply run the program

on the Linux system.

Windows. The VPN Connector comes as asglfacting executable which installs a
Windows service, a desktop application allowing you to control and configure the
service, and the TAR/indows interfae driver if not already installed. The installer will
prompt you to enter the following parameters:
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75 SAINT Scan Node Setup X

Customer Information s ‘u | ”-I-_1
Flease enter your customer information.

Scanner IP address:

VPN port: Start service automatically?

|55555

Encryption key:

Metwork interface:

Back Mext Cancel

At this step in the installation, enter the following information:

1

Scanner IP Addres3he public IP address of the scanner. If you chose the local
node in step 2 of the scan wizard, this is normally the same IP address as the
manager. If you chose a remote node, enter the public IP address of the remote
node.

VPN Port The VPN port number which was shown in the information box below
the download buttorwhen you downloaded the installer.

Start Service Automatically®hether you want the VPN Connector service to
start automatically after installation and every time the computer statfs/ou
uncheck this box, use th&indows VPN Connection Manaderstart the service
before the scan runs.

Encryption KeyThe encryption key which was shown in the information box

below the download button when you downloaded the installer.
Network Interface The netvork interface to bridge. Choose the network
interface for the network which has the scan targets.
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Upon execution, the connector program will first create the bridge interface and add the TAP
interface and the primary Ethernet interface to the bridge. Nibtat there may be a

momentary connectivity loss during this time, and on Windows the bridge interface may
attempt to obtain new network configuration information using DHCP. After the bridge
interface has been configured, the program will attempt to egtdbthe tunnel connection. If

the scanner is not yet listening for the connection, the connector program will retry periodically
until the connection is accepted. Upon success, the program will output a message indicating
that the connection has been estihed. If it is unsuccessful, see the error output from the
scanner for a description of the problem.

If you are an advanced user and wish to set up the bridge yourself, run the connector program

with the ¢B flag, which will skip the bridge setup andtjattempt to establish the connection. If

you wish to use a different Ethernet interface than the default, specify the desired interface
usingthe¢gS Ft I 3d Ly [AYydzES dz&aS GKS AyGSNFIF O0SQa RS¢
Ay G SNFI OS Qcéan e phtathed framkLac@l krea Connection > Properties > Configure >

Details > Device class guid. Run the program witlgkthitag to see the full list of commaduhe

options.

Windows VPN Connector Manager

The Windows installer will install a desktop #ipation which can be used to control, configure,
and monitor the SAINT VPN Connector service. To use this application:
1. Find theSAINT VPN Connector Managerthe Windows start menu.

n SAINT VPN Connector Manager

2. Right click on th&AINT VPN Connector Managption and choos&®un &
administrator.

3. If you chose to run the service automatically when you installed it, then the service will
already be running, and th8topandRestartbuttons can be used to stop or restart
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it. When the service is stopped, you can use $tartbutton to start it.

{ SAINT VPN Connector Manager - 0J X
File Edit Help
The SAINT VPN Connector service is running.
Stop Restart

4. ChooseSettingsrom the Editmenu if you need to change the scanner IP address, VPN
port, encryption key, or network interface.

5. ChooseOpen Lodgrom the Filemenu to see the messages output by the VPN Connector
service.

Workarounds

Skip lerm Checks (skip_form_checks)

This options determines whether to skip checks against detected HTML form parameters. This
option may be useful if excessive form submissions cause problems on the tei@gever, it

will omit many generic web applicationetks such as SQL injection and cisiss scripting, so

it should be used with caution.

Don't Use nslookup (dont_use_nslookup)

Check this box if DNS (Internet domain name service) is not available.

Dont use_nslookup (0=Use nslookup; 1=(Defaul't
nslookup)

Disable Reverse DNS (disable_reverse_dns)

SAINT scanners attempt to determine the fully qualified host ndrost(domair) of each

primary target using reverse DNS. This ensures that the scan provides consistent results by
always using each targe correct registered host name, if available. However, this behavior
may be undesirable if you need to scan a target using a host name which is different from that
target's registered host name, e.g., for scanning virtual web servers. This behaviolsmag a
undesirable if reverse DNS service is slow or unavailableSHipeDNS Lookugption controls
whether the reverse DNS lookup is performed for primary targets. There are four available
settings for this configuration option.
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0 - Perform reverse D8l lookups on all targetgDefault setting).
1 - Disable reverse DNS lookups on any targets. This setting is useful if the DNS servers
are slow or unavailable on the scanning host.

1 2-Perform reverse DNS lookups on targets specified by IP address,thart tavgets
specified by host name. This is useful when scanning virtual web servers, because it
allows IP addresses to be resolved into meaningful host names without affecting the
name of the virtual web server.

1 3-Perform reverse DNS lookups on algts, and if a host name resolves to a different
host name, to scan both host names. This is also useful for scanriurag wieb servers,
if a more thorough scan is desired.

0 = Do lookups 192.168.1.1 — —— host1.domain.com
virtualhost2A.domain.com — —— host2.domain.com
1 =Don't do lookups 192.168.1.1 e — 192.168.1.1
virtualhost2A domain.com — — virtualhost 2A.domain.com
2 = Do lookups for 192.168.1.1 - — host1.domain.com
IP addresses only virtualhost2A.domain.com —— — Vvirtualhost2A.domain.com
3= Do lookups, and scan 192.168.1.1 = —— host1.domain.com
both original and : : ['virtualhost2A.domain.com
resolved hostname KRGS il | host2.domain.com

Use Samba (use_samba)

If this option is enabled, scans will use the operatiggtem's Samba tools (net and rpcclient)
instead of SAINT's native SMB implementation for Windows checks. This may be useful if
SAINT's protocol support is incompatible with the target, but may result in a slower scan. (Note:
this setting has no effect owindows file checks, which always use smbclient.)
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Scan Failure Notification

m| H.I-'Security Suite

Scan - Analyze ~ Report ~ Exploit * Manage - Configuration

Systermn Options scanning Options Exploit Options

| Search | Clear Search

Host Discovery Probe Port Password Email Notification File Content Search Anti Virus

Authentication Network Information Process Control Results SCAP Configuration Workaroun

Scan Failure Notification

Enable Scan Failure Email
Motifications: ||

Email Server:

Scan Failure Notification Email

Addresses:

From Email:
From Email Display Name: SAINT

Email Subject: SAINT

Report scan failure for the following reasons

Probe Crashes: [ |

Probe Timeouts:

< I

License Errors and Warnings:
Authentication Failures:

Scan Window Exceeded:

o8 0

Scan Engine Errors:

a

Fatal Errors:

Enable Scan Failure Email Notifications

Sends an email to the listed email addresses if a scan fails for the selected reasons.

Email Server

The mail server address. (optional)
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San Failure Notification Email Addresses

Spaceseparated list of email addresses to send the notification to.

From Email

The email address that the notification comes from. (optional)

From Email Display Name

The name of the email sender.

Email Subject

The sibject of the email.

Report Scan Failure for the following reasons

Probe Crasheg Message is included when a scan completes and probes crashed.
Probe Timeouts; Message is included when a scan completes and probes timed out.
License Errors and WarningdMessage is included when there are license issues during
a scan.

1 Authentication Failurex; Message is included when authentication fails for any service
that it is attempted on.

1 Scan Window ExceedegiMessage is included when a scan window is defined fob a
and the scan is paused due to the window being exceeded.

1 Scan Engine Errors and Fatal Errgidessage is included in rare cases where an issue
prevents a scan from running.

Exploit Options
Network

Most exploits work by injecting machine code, knoverapayload into a vulnerable process.
The payload runs a command shell which is redirected to a socket. A TCP connection to the
command shell is then established, allowing command execution.

Exploit Timeout (exploit_timeout)

This value is the timeout ua¢ used when executing exploits. The Default value is 240 seconds.
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Shell Type (shelltype)

There are two ways in which the shell connection can be established. Most exploits can use
either of these two methods. Which one to use is specified by the porttgpeloption.
1 0¢ (Default) reverse port, is for the target to connect back to the manager. This method
Is useful when the target is behind a firewall which may deny some incoming
connections, because the connection originates from the target.
1 1¢Bind pot, is for the manager to connect to the target. This method may be
preferable when Security Suite is behind a firewall which could deny the target's
attempt to connect back.

Shell Port Start (shell_port_start)

The shell port is the TCP port upon which tdeenmand shell either listens for a connection
(when using a bind port) or connects back to the manager (when using a reverse port). Most
exploits allow the user to select the shell port that the payload will use. This is useful for
working around firewalblocks which may only allow connections on certain ports.

Since only one process can bind to the same port on the same computer at a time, SAINT allows
you to specify a range of shell ports. An unused port from this range is selected at random

when you un an exploit, but can be overridden on the exploit's run form. During automated
penetration tests, the exploits will use different port numbers within the range to avoid

potential conflicts.

The shell_port_start field specifies the start of the rangsladll ports.

Shell Port End (shell_port_end)

The shell_port_end field specifies the end of the range described above.

Shellcode Transfer Port Start (shellcode_transfer_port_start)

Some exploits need to connect back and retrieve shellcode from the marfagange of ports,
separate from the range described above, is used for such shellcode transfers. Again, an unused
port from this range is selected at random when you run an exploit, and different port numbers
from within the range will be used during amated penetration tests.
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The shellcode_transfer_port_start field specifies the start of the range of shellcode transfer
ports.

Shellcode Transfer Port End (shellcode_transfer_port_end)

The shellcode transfer_port_end field specifies the end of the ralegeribed above.

Tunnel Port (tunnel_port)

Port used for tunneling.

Tunnel Local Port Start (tunnel_localport_start)

This port setting is the first port in the port range used by the localhost for tunneling.

Tunnel Local Port End (tunnel_localport_end)

Ths port setting is the last port in the port range used by the localhost for tunneling.
Local Ports per Tunnel (localports_per_tunnel)

Connectback Address V4 (connectback addr)

The connecback address is used whenever an exploit needs to connect baddXd Such as

for reverse port exploits, exploit servers or file transfers. The default corvet address used

Ad GKS | RRNBaa 2F (KS aeaidsSvyQa ySieg2N] AyldSNF
there may be cases where the target must usefeedént IP address to connect back to the

manager. For example, due to Network Address Translation (NAT).

Tosettheconneed O] F RRNBaaz SyidSNI 6KS YIylF3ISNRa Lt |
AG Aa GKS alysS | i K Sav¥ thiy/setih§ Nanky and teldefult willbé | RR
used.

Connectback Address V6 (connectback add6)

This connecback address is used for the same purpose as the connect back address previous
described, but specific to IPv6 environments.
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Mail Server Domainrfiail_server_domain)

FTPD Port (ftpd_port)

SAINT installations contain an internal File Manager utility, for the purposes of file transfers
during the execution of exploits. There are two configuration settings which affect the

operation of this utility. Th first is the FTP daemon port. When a file download request is made
and the manager attempts to use FTP to transfer the file, it starts a listener on the specified
port. The target system then connects to the port using its native FTP client and seriiis. the

Note that this setting has no effect if the target is a Windows system because the Windows FTP
client only supports file transfers on port 21. SAINT may also use TFTP or SMB for some
connections, in which case this setting has no effect.

Download Timeout (download_timeout)

This configuration option is the second setting that affects the operation of the File Manager
utility. This value sets is the download timeout for file transfers. The File Manager will wait the
specified number of seconds for asponse from the target before giving up on a download
request.

Credentials

Some exploits require authentication credentials to a service on the target host in order to

work. This is typical if a vulnerability affects a specific function which is onlalaleadfter a

user has logged in. SAINT currently allows you to specify login credentials for the FTP, POP, and
IMAP services, plus the IMAP post office name and thr&g domain, if applicable. Enter a

valid user name and password for any service to emahthenticated exploits for that service.

IMAP User (imap_user)

User ID for the imap login credentials. Default: guest

IMAP Password (imap_password)

Password for the imap login credentials.

IMAP Post Office (imap_post_office)

IMAP post office name of thrget mail server. Default: imap
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POP User (pop_user)

User ID for the POP login credentials. Default: guest

POP Password (pop_password)

Password for the POP login credentials.

FTP User (ftp_user)

User ID for the FTP login credentials. Default: anonymous

FTP Password (ftp_password)

Password for the FTP login credentials.

Exploit Email Notifications

Sometimes it will be beneficial to enablen&il notifications for when a new exploit connection

is received. In the cases where you are running a backgrouridietqol, such as the Flash

Drive AutoPlay Tool, or performing any number of client exploits, you most likely won't get any
connections instantly. The following configuration options are provided to configunaie
notification options, specific to expltoexecution.

Exploit Email Server (exp_notify_email_server)

This configuration field stores the IP address of a mail relay server. If this option is left blank,
the alert will be sent directly to the mail server for the recipientsail domain. If thaserver
cannot be resolved or reached for some reason, then an IP address for a mail relay server can
be specified. If it is specified, then alerts will be sent through that server.

Exploit Email Recipient 1 (exp_notify _to_emaill)

Recipient email address teceive notifications from the execution of exploits.

Exploit Email Recipient 2 (exp_notify_to_email2)

Recipient email address to receive notifications from the execution of exploits.

Exploit Email Recipient 3 (exp_notify _to_email3)
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Recipient email addrasto receive notifications from the execution of exploits.
Notify on New Connections (notify_on_new_connections)

Values: Yes/NoDefault: No.

Ticket Options

iu"ﬂ Security Suite saintdev * Help =

Scan * Analyze * Report = Ticket = Exploit * Manage * Configuration * + Create

| Search | Clear Search

| General Ticketing Ticket Motification Ticket Export Email

Enablle Ticketing: |-'E"|"""E|¥"5 |
Autoclose Tickets: lN':‘ b
Authentication Required to
Autoclose: [
Auto-respen Tickets: |N'3I hd

Days Until bue: 30

Save |

Restare default values? [All Options] or [Ticket Options]

{AINT" used 3 of 100 IPs. Using 3 of 20 agents. [Expires 5/19/2021)

General Ticketing

Enable Ticketing

This option enables or disables generation of ticketa essult of vulnerabilities detected by a
vulnerability scan. The default for enable_ticketing is for ticketing always to be enabled. If this
setting is changed tges but allow overridethen tickets will be generated by default, but users
can disable tiketing on a pefob basis by settin@reate Ticket® no when creating or editing

the job. (Se&elect a Ticket Rule Set for a.J&imilarly, if this setting is changedrto but

allow override then tickets are not generated by default, but users can enable ticketing when
creating or editing the job. If this setting is changedé&ver, then generation of tickets is

always disabled. Wheyes but export to another systesiset, tickets will not bereated in

SAINT but instead sent to another system via email. This allows tickets to be exported-o third
party ticketing systems.
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Autoclose Tickets

Open tickets can be closed automatically as a result of a vulnerability scan where the previously
found winerability on a host does not recur. This option has 3 possible settings:

1. No: Default for autoclose ticketsdo not autoclose tickets.

2. Yes, regardless of scan lev@élect this setting to autolose tickets on a host where the
vulnerability does not reur, regardless of the type of scan policy level. Note, different
scan policies may find different vulnerabilities. Awtosing tickets is most useful when
you use a consistent scan policy across scans.

3. Yes, only after Full Vulnerability scakuto-closetickets on a host where the
vulnerability does not recur, but only after a Full Vulnerability scan.

Authentication Required to Autoclose

This option can b&ff (default) orOn If the setting i$On, open tickets will only be autolosed
on hosts where pmary authentication succeeded (e.g., registry login for Windows hosts, SSH
login for *nix hosts). The default setting for autoclose_tickets_auth_requirdbb.is

Auto-reopen Tickets

Closed tickets can be automatically reopened as the result of a vulngrauidin. The options
are:

1. The default for auto_reopen_tickets is No - do not auto -reopen
tickets.

2. Yes, as NewAutoreopen tickets so they have the status of New with no assignee.

3. Yes, as previous assignéeito-reopen tickets so that, if they had a pieus assignee,
they will have the status of Assigned and the same assignee as before. If the closed
ticket had no assignee, it will be reopened with status New and no assignee.

Days Until Due

Tickets are automatically assigned a due date at the timeckéticreation. The default for
days_until_due is 30 days past the creation date.
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Ticket Notification

Mail Server

The value for the ticket_notify_mail_server is the address of the relay mail server to be used for
sending ticketrelated notifications. Thisetting is optional. If the mail server is not provided,
the system will try to determine the mail server for each recipient's domain.

From Email

The ticket_notify_from_email value is the From: email address that is used as the sender for
ticket-related email notifications. If this option is left blank, root is used as the user name.

From Email Display Name

The ticket_notify_from_email_display_name configuration setting is the display name of the
sender, used for all ticket relatedraail notifications. TR SF I dzf & @I € dzS A& a{! Ltk

Enable Ticket Assignment Notification

The enable_ticket_assignment_notify setting indicates whether-araé notification should be
sent to a user when the user is assigned tickets. The defadft.is

Days Before Ticket Due ®end Reminder

TheTicket reminder days before daenfiguration setting is the number of days before a ticket

is due to send an-mail reminder (blank=do not send reminder; O=due today). The setting may
alsobeacomma SLI NI} 6§ SR fA&0 22T WRYYINHRZ J[BSFRS | WANDor A
date, once within 3 days of the due date, and once within 7 days of the due date. The default is

blank, so reminders are not sent.

Enable Past Due Ticket Reminders

TheEnable past due ticket remindargnfiguration gtting indicates whether a daily-mail
reminder should be sent to a user when tickets assigned to the user are past due. The default is
Off.
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Override Default Base URL

TheTicket base URtonfiguration setting contains the base URL to use for hyperlirtksnwi

ticket notificationeY F Af 43X STy KUGOGLIYkkYeAlAydK2aldYmnmno
the first time the admin user logs in. This setting may be useful when hyperlinks in ticket

notification emails must use the external host name omliRIress instead of internal.

Ticket Export Email

This section describes how a user can configure SAINT to use a 3rd party ticketing system,

NF GKSNJI GKFyYy {!Lb¢Qa AYyidSaANIGSR (A O4s&liekoydd 62 NJ
to manage responseand remediation workflows. The configuration settings in this form will

enable a user to configure the communication to the specific ticketing system, as well as a

descriptive subject and body. This export workflow will work for any product (ZenDesk,

SeniceNow, etc.) that accepts emails to generate a new ticket. Note that this process will send

scan record information to generate a 3rd party ticket, but will not control or aygdate 3rd

party tickets for status.

General Ticketing Ticket Notification Ticket Export Email

Mail Server:
To Email:
From Email:
From display name: SAINT
Email subject: Yojob_name% - Scan: %scan_date%: %host_name% - %desci

%job_name¥
Email body: |escan_datek y

4

Vulnerability tutorial: | DO not send v

Tutorial base URL:

The options under this tab are usadhen exporting tickets to thirgbarty ticket systems. (See
Enable Ticketing
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Mail Server

Address of relay mail server (optional).

To Email

The email address used by the ticketing system to redesitets.

From Email

The email address from which the ticket is sent. Default = root@

From Display Name

The display name of the from email address. Default = SAINT

Email Subject

The subject of the email (seééacros for formatting options). This field can be overridden by
usingticket rule sets

Email Body

The email message (s&&acrosfor formatting options).

Vulrerability Tutorial

Whether or not to send the tutorial as an attachment. Use the %tutorial_url% macro in the
message body if you want a URL provided instead.

Tutorial base URL

When sending the tutorial as a hyperlink, this will override the default URle SAINT
installation. This option may be useful when hyperlinks to SAINT should use the external host
name or IP address instead of internal.

Macros

Macros are used to define where ticket fields should be added in the email. The following
macros are avéable:
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%job_name%
%scan_date%
%description%

%host_ip%

%host_name%

%sys_class%

%0sys_type%

%%0service%

%cve_list%

%max_cvss_score%

%check _id%

%severity _color%

The name of the scan job.

The date which the scan
occurred on

The vulnerability description.
The IP address on which the
vulnerability was discovered.
The host name on which the
vulnerability was discovered.

The system class of the targe
host.

The system type of the target
host.

The service which the
vulnerability was discovered
on.

A comma separated list of
CVEs associated with the
vulnerability.

The CVSS score of all CVEs
associated with the
vulnerability.

The SAINT check_id of the
vulnerability.

The SAINT severity color of t
vulnerability
(Red,Yellow,Brown)

The SAIN severity category ¢

%severity category% the vulnerability

%severity _description
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%assigned_to%

%due_on%

%created_on%

%tech_details%

%tutorial_url%

IAssetTagName!

The firstname, lastname, anc
username of the assignee
when using ticket rule sets.

The due date of the ticket.
The creation date of the ticke

The SAINT technical details
showing evidence of the
@dzt Y SNI 6 At AR
A URL which can be used to
access the relevant tutorial
sections in tie SAINT UlI.

AssetTagName can be replac
with the tag_name of any ass
tag. For example, !CPE! coul
be replaced with

cpe:/o:microsoft:windows_7 i
the asset associated with the
vulnerability has that asset ta

Email Subject Macro Exgpte:

%job_name% Scan: %scan_date%: %host_namé%tlescription%

User Guide

My Test Job Scan: 2018.2-06 08:38:51: 10.124.0.31Possible vulnerability in Microsoft

Terminal Server

Email Body Macro Example:
[THEJOBNAME]%job_name%

%scan_date%
%description%
%host_p%
%host_name%
%sys_class%
%sys_type%
%service%
%cve_list%
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%max_cvss_score%

%check_id%

(Yseverity _category%) %severity _description%
[ASSIGNEE]%assigned_to%

%due_on%

%created_on%

%tech_details%

ICPE!

[THEJOBNAME]My Test Job
201812-06 08:38:51

SSL/TLS ser supports short block sizes (SWEET32 attack)
10.124.0.3

10.124.0.3

WINDOWS

Windows 7 SP1

ftp

CVE20162183,CVR0162184

5.0

misc_tls_sweet32

(Critical) user shell access
[ASSIGNEE] Administrator (admin)
201901-05 05:00:00

201812-06

Server accepted £83 64bit block size cipher: TLS_RSA WITH _3DES_EDE_CBC_SHA

cpe:/o:microsoft:windows_7

Data Filter Options

Many of the features in the user interface (Dashboards; Analyze; Reports; SCAP reporting)

provide a Data Filter Options featuto allow the user to select the data context for display.

Such as: selecting the scan data by Job(s) and/or selected Scan(s); constraining the data by

selected Asset Tags or Custom Severity Sets; and showing or hiding results that have been
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flagged as m Exclusion. The following example shows data filter options for analyzing detailed
scan results.

{AINT security Suite

All Results Al Vulns  Wulns by CVS5  Vuln Count by Host  Exclusions  Vuln DB Custom Severities + Create
Data Filters Grid Options *  Data Filter Options * _Data View Options
= Data View @ Select Data Set . Page(1  |ofaaz s sa[10 | View 1 - 10 of 4,418
o Asset Filter - - .
_Adtions  IPY o Euclusions km Type Severity Level & Severity _ Confirmed  Vulnerability Check 1D Description | CVE(s)

Sl Doia 2oiwces Hj | Custom Severity Set: ~ i » ~ 11 1)1 J
'Heaww" o @O0 108010 106010 Thnux @ user shell access Ho mise_esxbuild vulnerable ViMWare ESXi CVE-2013-0242 | CVE-2013-1752 |
) Server 5.5 bulld: 1331820 CVE-2013-1914 | CVE-2013-4238 |

10.80

CVE-2013-4332 | CVE-2013-5211 |
CVE-2013-5973 | CVE-2014-0076 |

20170518 ; e
10:05:17 CVE-2014-0160 More
= PCISubnet 10.8.0 @0 x 1080101 10.8.0.101 Windaws Server o administrator or root Yes win_patch_ms17010 Windows SMB remate
2003592 comm
20170522 o)
L) @0X 1080101 1080101 Windaws Server o or oot No win_patch_printspool1205 Windaws print spoo ste | CVE-2012-1851
= Unux scans. 2003 592 W
(Ms12-054)
2017-05-22
12:39:50 @0 K 1080101 1050101 Windows Server ° administrator or roat No win_patch ms11020  Windows SMB Server CVE-2011-0661
2003 592 shell access Transaction Vulnerability
20170522 ®0X 1wE0I 1050101 windows server o administrator ar root o win_patch_netcomponent Windaws networking CVE-2012-1850
1315023 200352 shell access eomponents remote code
tion (M512-054)
asset Filters (0) execution (M512-054)
@D K 1080101 10.8.0.101 Windows Server o root access via buffer Yes win_patch_ms12020 i CVE-2012-0002 | CVE-2012-0152
S Exclusions 2003592 overfiaw

Hidden

= Custom Severity Set

Nane @Dk i1ozoi0 10.8.0.101 @ wsar shell access Ho win_dotnet14057ir Microsaft NET iriParsing CVE:2014-4121
vulnerability (MS14-057)
@0 x 1080101 10.8.0.101 Windaws Server @ user file resd aceess No wein_pateh_ss| sSL and TLS Protocsls CVE-2011-3389
2002 5P2 Vulnerable Implementation
(M312-006)
B0oK 1050101 1050101 Windows Server e user file read access Yes misc_pcamerica peAmerica point-of-sale
2003 5P2 system has default password
00X 1080101 1080101 Windows Sarver o denial of servica No win_dotnet16019dos  Microsoft NET Framework | CVE-2016-0033
2003 5P2 Stack Overflow Denlal of
Service vulnerability (MS16-
019)

View All Facts

SRINT® wsed 34.0f 500 1Ps (Expires 12/31/2018) QT ep——

Note that the data filters you set will be kept in memory and retained as you navigate

throughout the product. For example, if you set the Exclusiter fon a page in thénalyzeab

02 G{K2¢gx¢ GKSY NBadzZ Ga e€2dz aSS Ay 5FakKoz2l NR
including those that have been flagged as Exclusions. If you are constraining results by Asset
¢F-3 ah{é¢ I GXBYRBaAZ N aGKIYyfG06S fAYAGSR (2 K2
Slidzr f a2AyR2gaé¢d

Qx

Qx

Data Filters Context Panel

As shown in the example above, any page that displays scan results will also provide the

OF LI oAfAGe (2 RAALX @& (Kthe sGeRdNdbtyfitersRihthesr G O2y G S
example above, the current data is based on three scans conducted for can Job Subnet 10.8.0,

with no Asset Tag filters or Custom Severity Sets, but does hide scan results previously flagged

as an Exclusion.

The Data Filtes panel can be controlled to show (for data context) or hide (to conserve screen

space) it by clicking on the left arrow in the upper right corner of the panel.
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Hide Data Filter Panel Show Data Filter Panel
Dashboard Scan ¥ Ana S.ﬂ"ﬂ Security Suite
All Results  All Vulns ~ Vulns by ( Dashboard Scan ¥
Data Filters 4 Grid Ac All Results  AllVulns  Vu
= Data Sources (3) @ T rid Actions ¥ Data Filtd
= Subnet 10.8.0 Actiol 2 ®
(V8]
2017-05-11 = Actions IP Address
17:22:44 00 % - ]'I
=
2017-05-14 00 @Bk 108010
199852 °l®@p x 10.8.0.101
00 % >
2017-05-14
20:15:43 00 @0 X 1080.104
00 %
Asset Filters (0) 00 x 10.8.0.104
00 & @0 X 1080.104
= Exclusions P
: 0 X 10.8.0.11
Hidden 00
= Custom Severity Set 00 x 10.8.0.11
None 00 %
@O0 x 10.8.0.14
00 %
80 Kk 102014

Select Data Set

TheSelect Data Setption enables you to select one or more scan resi@tsins) produced by
previously executed scan jobs, and set these data sets as the context across the application. As
shown below, Job column values can be selected by the user, to include associated values such
as Target Group, Scan Policy, User Grolwgser (job owner). Clicking on a job displays the list

of scans executed for the job, to include the date/time the scan was completed; job title, and

the number of vulnerabilities found during the scan. You may choose one or more jobs to

merge entire colleions of scan results into a single result for analysis. Or, you may select one,
multiple, or all scans executed within a single job to view scan results.

The selector also provides the capability to set the number of scans to retrieve to support trend

z

analysis. InthéscandJr y St = @2dz Oy SyidSNJI 2yS omu Ay GKS
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always use the most current scan run data for the selected job(s); or enter a number greater
than one if you want to use more than one scan result for a selectetbjebpport trend
analysis.

Select Scans ®
Jobs Scans
1 of 3 selected 3 of 3 selected Os most recent scans
(W Job Target Group Policy N Date/Time = Job #Vulns
] RHEL scan saint-data Heavy/Vulnerability § v 2017/05/14 20:15:43 Subnet 10.8.0 |2492
] | windows scan saint-data Heawvy/Vulnerability § 7] 2017/05/14 19:34:52 Subnet 10.8.0 | 2494
i |Subnet 10.8.0 saint-data | Heavy/Vulnerability § [ 2017/05/11 17:22:44 Subnet 10.8.0 |2491
¢ @ X View1-3of 3 ¢ View1-3of3
OK Cancel

Note that you are not restricted on the type of results you can select for analysis. This means
that you can select multiple types of scans (e.qg., full vulnerability scan; an XCCDF configuration
policy scan; and a Pendigolicy scan), and produce a single output in bothDaeshboardcand
Analyzegrids. This can be beneficial in displaying raw output, but note that results may not be
useful in computing particular types of dashboards more directed at vulnerability coamts

other riskspecific areas.

Understanding the Content Counts

The following is an example of a user view choosing all jobs in the job selector to gain visibility
of all scans executed for those jobs. The grid counts describe jobs and scan resultsvas fol
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Jobs:

View x¢ x of x¢ These grid counts mean there are 15 total jobs in the current display, and 15
G201t 220a Ay GKS ad2adSYd / dINNByidtesxs GKAA INRK
count per page, so all jobs are available for sgri@nd use within the single page.

Scans:

View x¢ x of x¢ These grid counts mean that there are 14 total scans completed or being
executed (ready; queued; in progress), and 13 are visible and available for selection for analysis.
The one indicates thahe user has selected a single scan result for display.

In a more practical example, a user has selected to view all completed scans run for two recent
Jobs that used the PCI scan policy. Two scans were completed. The user chooses to select the
first job for analysis.

Hide/Show Exclusions

The Hide/Show Exclusion option in the Date Filter Options provides the capability to show
results in dashboards and analysis based on all scanned results (Show Exclusions) or filtered to
show and compute results based results that do not have a Vulnerability that is currently

flagged as an Exclusions (Hide Exclusions). Click the applicable option in the Data Filter Options
dropdown to toggle the results for "what if* analysis based on vulnerabilities that have er hav

not been flagged as exclusions.

The following screen shots show a series of data results to illustrate this feature: 1) showing all
scan results; 2) filtering the records in the Exclusions column to "Yes" to show only records with
the Exclusion flag;)3emoving the Exclusion constraint at the Column level and using the Data
Filter option to Hide only records set as an Exclusion; and 4) all results but filtered in the data's
Exclusions column to see the records that have the Exclusion flag set toNg&sthe total

record count at the top right of the data grid, as this flag is filtered. Se&xotusionsection

for more information about how to set exclusions on vulnerabilities.
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Dashboard Scan ¥ Report ¥

Manage *

Configuration *

UserGuide

Help ¥

AllResults  All Vulns  Vulns by €VSS  Vuln Count by Host  Exclusions  Vuln DB Custom Severities + Create
Data Filters Grid Actions *  Data Filter Options
= Data View @ < < page[1 Jofael e w
None Actions IP Address System Type Severity Level ~ Severity Vulnerability Cheek ID Description CVE(s)
= Data Source (1} [ ] v [ [ ]
= GERT = OD x 108010 Linux o user shell access misc_esxbuild vulnerable VMWare ESXi CVE-2013-0242 | CVE-2013-1752 | No
170822 Server 5.5 build; 1331820 CVE-2013-1914 | CVE-2013-4238 |
12:0700 CVE-2013-4332 | CVE-2013-5211 |
o CVE-2013-5973 | CVE-2014-0076 |
Asset Filters (0} CVE-2014-0160 More
Exclusions o0 Kk 10.8.0.101 Windows Server @ administrator or root win_patch_printspool 1205 Windows print spooler remote | CVE-2012-1851 No
le 2003 5P2 shell access code execution vulnerability
(MS12-054)
= (R IR @0 X 1080101  Windows Server Qo administrator or root | win_patch_ms11020 Windows SMB Server CVE-2011-0661 No
ol 2003 5P2 shell access Transaction Vulnerability
oD K 10.8.0.101 Windows Server o administrator or root win_patch_netcomponent] Windows networking CVE-2012-1850 No
2003 SP2 shell access components remote code w
. 2 1845120541

{DINTe security suite

Ticket *

Vulns by CVSS

Manage ¥

Admin *  Help *

+ Create

All Results Al Vulns Vuln Count by Host  Exclusions  Vuln DB Custom Severities
Data Filters Grid Actions *  Data Filter Options ~
= Data View @ + <« Page[l | View 1-100f 17
Hoog! Actions  IP Address System Type Severity Level + Severity Vulnerability Check ID Description CVE(s) Exclusion
= Data Source (1) T T V] [ v T [ [ AN
“ POisubnet1080 @k (108010  Linu information gathering |misc_ts_heartbleed TLS heartbleed memory CVE-2014-0160
TSR disclosure vulnerability
12:07:09 O x 108010 Linux information gathering  misc_tls_| TS memary CVE-2014-0160 Yes
) disclosure vulnerability
falier 00 % 108010  Lmx information gathering | misc_tls_heartblsed TLS heartblead memary CVE-2014-0160 Yes
disclosure vulnerability
00K 108010 Linwox information gathering  misc_tls TS memary CVE-2014-0160 Yes
= Custom Severity Set disclosure vulnerability
Nane 00 x 1080100 Windows Server susceptibility to malicious |win_dotnet1 Microsoft .NET Common CVE-2009-0090 | CVE-2009-0001 | Yes
2003 5P2 content Language Runtime Could Allow CVE-2009-2497
Remote Code Execution v
LS Windows Server Microsoft .NET Common CVE-2009-0090 | CVE-2009-0001 | Yes

120



SAINT Security Suite

CAINT® security Suite Admin *  Help *
Dashboard Scan * Analyze Report * Ticket * Exploit * Manage * Configuration *
| AllResults  AllVulns  Vulnsby CVSS  WVuln Countby Host  Exclusions  VulnDB  Custom Severities +Create
Data Filters Grid Options * Data Filter Options * _Data View Options * A
= Data View & Select Data Set <+ Page[l |ofd0s = w10 ] v
None Asset Filter —
Actions PJ b Type Severity Confirmed Vulnerability Check ID Description [a}
= DataSource (1) Custom Severity Set: v | ~] [ ]
= T @0 x (108010 108010 Tlnuxe o user shell access No misc_esxbuild vulnerable VMWare ESXi CVE-2013-0242
T Server 5.5 build: 1331820 CVE-2013-1914
12:07:00 CVE-2013-4332
’ CVE-2013-5973
Asset Filters (0} CVE-2014-0160
S Exclusions 90 x [1080101 10.8.0.101 Windows Server o administrator of root No win_patch_printspool120€ Windows print spooler remote  CVE-2012-1851
Visible 2003 5P2 shell access. code execution vulnerability
(MS512-054)
= Custom Severity Set @0 X 1080101 1080101 Windows Server ] administrator or root No win_patch_ms11020 Windoves SMB Server CVE-2011-0661
None 2003 5P2 shell access Transaction Vulnerability
oo x 10.8.0.101 10.8.0.101 Windaows Server o administrator or root No win_patch_netcompenent Windows networking CVE-2012-1850 vV
2003 507 shell acress enmnanEnts remate cade

>

«cepagel  |ofaps = w=[10 v

iﬂ"” Security Suite Admin * Help *
Dashboard Scan ¥ Report ¥ Ticket ¥ Exploit * Manage * Configuratio

All Results  AllVulns  Vulns by CVSS  Vuln Count by Host  Exclusions  Vuln DB Custom Severities +Create
Data Filters Grid Actions ¥ Data Filter Options

= Data View @ « <« Page |of360 == w1 (10 View 1 -10 of 3,591
None Actions 1P Address System Type Severity Level = Sevarity Vulnerability Check ID Description CVE(s) -
= Data Source (1) ! N v ] 111 v
RECLEneT 1020 00 x 108010 Linux ° user shell access misc_esxbuild vulnerable VMWare ESXi CVE-2013-0242 | CVE-2013-1752 | No
Server 5.5 build: 1331820 CVE-2013-1914 | CVE-2013-4238 |
2017-05-22
E CVE-2013-4332 | CVE-2013-5211 |
CVE-2013-5973 | CVE-2014-0076 |
Asset Filters [0) CVE-2014-0160 More
@0 X 1080101  Windows Server ] administrator or oot win_pateh_printspool1205: Windows print spocler remote | CVE-2012-1851 No
2003 5P2 shell access code execution vulnerability
(M512-054)
S Custom Saueriy Set @0 X 1080101  Windows Server ] administrator or root win_patch_ms11020 Windows SMB Server CVE-2011-0661 No
Nans 2003 5p2 shell access Transaction Vulnerability
@0 X 1080101  Windows Server ] administrator or oot win_patch_netcomponent] Windows networking CVE-2012-1850 No
2003 5p2 shell access. components remote code W

<<« pagell |of3so == wi[10 |

Asset Filter

This option in the Data Filter dropdown provides the capability to filter the results in the
analyze and dashboard grid and Report content based on Asset Tags. Click this option to view
the Asset Filter dialog, as shown below:
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Aszet Filter b4

Tag Name Tag Value

[ |

Clear

Filter Criteria

OK Cancel

To filter the content:
1 Select a Tag Name for the tag(s) to be displayed (e.g., Criticality)
1 Click on the tag value. Usentrokclickto select multiple options, as in the example
below, to see results for both Criticality High and Medium.
Click theAddbutton to add the filterto the Filter Criterigbox
Repeat steps-B to add additional Tag criteria.

In this example, we will filter the scan results to location=Dallas and assets that have been
tagged as Criticality High or Medium:
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Asset Filter x

Tag Name Tag Value

| Criticality e High
Medium

Filter Criteria

Location: Dallas Criticality: Medium Criticality: High

OK Cancel

ClickOKto save the filter criteria.

Close the Asset Filter dialog to view the results constrained by the chosen filter(s).

SOINT® Security Suite

Dashboard Scan v v Report * Ticket v Exploit ¥ Manage * Configuration ¥
AllResults Al Vulns  Vulnsby CVSS  Vuln Countby Host  Exclusions  VulnDB  Custom Severities + Create
Data Filters “ Grid Options * Data Filter Options * Data View Options * A
= Data View ® « <« page[tJof16 » »[10 v View 1- 10 of 15¢
None Actions 1P Address System Type Severity Level + Severity Vulnerability Check 10 Description CVE(s) Location Criticality
= Data Sources (2) L I vl [ v 1L Jil 1
* 00 x 10.8.0.184 Linux 3.2.0-63 o administrator or root win_samba vulnerability in Samba 3.6.3 | CVE-2012-1182 | CVE-2012-2111 | Dallas High
Heavy Vuln Scan CVE:2012:1182 | CVE2012:2111
1080 generic - Ubuntu shell access CVE-2013.0454 2013-4124 |
1204 CVE-2013-4408 20134475 |
20170518 CVE-2013-4496 0140178 |
10:05:17 CVE-2014.0244
= PCISubnet 10.8.0 @0 X 1080184  linux3.2.0.63 o root access via buffer | misc_glibcver gibc vulnerable version: 2.15 | CVE-2012.3406 | CVE.2012.6656 | | Dallas High
generic - Ubuntu overflow CVE-2013-7423 | CVE-2014-6040 |
20170522 1204 CVE-2014-7817 | CVE-2014-8121 |
12:07:09 CVE-2014.9402 | CVE-2014.9761 |
CVE-2015-0235

= Asset Filters (2)
= Location OO0 X 1080188 |Unux32.063 ° root access viabuffer | web_prog_php_version | vuinerable PHP version: 5.3.10 |CVE-2011.1398 | CVE.2011.4718 | | Dallas High

Dallas generic - Ubuntu overflow CVE-2012-1823 | CVE-2012.2311 |
1204 CVE-2012-2688 | CVE-2012.3365 |
2013.1635 |

= Criticality C
Medium CVE-2012.3450

oy CVE-2013-1643

= O0 X 1080184 linux32063 o 1oot access via buffer | net_wireshark Wireshark vulnerable version: | CVE-2012-2392 | CVE-2012-2393 | | Dallas High
Exclusions generic - Ubuntu averflow 167 CVE-2012-2394 | CVE-2012-3548 |
Vishle 12.04 CVE-2012:-3825 | CVE-2012-3826 |

= Custom Severity Set CVE-2012-4048 | CVE-2012-4049 |
None CVE-2012.4285 More

SAINT® used 34 of 500 IPs (Expires 12/31/2018) < pagell__Jor16 > »i[10_ V]

Custom Severities Set

The Custom Severity Set filter option provides the capability to display and compute
vulnerability results based on the severities definechally, rather than by external sources
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such as SAINT's Severity categories or NIST's CVSS scores. The Custom Severitio®at drop
menu option is available from any page used to display or compute scan results. For example, in
the following screen shest Severity codes of Severe, High, Medium, Low and Acceptable have
been previously defined as the "Internal Severity Standards" usinG@alséom Severities
management page found under the Analyze tab. Thshboard displays computed results,

data drilldown and charts based on the vulnerabilities associated with the selected Severity

Set. The Analysis tab then provides a more detailed view, displaying the custom severity codes
for individual vulnerabilitieshat are associated with:

SAINT® Security suite

Dashboard Scan v Analyze ¥ Report * Ticket * Exploit * Manage ¥ Configurati

+ Create

Data Filters ¥ Data Filter Options * Dashboard Options * Data View Options *
S Dashboard Select Data Set
Assat Fier = v I custom Severity Counts +
Severity Count HideExclusions
drilldown Internal
= Data View
None

= Data Source (1)

Critical Severity Details ¥

:‘;;vz Vuln Scan IPAddr  Severity  Custom Se Vulnerability  Description CVE(s) Service
] £2 ) — ] — I ] — |
20170518 10.8.0.1 administrator | High win_samba |vulnerability in | CVE-2012-1182 | CVE-2012-2111 | netbios-s: @ O
10:05:17 of root shell Samba363 || CVE-2013.0454 | (VE-2013. fad
access 4124 | CVE-2013-4408 | CVE

= Asset Filters (2)

5 Loced 2013 4475 | CVE-2013-4496 |
oo CVE-2014.0178 | CVE-2014.0244
Dallas SRR SAR | G
™
= Criticality
Mediun 10801 rootaccess |High | netwiresharkWireshark | CVE-2012.2307 | (VE2012:2303 [ssh | @10
High via buffer wulnerable | CVE-2012-2394 | (VE-2012
overflow version: 1.6.7 | 3548 | CVE-2012.3825 | CVE
= Exclusions 20123826 | CVE-2012-4048 |
Visiblo CVE-2012.4049 | CVE-2012-4285

v
® © 8 x OV eI o« pagefi ]2 e [0 V] View1-100613
Concern Severity Details = v [l Concern Severity Details * =y

1P Addres Severity Custom Sever Vulnerability Che Description CVE(s) Service IP Addre Severity L Severity Custom Severity Vulnerability C Description CVE(s) Service
 — (2 [ — I T 1 T  — ] — vl TT T T  J —
10.8.0.184 susceptibility to web_dlient_jre |vulnerable JRE CVE-2007-3004 | CVE-2007. ssh o 108018 susceptibility web_client_jre |vulnerable JRE | CVE-2007.3008 |  |ssh L
malicious version: 1.6.0.31 13005 | CVE-2007-3698 | CVE (] 10 malicious version: 1.6.0.31 | CVE-2007-3005 |
content 2007.3716 | CVE-2007.3022 | content CVE-2007-3698 |

VE-2007. CVE-2007.3716 |

5237 | CVE:2007-5238 | QVE 922 |
2007-52 |
10.8.0.18! susceptibility to | High web_dlient_jre | vulnerable JRE CVE-2007-3004 | QVE-2007- | ssh o |
malicious version: 16031 3005 | CVE-2007-3698 | CVE !
content 20073716 | CVE-2007-3922 |
(VE-2007-5232 | CVE-2007.
5237 | CVE-2007-5238 | CVE 10.8.0.18 susceptibility | High web_client_jre | vulnerable JRE CVE-2007.3008 | ssh o
20075239 More M to malicious version: 1.60.31 | CVE-2007-3005 | v
O 8 x oOVem « o puge[i Jot3 e miio V] View1- 10023 | | & @ X ©OV e <« poge[i otz » w10 V] View1-100f23

Security Suite Admin * Help *
SAINT

Dashboard Scan * Manage * Configuratio
AllResults Al Vulns  Vulns by CV5S  Vuln Count by Host  Exclusions  Wuln DB Custom Severities + Create
Data Filters Grid Actions * Data Filter Options * A
= Data View @ « <« page[t  |of11 w m View 1- 10 of 103
B Actions 1P Address System Type severity Level + Severity Vulnerability Check ID Description CVE(s) Custom Severity
= Daa Source (1} [ wv] | v || Il | L |
' @0 K 1080184 |Linux3.2.063- o administrator or root win_samba wulnerability in Samba 3.6.3 High
Heavy Vuln Scan . -
1080 generic - Ubuntu shell access
1204
SRR CVE-2013-4496 | CVE-2014-0178 |
10:05:17 CVE-2014-0244 More
Asset Fl 2 00 x 10.8.0.184 Linux 3.2.0-63- o root access via buffer net_wireshark Wireshark vulnerable version: | CVE-2012-2392 | CVE-2012-2393 | [High
= ilters (2} generic - Ubuntu overflow 1.6.7 CVE-2012-2394 | CVE 548 |
Locasinm 12.04 CVE-2013-3835 | CVE-2012-3826 |
allas CVE-2012-4048 | CVE-2012-4049 |
= (rm'\:a':ty CVE-2012-4285 More
edium . " i
High Li NelEY 10.8.0.184 Linux 3.2.0-63- ] root access via buffer misc_glibever glibc vulnerable version: 2.15 | CVE-2012-3406 | CVE-2012-6656 | High
generic - Ubuntu overflow CVE-2013-7423 | CVE-2014-6040 |
= Exclusions 1204 CVE-2014-7817 | CVE-2014-8121 |
Visible CVE-2014-9402 | CVE-2014-9761 |
@0 x (1080184 | Linux3.2.063- o root access viabuffer | web_prog_php_version | vulnerable PHP version: 5.3.10
generic - Ubuntu overflow

< page[L__Jor11 »si[i0_ V]
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Grid Actions

Action Types

The following is an example analysis page that illustrates the types of actions that can be taken
on data displayed the grids throughout the product. There are two methodsffecteng
actions on content in the product.

1

For grid actions on individual rows, these actions are presented as graphical icons with
GSEG RAALX II@8SR 6KSy &2dz Y2dzaS 20SN) 6KS A02
GaSi SEOf dza A 2y &3S G6SEASS d YiRdzIG2ZANAC dENER ST @R ST TS O
row.

¢tKS aSO2yR YSUiK2R A& (2 aStSOi 2yS 2N Y2NB
RNRLIR2gY YSydz G2 STFFSOG OKIy3aSa 2y GKS 3INA
[ 2t dzYyaé s @/ t Sy N3 DINAKRI H UINERE § Saisist SGS a8t S¢
G{ SOdzNA(1e¢d ¢KS a!ff wSadzZ Ga¢ FyR a! ff +dzf
ISYSNI UGS | CcdzZAt {OFy NBLR2NI oe aStSOiAy3a a
menu. This report only shows vulrailities as filtered in the grid and uses visible grid

columns to populate the report vulnerability list and modify the report in other ways.

(AINT" Security Suits  Updats Auailabis

AllResults  Allvulns  VilsbyCVSS  VulCountbyHest  VulnDB  Custom Severities

Grid Actions v Data Filter Options *  Data View Options *

125

« Page[i Jofa s w10 W View 1- 10 of 40
Actians P Address Host Name System Type Severity Level = Sevarity Confirmed Wulmerability Check ID Description CVELs)
L JiJL J| 1 ] ~| v | L ! | ]
00 x |wson 10,80,11 y @ a : Yos win_patch_serveerv08067 | Window prvice MSOH- | CVE- 30084350
[ LR 10.8.09,11 10.8.0,11 o Yos win_patch_smbmbo CVE-2006-4114 | CVE-2008-4834
SMma CVE-2008-4835
oo x 10.8.0.11 10.80.11 Windows Server Q9 No win_patch_ms11020 CVE-2011-0661
0352 15a(
onx 10.8.0.11 10.80.11 Windows Server o user il te access Yes win_patch_smb10012 vulnerable version of SMB CVE-2010-0020 | CVE-2010-0021 |
203 5P2 Server (M510-012) CVE-2010-0022 | CVE-2010-0231
onx 10.8.0.11 10.80.11 Windows Server o user file write access No web_server_delete Web server allows HTTP
2003 5P2 method DELETE
oo x 10.8.0.11 10.8:0.11 Windows Server o user file write access Mo web_server_put Web server allows PUT: /
[T BUTRRT. ( (][] security Suite
Dashboard
00 x  |i0n0 St
MRewts Mol VobwbyCVIL  VulnCoustbybost  WunDD  Custom Severitie
00 x  |10801)» |GridActions + Data Filter Ofians + Data View Optians *
| Expont Wiew 1- 10 of 80
ORI |108085] o e ot ook Heme IntmTivs Severtiy Lovel & CVE()
4 Clasr Giid Saved Settings L JiL
indens, Server @ 08-4350
2003 52
00K 108011 108011 @ owsin | CVE-2008-4114 | CVE-FO0K-4R34 |
CWE-2008 4235
@ox 10ROl v o e \Wind . CWE-3041 0851
2003 52 shell access Tramsaction Vulneratility
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Icon Descriptions

The following describes these and other actions:

¢ Reload/Refresh grid content

o Column selector

% Clear grid's saved settings

o New - add new record

r g Upload (input) content

s’ Edit selected record; Rename custom policy; Bulk update tickets
o Delete selected record

+ Enable Enable selected record

= Disable Disable selected record

+ Tool icon used in Exploit Tools setup and execution
@ Disconnect

| Exploit connections log

B Csv Export CSV

0 XML Export XML

2 Send mail

L Information about selected record
> Run selected exploit

0 Re-run

L} Tutorial

£ Set/View exclusion

o) Copy; Clone a rule set

8 Permissions

L Search

'y Quarantine

Using the Results Grids

Many of the results you will see throughout the user interface (Ul) rely on lists of data.
Whether that is a list of scan jobs, scan results, exploit results or repbéesise of these list

views are presented in much the same manner as a spreadsheet. There are instances where
some features or functions are unique to a specific tab or page. In those instances, help will be
found in the applicable section of this documation. However, this section is intended as a
primer on the basic layout and features found consistently across the Ul and to provide a single
location for presenting how these grids function.
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The following shows an example of a data grid forAlmalyzetab, and shows the results of a
recent scan job.

Dashboard Scan * Analyze * Ticket * Exploit * Manage * Configuration * + Create

AllResults  AllVulns  Vulnsby CVSS  VulnCountby Host  Vuln D8 Custoen Severities

Data Fil Grid Actions * Data Filter Options ¥ Data View Options * o
« page[tJora = w10 v View 1- 10 of 40
Actions IP Address System Type Severity Level ~ Severity Description CVE(s) Exploit Exclusion
[ | | || vl [ |1 | v
00 x 108.0.11 Windows Server o administrator or root Windows Server Service MS08- | CVE-2008-4250 CORE |EDB-16362 No
2003 SP2 shell access 067 buffer overflow |EDB-6824 |EDB-
6R41 |EDB-7104
e |EDB-7132
Ext | SAINTEXPLOIT-954
» 00 x 10.8.0.11 Windows Server 9 administrator or root Multiple buffer overflows in CVE-2008-4114 | CVE CORE No
e 2003 5P2 shell access SMB 2008-4834 | CVE-2008-
. 4835
00 x 108.0.11 Wind S Server 9 indows SMB Server CVE-2011-0661 No

2003 n Vulnerability

00 x 10.8.0.11 Windows Server o user file write access vulnerable version of SMB CVE-2010-0020 | CVE CORE |EDB-15266 No

2003 5P2 Server (M510-012) 2010-0021 | CVE-2010
0022 | CVE-2010-0231

00 x 10.8.0.11 Windows Server o user file write access Web server allows HTTP No
2003 5P2 method DELETE

oo x 10.8.0.11 Windows Server 9 user file write access Web server allows PUT: / Ne
2003 5P2

90 x 1080150 Windows Server o administrator or root Windows http.sys range CVE-2015-1635 CORE |EDB-36773 No
2008 R2 shell access header parsing vulnerability |EDB-36776

(MS15-034)

00 x 10.8.0.150 Windows Server o user shell access default device password CVE-1999.0507 | CVE No

2008 R2 (ftp:ftp) 1999-0508 v

(AINT® used 191 of 5000 1Ps (Expires 12/31/2017) <<« page[1 of 4 »» w10 W

As shown in the example, results can contain text; numbers; images that may portray color and

text alternatives that highlight a key data point; Boolean values (yes/no) that communicate

whether a result is true/value, exists or does not exist; and also hyperlinks from a displayed

value to an internal or external reference. Each grid may also contain buttons or icons on the

NREg (2 2FFSNIFRRAGAZ2YI T AYT2NYI (ahoptigns t5lia dzi | N.
effect the selected row, as described in tB&id Actions sectian

+AS¢6 I wSO2NRQa 5SiGI Af a

Some results grids only show a subset of the total number of available fields/columns for data
being displayedin most instances, there are twoethods for viewing all information for a

record. First, you can click on the Information (i) action of the record you wish to view.
Alternatively, you can double click on the record to see further details.

Column Selector

The results grids provide default column values based on the information relevant to the

chosen tab. However, you can choose the columns to be displayed by clicking the column
selector in the Grid Actions dropdown menu. The column selector will then gigpdacolumns
currently selected in the left side of the pagp, and other available columns (if applicable) in
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the right column. Use the)sign to remove a column from the grid and the (+) sign in the right
column to add columns. You can also add dliimms quickly by clicking on thdd alloption.

You can also click and hold your mouse button on a column in the left column and drag it
up/down to reorder the columns (drag a column up to move it to the left in the grid; drag a
column down to move itd the right in the column order.)

Select columns b 4
5 items selected Remaove all Add all
1 Actions = | Host Name +
T IP Address = | Confirmed + ~
T system Type = | Vulnerability CheckID 4
¥ Severity Level = | CCE[s) +
1 Severity = | BID(s) N
% Description — | OSVDB(s) +
T cvEls) - | IAVA[s) e
1 Exploit = | VenderID{s) +
T Exelusion = | MAC Addrass + W

Sustoon Clage o
Ok Cancel

Column Sorting

You can also sort data in a data grid (ascending and descending order) by clicking on a column
heading. Clicking the heading again witbréler the data in the opposite sort order.

Column Search and Filiag

The grid feature also provides the capability to filter data content by a value found in a
specified column. There are two ways to filter data.

¢KS FTANRGO YSGK2R A& (G2 aStSOG I @FftdzS FTNBY |
filtering scan results for the selected scan data, by vulnerabilities based on "privilege elevation."
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4 <4 pageufq [ 2 bl

Severity Level = Severity

L~ [

M508- | CVE-2008-4250

o) Critical Problems

4 user shell access
user file write access
Areas of Concern

privilege elevation
[+ | information gathering
1Potential Problems

4 administrator or root shell access

susceptibility to malicious content

1 check it out for possible vulnerabilities
do you want this accessible on the Internet?

Description

CVE(s)

Vie
Exploit

[ |

bin

CVE-2008-4114 | CVE-
2008-4834 | CVE-2008-
4835

@ administrator or root
shell access
J user file write access

Windows SMB Server
Transaction Vulnerabhility

vulnerable version of SMB
Server (M510-012)

CVE-2011-0661

CVE-2010-0020 | CVE-
2010-0021 | CVE-2010-

D022 | CVE-2010-0231

CORE |EDB-16362
|EDB-6824 |EDB-
6841 |EDB-7104
|EDB-7132

| SAINTEXPLOIT-954

CORE

CORE |EDB-15266

The second method is to simply type a value in the column search field. The following example
filters the scan results to display only hosts and vulneratsliti@sed on issues with the "buffer”

as in buffer overflows:

1 s> » View 1-4 of 4
Description CVE(s) Exploit Exclusion
[buffer] %] | I I v

Windows Server Service MS08- | CVE-2008-4250 CORE |EDB-16362 Mo
067 buffer overflow |EDE-6824 |EDB-

6841 |EDB-7104

|EDB-7132

| SAINTEXPLOIT-954
Multiple buffer overflows in CVE-2008-4114 | CVE- |CORE Mo
SMEB 2008-4834 | CVE-2008-

4835

Windows DNS Server RPC CVE-2007-1748 CORE |EDB-16366 Mo

Management Interface Buffer
Overflow

Possible buffer overflow in
Active Directory

|EDB-16748 | EDB-
3737 | METASPLOIT
| SAINTEXPLOIT-942

Mo

Some columns have optional search operators next to the search field. Entering a value in the
search field and selecting an operator allows further control of filtering. The following example

TAf SNA GKS
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page[i Jors » w110

Vulnerability Check ID

Description

User Guide

Click to select search operation.

| |

[ |

win_patch_servserv08067

win_patch_smbmbo

Windows Server Service MS08-
067 buffer overflow

Multiple buffer overflows in
SMB

CVE CV55 Score -

[ ] > IS—I

CVE-2008-4250 = greater
»= greater or equal

CVE-2008-4834

equal

win_patch_smbmbao Multiple buffer overflows in CVE-2008-4835 <= |ess or equal
SMB < less
win_patch_ms11020 Windows SMEB Server CVE-2011-0661 1

Transaction Vulnerability

Navigating through Results Pages

Every grid displays the total number of results retrieved for a given result; as well as the total
number of rows per page, and numbeirmages that contain the results. Each grid provides a
convenient method for managing large data sets by displaying only a limited number of records
per page, and providing page navigation arrows to navigate between pages. All results grids
also give youantrol over the total number of results to display on a page by selecting the total
number of pages from the drop down list to the right of the paging arrows, as shown in the
example below.

Rlaudermilk ¥  Help ¥

Sﬂ "ﬂ Security Suite

Dashboard Ticket v Exploit ¥ Manage * Configuration * + Create

AllResults  All Vulns  Vulns by CVSS

Scan ¥ Report ¥

Vuln Count by Host ~ Vuin DB Custom Severities

Data Filters Grid Actions ¥ Data Filter Options * Data View Options * A
Data View @ « PagelLl [ofS »» » View 1- 10 of 49
» None
i Host Name Severity Level Severity Vulnerability Check ID Description CVE CVSS Score +
Data (1) T V) 0 v 10 ][ ] > [8 |
=-f (1)
301706 13 10.8.0.11 ° administrator or root win_patch_servserv08067 | Windows Server Service MS08- | CVE-2008-4250 10
11:10:02 shell access 067 buffer overflow
Asset Fikies 0) 10.8.0.11 o administrator or root win_patch_smbmbo Multiple buffer overflowsin | CVE-2008.4834 10
5 2 shell access SMB
Ext 10.8.0.11 o administrator or root win_patch_smbmbo Multiple buffer overflowsin | CVE-2008-4835 10 !
o shell access SMB.

(AINT® used 191 of 5000 1Ps (Expires 12/31/2017) w10 V] 2:34PM

System time

« <+ pagell of 5 »

Note that the bottom blue toolbar is persistent, in thaistalways visible to you as you scroll up
and down with the grid. The top grid paging controls are contained within the grid header.
However, the blue toolbar enables paging without having to scroll to the top or bottom of a
grid to locate the controls.
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Scan

TheScammenu contains the primary interface for creating and managing scan activity. This
includes creating target groups to centrally manage the colkc2 y 2 F af A1 Sé
for scanning; managing Assets (discovered/scanned hosts); viewing the extensive list of
vulnerability checks for individual SAINT scan policies; adding custom checks to those policies as
well as adding custom policiespating and managing credentials that can be applied to scan

jobs on a recurring basis; and creating scan jobs for immediate use or scheduled at a pre

defined time, or setting up recurring scans based on a defined job.

K2ada

As shown below, the Scan Jobs ppgavides a data grid to enable you to view, sort, search,
and manage scan Jobs and the Scans executed from these jobs. You can obtain information
about specific records or perform other actions such as running existing jobs, or using the
options from theGrid Actions drogown to perform actions as reloading the grid content
(refresh), creating a new Job, and identifying what columns you wish to view or resorting the
view. Refer to théJsing the Results Grsgction for more detail on the definition and usage of
these options.

SAINT security suite Admin

Help *

Dashboard Scan ¥ Analyze * Report * Ticket * Exploit = Manage * Configuration = + Create

{AINT* used 42 of 500 1Ps [Expires 12/31/2018)

Jobs Tab

<4 Page|l of 1 == =120 v

Scan Jobs Schedules  Assets  Policles  Credentials Manager Benchmark Scanning
Grid Actions *
[
Scans Jabs
> « <« Page[1 :0[1 e e [20 W Viewi-T7of 7
Actions Job# = Job Name Owner Last Run # Scans Target Group # Targets # Schedules
[ I 7 Remote lab vulns admin 2017-07-03 11:28:56 (Completed) 2 saint-data 256 0
] L I - 6 Web App scan admin 2017-06-30 08:51:11 (Completed) 1 saint-data 1 0
80 5 HR Group Vuln scan admin 2017-06-30 11:44:45 (Completed) 2 | saint-data 5 1
08P 4 Exec group vuln scan admin 2017-06-30 11:30:17 (Completed) 2 saint-data 3 1
RN 3 Data Center 1 Discovery admin 2017-06-30 08:17:51 (Completed) 1 saint-data 256 0
] @80 2 vers8151%vulns admin 2017-07-03 11:42:11 (Completed) 3 saint-data 5 0
1@ s> 8@ 1 vers8_15_19 admin 2017-06-28 14:17:39 (Completed) 1 saint-data 256 0
£ >

System time 12:33 PM

Ajob is a main object for setting up and executing scans. Jobs can be associated with target
groups during job setup, or can be run outside of a target group. A job camlaes single
a0lyas 2NJ Oy 6S O2yFAIdzZNBR
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policies, credentials, configurations, notification workflows and schedule. As with target groups,
Manage Jobsnain display presents all availaljbbs in a list view in a results grid.

With the applicable roldased permissions, you can sort this list, perform column searches, see
detailed information about a record in the display, or take other actions such as
adding/removing columns, refresig the display to dynamically update the content with any
new content since you entered the grid, and take other actions related to creating, editing and
deleting content. The following describes these features in more detalil.

Single and MultiNode Scan &port

For installations that are using only a single scan engine (local scanner node), such as
standalone installations or shared installations that are scanning reasonably small
environments, you will enter targets into tHenter Target(sfab named lochnode. SAINT's
architecture also provides support for multiple scanner node deployments to support large
environments or distributed scan needs. The scan job setup process for this type of
implementation will be a bit different, in that the target setupogess will display both the local
node (or whatever custom name your administrator has chosen for it), and a + (add) option to
choose other available nodes to scan specific targets or to be used as part of a load balanced
scan process. The following dabess the job setup process for either a single or muidtile
deployment.

Create a New Job

For quick, uncredentialed scans, scan jobs can be run by entering a job nhame and selecting the
applicable scan policy in Step 1; entering a target in Step 2; akahglihe FINISH button to

NHzy GKS 2206 o ASvnhiaidbl ThiSthréestep protessithed uses poefined
configuration settings to execute the scan on the target hosts. Scans can also be set up with
more advanced configurations; with multipi@rgets or based on targets already defined in a

target group or by asset tags; target credentialed/authentication; specific scan configuration
settings and notification work flows; as well as based on scheduled or recurring scan needs. The
job wizard proides a stegby-step approach to setting up these options. Each is described in

more detail in the following sections.

To create a scan job, click on tBeeateoption (upper right corner of the screen) from any

page, or seledGrid Actions> Create Jolirom the Jobs grid on the Scan page. The job creation
wizard will be displayed to walk through the steps for creating a scan job:
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Create New Job x

Step 1: Scan Job Information

Name & Description

Please enter a unique name for this job.

First Job

Please enter a detailed description for this job. {Optional)
First scan job with Security Suite

Select a Scan Policy

Select Policy Category Select Policy
Vulnerability - HeavyVulnerability Scan -

The Heavy/Vulnerability Scan runs all available wulnerability checks
against the selected targets,

Scan Policy Options

Exhaustive Scan Allow Dangerous Tests

|

Step 1¢ Scan Info

Name and Description
Enter a name for the new job. Enter a detailed description to communicate the pergiothe
job and other details pertinent to the job.
Category and Scan Policy
Scan policies control the types of probes and checks that are executed for defined targets.
These policies are categorized for ease of management and include soig#etr groys such
as compliance, platform and type of scan.
1. Select a scan policy by first selecting a category fronStiect Policy Categodyop
down list.
2. Select a policy for the category by clicking on the policy name i6¢hexct Policgrop
down list. ThenglickNextto enter the host targets to be scanned
Each category and their applicable policies are described below.
Information Gathering
1 Discoveryg This is the least intrusive scan. SAINT identifies hosts which are alive and
fingerprints their host typelf desired, the live hosts can then be ggelected when

133



User Guide

creating a new job after the discovery scan finishes, usin@ti@se Targets from a
Previous Scaoption in step 2.

Port scang For this policy, SAINT will identify live hosts and check for ssrligtening

on TCP or UDP ports. The range of ports to check is determined by the ports to scan
settings on theOptionspage.

Web Crawlk For this policy, SAINT detects web directories on the targets. It does so by
first scanning ports for web servicesichthen finding directories by following HTML

links starting from the home page.

Content Searclg For this policy, SAINT searches files on Windows and Linux/Mac
targets for credit card numbers, social security numbers, or any other specified patterns.
Seethe SAINTonfiguration sectiofior more information on configuring SAINT's file
content searching feature. Authentication is required for this policy and if scanning a
Linux/Mac target, SSH must be enabled.

Anti-virus (AV) informationg For this policy, information is collected about installed AV
software, such as last scan date, enabled, definition file dates, and other information
useful for auditing requirement 5 of the PCI DSS. Information is currently gathered for
Windows versions for many of the most popular AV software products in use today,
such as: Vipre Business Agent, McAfee, Symantec, AS&&uiFe, MS Forefront,
Kaspersky, and Trend Micro. Note that some results are only reported if they are
considered vularabilities while others are always reported. For example, if available,
the last scan date is always reported while a check to determine if updates or the AV
a2F06I NS AGaStF Aa Sylof SR 2yfeé 3ISta NBLR
run this scanning policy. Facts containing the string '(Master)' mean that aiviamsi
server/manager/admin is installed on the target. For more information, see
Configuration optionsalso see the knowledge base on thgSAINT customer web site.
Auth Testg For this policy, SAINT performs authentication against the targets using the
credentials specified in either the credentials manager or the Windows/Linux/Unix/Mac
input boxes under théduthenticationtab. User can geaarate reports from this test by
selecting the Auth Test report template from the report creation wizard.

Software Inventoryc This policy generates a list of software installed on Windows
targets. Authentication is required. The software list retrievediniy the scan is

displayed in the Vulnerability List section of the Full Scan or the Overview reports. Note
that the software list is generated by enumerating the Uninstall key in the Windows
registry. Therefore, only software which was registered withdperating system

during installation will be included. Software which was placed on the system without
running an installer program is typically omitted. Furthermore, registered software
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which was incorrectly removed from the system may still be includebe list after
removal.

Vulnerability

1
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Full Vulnerability Scaiq For this policy, SAINT will check for services listening on TCP or
UDP ports. Any services detected will then be scanned for any known vulnerabilities.
This scan policy includes SAINT'srerget of vulnerability checks, and is the scan policy
that should be used in most situations.

Windows Patchg For this policy, SAINT checks for missing Windows patches. Since most
of the checks for Windows patches require authentication, Windows domain
authentication is recommended with this policy.

Win Password GuessThis policy conducts password guess checks against Windows
targets using the password guess and password dictionary configuration options.
Authentication is recommended so SAINT can enateeaiccounts.

Microsoft Patch Tuesday This policy checks for the latest published Microsoft patch
Tuesday vulnerabilities (second Tuesday of each month). This policy and associated
content is typically updated via SAINTexpress by noon Wednesday, fglpulrication

of Bulletins from Microsoft.

Web (OWASP Top 1Q)This policy checks for vulnerabilities in web servers and web
applications, such as SQL injection, cigiss scripting, unpatched web server software,
weak SSL ciphers, and other OWASP Topulb@rabilities. It also enables file content
checks. Authentication is recommended or required for some of the checks included in
this policy. SAINT OWASP Top 10 Coverage is detailed in the tableNMelew.

information about OWASP Top 10.

OWASP SAINT ID

A01:2021Broken , o Web authentication
Direct URL Accessweb_prog_cgi_directurlacce
Access Control recommended

Operating system

misc_checkmache authentication
Unencrypted .
required
A02:2021 Content o
, _ , Web authentication
Cryptographic Failure misc_webcontentsearch

recommended

Cleartext passworiweb_security clearbasicaut Authentication not
transmission web_security clearpass required


https://owasp.org/Top10/
https://owasp.org/Top10/

A3:202%Injection

A04:2021insecure
Design

A05:2021Security
Misconfiguration

User Guide

TLS/SSL weak
algorithms and
invalid certficates

misc_cipher_*
misc_tls_*

Session cookies
without "secure” web_security httpssecure
flag

SQL Injection web_prog_sql_*
Command Injectio/web_prog_cgi_cmdinject

CRLF Injection  web_prog_cgi_rgsonsesplit o
Web authentication

SSI Injection web_prog_cgi_ssiinject recommended

XPath Injection  web_prog_cgi_xpathinj
web_prog_cgi_xssgeneric

Crosssite scripting —Prog_ g._ g
web_prog_cgi_xssstored

_ This item cannot be detected by a vulnerability
Insecure design

sa@n.
Operating system
Software patches web_server * authentication
recommended
net_password
Default passwords pass_httpbasic
pass_webapp
Error Message
Information web_security _erranfo Authentication not
Leakage required
o web_security _mimesniff
Missing or . o
. web_security_clickjack
Incorrect Security )
web_security _httponly
Headers

web_security _sslcache

- . Web authentication
XXE vulnerability web_service_xxe
recommended

Vulnemlble Server
web_server_*
Software
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Vulnerable Operating system
web_dev_* .
A06:2021Vulnerable Development ) authentication
win dotnet*
and Outdated Framewords - recommended
Components Vulnerable ) Web authentication
] ] web lib *
Libraries - = recommended

net_password
Weak Passwords pass_httpbasic

A7:2021 pass_webapp Authentication not
Identification and Cleartext Passwor web_security_clearbasicaut required
Authentication Transmission web_security_clearpass

Failures Session IDs in UR web_security_urlrewriting

. L . . .... _Web authentication
Session Fixation web_security sessionfation

required
A08:2021Software L
_ Insecure i . ) Web authentication
and Data Integrity o web_dev_javaserialobject
deserialization recommended

Failures

A09:2021Securit Security Loggin
y y-ogging This item cannot be detected by a vulnerability

Logging and and Monitoring scan

Monitoring Failures [Failures '

A10:2021ServerSide Server Side Reque , Web authentication
web_prog_cgi_ssrf

Request Forgery Forgery recommended

1 Operating System Password Gues$his policy includes all SAINT password guessing
features designed to guess the operating system password. This policy includes checks
for default FTP passwords, as well as dictiofmyed password guessing via Telnet,

SSH, and FTP. Authentication is recommended to ensure user account enumeration.

1 Mobile Deviceg This policy queries Active Directory servers for information about
mobile devices (for example, phones and tablets) which use Exchange ActiveSync, and
uses that information to infer vulnerabilities on those devices. The devices which are
discoveed in this manner will be listed in the scan results as separate targets although
GK2asS GIFINBSGa FINByQld Oldatfte aolyySRe Ly
must be installed on the scanning host, and the scan must run with Windows domain
adminigrator credentials (se&tep 3¢ Authenticatior). The target list must include at
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least one Active Directory server, and the SSL certificate for that Active Directory server
should be installed and configed on the scanning host. (SAethenticating to
Windows Target3

T Network Deviceg This policy checks for vulnerabilities in routers, switches, and other
networking devices.

T Log4jc This policy scans for vulrabilities in the Log4j Java library. It includes checks for
remote Log4j attack vectors, a filesystem search for vulnerable versions of Log4j, and
checks for other software which is known to include vulnerable versions of Log4j.
Windows or Linux authentation is recommended for a thorough scan.

Legacy

1 Normalc For this policy, SAINT collects information from the DNS (Domain Name
System), tries to identify the operating system, and tries to establish what RPC (Remote
Procedure Call) services the host off@and what file systems it shares via the network.
The policy also includes probes for the presence of common network services such as
finger, remote login, FTP, WWW, Gophemail, and a few others. With this
information, SAINT finds out the general cheter of a host (file server, diskless
workstation) and establishes the operating system type and, where possible, the
software release version.

1 SQL/XSE§ For this policy, SAINT checks for SQL injection and-sitesscripting
vulnerabilities on web servs. This includes both generic tests, where SAINT finds HTML
forms and tests all parameters for SQL injection and esdssscripting, and checks for
known SQL injection and cresie scripting vulnerabilities.

PenTesting

1 Discoverywill discover live hds in the selected address range, and then stop. This level
does not require a license key. It is useful for figuring out which IP addresses to put in
your key. The discovery method depends on the selected Host Discovery option.

1 Information Gatheringwill discover live hosts, try to determine their operating system
types, and scan their ports.

1 Single Penetratiorwill include all of the above steps and then proceed to run remote
exploits for the detected operating system and services, starting with those ligaly
to cause crashes, until one succeeds in establishing a shell connection.

1 Root Penetrationis similar to single penetration but continues until the maximum
privilege level is reached on the target. The maximum privilege level is root on a Unix or
Linux system and administrator on a Windows target. The root penetration level also

runs local exploits if the available remote exploits result in a connection without
maximum privileges.
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1 Full Penetrationwill run all available exploits for the detectedemating system and
services. This level is the best choice if the objective is to exploit as many vulnerabilities
as possible. However, if the objective is to obtain evidence of penetration, such as files
or screen captures from the target, then this leieehot the best choice because a
successful connection could be severed if a later exploit causes a crash.

1 Web Applicationwill search the target for Web applications, and run all available
exploits against those applications. This level is the fastegttavéind exploitable Web
application vulnerabilities such as SQL injection.

The PenTest job setup also provides a step for entering credentials to authenticate to the
targets. However, the login and password are not typically needed for the exploitstiees.

For the purpose of penetration testing, authentication is helpful for determining operating
system differences, such as service pack levels or Linux varieties, more precisely than would be
possible using uncredentialed methods. This information algs the pen test engine in

choosing the correct arguments when running exploits, and may improve the success rate.
Compliance

1 PCI Externat This scan policy, when run by an Approved Scanning Vendor (ASV) in
accordance with the ASV Program Guide, datighe quarterly external scan
requirement outlined in PCI DSS section 11.2.2. It is similar to the Vulnerability Scan
policy, but includes all 65535 TCP ports and only common UDP ports, enforces a spider
depth of at least 5, enables certain low seveohecks which are normally disabled, and
reduces the restrictiveness of certain other checks.

1 PCI Intern&g This scan policy satisfies the quarterly internal scan requirement outlined
in PCI DSS section 11.2.1. Unlike the PCI External policy, it doeslundé iall 65535 TCP
ports.

1  FISMAC This scan policy provides support for security controls related to continuous
monitoring, as well as performing risk assessments. Selecting this scan policy ensures
that probes scan for the entire set of vulnerabilityecks, with theExhaustiveption.

SAINT also provides a prenfigured report template that describes the supported
controls and reports results at a summary and detailed level.

1 HIPAAC This scan policy provides support to HIPAA security requirementg detiat
both risk analysis and overall risk management. Selecting this scan policy ensures that
probes scan for the entire set of vulnerability checks, withExbaustiveption. SAINT
also provides a preonfigured report template that describes the supfaat controls
and reports results at a summary and detailed level.
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1 NERC CiThe NERC CIP compliance scanning policy reports the results of an
exhaustive vulnerability scan on selected hosts. SAINT also provides a NERC CIP report
template to use the resudtof this scan policy that describes the applicable NERC CIP
security controls, as well as a gi@matted report with executive level graphs/charts
and detailed level scan results.

1 SOX; The SOX scan policy runs all available vulnerability checks agmletsed
GFNBSGAY YR adzLILR NI & FAYFYOALE 2NBFYATFGA
well as facilitating provisions in Section 404 of the Sarb&hdsy Act, requiring a
management report annually on the effectiveness of internal controlsif@antial
NELR2NIAY3I yR GKFG SEGSNYIFE | dzZRAG2NE O2y FA

1 IAVAC This compliance policy executes a full port scan for all vulnerabilities reported in
the Information Assurance Vulnerability Alert (IAVA).

T NESA; The NESA report templafgovides a background on the Information Assurance
Standards specified by the United Arab Emirates National Electronic Security Authority
(NESA) and reports all available information, including charts, tables, hosts,
vulnerabilities, services, users, sagyand technical detalils.

HostBased

These scan policies require an agent to be installed on the asset being scannbthrageng
AgentsandHostbased Assssmentdor more information.

Custom Policies

1 SAINT provides the capability through tBean Policigsage to create new checks,
enable/disable existing checks and create custom policies based on local requirements.
Custom scan policies can then be vieMmy selectingustomfrom the Select Policy
Categorydrop down list, and then the applicable policy from tBelect Policgrop
down list. See the section ddcan Policiefor more information on creating a custo
scan policy.

Scan Policy Options
The following options can be used to modify some of the scan policies described above.

1 Exhaustiveg During the course of a scan, there are certain cases where it seems unlikely
that there would be any benefit to runningcartain instance of a probe, but it may still
be worthwhile to do so for the sake of being as thorough as possible. Examples include
checking for default router passwords on nstandard telnet ports, checking for web
application vulnerabilities in nestandard directories, and checking for proxy
vulnerabilities on norstandard HTTP ports. The exhaustive scanning option allows you
to control what SAINT does in these cases. Enabling this option results in a more
thorough scan, but may cause the scan to tak@e time but will take extra steps to be
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1

as thorough as possible. This option affects the vulnerability, PCI and custom scan
policies.

Allow Dangerous Tests By default, SAINT takes a conservative approach and does not
run checks which could have harméide effects, but this makes it impossible to

confirm certain vulnerabilities. However, if an extreme scan is run, the scan may include
"dangerous" checks, in which attacks designed to crash services are launched in order to
confirm that the target is ois not vulnerable. These tests may help SAINT eliminate
false alarms by verifying the existence of certain vulnerabilities but can cause services
on the target hosts to crash as a result. Another saffect of dangerous tests is that
successful detectionf a vulnerability could cause other vulnerabilities to be missed.

That is, if a test crashes a service on the target, then any further tests against that
service will come up negative. Targets should bsa@nned after the known

vulnerabilities have begfixed in case there are other vulnerabilities that were missed
because the service crashed. This option affects the vulnerability and custom scan
policies.

Step 2¢ Targets

Create New Job ®x
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Step 2: Select Scan Targets
Enter Scan Targets

Local Node

Enter target(s) Selected Target(s)

More NS, .,
Hode Information
Description: SAINT Built-In Scanner
Status: Active

Remove All

Enter Target Restrictions

Enter target(s Target Restrictions(s
0
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1. By default, Security Suite and SAINTCloud provide access to a single seagimiag
OF1l af20lf y2RSE0® { ! L b-gcanhelr @aka muivdedA RS a
architecture. When defining hosts to scan, step two of the wizard will display the
primary scanner as the highlighted tab (as shown above) as well as providing the
capability to select this or other scan nodes on which to run the scan from the tabs in
the Enter Scan Targets area. If the desired node is not shown, choose the "+" tab and
select it from the dropdown menu. (If the "+" tab is not shown, then all allowsstes
are already shown.)

To run a scan on multiple nodes, select the desired scan nodes one at a time, and enter
the targets to be scanned by each node under the corresponding tab

Optional¢ Check thd.oad Balancéox if a load balanced scan is desir®th this
option, the targets will be divided evenly among all available nodes, and the scan will be
gueued until at least two nodes are available. Click onGbafigurebutton to
customize the minimum number of nodes and the set of nodes among whiehmtthe
scan.

2. Enter the targets (desktops, servers, routers, etc.) to be scanned for this job. By default,
this is done individually through tHenter Target(sfield, but other options are available
by clicking orMore Options SeeTarget Entry Optionfor more information about these
other options. SAINT allows target selection in one or any combination of several
formats:

1 Host nameg one or more host names. SAINT must be able to resolve the host
names geither using a DNS server or the /etc/hosts file or an error will result.

IP addresses one or more |IP addresses.

Subnets; one or more class C subnets, represented as only the first three octets.
SAINT will expand the subnet to include every IP addregmbing with the

given three octets.

1 IP address rangeasone or more IP address ranges. Each range consists of a
beginning and ending IP address, separated by a dash. SAINT will expand the
range to include the starting and ending addresses and every asline
between.

1 URLSZ one or more URLS, such as http://hostname:port/path. SAINT will scan
the target specified in the hosthame portion of the URL, specifically including the
web program(s) found on the specified port and path.
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CIDR network addresses retwork address followed by a slash and a prefix
length. For example: 192.30.250.0/18.

Previous Scaquse the host information collected from previous scans to select
hosts to scan.

Passively Discovered HogtScan devices which have been recently seethen
network, ifPassive Host Discovasyenabled.

Target Groups select a predefined Target Group to quickly load the target list,
or create a target group at scan run time based on the live hosteised

during the scan.

Asset Tagg defined assets to be scanned by Asset Tags assigned in the Asset
table.

Active Directory configure the scanner to connect to an AD server to collect
host information.

Amazon Web Services (AWS)nnect to AWS instaes

Azurec connect to hosts residing in Microsoft Azure

Imported Fileg import host lists from an imported file

Docker imageg Scan Docker images from a registry or repository.

Infoblox¢ Import targets from Infoblox.

Note:All of these with the excepin of Subnets can be used with both IPv4 and
IPv6 addresses. Most of SAINT's vulnerability checks work on IPv6 targets, as
long as any system tools which the check uses (Samba, rpcinfo, Telnet, etc.) are
also IPvecompatible. Only the Linux version of SAliN IPv&ompatible. Note

that IPv6 addresses must be specified by IP address, not by host name. The
required Perl modules for running IPv6 exploits are Socket6 aiBbtRetINET6.
Both are available from www.cpan.org. Also, note that IPv4 and IPv6 sskre

can be scanned together in the same job, with the exception of Subnet target.

Note: Targets can be removed from the list at any time in the job setup, by
aStSOGAYy3 GKS aEé¢ LAYYSR G2 | GFNBSG

Optionalg Target restictions can also be set by entering the target(s) in the
Target Restrictiofield. This can be useful, for example, if you must exclude
specific IP addresses, hosthames, Internet domains, IP address ranges, subnets,
or CIDR blocks from the scan.
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3. ClickNextto manually configure other job settings OR click FINISH to useefbiresd
scan configuration settings and either a) save the job without executing a scan at this
time or b) choosing when to run the job once the job is saved.

Step 3¢ Authentication

Optional ¢ Use this tab if you wish to run an authenticated scan and you have the knowledge of
a login and password to the targets.

Create New Job x

Step 3: Authentication and Credentials

Default Credentials
[@ Enter defauit credentials for this scan. These credentials will be used on each host to attempt authenticated scans

gainst certain services.

Microsoft Windows Domain (Admin): + Set Oracle Server: + Set
Windows Domain (non-admin): + Set Microsoft SQL Server: + Set
Unix, Linux, MacOS, etc.: + Set MySQL Server: + Set
HTTP Basic: + Set SNMP Version 3: + Set
Amazon Web Services (AWS): + Set Web Application: + Set
Microsoft Azure: + Set
Credentials Manager
© The credentials manager allows you to securely store credentials on a per-host basis. By default, these credentials
Wil be used in place of any default credentials entered above when appropriate.
M Use stored credentials if available Manage stored credentials
| previous | Next | Finish

Scans can be executed without providing account credentials (i.e., authentication) to the target
hosts. However, providg authentication credentials does enable scan probes to access the
registry, file attributes, or package lists on remote targets, and provide a much mdegpth

scan. There are three benefits to authentication. First, an authenticated scan can detect
additional vulnerabilities, such as client vulnerabilities and missing hotfixes, which could not
otherwise be detected by probing network services. Second, an authenticated scan is
sometimes able to check for fixes whose presence could not otherwise bewlett, thereby
reducing false alarms. Third, an authenticated scan may be able to gather additional
information related to the targets, such as user lists, software inventory, or mobile devices
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which sync with the target. Besides authentication to opemtiystems, authenticating to
specific services offers additional benefits. For example, authenticating to web servers allows
access to pages within web applications that may be affected by vulnerabilities such as SQL
injection or crosssite scripting. Authnticating to database services allows inspection of objects
within the database system for security weaknesses. Authenticating to the SNMP service will
allow SAINT to collect certain system properties when SNMPv3 is being used.

Default Credentials

This Athentication option enables you to enter a single user/password combination for each
authentication type on all targets.

1. Click on thet Setbutton for the required platform. For example, Microsoft Windows
Domain (Admin).

2. Enter the username and password.

3. Opional ¢ confirm the password by rentering it in theConfirm Passworfield.

4. Optionalg For Windows Domain Admin credentials, you can also click o€ lieek
Loginbutton to verify the credentials before continuing. If a "Service unavailable"
message iglisplayed, this typically means the target host was offline or is blocking the
Windows services used for authentication.

5. ClickSave

CdzNI KSNJ RSidlAta Fo2dz2i GKS dzal 3S F2NJ SI OK & dzLiL)
Credentials Manager sectiaf this document.

Default credentials are stored with scan jobs using-2&&encryption with either a permanent

or ephemeral encryption key. S&plemeral Encryption Kefpr more information.

Manage Stored Credentials

TheCredentials Manageallows you to store credentials securely on a-pest basis, by a
commaseparated list or by associating the credentials to ageéned target list in a targe

group. The scan engine automatically uses any stored credentials to speed up the scan setup
time, and will use a combination of manually entered credentials and the credentials manager if
both are used.

1 Click on theManage Stored Credentidbsitton to open theCredentials Managegrid to
view or edit the current list of stored credentials or create a new credentials file for use
in the job.

Refer to theCredentials Managdor more information about crating and storing credentials
for each supported platform.
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ClickNextto complete the authentication step.

Step 4¢ Advanced

The scan configurations displayed in the Advanced tab are set either by scan default values,
locally modified in the glob&onfiguation tab, or modified at joHevel through this step.

Create New Job x

Step 4: Advanced Settings
Scan Configuration Options
Host Discovery Probe Port Password Email Motification File Content Search
Anti Virus TCP Authentication Network Information Process Control . Results

SCAP Configuration Waorkarounds Tunneling Miscellaneous

Timeout

Madium e

Short Timeout Medium Probe Timeout Long Timeout
30 75 180

Extra Long Timeout Max Threads HTTP Connection Timeout
00 o 10

UDP Scan Timeout NFS Timeout SNMP Timeout
120 130 600

Smurf Timeout HTTP Timeout HTTPS Timeout
180 &00 600

HTTP Expect Timeout HTTPS Expect Timeaut SMB Timeout
330 330 180

provovs—| x| e —

As shown, these configurations enable you to control such settings as discovery controls; port
settings; email and report delivery settings; antirus and content search settings; and a wide
variety of others. This section will highlight some of the most frequently modified configuration
settings. Refer to th€onfiguration Takection for a detailed description of each option.

Host Discovery

SAINT's scannirengine can perform host discovery two ways: using SAINT's proprietary
discovery engine, or with Nmap. The SAINT method is simpler to configure, while Nmap allows
for more customization.

SAINT Discovery Configuration

In order to avoid wasting time scannihgsts which do not exist or are unreachable, the

scanner attempts to discover live hosts at the start of a scan. The method used to discover live
hosts varies depending upon whether a firewall is in place.
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1 No Firewall Support TheNo Firewall Suppodption is the default, and should be
selected if no firewall is in place. With this option, the scanner attempts to send an
ICMP echo request (ping) to each host. When the host does not respond, the scanner
assumes the host is down and skips further probes.

1 Hrewall Supportg If you are scanning targets that are behind a firewall from a system
that is not behind the firewall, or in any other case where ICMP does not work, choose
one of theFirewall Supporpptions. With these options, the scan engine does ey
on ICMP for discovering live targets. Instead, there are two alternate options.

1 TCP Discoverg This option causes the scanner to use TCP for discovering live
targets. Each potential target in the specified target range will be scanned for a
few standard TCP ports. If there is a response, either that the port is open or that
the connection was refused by the target, then the host is considered to be alive.

1 ARP Ping DiscoveryWith this option, the scanner will consider a potential
target to be alivefithe IP address can be resolved to a MAC address using the
ARP protocol. The benefits of this method are that it still works even when ICMP
pings and TCP ports are blocked, and it is the fastest discovery method. But it
only works for targets that are aime same local network as the scanner.

1 Combined Firewall Suppog If you do not know whether your targets are behind a
firewall, or if some targets may be behind a firewall while others are not, then choose
the Combined Firewall Supparption. This optia uses all of the above discovery
methods. It is the slowest option, but also the most likely to succeed in discovering all
live targets.

1 Extensive Firewall Suppog This option skips the discovery process altogether and
does a complete scan of every tatgaddress, regardless of whether it is alive. Hence,
Extensive Firewall Suppadn lead to a very slow scan, especially if a large target range
was entered. Use this option only when the targets do not respond either to pings or to
TCP requests to closgarts, and do not consistently have any of the standard ports
open.

See theWorkaroundssection for more information on configuring the standard port. The
firewall support options are intended only to woakound discovery issues, and do not allow
the scanner to scan targets behind firewalls which perform network address translation, or IP
address masquerading. Hosts behind such firewalls will still be invisible from the outside and
thus cannot be scanneddm the outside.

Nmap Discovery Configuration
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1 TCP SYN Scarbends empty TCP packets with the SYN flag set. Live hosts will reply with
either a RST or SYN/ACK TCP packet. An optional list of esgparated ports may be
supplied. If omitted, the default Nap ports will be used.

1 TCP ACK ScarSends empty TCP packets with the ACK flag set. Live hosts will reply with
a RST packet. Some firewalls prevent hosts from replying to SYN requests to closed
ports, but may still respond to ACK packets. An optionablisommaseparated ports
may be supplied. If omitted, the default Nmap ports will be used.

1 ICMP Echo/Timestamp/Address MagkSends ICMP Echo (type 8), Timestamp (type
13), or Address Mask (type 17) request.

1 UDP Ping; Sends UDP packets to the given parEmpty packets will be sent to most
ports; however, ports specified in theonfig/nmap/nmappayloads will send the
corresponding packets, which will be more likely to illicit a response.

1 SCTP INIT PiggSends an SCTP packet with the minimal INIT chwehasts will reply
with an ABORT chunk if the port is closed, or an-RAGK chunk if it is open. An optional
list of commaseparated ports may be supplied. If omitted, the default Nmap ports will
be used.

1 IP Protocol Ping Sends an IP packet with thpeified protocol number set. An
optional list of commaseparated protocol list may be supplied. If omitted, the default
Nmap protocols will be used.

1  ARP/ND Ping Uses Nmap to handle ARP requests instead of the host operating
system. This is useful foraming local LANs and may improve performance. If IPv6
targets are used, then ICMPV6 Neighbor Discovery is used instead of ARP.

Port Settings

Use Heavy Port RangesCheck this box to include all ports defined in the heavy ports lists (TCP
and UDP) Leavethis box unchecked to run scan using only ports listed in common ports lists
(TCP and UDP).

CKSAS O2yFATdzNI A2y 2LWA2Yy A& LINBPOGARS 3INI ydzt I NJ
and UDP ports. Each text box in this tab display the currefimeld list of ports and port ranges

for TCP and UDP port for heavy scans, common port scans, OS types and authentication tests.

The boxes are designed to fit inside of the confines oRbdtab. However, you can use the

up/down arrow in each text box tecroll through the list and make changes. Or, click and hold

the mouse pointer on the lower right corner of a text box and drag it out to make an individual

box larger and easier to view/edit the content.
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Email Notifications
These configuration optionsefine whether you wish to send anreail alert and content to €
mail recipients once a scan has been completed for the job being defined. Use the fields in the
upper section of the tab to do the following:
1 First section:
1 Set the email notification flag bglicking theSend Enail checkbox
Define a local mail server (blank uses the recipient's default mail configuration)
Define the email address that will display asthevel A f Q4 G CNR Yé | RRNJX
DefineaneY Af GRAALI & yIYSE F2NJ 0KS FNRBY |
Set atrend length if you wish to send trend reports in the job notifications. The
default O uses all scans for the job to build trends.
1 Define a default name and attachment. You can also be more granular and
define specific report names in individuah@ils ifyou intend to send multiple
reports.
1 Lower sections subdivided by horizontal lines:
1 Each section provides the capability to define individualagl notifications.
Each with their own comma separateeh&il addressee list; report name,
subject, report tye (e.g., executive report) and report format (e.g., PDF).

f
f
f
f

ClickNextonce you have completed ai8can Configuratioaptions, to continue thgob setup

Step 5¢ Finish

Step five is the last step in setting up a scan job, and enables you to define trehguuke;
select a Scan Window, if applicable, and apply adefned Ticket Rule Set, if applicable.
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Create New Job x

Step 5: Schedules and Ticket Rule Set
Job Schedule

0 rou may opt not to create a schedwle for this job at this time.

Create a new Schedule Schedule(s)
Schedule Immediately

Schedule Once
Schedule Recurring

Create Scan Window
Scan Window

Ticket Rule Set

D rou may choose a ticket rule set to apply when this job runs.

Select Ticket Rule Set

Once all final decisions are made to control the scan activity andguast ticket
generation/update, you must click tHenishbutton to save the canges and execute any
OKIl y3aSa e eate@SringjobRr&ation time or editing an existing job to adjust these
settings.
Scheduling
These options include running the scan now (immediately); scheduling the scan to run at a
specific date/time (scheda once); and schedule continuous scanning (schedule recurring) for
this job, based on defined date(s), day(s) of the week and frequency. Each option is described in
detail below:
Schedule Immediately
Select this option to send the job to the scan queueediately after finishing the job setup.
This option will be displayed in tfg&chedule(s)indow to confirm your selection.
Schedule Once
Select this option to display theneTime Scheduldialog, and configure the job to run on a
specified date/time.

1. Entr the date to run the job

2. Enter the time to run the job

3. ClickAdd
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This option will now be displayed in ti8zhedule(s)indow to confirm your selection.
Schedule Recurring

Select this option to display tHeecurring Schedutkalog, and configure the jolo start on a
specified date/time; set when the job should run; and (optionally) when the recurring job
should end.

Recurring Schedule S
Repeat: |Daily ! Repeat Every: |1 | days
Begin Date Scan Time
July 2017

7|8

B | 10|11 12 13| 14| 16
16 | 1T | 18| 18| X | 21| 2
23 M 25 M| 27|28 20
a0 |

Schedule Ends:
® MNever

2 After |2 Oecurrences

) Before End Date

Save

1. First, select the period to repeat the recurring scan (daily, weekly, monthly)

2. Use theRepeat Every [number$et the number of [days, w&s, months] to set how
frequently the job should run within the day, week, or month setting.

3. For weekly scans, define the days you wish to run the scan during the week.

4. For monthly scans, use the radio button f@ay [number] of the Montko define the

reOdzZNNBy OS o6l aSR 2y | OFt SYyRIFENI RIFGSd C2N SEI

on the 15th day of each month. Alternatively, you can also choose the radio button for

G ¢ KS-5thyfpanday | G dzNRF &8¢ 2LIJiA2y (2 aSi mgkS 2206

GKS Y2y (iK®d C2NJ SEI YL ST Nizy (KS 2206 2y
support a Microsoft Patch Tuesday assessment.
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5. Set theBegin Datdo define when the job should start for the first time.

6. Set theScan Timéy sliding the hour and minute bats the applicable hour and
minute, using a 24hour time clock.

7. Next, define when the job schedule should end. The first option Meteerend the
recurring schedule. This radio button is selected by default. Setting this value ensures
the job runs, as dafed, until you edit the schedule and choose to modify or disable
(stop) the schedule. A second approach is to run the job for alpfi@ed number of
times. Choose the radio button for thfter [number] Occurrence# third option for
defining the end othe schedule, is by a defined date. Use the radio buttorBiefore
End Datedo display theEnd Datecalendar and select the month/date/year you wish to
end the scheduled job.

8. Click theAddbutton once you have defined all of the settings for the recgijiob.

The following shows an example of a recurring job schedule to run scans on the second
Wednesday of every month for 6 months, to validate patches applied after each Microsoft
Patch Tuesday bulletin release:

Recurring Schedule *
Repeat: |Manthly Vl Repeat Every: L months

O Day 1 of the month
® The |Second v| Wednesday v

Begin Date Scan Time
July 2017 > 2 02:00
Time 02:00
| .'u" a H
11 12 | 13 | 14 | 15 our
@19 20 2|2 Minute
25 | M| 2T WM™ M
Schedule Ends:
2 Mewver
® After |6 Oceurences

2 Before End Date

Save
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TheSchedule(syindow is displayedb confirm your selection:

Create New Job x

Scan Info Step 5: Schedules and Ticket Rule Set
Basic setup and scan Job Schedul
licy salection. o chedule

R . §oumayg Recurring every 1 months Second Wednesday at 02:00 for 6 scans

starting on or after 2017-07-06

Create a new Schedule Schedule(s)
Schedule Immediately | Recurring |

Schedule Once '

Authentication i, Schedule Recurring

= S Create Scan Window

Scan Window

Advanced

e Ticket Rule Set

@ You may choose & tokel rule Set (o apply when this fob funs.

Finish
et e o Select Ticket Rule Set
select ticket rule set. L |

PrLIViDus m

Click theFinishbutton to save your job and send it to the job's queue for its schedule execution.

Return to theJobgrid and click thérefreshicon. You will now see the new job in the display,
along with the current sttus of execution:

Analyze * teport * xploit * L Configuration *

Scan lobs  Schedules  Assets  Polices  Credentials Manager  Benchmark Scanning

Grid Actions *
Scans lobs
P i« «« Page[t Jof1 = wi[20v] View1-10of1
O Actions Job i = Job Name Owner Last Run # Scans Target Group # Targets # Schedules
| I 1 1|1 | | 111 | | |
Ole»a= 1| First Scan | admin 0/ saint-data [ 1| 1

Click on thescangab to view the ongoing status of the current scan for the Job:
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S'ﬂ | m'Secu rity Suite

Dashboard Scan ¥ Analyze * Report * Ticket * Exploit * Manage * Configuration *

Scan Jobs Schedules Assets Policies Credentials Manager Benchmark Scanning

Grid Actions v
Scans Jobs
@ Page of1 View1-10of1
H| Actions Scan # lob Name = Start Time End Time # Targets # Results Status Progress
| ] ] L | v
Dleo e |n = 1| First Scan 2017-07-06 10:55:39 1 Running
< >

Scan Window

The Scan Window feature provides the capability to set a time period (scan window) during
which recurring scheduled scans can run. $ten window start time/date is the time a
scheduled scan will resume (if scheduled scan is currently paused) and the scan window end
time/date is the time a scheduled scan will pause (if scheduled scan is currently running). The
defined scan window timegdmes are used to send signals to the scheduled scan process to
ensure scheduled scan processes do not run during times outside of the scan window range.
The following are example usmases:

Usecase I¢ | want to schedule a daily scan job to run onlyvizeen 9 p.m. and 3 a.m. the next

day. In this case, the scheduled scan job will start at 9 p.m. and run until 3 a.m. unless it
completes before then. If it does not complete by 3 a.m., the scheduled scan job will pause and
resume when the next allotted stscan window is reached (i.e., daily at 9 p.m.) If it completes
the night before, a new scan will start at 9 p.m. and will run with the same settings as the
previous scheduled scan.

Usecase Z; | want to run a weekly scheduled scan job to run onhSaturday starting at 9
p.m. and pause (if not yet completed) on Monday at 6 a.m. for a scan job that may take a long
time due to the size and complexity of the targets. In this case, the scheduled scan job will start
on Saturday night at 9 p.m. and moiee must be allocated for this large job to minimize the
possibility that it will not complete within the scan window and overlap with the next scan
window. If it does not complete by 6 a.m. on Monday, the scheduled scan job will pause and
will only resumewnhen the next scan window is reached.
Create a Scan Window
1. Create a scan window for the job by clicking on 8oan Windovbutton in Step five of
the job wizard. If you are editing a job that has an existing scan window, this option will
displayEdit/Delde Scan Windowo view and modify the existing window.
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The following dialog will be displayed to define the Scan Window Start (resume) Time
Period and Scan Window End (pause) Time Period.

Scan Window x

Scan Window Start Time ~

112 v|00 v|PM V|

Scan Window Start Date

(O Ewvery Day

O  Every[Monday V|

O Day[t v|[every month v

O |First V||Monday V|of|every month b

Scan Window End Time

112 v|o0 v|pM V|

Scan Window End Date

® ony[o1 v]fo1 v|

O Every Day
O Every |[Monday v 4

Save Remove Scan Window

2. As described in the example usases, define when you want tiseans to be allowed to
run. Remember to complete both a Start and End period for the scan window.

3. ClickSaveto create the new scan window and return to the finishing steps of the job
setup.

View, Edit, Delete a Job's Scan Windows

To view the current seitgs of a scan window, click on the Edit (pencil) icon for the job in the
alylr3s w2o0Qa 3aANARI YR yIFE@AIILGS G2 {dSLI c 27
has changed to Edit/Delete Scan Window. This verifies the job has a defined scan wiliclow. C

on the Scan Windowbutton to display the current settings. You can now edit the settings and
re-save, to change the scan window anerum the job. Or, you can click thRemove Scan
Windowbutton to delete the scan window and continue using the jothaut a defined scan

window.
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Select a Ticket Rule Set for a Job

As defined in the Ticketing section, you can create one or more rules for determining ticket
assignments based on parameters such as: a target list, host operating system platforms, type

of vunerability, severity of a vulnerability or even ranges of CVSS score. These rules are

packaged in a parent Rule Set and then used at Job creation time to ensure tickets generated as

I NBadzZ G 2F @dzZ ySNIoAf AGASE RiBepdSm@ibimiRdudd teNRA y 3 |
remediation.

TicketRule SetsNE YI RS | @l Af I 60f SX o0l aSR 2y -dos dza SNID3
list in Step five of the job creation wizard. Selection of ke et is optional. Select an

applicable Ticket Rule Set only if you wish to automatically assign remediation tickets generated
FNRY (KS 2200Qa allyao

Besides choosing a ticket rule set herallidw overrideis chosen in th&nable Ticketing

setting, this is also where generation of tickets can be enabled or disabled for the job. Under
Create Ticketxhooseyesor noto enable or disable ticket generation for this job, respectively.
The third opton, When vulnerability matches a rulean be used to cause tickets to be created
only for vulnerabilities which match one or more rules in the selected rule set.

Once all settings have been defined for the Job, clicktheshbutton to save the job andend

it to the queue for schedule execution.

Target Entry Options

Besides the default method of specifying targets individually, there are also several options
available to assist in selecting or importing multiple targets in a single step. These op#dons a
described in the following sections.

Freeform Target Entry

Freeform target entry allows you to copy and paste an existing list of targets rather than
entering them one at a time. This may be useful if you already have your target list saved in an
external document. To use frefmrm target entry:
1. From either theCreate/Edit Target Grougialog or step 2 of the scan job wizard, click
onMore OptionX dzy’ R EMNér Takg&(shox.
2. Click orFreeform Target Entryo open the freeform target entry dialogwhich is
shown below:
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Free-form Target Input ®
- T
@ Enter any number of targets in any combination of valid formats. Entries must be
eparated by commas or whifespace (spaces, tabs, or linebreaks).
L
Cancel

3. Enter the targets by hand, or copy and paste the target list into the text area. Targets
must be separated by spaces, line breaks, or commas. The same target formats are
allowed here as when entering targets individually. Mouserdkie valid formatslink
for information about the acceptable target formats.

4. Click on theAddbutton. This will populate th&elected Target(fox with the targets
you entered.

Choose Targets by Target Group

Target Groups provide the capability to gs@re a collection of hosts or host ranges to

decrease the time it takes to set up scans. For example, a Target Group has been defined in the
example below for a range of internal addresses for hosts to be scanned in a data center.
Rather than rememberinche IP range, the group was defined ahead of time and selected at

job setup time.
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Choose Targets by Target Group x

0 A target group is a collection of pre-configured scan targets. Associating this job with a target group will
import the targets for that group. You will still be able fo select a scan policy and reporting options.

Please select a target group to associate with this job. (Optional)
knone> X | = | orCreate a new Target Group

<none>
East Coast Data Center

Ok Cancel

lfaz2 y20S GKIFIG @2dz OFy ONBFGS ¢+ NBSG DNERdzLIA
¢ NBSGO DNRdzLX 2LJiA2YyZ YR 3IAQDAY Jovaied®rtnel NBS
target(s) entered in the job target list will be used to populate the new Target Group upon scan
completion.

Choose Targets by Asset Tag

Choose Targets by Asset Tag to display the following Asset Filter dialog:
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Asset Filter b

Tag Name Tag Value

[
CPE

0S Class
0S Type

Function Clear
Criticality
Availability
Location

QOwner
Business Cost

OK Cancel

Select a Tag Name forehag(s) to be displayed.

Click on the Tag Value. Use Conttitk to select multiple options.

Click theAddbutton to add the filter to the Filter Criteria box.

Repeat steps-B to add additional criteria for the Target list.

ClickOKto save the critea and add the Asset Tags to the Target List, as shown below:

a bR
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Create New Job x

Step 2: Select Scan Targets

Enter Scan Targets

Local Node
Enter target(s) Selected Target(s)
TAG~(Criticality~High) AND
More Options... ~
Node Information (Location~Arizona SOC) [asset_tag]
Description: SAINT Bullt-In Scanner
Status: Busy
Remave All
Enter Target Restrictions
Enter target(s) Target Restrictions(s)

Choose Targets From a Previous Scan

When creating a job or target group, besides allowing you to enter new targets, the job wizard
also supports creating target lists from hosts that haveady been scanned. This may be
convenient if you want to scan just a subset of the targets from an existing job. You can also run
a scan using thBiscovenyolicy initially to find live targets, and then select targets from that

scan to populate the targdist for a heavier scan.

To choose targets from a previous scan:
1. From step two of the scan job wizard, clickao2 NB h LudderzhgEntér Target(s)
box.

2. Click onChoose Targets From a Previous Scaipen the list of previous targets, which
is drown below:
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Select Scana Ed

Joba Scam

1 o 3 pelected 1 of 1 palested L ML PeAN SRS

Jab Tanget Grcap Palicy ] DatarTime & Job # Vilna
M Coipodats OMsa Vol darl-dats Haarrulssmabilsy S bl | 204 TOOT 08 152411 W (Dl Cad 158
2 |Msarr Dt Gortinr ok scal Ennt ot Gata Gortel sy Vilnerabiy Scf ) ' '
Firi Szan wan! At FlEads
Choose Targets From Previous Scan x
Choose Scan Targels ~
O This g0 SICWT you 0 CROOES PO CATDEES ARC ARVE OLECOVENSD CUnng @ DAFAGUS BCRT. 1

¢ax L L e

| Select Daka Set |
Host Nams IF Address = Host Type Hode Name

O 10.80.2 10.8.0.2 Cies 5123 Lzl Mot
O 108010 105,010 Linux Loscanl Moda
{08011 W0LE0. 11 Wirsdows Sanr 2003 5 Local Nodo
O [10.8.0.14 10.8.0,14 Windows X0P Loxcal Moo
L1 106019 1LE0.18 Fad Hal & Lescnl Moo
O 10e0.21 10.8.0.21 Wirsdows T Loscal Modhn
L1} 10.6.0.35 16035 Liurta 1204 Ll Moo
| 10.8.0.36 10.8.0,36 Linux 2,632 Lozl Modn
0| 10.5.0.38 10.8.0.38 Wirsdaws Liscanl Moo
& oo + wa Pogei ot = =i [mw] W 1 - B0l D w

OK Cancel

3. Optionalg Click on theSelect Data Sdtutton to choose the scans from which to select
targets, and cliclOK

4. Check the box beside each target you wish to add. Or, click on the box at thefttop
corner of the grid to add all visible targe Use the filter boxes in the second row of the
grid to narrow down the displayed targets as desired. If there are many targets, use the
paging buttons at the bottom of the grid to view additional targets.

5. Click on theDKbutton. This will populate th&elected Target()ox with the targets you
selected.

Choose Passively Discovered Hosts

If the passive host discovery option is enabled ([Bassive Host Discovéyyhis option allows
you to easily scarhe devices which have been recently seen on the network.

To scan passively discovered hosts:
1. From step two of the scan job wizard, clickao?2 NB h LudderzhgEntér Target(s)
box.
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2. Click onChoose Passively Discovered Holte following dialog boxill appear:

3. Click on the button for one of the three options:

1 Scan all passively discovered has®his option will dynamically generate the
target list every time the scan job runs, to ensure that all recently seen devices
are scanned.

1 ScanhostswhOK KI @Sy Qi o06SSy aoOlyy&Rhishiy € ad
option will also dynamically generate the target list every time the scan rAiis.
passively discovered hosts which have not been scanned in the chosen number
of past days, including hosts whihave never been scanned, will be included.

1 Select hosts to scanSelecting this option will open a grid allowing you to select
one or more hosts to scan from the current list of passively discovered hosts.

4. Click on theDKbutton. This will populate th&elected Target(§ox with the option you
selected.

Import Targets From Active Directory

To assist with the scanning of Windows domains, import target lists from an Active Directory

server (typically a domain controller].his allows scan jobs to autoti@lly include every
O2YLdzi SN 6 KAOK SEA&aiGA Ay (GKS R2YIAYy O2y(iNRfftS
possible to customize the search to reduce the list down to those computers which have

specific properties in the directory.

To import fargets from Active Directory:

1. From step two of the scan job wizard, clickao?2 NB h LudderzhgEntér Target(s)
box.
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