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SAINT Help includes the following:
e Administrator Guide
e User Guide
e Glossary

For customer technical support, please contact us at https://support.saintcorporation.com

For information about your SAINT license and additional details about SAINT content and the

latest updates, please log in to your customer portal at https://my.saintcorporation.com

We offer free training on SAINT technology and product features. See https://www.carson-

saint.com/about/news/ for more information.
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The following describes the major system requirements and key third party software
dependencies for setting up a SAINT Security Suite environment.

Note that the setup process will automatically prompt you to resolve any missing prerequisites

during the initial setup.

It is also highly recommended that administrators run the Check Dependencies option in the
Start Menu to verify an environment is configured properly any time there is an issue that

hinders the full operation of the product.

Operating Systems

Security Suite can run on most common Linux distributions that meet required dependencies.
The officially supported platforms include:

e Ubuntu 18.04 LTS, 20.04 LTS, or 22.04 LTS

e Amazon Linux 2

e RedHat7,8,0r9

e Debian

e CentOS7o0r8

e (CentOS Stream

RDBMS / SQL Database

The installation process includes the option to select one of the following supported RDBMS
platforms.

e MySQL 5.x (or MariaDB*)

e Postgres 9.1 or higher

* MariaDB is a fork of MySQL. If you choose MySQL during setup, SAINT will install and use
whichever fork is packaged by the operating system vendor. (Red Hat and CentOS currently
package MariaDB instead of MySQL.) It is recommended that you always use the operating

system’s official packages, to ensure compatibility with Python and PHP modules.
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Browsers

e Up-to-date Microsoft Edge
e Mozilla Firefox: v.19.0 or higher
o Up-to-date Google Chrome

Disk Space
1. Security Suite software and system files — 300 MB to download and install
2. Perland Web browser — approx. 70 MB
3. Database platform
4. Additional storage space required for scan results and reports
5. Optional utilities: See vendor specifications for disk space requirements of individual

utilities.

Note: It is not necessary to reinstall any pre-existing utilities installed on the target
platform. Both MySQL and OpenSSL are often provided as part of the regular installation
package for Linux. The amount of disk space required varies depending on the operating

system, the download format, and amount of data being stored in the database.

Memory

Varies depending upon the number of hosts to be scanned, the selected level of multithreading,
and other factors. A minimum of 4GB is required —with 8GB RAM recommended for typical
installations.. Additional RAM should be considered for optimal performance if there are large-

scale scanning requirements.

Oracle Java

Oracle Java 8 is recommended if you are using SAINT for benchmark scanning. On Ubuntu, the

Check Dependencies option from the start menu will add the Oracle Java Installer PPA from
launchpad.net to install and maintain Oracle Java on the system. For other platforms,

download and install Oracle Java 8 from www.java.com/download, and ensure that security

updates are applied regularly. (Note: Although OpenlJDK packages may be installed by the
Check Dependencies option, Oracle Java, not OpenJDK, is recommended for best results from

benchmark scans.)


https://launchpad.net/
https://www.java.com/en/download/

Administrator's Guide

The following describes the routine steps for accessing and downloading licensed software,
setting up your license key, and setting up the basic configurations to get started with your first
scan.

Accept License and Download Security Suite

There are just a few steps to follow, and then you will be ready to use SAINT capabilities. To see
how easy it is to install the SAINT Security Suite free trial, watch our installation video.

1. Log on at our mySAINT portal at https://my.saintcorporation.com with the credentials

provided in your welcome e-mail.
The mySAINT portal is where you:
e maintain your account
e getyour license key
e most importantly, get instructions and downloads for installing SAINT Security
Suite.
2. Change your password (recommended). See the Change Password link in the upper-
right corner of the portal.
3. Optional. If you are a new user, the mySAINT Assistant automatically opens when you
log into the portal. Otherwise, you can open it from the Resources menu. Click on the options in
the mySAINT Assistant to be guided to the correct download for your use case. Then follow the
installation instructions provided by the Assistant.

If you choose not to use the mySAINT Assistant, continue with the following steps.
4, Review the SAINT Installation Guide.

You can use the link above or navigate to it inside mySAINT: select primary navigation link

Resources, select Installation Guides, and then SAINT Security Suite Installation Guide.

5. Determine which SAINT Security Suite option you wish to download. See the
Installation Guide, sections 2 and 3. If you need a virtual machine(VM), install it. We
recommend VirtualBox. See the Installation Guide, section 3.2.

6. Import the SAINT/Ubuntu open virtual application (OVA) file. See the Installation
Guide, section 3.4:

Ubuntu ID: saintadmin

Ubuntu PW: SAINT!!!


https://www.youtube.com/watch?v=4T8bQ1gtBsg
https://my.saintcorporation.com/
https://my.saintcorporation.com/resources/Security%20Suite%20Installation%20Quick%20Start%20Guide.pdf
https://www.virtualbox.org/wiki/Downloads

SAINT Security Suite

7. Log into SAINT Security Suite at one of these links:
Username: admin
Password: admin
e http://127.0.0.1:1414
e https://127.0.0.1:1414
8. Time to SCAN!
If you have any problems, call us immediately. We want you to have a great experience!

Software Installation

For all installations, ensure you've validated all requirements specified in the System
Requirements section before continuing. Security Suite can be installed natively on most Linux-
based platforms, and as a pre-configured Virtual Machine (VM). Refer to the Installation Quick
Start Guide found under Resources — Installation Guides for detailed assistance on supported
platforms and installation assistance. Use the SAINT Amazon Machine Image Guide for

assistance on setting up a pre-configured AMI on AWS.

Using a SAINT Virtual Machine after Setup

Using a pre-configured Virtual Machine is one of the more common deployments for Security
Suite. Once the VM is downloaded to the target location:

1. Run the Virtual Machine from either VMware or Oracle Virtualbox.

2. Login to the Desktop using the SAINTadmin account and password provided in your

Welcome email.

Once you have successfully logged into the VM'’s desktop, Security Suite can be started and

accessed using the same steps as Starting Security Suite from a native installation.

Starting Security Suite

The following describes how to start Security Suite and use the various menu options found
during start-up.

Launch Security Suite

The first step is to click on the SAINT icon S or click on SAINT Security Suite from the application
menu or desktop hyperlink created during the installation. Starting the Security Suite first

requires you to log in with administrative privileges. This is similar to the way Windows and
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other modern operating systems validate your credentials and permission to install and run
applications on the host. The following example shows logging in from an Ubuntu operating

system:

OO0 TYerminal

File Edit View Search Terminal Help
[sudo] password for saintadmin:

Choose your Start-up Option

Once your credentials have been validated, the startup process will launch the MAIN MENU

that displays the various configuration and startup options.

Terminal

* Edit View Search Terminal Help
SAINT Security Suite Main Menu

Start and Launch Browser
Launch Browser
Restart and Launch Browser

Start as a Background Process
Restart Background Process

Startasa Ren{ote Scanner Node
Restart Remote Scanner Node
Remote Scanner Node Options

Generél Options
Stop
Exit

Security Suite can be run in a number of ways. On the initial installation and setup, the
following startup MAIN MENU will be displayed. You must select the option that describes how
you want the software to be started. Making a selection here will be stored and used on
subsequent startup processes. The MAIN MENU will be displayed, however, in case you wish to

restart, stop or change how the software is started.
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Start and Launch Browser

The first option is to start the software and launch a browser to support direct access on the
installed host; or even from a remote location if the host can access the installed host. This
option is most typically used for standalone, desktop installations or even server installations
where access to the user interface will be directly on the installed host.
Start and Launch Browser — starts Security Suite in a browser window on the installed
host..
Launch Browser — this option will be available if the software has already been started
and is still running in the background. Select this option just to open a browser on the
installed host.
Restart and Launch Browser — this option will stop and restart the software, check for

any product updates, and launch the user interface in a browser window.

Start and Run as a Background Process

Security Suite can be started to run as a background process, without launching the browser.
This is typical of a shared environment where access will be done from various desktop

browsers or via command line access from remote hosts.

Start as a Background Process — starts all processes but does not launch the browser-
based user interface.
Restart Background Process — this option will stop and restart the software and check for

any product updates. This step does NOT launch the user interface in a browser window.

Note: In some operating systems, the port will have to be open for a connection to be
established. By default, Security Suite uses port 1414 for the web browser. The default URL for

the web interface is: <https://<address>:1414>, where <address> is the IP address or

registered hostname of the system running the product..

Start and Run as a Remote Scanner Node

The third option is to start Security Suite as a remote scanner node, to support a distributed,
multi-scanner node environment. In this configuration, the initial setup will include steps to

connect this installation to a separate installation acting as the central “manager.”

Start as a Remote Scanner Node — starts all Security Suite processes, checks for any product

updates, and initiates a secure connection to the “manager” installation. This process does not
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launch the browser-based user interface. The following describes the steps required to

configure the remote scanner node the first time you start up the installation to Start as a

Remote Scanner Node:

vk wN e

Scroll down and click the Enter key on the Start as a Remote Scanner Node option

Enter the fixed IP address of the Security Suite installation acting as the “manager”
Click Return or the down arrow key

Click OK to save the change and return to the MAIN MENU

Click on the Start as a Remote Scanner Node option to start the scanner node and make
a secure connection to the “Manager.” You should now see the new node listed in the
connected nodes in the Manage tab — Manage Node page through the “manager”

installation.

Note: The Scanner Node Connection Port and Scanner Node Connection String are already set

by default for all installations. However, you can change these default settings in the

Configuration tab — System Options — Nodes tab in the “manager” installation. If you have

changed these settings, navigate to the Remote Scanner Node Options menu (described below)

and update those settings before returning to the MAIN MENU and starting the scanner node.

Restart Remote Scanner Node — this option will stop and restart the software, check for any

product updates, and re-initiate a secure connection to the “manager” installation. This step

does not launch the user interface in a browser window.

Remote Scanner Node Options — select this option to configure the installation as a remote

scanner “node” and configure a secure connection to a separate installation acting as a central

“manager.” The following describes the node options in more detail:

Manager Address — This configuration setting contains the fixed IP address of the
Security Suite installation acting as the manager that will control communication and
scan activity on the scanner node.

Scanner Node Connection Port — This configuration setting contains the TCP port on the
manager that the node will use to connect. This configuration setting is defined through
the user interface, in the Configuration tab > System Options submenu, by clicking on
the Nodes tab.

Scanner Node Connection String — The node will send this string to the manager when it
connects. This string must match the connection string configured through the
Configuration > System Options > Nodes screen in the manager. If this option is left

blank in the manager, then no connection string is required.
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Check Software Dependencies — This option checks the installation host for third party
software dependencies or other system requirements, to ensure the software can be
installed and configured properly on the host. Note that the Security Suite VM
deployment option is automatically released with all valid dependencies; and all
Installer processes automatically perform these operations during installation. However,
this step may need to be run manually if there are any issues or problems with the
software or modifications to the host environment affecting the product.

Back to Main Menu — This option closes the Options menu and returns to the MAIN
MENU.

Exit — Click this option to close the MAIN MENU.

General Options

These options support modifying configuration settings related to web ports and control over

remote host access, as well as manually checking your system for valid third party

dependencies or other system-related settings.

Web Allowed Hosts — This configuration setting stores the hosts that are authorized to
connect to the application. The default is ALL (*). However, you can use this setting to
enter comma delimited IP addresses to limit access to only authorized hosts, if needed.
This configuration setting is also available in the Configuration tab > System Options
submenu, by clicking on the Web Server tab.

Web Port — This configuration setting stores the TCP/IP port that the web server listens
on. This configuration setting is also available in the Configuration tab > System Options
submenu, by clicking on the Web Server tab.

Check Software Dependencies — This option checks the installation host for third party
software dependencies or other system requirements, to ensure the software can be
installed and configured properly on the host. Note that the VM deployment option is
automatically released with all valid dependencies; and all Installer processes
automatically perform these operations during installation. However, this step may
need to be run manually if there are any issues or problems with the software or
modifications to the host environment affecting the product.

Back to Main Menu — This option closes the options menu and returns to the MAIN
MENU.

Exit — Click this option to close the MAIN MENU.
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Stop

Whether you run Security Suite by launching the browser or run strictly in background mode or
as a remote mode, the software runs as a background process so scans can continue to be
scheduled and executed, even when the browser is closed on the host. This option allows you
to manually stop the product, to include any running background processes. This option will
only be available for selection if Security Suite is currently running.

Exit

Select this option to quit the startup process and close the startup menu. Use the Up/Down

arrow keys to move and Enter key to select.

What if a Service or Required Configuration Setting is Not Found on Startup?

There may be instances during the startup process where a system configuration value or
service is not found or should be validated prior to startup. For example, one common
configuration setting is related to allowing you control over the hosts that should be allowed to
connect to the web-based application. If this prompt is displayed, enter/verify the explicit IP
addresses of specific hosts (if you wish to restrict access down to that level) or enter/verify * to
indicate remote access from any potential host and then select OK to continue. The latter is the
most common use-case.

8525 Terminal
File Edit View Search Terminal Help
WEB ALLOWED HOSTS

Enter the IP addresses which are allowed to connect to the web interface,
separated by spaces. (Wildcards are allowed.)

Examples: 172.16.1.1 172.16.* #*

0K

Another possible setting is to define the TCP port to use for allowing the web interface. SAINT
uses Port 1414 by default, but this can be changed if local policies dictate. Enter/verify the port
number in this field and choose OK to continue.

10
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OGS Terminal
File Edit View Search Terminal Help
HWEE INTERFACE PORT

nter the number of the TCP port to use for the web interface.

0K
Cancel

Database startup for a Security Suite installation using a locally installed database — Security
Suite supports either a MySQL or PostreSQL database backend for application configurations
and scan content. In the standard setup, the target database is installed on the same host as
the software. In most *nix-based platforms, the database service is started automatically and
managed by the installation and startup processes. However, in some instances (particularly
RedHat, CentOS and Fedora) this service is not always started at the same time the OS is
launched. Security Suite provides a check on startup to verify whether this service is up or not
on the local host, and will provide a prompt if the host’s database service is not running. If you
are using the standard setup, with the database on the same host as the software, you should

enter y (Yes) at the prompt to start the service.

For an installation using an external database — As described in the installation guide, Security
Suite’s architecture also supports the use of a remotely installed database. If this installation
connects to a remote database, enter n (No) at the database startup message if Security Suite is
using a database on a separate host. In that case, the startup process will not perform this
check, and responsibility for ensuring the external database is running will be that of a local
administrator.

Database credentials -- When the SAINT manager runs for the first time, it creates a database
and a database user with the username and password which you provide. In order for the
SAINT manager to be able to perform needed functions, it must be able to access the database
using these credentials. Therefore, the credentials are stored in the configuration files for both
the saint_manager daemon (manager.ini) and the web application (main.php). If you want to
encrypt the database password in these files, run the following command on the manager host
after the database is initialized: cd/usr/share/saint; sudo
scripts/encrypt db pass.py. Thiscommand will encrypt the password in both
configuration files using AES-256 encryption. It may result in a slightly slower experience when

using the web application.

11
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Accepting the License Agreement

When logging into the product via a browser, Security Suite will launch a browser window and
display the End User License Agreement.

SHINT" socurity Admin *

Dashboard Scan * Al Report * Ticket * Exploit * Manage * Configuration *

Scan Jobs  Schedules  Assets  Policies Credentials Manager Benchmark Scanning

Agreement Required

SAINT is willing to license the licensed product to licensee only on the condition that licensee accepts the terms and conditions contained in this agreement. By typing "yes"
below, licensee acknowledges that it has read all of the terms and conditions of this agreement, understands them, and agrees to be bound by them.

LICENSE AND SERVICE AGREEMENT (INDUSTRY)

1. Definitions. As used herein, the following definitions shall apply: "Licensed Product” shall mean collectively the Licensed Software and Licensed Dacumentation (as
hereinafter defined). "Licensed Software" or "Software" shall mean the software in object code form, for which Licensee has paid a license fee, all updates and revisions
thereto supplied by Licensor during the term hereof, and all permitted copies of the foregoing. “Licensed Documentation™ shall mean any documents delivered by Licensor to
Licensee that relate to the Licensed Software. "Use" shall mean the reading into and out of memory of the Licensed Software and the execution of such Software.

2. License, Subject to the payment of the license fees and charges to Licensor, Licensor hereby grants to Licenses, and Licensee hereby accepts, a personal, non-exclusive,
and non-transferable license (without the rights to sublicense) to use the Licensed Product in accordance with the terms and conditions of this License and Service
Agreement. The Licensed Product shall only be used for the number of nodes, netwerks, or hosts for which Licensee has paid a license fee.

3. License fees and charges, taxes, and payments for services. The license fees and charges for the license herein granted to Licensee shall be the then current license fees
and charges of Licensor for the Licensed Product in effect at the time of Licensor's acceptance of this Agreement. Payment for products and services covered in the on-line
ordering procedures, are due prior to the release of the Licensed Product or performance of the services. Any license fee, taxes, or other charges for the Licensed Product
that is not paid before Licensor provides the Licensed Product shall be paid within thirty days after receipt of such product. Any fee for maintenance and update services, in
accordance with Schedule A, that is not paid prior to the beginning of the period of such annual maintenance services shall be paid within thirty days after the beginning of
the period of such annual maintenance services, Any additional services that are provided by Licensor to Licensee on a time and materials basis shall be paid within thirty
days after receipt of an invoice for such services, If Licensee does not pay all amounts due within the payment periods stated above, Licensor may terminate the Agresment,
pursuant to Paragraph 11, and cease performance of any further services.

4. Terms of license agreement and licenses. Unless otherwise terminated or canceled as provided herein, the term hereof and of the licenses granted herein shall commence
on the date the Licensee iz provided access to the Licensed Software, normally by iszsuance of a customer ID and password, and shall continue until Licensee discontinues the

Note: Some versions of Linux may not automatically launch a browser window. If Security Suite
was installed from a Linux DEB or RPM package and you are launching the system directly from
the install host, some installation of Linux may not automatically launch a browser window. If
that happens, you can choose Security Suite from the Applications menu. (It may appear under a
sub-menu such as “Other” in some Linux versions.) Otherwise, if the Security Suite installation
program created a SAINT 8 icon on your desktop, double-click on the icon. For those using the
pre-configured virtual machine (VM) version, we have also included browser tabs to our public

website and technical support portal, for ease of access.

Please read through the agreement and then accept at the bottom of the page.

Note: The License Agreement will only be displayed and require acceptance during the initial

setup and whenever major releases are delivered.

12
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Logging In

Accepting the agreement will load Security Suite into the browser window and provide a login
dialog. Each account owner is provided access to the administrative credentials to support first
login and for performing administrative functions such as creating user accounts and setting up
permissions. Use this account for your initial login, changing the default administrator
password, and establishing your internal user account and access control policies.

Configure the License Key

1. Upon first login, the first step is to configure your license key. If no license key is
present, the application will direct you to the License Key page and open a login

prompt. Enter your customer login and password to automatically load your license key
from the mySAINT server.

Load License Key

Enter your customer login and password to automatically load your license key,

Customer Login

Passwoed

Manual License Key Configuration

If you prefer to paste your license key into the application manually, click the Cancel button at
the login prompt and proceed as follows:
1. To download your key, open a second tab in the browser and return to the mySAINT
customer portal (https://my.saintcorporation.com). Login to the portal with the account
name and password you received in your Welcome email message. Note: Click on

“Forgot your Password?” link on the login page if you do not know your password. This
link will auto-generate a new password.

2. Navigate to the License Keys page in the mySAINT customer portal.

13
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3. Click on the clipboard icon beside the desired license.
4. Paste the entire SAINT key content (including the SAINTexpress transmission
information at the bottom) from the mySAINT portal page into text area of the License

Key page in the application.

Global License Key
To generate or copy your license
key, log in to the mySAINT
customer portal using your

Customer |D and Password. Click on

"License Key" at the top of the
page,

saint, key

# BEGIN KEY
896619f5ffddfbes

License: SAINT

License: SAINTexploit
License: eSaint

License: Ticket

License: SCAP2

License:
meteredd/S5e0CIP;Userlgea:12
Nodes: 3

Expires: 12/31/2017

# END KEY

User: Userleee
TransmissionPassword:
dPFVHZERVLALjeep
TransmissionKey: H8tmgwB8GyhxMj2vw

Note: For command line users, alternatively, you can also place the content into a file in
your saint directory and name it saint.key.
5. Click Save.

Understanding the Key

There are two types of licenses. The key structure must be consistent with the license type and
total usage volume purchased under the current subscription:
¢ Unique Target License: This key is based on a fixed number of static IP-based target
addresses. For example, purchase a key that allows you to scan up to 100 unique
targets, and scan that number of targets, as many times as you wish over the course of

the license period. Target IPs are not added to this count (metered usage) until a target
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is discovered live and assessed via a scan policy. Note that once an IP has been counted,

it cannot be removed and replaced with another IP. However, you can increase the

license size during your license period as demand increases, by contacting your account

representative.

¢ Metered Scan License: This key is based on counting the total number of host targets

scanned over a license period. For example, scanning 10 hosts weekly over 52 weeks

equates to 520 total scans. In this key structure, specific IP addresses, size of the

network or dynamic addresses are of no concern because every target assessed in every

Job’s scan is counted.

Configure System Updates

The first time you install a License key (including the user name, transmission password, and

transmission key at the bottom) via the Configure the License Key option, this process

automatically configures the system update process (a.k.a. SAINTexpress) with the user and

transmission information. If you later change your user name (e.g., when upgrading from an

evaluation license to a purchased license), or if your network environment includes a proxy, you

need to enter that information into this form.

gﬂlm’ Security Suite

Dashboard Scan * Analyze * Report *

Users and Groups  Scanner Modes  System Updates

System Updates Configuration
To determine your Transmission Key and
Password, log in to the mySAINT customer portal
using your Customer 1D and Password, Click on
"License Key" at the top of the page, the
Transmission Key and Password are located at the
bottem of the key. The "User Name" field is the
same as your Customer 1D,

UserName * ijser 1000 *

Transmission [4pEylZ6RVLAL eep
Password *

Transmission Key (115t mgwaGyhxMi2vw
M

Proxy variables
{leave blank i you
don't have o praxy]
Proxy Host Name

Prowy Port
Proxy Login
Prowy Password
[laava Elank if rot
roguired]

Enable 2
SAINTexpress

Used 0 of 5000 IPs (Expires 12/31/2017)
SAINT

Ticket * Exploit * Manage * Configuration

License Key  System Maintenance  System Status

Restart and Update

After saving your System Updates Configuration,
click the below button to perform a system
update

& Restart and Update

Admin * Help *
System time 10:42 AM

Manual Update

#A manual update file can be obtained from
your mySAINT portal under DOWMNLOADS -
MANUAL UPDATES,

Before proceeding with a manual update,
enxure you have configured your Update
User Name, Transmission Key and
Password, and checked "Enable
SAINTexpress.”

MNote: This feature currently only supports
updating the management console and the
local scanner node.

Update file: Browse.,.

' Restart and Update Manually
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This page also provides a checkbox to enable (by default) or temporarily disable the update
process (Uncheck the "Enable SAINTexpress" checkbox) to prevent automatic updates of your
installation on restarts. This option may be preferable to comply with local change
management policies or if you are in a closed network environment and must manage updates
without an Internet connection.

The System Updates page also provides options to perform a manual check for updates via the
“Restart and Update” option, as well as perform a “Manual Update” for instances, such as a

closed network that cannot conduct automated update processes.

Get the Latest Updates

The last step in the installation process is to ensure that you have all of the latest vulnerability

checks, exploits, tutorial content, bug fixes, and feature updates.

From the System Updates page, click the Restart and Update button. Security Suite will use the
SAINTexpress update process to pull the latest updates and publish them to your new
installation. The System Update Status will always be displayed on this page. This updates the
manager and the local node. If your installation includes remote/distributed nodes, restart

those nodes from the Manage Scanner Nodes page.

Note: Security Suite updates can also be controlled via the Command Line Interface (CLI). You
can start Security Suite from the command line with the —Q argument. This will start Security
Suite and NOT check for updates. This process will only be valid for this run-time instance. It

does not control the stored configuration/status of the SAINTexpress System Update plugin.

The System Status page provides a summary of details for your Security Suite installation.
Information, such as product version, date of the last update, license key status, as well as

information about current active usage.

Note that the product version information is defined by three (3) values. SAINT’s product
version is defined as follows:
e Product Version: [Major Product Number] [Current Software Update Release Number].
This number is associated with the software updates that package code and scripts

related to software features, product functionality, bug fixes and database changes.
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Major product versions have historically been introduced every 5-6 years. Software
updates to these major releases are typically in quarterly update cycles.

e Date Version: This version number is associated with the version of the database, as it
relates to the product version. This value assists engineers in researching possible issues
whenever there is a problem with your installation.

¢ Content Version: This number sequence corresponds to the current number of content
updates for the version of the software. Content updates are typically associated with
vulnerability checks, exploit code and remediation Tutorials. Content updates are

routinely released twice weekly.

‘n"ﬂ.&xunlv Suite admin ¥ Help *

Scan * Analyze * Report * Ticket * Exploit * M e Configuration * + Create

Users and Groups  Assets  Scanner Nodes  System Updates  License Key  System Maintenance  System Status

System Information System Actions
Product Version: 9.0 System Packages: Check Packages
Data Version: 090030005

System Updates: Enabled
Content Version: 90030
Last Updated: November 07, 2017 20:15:28 Disable
License Key: expires on 9/23/2018
2 & Restart and Update
Total License: Static License

Active Users: 2 (seen in the last S minutes @ Manual Update
Active Scan Jobs: n/a
Free Disk Space: 2907 MB

Database: MySQL 5.5.34-Oubuntu0.12.04.1-log

MySQL ibdatal size: 13982 MB e Cleanup

(AINT® (expires 9/23/2018) System time 10:57 AM

Running your First Scan

Click on the Scan Jobs option under the Scan menu.
The first time you access the system, you will be prompted that there are no scan jobs in
the system: “Would you like to create one?”

3. Click that hyperlink to set up your first job

The Scan Job Wizard will be displayed to walk you through the process of setting up your first

job. In the following example, we will set up a quick scan, using only the minimum required
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steps to 1: give the job a Name, and select the Scan Policy to be used, and 2: enter the host
Targets to be scanned; and 3: decide when to schedule your first job. Refer to the Scan section
of the user guide for more details on all of the available options and advanced configurations

for running various types of scans.

1. Scan Info.:
— First, enter a Name for your scan Job.

Optionally, you can enter a description to assist in identifying the scan Job at a later

time.

Scan Policy — Select the type of scan to be executed for the scan Job. SAINT provides
many pre-defined scan policies that are based on various types of vulnerability, content,
and configuration assessment needs from general vulnerability scanning to specially
configured scans tailored for various industry compliance controls. For this scan, select
the Vulnerability Policy Category, and select a Full Vulnerability scan. Leave the
Exhaustive option checked (shown below) to configure this policy to enforce more
thorough check methods. This type of scan executes all of SAINT’s vulnerability checks

applicable to the type of target being assessed.

Create New Job x

Step 1: Scan Job Information
MName & Description

Please enter a unique name for this job,

Please enter a detailed description for this job. {Optional}

Select a Scan Policy

Select Policy Category Select Policy
Vulnerability - HeavyVulnerability Sean -

The Heavy /Vulnerability Scan runs all available vulnerability checks
against the selected targets.

Scan Policy Options

Exhaustive Scan Allow Dangerous Tests

=]
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2. Targets — Click Next to enter the host targets to be scanned. Enter the address(es) of the
target(s) to be scanned. This can be individual IP addresses, Subnet, CIDR for IPv4 or
IPv6 addresses, or domain names. This can be done through a number of options, to
include manual entry, importing target lists, creating and using Target and Asset Groups;
as well as connecting to external sources such as Active Directory, Microsoft Azure, and
Amazon Web Service (AWS) accounts.

Create New Job x

Step 2: Select Scan Targets
Enter Scan Targets

Local Node

Enter target(s) Selected Target(s)

: 10.8.0.11 [ip]
r lons..
Node Information

Drescription: SAINT Built-In Scannar
Status: Active

Remove All

Enter Target Restrictions

Enter target(s) Target Restrictions(s)

T

3. Review, Schedule and Finish — There are many other configuration options available for
granular control of your scan workflows. These steps are optional and not described in
this quick scan example. Click the Finish button to review the Summary information and

choose to run the scan “Immediately”.
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Create New Job

Scan Info

Baslc setup and scan
policy selection.

2 Targets

Select scan targets.

Authentication
Select credentials.

Advanced
Additional options.

Finish
Create schedules and
select ticket rule set.

Step 5: Schedules and Ticket Rule Set

i Job Schedule

P You may opt not to create a schedule for this job at this time.

Create a new Schedule Schedule(s)
Schedule Immediately - Immediate
Schedule Once
Schedule Recurring

Create Scan Window
Scan Window

i Ticket Rule Set

P You may cheose a ticker rule set to apply whan this jab muns.

Select Ticket Rule Set

Click Finish in the Summary button once you've chosen when to run the scan. Your scan

will now be initiated.

You will now see your new job’s scan queued and ready on the Scan Jobs page.

20



SAINT Security Suite

mlHT Security Suite Admin * Help =
Dashboard Scan v Analyze = Report * Ticket * Explait = Manage * Configuration * System time 11:43 AM

Scan lobs  Schedules  Assets  Policles  Credentials Manager  Benchmark Scanning

Grid Actions *

Scans lobs
@ « <« page[1_ |of1 »- » View1-10of1
0 Acthons Scan# = Job Name Start Time End Time # Targets # Results Status Progress
]l v
D eoelns 1| My first job 2017.05-10 11:38:15 1 Running m

CAINT® used 1 of 5000 1Ps (Expires 12/31/2017) <= page[l__Jora = = [20¥] _

Once the scan is complete, you can use the various product features to view strategy
graphs in the Dashboard tab, perform detailed analysis in the Analyze tab, and create

reports from pre-defined report types (templates) or create customized reports.

The SAINT Console

The SAINT console is where SAINT writes its standard output (stdout) and error messages
(stderr). By default, the console is the terminal display from which Security Suite was started at
the command line. Security Suite can also be run with stdout and stderr redirect to a file on
startup (e.g., ./saint... >myoutput 2>&1 sends both stdout and stderr to the file myoutput).

Note that SAINTbox appliances also use this technique to write stdout/stderr to a file named
saintbox.out.

View/Delete Scan Status File

The scan status file contains time stamped information about scans that have been run,
including the session name, the time the scan was started and completed, and the probes
which were run. This information can be extremely valuable in reviewing the current progress

of a running scan, as well as identifying possible causes of issues identified at the conclusion of
a scan.

The Status File scan can be viewed from Security Suite using the following steps:
1. Navigate to the Scan grid on the Scan Jobs page.
2. Click on the Details action button for a scan to be reviewed.

3. Click on the Execute History bar to view the scan history and details for each scan.
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4. Click View Status File to display the raw status file content.

Scan Detally

Administrator's Guide

x
My first job (SCANID 1)
= Scan Detals
Job Name My fiest job
Scan 1D 1
Scon Poliey Hearvy/Vulmerability Scan
$tart Time 2017-05-10 11:38:15
End Time 20170510 11:45:34
*  Execution History
Verbose
Agent/Node Start Time End Time Stotus Stotus File
Output
Local Node 201705101138 13 20170510 114530 frosed Yorwr Zatus Yiew Yerbose
tic Ouiet
Status File x
7-3 38:27 Mexisum concerrent probes = 29 (02206065 3004AN% 2004753401481 04%0) ~

31 Mmap 908 complete (e22
2

b3S 2801
2

58:36 Finished
38136 Finished
1:38:36 Pinithed
3 38:36 Finished >
38146 Finished wipsc
38146 Finished 3
1:38:5% Pinished
1:38:5% Pinished 4/%
e

int 10.0.0.11

t le.5.0.12

39185 Processine deter # records

The Asset Tracker Agent

11:38:29 bin/mmep <37 «n -Pn -0 --min_hostgroup 100 --min_pacallelis

phase 1 (2204060 10b48S52801 15244188045 )

atdeIbbiB5s 2001 15244140 1e450)
! 7 88,100,023, 837-298, 063 -162,477, 389,500,513
2001752441601e45)

(0220460840 3004852001 75244158 10450)
3,010,135,159, 143,445,587
2206060 1004852801 75244108 1245))

max_ican_delay 1des

7-138,161-182,177,3

718012

The asset tracker agent allows Security Suite to run recurring scans against targets with

dynamic IP addresses, without requiring the user to continually change the targets’ IP addresses

in the job or target group. The agent is a lightweight program on the target which generates a
unique asset ID and periodically sends that ID to SAINT’s tracker service. The tracker service

then detects changes in the IP address associated with that asset ID, and updates all scan jobs

and target groups to use the current IP address.

Follow these steps to use the asset tracker agent:

1. Start your installation with the tracker service enabled:
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cd /usr/share/saint/eSaint/saint manager
./saint manager.py --with service tracker start

2. The first time the tracker service starts, it will generate the agent setup program
containing its own public key and connect-back address. The program will be located in
/usr/share/saint/eSaint/saint manager/bin/tracker setup.exe
Copy and run this program on all targets which are to be tracked. (The tracker agent is
currently available for Windows only.)

3. Adialog box will inform you when installation is complete.

4. Schedule jobs or create target groups in the usual fashion, using each target’s current IP
address. The job or target group will be automatically updated whenever a change in a
target’s IP address is detected.

Once installed, the agent sends its asset ID to the tracker service every time the user who
installed it logs in, and once every six hours if the user who installed it had administrator
privileges. The agent uses 2048-bit RSA encryption to ensure the confidentiality of the asset IDs,
and a challenge-response protocol to protect against replay attacks. Connections from the
agent to the tracker service use port 6262/TCP.

Uninstalling the Asset Tracker Agent

To uninstall the asset tracker agent if it was installed with administrator privileges:
1. From the Windows control panel, open the Programs and Features dialog.
2. Highlight SAINT Asset Tracker.
3. Click on Uninstall.

To uninstall the asset tracker agent if it was not installed with administrator privileges:
Log in as the user who originally installed the asset tracker agent.

From the All Programs list, open the Startup folder.

Right click on tracker.

Click on Delete.

A w N e

Asset Tracker Connect-back Address

When the tracker service generates the agent setup program, the address to which the agent
will connect is hard-coded into the program. By default, the IP address of the SAINT machine’s
local interface is used. However, in some situations that might not be the correct address. For
example, if the local interface is a private IP address which is mapped to a public IP address by

the firewall, and the intended targets can only access the public IP address. In this case, you can

23



Administrator's Guide

specify the correct connect-back IP address by editing
/usr/share/saint/eSaint/saint manager/config/manager.ini and
changing the connectback addr setting. (Delete the . keys/tracker. key file to force
the tracker service to re-initialize the next time it restarts.)

Asset Tracker Scripts

In addition to automatically updating scan jobs and target groups, the tracker service allows
you to plug in custom tracking scripts. This may be useful if you wish to track targets for

purposes other than maintaining scans.

Any language may be used to write a tracker script, as long as the script file is executable by the
operating system. The script should accept two command-line arguments. The first argument is
the previous IP address of the target, and the second argument is the new IP address of the

target. The script will be called with these two arguments whenever the tracker service detects

a change in a target’s IP address.

Once the script is complete, edit
/usr/share/saint/eSaint/saint manager/config/manager.ini and setthe
script file parameter to the full path of the script. Ensure that the execute bit is set on

the script. If it is not or you aren’t sure, run chmod u+x <filename>.

Standalone Usage

Besides running as a module within Security Suite, the asset tracker service can also run
standalone. When running standalone, it can still support custom scripts, but cannot track

targets in the database or automatically update jobs and target groups.

To run the tracker service standalone, copy

/usr/share/saint/eSaint/saint manager/src/services/tracker.py and
/usr/share/saint/eSaint/saint manager/bin/tracker setup win32to
the desired location. It may be outside the SAINT installation directory, or on an entirely

separate machine.

Run the program as follows:
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python tracker.py [-p port] [-t timeout] [-k key file] [-d

db file] [-s script file] [-1 log file] [-a agent file] [-c
connectback addr]

All command-line arguments are optional. If no script_file is specified, then the tracker will
simply log IP address changes and do nothing more.
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What is SAINT®?

SAINT is an acronym for the Security Administrator's Integrated Network Tool. This product was
first offered commercially in 2001 by the company derived from the original acronym. SAINT
Corporation has since expanded this offering into two products: SAINT Security Suite and SAINT
Cloud. Fundamentally, the key capability of both solutions is to non-intrusively detect security
vulnerabilities on any remote target, including servers, workstations, networking devices, and
other types of network hosts. It will also gather information such as operating system types and
open ports. The graphical user interface provides access to data management, scan

configuration, scan scheduling, data analysis, and reporting capabilities through a web browser.

What is SAINTexploit®?

SAINTexploit is the legacy product term for the penetration testing component of SAINT’s
product lines. Prior to version 8, this component was available as an integrated component of

III

the “professional” edition of the product. As of version 8, this capability is now fully integrated
in both Security Suite and SAINTCloud and is accessed simply via the Exploit menu option. It
allows the user to verify the existence of vulnerabilities by exploiting them and gathering
evidence of penetration. Unlike vulnerability and configuration scanning probes, which detect
various types of vulnerabilities and configuration weaknesses, exploits run different probes
which are meant to gain command execution access to targets. Detected vulnerabilities are

III

displayed in the Analyze capabilities at the “record level of detail” and include a separate
exploit column to highlight whether an exploit is available for the applicable vulnerability. Both
solutions also provide pre-packaged “Pen Test” scan policies which automatically choose
exploits based on the target’s operating system and open services. This scan policy can be used
in conjunction with interactive processes to achieve an in-depth penetration test. Information
learned from initial scanning and analysis can be used to devise attack strategies to obtain a
connection to vulnerable targets, and possibly initiate multiple attack methodologies (exploits,
exploit tools, social engineering, etc.) to help you demonstrate the impact of the vulnerabilities

and prioritize remediation efforts.
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How does Scanning Work?

The scanning process begins by detecting all live targets within the given target list or range.
The selected scanning policy then determines which core probes are run against each target.
Results from the probes are used by the inference engine to schedule additional probes and to
infer vulnerabilities and other information based on rule sets. Final scan results are then stored
in the back end database to support data analysis and reporting through either the browser
interface, command line Interface (CLI) or accessed via the application programming interface
(API).

Deployment Options

There are five (5) deployment options available for the fully-integrated solution. Your individual
installation, configuration and administration activities may vary, depending on your specific
deployment option.

1. Software Download — The Security Suite download option is available for those that
wish to control where and how the product is installed, configured and managed in their
environment. The download options are available via the mySAINT customer portal.

2. Virtual Appliance — Security Suite is also available as a pre-configured virtual machine.
Since the product only supports native installation on Linux-based hosts, a VM
deployment option enables customers to deploy the product on Windows-based
machines.

3. SAINTbox® — SAINTbox is a pre-configured appliance that provides an easy and
affordable turnkey solution for getting started quickly and makes installation and
updates easy.

4. Cloud-based Software — SAINT also offers a hosted scanning service via SAINTCloud.
This service is provided through our hosted web servers as a shared multi-tenant
environment. It is also available as a dedicated deployment for customers with larger
capacity or special scanning requirements. The hosted service enables scanning TCP and
UDP services on Internet-facing targets, based on the selected policy and host type
fingerprinting executed during target discovery, as well as internal host scanning via
secure VPN tunneling or remotely deployed scanners (i.e., distributed scanning nodes).

5. Amazon Machine Image (AMI) — Security Suite is also available through the AWS
Marketplace as a pre-configured machine image. SAINT offers two deployment options
for this AMI:
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1. Non-preauthorized AMI for customers that require one deployment option that
supports both direct access to the management console and scanning engine;
and

2. Pre-authorized AMI for customers that wish to connect to an AMS-deployed
scanning node that is configured to scan into AWS EC2 instances without prior
approval of Amazon.

Start, Login, User Profile
Start

Start Security Suite by double clicking on the icon S and entering the administrative credentials

to ensure processes execute with the necessary permissions on the installed host.

Termingl

File Edn View Search Terminal Help

View the MAIN MENU and select the option for how you want to run this installation. These
options allow you to start the product in a number of different ways, to support environments
as diverse as standalone installations, network-based shared environments, or distributed

multi-node architectures. See the Administrator Guide for a complete description for all of

these options, as well as detailed instructions on how to setup and configure the software for

various types of environments.
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Start as a Background Process
Restart Background Process

Start as a Remote Scanner Node

Restart Remote Scanner Node

Remote Scanner Node Options

General Options
Stop

Exit

e and Enter to

Continuing in 1 second...

The following describes starting SAINT Security Suite from the MAIN MENU:

29

Start and Launch Browser — This is the most typical startup option for users that run the
product from the installed host, such as from a desktop or laptop installation, or using
the product directly on a server. When you close the browser, the background processes
will continue to process scan requests until you choose to “stop” the software or restart
or shut down the host machine. If Security Suite is currently running in background from
a previous startup action, the only step required is to Launch Browser.

Start as a Background Process — This option is typically selected when the software is
installed on a shared resource, with user access done remotely via a desktop browser,
using the localhost’s URL. This option starts all processes but does not open a browser
on the installed host. Processes will remain open until a decision is made to “stop” the
software or the installed host is rebooted or shutdown.

Start as a Remote Scanner Node — This option starts the software on the installed host,
and makes a secure connection to a separate installation that acts as a “manager” to
support multi-node and load balanced scan requirements. This process requires
additional installation and configuration actions by the system administrator, as

described in the Administrator’s Guide.
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NOTE: The default startup option is to Start and Launch Browser. However, the default option is
updated automatically for subsequent start processes based on the selection made through this

menu.
Login

User account and Password credentials are case sensitive. Each installation comes pre-bundled
with a default login account with administrative permissions to fully configure and administer
the system. It is recommended that each user be given their own unique user account for ease

of administration and user access control.

User Profile

Each user account contains a profile that stores information such as the user ID; access controls
and permissions to system features and content; work address and e-mail address (to support
automated notifications and report delivery workflows); and features to provide each user

some level of customization to the system. An example of a user profile screen is shown below:

User Profile X
Fields with * are required.

User Name * ibuser

First Name Ihe

Last Mame User

Address

Email ibuser@email.com

Cell

Cell Carrier I v

2-5tep Verification | Never N

AP| Token 73d36e01c74f603612d738af Change

Set Current Page as your Start Page M

Pin Page Level Pull Down Menus gl

Hide Navigation Sub Menu Bar ]

| Save | Change Password |

The “Profile” link under the UserlD displayed in the top right corner of the application is
provided to access your profile information. Each user has write permission to edit the personal
information related to the profile, configure system type configurations that are contained in

this dialog; and the ability to change their password.
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Change Password

Changing your password is done through the Profile option, or by contacting your

Administrator. Follow these steps to change your password without Administrator assistance:

1.

N o v s~ w

Open the Profile option under the UserlD displayed in the top right corner of the
application.
Select the Change Password button (Note: If the password button is grayed out, that

means your account uses an authentication type which doesn’t use locally stored
passwords, such as Active Directory. In this case, the password would need to be
changed from the Windows domain. See Create a User for more information.)
Enter your current password in the Current Password field to verify your identity
Enter your new password in the New Password field

Enter the new password again in the Confirm New Password field

Click Save

Close the dialog

Two-Step Verification

Although passwords are generally an accepted way of authenticating users, the use of

passwords alone cannot prevent unauthorized access if a password is guessed or stolen. For

increased security, users may add an additional layer of security to their accounts by enabling a

two-step verification process. This process requires the user to have both the correct password

and the correct cell phone for the account in order to be granted access to the system.

To enable two-step verification:

1.
2.
3.

Click on the Profile link at the top right of any screen in the application.
In the cell setting, enter your cell phone number, including area code.
In the 2-Step Verification setting, choose one of the following options:
e Always — Require a login, password, and cell phone verification every time you
log in.
e When logging in from new location — Require a login, password, and cell phone
verification only when you log in from a new IP address. When you log in from an
IP address from which you have logged in before, require only a login and
password.

e Never — Require only a login and password.

4. Click on the Save button.
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To use two-step verification once it is enabled:

1.
2.

At the login screen, enter your login and password.
If two-step verification is required from your location, you will see the following prompt.
(The prompt shows the last four digits of your cell phone number. If this is not the

correct number, contact your system administrator.)

User Verification Required

Please enter the six-digit code which was texted
to yvour cell phone [(XXX-XXX-1234).

Verification Code
|

Return to login page

Wait for a new text message to arrive from SAINT on your cell phone. The text message
will contain a six-digit numeric code. (A new text message is sent each time you get to
this step. Ensure you read the current message, since previous codes will not be
accepted.)

Enter the code at the prompt.

Click on the Login button.

Set Default Start Page

Each user has control over what default page is displayed upon login. For example, one user

may want to have the Dashboard tab displayed by default; while another user may want the

Report tab to be the default. To set the default page:

1.

2
3.
4,
5

Navigate to the page you want to be displayed by default when you log in
Open the Profile option in the top right corner of the application.

Select the checkbox for the “Set Current Page as your Start Page” option
Click Save

Close the dialog

Pin Page Level Pull Down Menus

By the default, the Action options applicable to each page have a static position on each page,

and scroll along with all other content as you scroll the pages up and down. This option
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provides the capability to set the Actions menu bar to be pinned to the top level menu bar, and
retain visibility as you scroll.

Hide Navigation Sub Menu Bar

By default, each main Menu option display, for convenience, a sub menu bar that includes all
available page options for the selected menu. This hide option provides the capability to hide
the sub menu navigation bar. The following illustrates the use of both the Pin and Hide options:

User Profile

Fieldswith * are raquired.

User Name * admin

First Name

Last Name Administrator
Address

Email

Cell

Cell Carrier v

2-Step Verification Never v

API Token fbeba797e649bffeb8a5221d Change
Set Current Page as your Start Page

Pin Page Level Pull Down Menus v I

I Hide Navigation Sub Menu Bar v I

Change Password |

Access Controls

Security Suite and SAINTCloud feature a flexible object-based access control system. The
system offers several benefits:
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e Protects confidentiality and integrity.
o Allows users to perform all actions which are necessary for their job functions while
preventing them from performing actions which are not.
o Allows users to share certain objects, such as reports, with selected users or all users.
¢ Allows multiple tenants to coexist on the same system without any visibility of other
tenants’ activities or even their existence.
Getting the maximum benefit from SAINT’s access control system requires understanding how

it works and configuring it properly, as well as creating an organized group structure. (See

Groups.)

Object-based Access Controls

Virtually anything that gets created during the course of vulnerability management, either by a
user or system generated, is considered an object subject to security and access controls.
Objects include users, groups, scanner nodes, scan jobs, target groups, scan policies, reports,
and many other types of content. As an object-based security design, the access control list is
applied to individual objects. (Note: There are also a few access controls which are global,
because they are applied to the system as a whole instead of individual objects. See Assign

Permissions to Users.)

Modifying Permissions

Only an object’s owner or an administrator can modify the permissions on an object. To modify

an object’s permissions, follow the instructions below.

1. Find the desired object in the appropriate grid. For example, to set permissions on a
report, click on the Report tab. Locate the desired object, using the grid’s search boxes
and other filtering as necessary. Click on the Security (padlock) icon on the desired
object’s row, or select the desired object’s row and select Security from the Grid Actions
dropdown menu without selecting any rows to modify the permissions on all of your

objects instead of a specific object.
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2. A permissions dialog will be displayed. For example:

SAINTwriter Assessment Report Permissions x
Users and Groups:

Administrators (group)

rlauder
A2 Add
This Report Every Report | Own Everything | Cham
Full Control i ¥
View i o v
Delete of ¥ o

OK Cancel

3. The select box at the top of the dialog lists all the users and groups who already have
some permissions on the object. The Administrator user and the Administrators group
always appear in this list. The object’s owner (typically the user who created it), if not
the administrator, also appears in the list, marked by the word “owner”.

4. Select the desired user or group from the select box to view or modify the permissions
granted to that user or group. If the desired user or group doesn’t appear in the box,
that means the user or group currently has no permissions on the object. In that case,
click on More Users, select the desired user, and click OK.

5. The permissions table for the selected user or group will appear. The rows of the
permissions table correspond to the possible actions on the object, and the columns

correspond to the permission scope. (See Permission Scope below.) If the selected user

is the Administrator user, the Administrators group, or the object’s owner, then the
permissions cannot be unchecked. Those users always have full control over the object.

6. To modify the permissions which the selected user or group has on the object, check or
uncheck the desired boxes in the permissions table, and click OK.

Permission Scope

The columns in the permissions table correspond to the permission scope. When setting

permissions, there are three possible scopes. This makes it possible, for example, to share all of
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your scan results with a co-worker without needing to remember to set permissions on every

new scan job individually.

The three permission scopes are as follows:

Per object — The permission is only granted on the specific object. The specific object is
the one which was selected from the grid when you opened the Permissions dialog, and

is also indicated by the title bar of the Permissions dialog. If no object was selected, then
this column is not shown.

Per object type — The permission is granted on all co-owned objects of the same type. For
example, if you are modifying permissions for a report which you created, then the
permission would be applied to all reports that you created.

Per owner — The permission is granted on all co-owned objects. For example, if you are
modifying permissions for a report which you created, then the permissions would be

applied to everything you create, including target groups, scan jobs, scan policies, etc.

Multi-tenancy

One of the benefits of SAINT’s access control system is that it allows multiple tenants to co-exist

on the same system without any visibility of other tenants’ activities or even their existence.

This is useful for managed service providers who want to provide a portal for their customers

without disclosing any of one customer’s data to another.

To create a tenant —

1.
2.
3.

Create a new user. See Create a User.
Remove the new user from the Users group. See Edit a User.
Optional. Create a new group for the new tenant, and add the new user to the new

group. See Create a Group.

Optional. Enable the create user permission for the new user if you want the tenant to

be able to create more users. See Assign Permissions to Users.

Tenants are implemented as groups. For an administrator who manages multiple tenants,

wherever data grids display users (e.g., job owner), there is the option to display the groups to

which that user belongs. This will assist the administrator in filtering objects by tenant.
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Configuration

SAINT includes a number of configuration options which control the way the system functions,
scan run and exploits are executed. Many of these options are configurable in SAINT by users
with Administrator permissions or those that have been granted edit permissions (see Manage
— Groups) to modify Scan and Exploit configurations during job setup. The following describes
each of these options in more detail.

Configuration Files

Behind the scenes, the software uses various configuration settings at job execution time, and
passes them via job configuration files. For those using the command line interface, these files
can also be modified manually. However, for most situations, SAINT’s automated processes are
the recommended method. Configuration files (both global and job specific) can be found in the
config directory. The global configuration file is named saint.cf, and the job session
configuration files are named <session name> . c £, where <session name> is the name of the

scan being executed.

Global vs. Session Configuration

The global configuration file, saint.cf stores all configuration settings needed. These include
global settings that are common to all scan jobs, such as settings for the management console

and internal web server.

The settings found in the job-level session configuration file are used to control how a scan
runs, such as the scan level, timeout values and password guesses. The job level configuration
file is created whenever a Job is run. Note that the same variables found in the job’s session
configuration file are also contained in the global configuration file, under the line Begin
Session Configuration,andinthe saintexploit.cf file. However, values are only used to

initialize new job session configuration files, and have no other effect.

Both the global and job level configuration files contain Perl variables corresponding to options
shown in the Configuration tab, as well as additional variables controlled by the scan engine.
Syntactically, lines beginning with a pound sign (#) are comments and do not affect program

behavior, but do contain information but may be helpful when viewing or editing content.
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The sections below describe each configuration option and the corresponding variables in the
configuration file.

Restoring to Default Options

e All Options — Clicking this option resets all configuration options back to “factor” default
settings. Using this option will remove any prior customized changes you have made.

e System/Scan/Exploit Specific Options — Each configuration submenu provides an option
to restore only the current displayed options (e.g., System only options; Scanning only
options or Exploit-only options) to their factor default settings. As with the “All Options”
this option will remove any prior changes you have made, but will be limited to the type
of option selected.

Search Function

The configuration tab provides a search function to enable you to quickly locate configuration
settings (variables) based on keywords. The search function will then highlight all Tabs where
settings are located that either contain your search criteria in the setting’s title or is contained
in the help text, since other variables may have relevance to your criteria. For example, locate
where all settings are related to Nmap. As shown below, there are three tabs that contain
references to Nmap — both Nmap specific configuration settings in Host Discovery, Port and TCP
options, but also in the "Secs Before Dropping Connection Req" option (fw_timeout variable)
since that variable has settings related to using Nmap.
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”:”HT Security Suite Admin * Help ¥

Dashboard Scan ¥ Analyze v Report * Ticket * Exploit * Manage ( £ tion * + Create
System Options Scanning Options Exploit Options  Ticket Options

nmap | Search | Clear Search )
Host Discovery Probe Port Password Email Notification File Content Search Anti Virus TCP
Authentication Network Information Process Control Results SCAP Configuration Workarounds Tunneling

Discovery Method: INmap v

NMAP SYN Scanning:

80,443
NMAP SYN Ports:

NMAP Ack Scanning: [

=]
@

NMAP Ack Ports:

Echo Scanning:

&l

Timestamp Scanning:

&l

Metmask Scanning:

oo

UDP Scanning:

UDP Ports:

SCTP INIT Scanning: [ ]

SCTP INIT Ports:

IP Proto Scanning: [

IP Protos:

ARP/IPv6 ND Scanning:

Custom NMAP Flags:

Firewall mode: |Combined mode: Use ping, ARP, and TCP to discover live hosts V|

21,22,25,53,80,139,143,443,445,515

5TD Ports:

g

{INT* used 289 of 5000 IPs (Expires 12/31/2017)

Use the Clear Search button to clear the search field as an alternative to manually deleting or
using the backspace key for the same action.

You can also enter partial words or strings, if you are unsure of the specific configuration
names. For example, locate any configuration options for white listing content. SAINT provides
support for white listing in its File Content Searches. Using only the string “white” found by

filename and reverse_effect settings.
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{AINT: security Suite Admin *  Help ~

Dashboard Scan ¥ Analyze ¥ Report * Ticket ¥ Exploit *

Manage Configuration + Create
System Options Scanning Options Exploit Options ~ Ticket Options

white

| Search | Clear Search |

Host Discovery Probe Port Password Email Notification File Content Search Anti Virus TCP

Authentication Network Information Process Control Results SCAP Configuration Workarounds Tunneling

FCS Enabled: []

WCS Enabled: [ ]

WINDOWS,Program Files,Program Files

~
FCS Dirs to skip: | (%86), ProgramData, swsetup, system. sav,M50Cache v

.txt,.doc, .docx,.xml,.pdf, . .html,.sql,.x1ls, .x1sx,.m ™
FCs File Types: |db, -db, .cc, .ssn, . dat v

\b[1-61(2:\d[ -1*){12,151\b[\b\d{3}[ -1+\d{2}[ -1 A
FCs patterns: |+\d{4}\b W

Apply Luhn to Custom Patterns: [ ]

Blacklist Filename Regex:

FCS Whitelist Filename Regex:

FCS Whitelist Reverse Effect: [ |

FC5 NIX File Types:

PCN,USA_SSN

FC5 Objective:

Machine Search Timeout: | 7200

Save

Restore default values? [All Options] or [Scanning Options]

d 289 of 5000 IPs (Expires 1
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System Options

Web Server Nodes AP L= Cien putirid Splunk Licernse el Agent Sarver Disputes Asv Passive Host Discovery Manager

wse Tisfsse: | Yes, except from localhost
Enable wva: [

Enable wve: ||

oet: 1414
verbose: 1
TS/ssL key File:  SAINE_manager/ keys/saintweb. key
TiS/ssLCertFile:  SAINt_manager/ keys/saintweb.ort
TS50 Cipher List: ALL
Enabile wavz: [
Enable ssvs: ]
trable niswr: [

Enable TLsw1.1: [

Enable Tisw1.2: [

fnable TS % [2]

e

Agent Server

The options described below control the behavior of agent-based scanning. In order to use

these features, Agents must be enabled in your license key. See the SAINT Agent Overview.

Enable Agent Scanning

This option specifies whether or not to run the service which allows agents to connect. It must

be enabled in order to use agent-based features.

Server Port

This option specifies the TCP port on which the agent should listen for connections. The same
port number must be specified when installing the agents in order for the connection to
succeed.

Connection Strings

If this option is specified, each agent must provide one of the specified strings in order to
connect to the manager. This prevents unauthorized agents from connecting. Use line breaks to
separate the strings.
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TLS/SSL Version

TLS/SSL protocol to use for remote connections. (TLSv1.1 and higher require Python 2.7.9 or
higher and OpenSSL 1.0.1 or higher. TLSv1.3 requires OpenSSL 1.1.1 or higher.)

TLS/SSL Key File

The filename of the TLS/SSL key corresponding to the TLS/SSL certificate specified below.

TLS/SSL Certificate File

The filename of the TLS/SSL certificate which provides security between the manager and the
agent. A self-signed certificate can be generated by clicking on the Generate Self-Signed SSL
Files button.

Connection Timeout

The number of seconds the manager waits for a response from an agent before assuming the

connection has been lost.

Server Address

The fully-qualified registered DNS host name of the manager. This is used as the subject name
when generating the self-signed SSL files It must be correct and resolvable by the agent in
order for the connection to succeed. If the manager is not registered in DNS, an IP address may

be used. In this case, the same IP address should be specified when installing the agent.

Web Server

SAINT delivers an embedded, proprietary web server with all product versions. This web server
contains a number of configuration settings that control the communication between the
application and server-based processes. While many of these configuration settings are
controlled internal to SAINT, there are some that can be customized depending on local
requirements, or are provided in the user interface to assist in troubleshooting possible issues.

The options displayed in the configuration tab are described below.

Use TLS/SSL

Whether to enable TLS/SSL encryption for the web server. If TLS/SS is enabled, the URL to the

web interface needs to begin with https. This setting only works for IPv4 communication.

42



SAINT Security Suite

Note that with this option, your browser will produce warnings because the default certificate
is self-signed, until you either add the certificate to your browser's certificate store, or replace
the self-signed certificate with one signed by a certificate authority. (See TLS/SSL Key File and
TLS/SSL Cert File below.)

If you select yes, except from localhost, the web server will use TLS/SSL for connections from
remote hosts, but not for connections from localhost. This avoids the certificate warnings when

used locally, while still ensuring that network communication is encrypted.

Use TLS/SSL (0-No; 1-Yes; 2-Yes, except from localhost)
Enable IPv4

Allow the web interface to be accessed over IPv4.

Enable IPv4 (1-Yes; 0-No) .The default is Yes.

Enable IPv6

Allow the web interface to be accessed over IPv6.

Enable IPv6 (l1-Yes; 0-No). The default is No.

Hosts Allowed to Connect

This option defines the hosts that are authorized to connect to the application. The default is
ALL (*). However, you can use this setting to enter comma delimited IP addresses to limit access

to only authorized hosts, if needed.

Server Port

TCP/IP port that the SAINT web server listens on.

Verbose

This setting defines the level of verbose out for help in debugging or troubleshooting. You may

be asked to change this setting by a SAINT engineer. However, it is not recommended that
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these settings be changed in the normal course of use. The values are: (short
request/responses; all socket activity; full request/responses; full debug).

verbose (0O-short request/responses; 1l-all socket activity; 2-

full request/responses; 3-full debug).

TLS/SSL Key File

The path to the TLS/SSL private key file, relative to the eSaint directory, used by the web
server and APl services if Use TLS/SSL is enabled.

TLS/SSL Cert File

The path to the TLS/SSL certificate file, relative to the eSaint directory, used by the web
server and APl services if Use TLS/SSL is enabled.

TLS/SSL Cipher List

Colon-separated list of allowed TLS/SSL cipher suites to use if Use TLS/SSL is checked. See

https://www.openssl.org/docs/manmaster/apps/ciphers.html for the correct format.

Enable SSLv2/SSLv3/TLSv1/TLSv1.x

These checkboxes specify which TLS/SSL protocols to allow for HTTPS connections if Use
TLS/SSL is checked. Each HTTPS connection will use the highest selected protocol which is
supported by the browser. TLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the
Security Suite host. TLSv1.1 and TLSv1.2 require OpenSSL 1.0.1 or higher to be installed on the
Security Suite host. If no supported protocols are checked, then TLSv1.2 is automatically
allowed. Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities

and should be avoided, but are still included for backwards compatibility with older browsers.

Node

SAINT’s architecture provides support for multiple scanning engines (nodes), to support large-
scale scanning requirements, distributed architectures and load balanced scanning. The
following are configuration settings to control the connectivity and security for managing

scanner nodes.
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Port Number

TCP Port number that the "manager" uses to listen for connections from scanner nodes. The
default is port 5252.

Allowed Nodes

Remote nodes that are allowed to connect. This can be a space or comma separated list of fixed
IP addresses, CIDR blocks. You can also use * as a default condition without explicit allowances.

Connection String

Each remote scanner node must send this string when connecting to the manager. This helps
ensure that only the correct nodes will connect. If this option is left blank, then no connection

string is required when connecting a scanner node to the manager.

Max. Concurrent Scans

The number of concurrent scans allowed to run on each scan node. If a new scan is started
when there are already this many scans running on the scan node, then the new scan is queued

until one of the other scans finishes.

Poll Frequency

The number of seconds for each node to wait between requests for new tasks from the
manager. Lower values cause more frequent requests, allowing a faster response from nodes
when starting, stopping, or resuming scans. Higher values may be more appropriate when there
are many nodes, to avoid overwhelming the manager with requests. The default setting of zero
tells the manager to choose the optimal frequency based on the number of connected nodes.
The chosen value starts at 1, increasing as more nodes connect and decreasing as nodes
disconnect.

TLS/SSL Key File

Path to the TLS/SSL private key file, relative to the saint manager directory. TLS/SSL s

used to protect communications between the manager and remote nodes, if any.

TLS/SSL Cert File

Path to the TLS/SSL certificate file, relative to the saint manager directory.
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TLS/SSL Cipher List

Colon-separated list of allowed TLS/SSL cipher suites to use for communication with remote
nodes, if any. See https://www.openssl.org/docs/manmaster/apps/ciphers.html for the correct

format.

TLS/SSL Version

The TLS/SSL protocol to use for communications with remote nodes, if any. If All is chosen, each
connection will use the highest available protocol which is supported by the browser. TLSv1.1
and TLSv1.2 require Python 2.7.9 or higher and OpenSSL 1.0.1 or higher to be installed on the
application's host. TLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the application’s
host. Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities and

should be avoided, but are still included for backwards compatibility with older browsers.
API

API Port

TCP Port number used to listen for API calls. The default port is 4242.The default port setting

should only be modified if there is a port conflict with another application.

Allowed API Clients

Remote addresses allowed to connect to the API service. This can be a space or comma
separated list of fixed IP addresses, CIDR blocks. You can also use * as a default condition
without explicit allowances. The default value is null. If this value is left blank, only the localhost

is allowed.

Use TLS/SSL

If this box is checked, then the HTTPS protocol is required for communicating with the API

service.

TLS/SSL Cipher List

Colon-separated list of allowed TLS/SSL cipher suites to use if Use TLS/SSL is checked. See

https://www.openssl.org/docs/manmaster/apps/ciphers.html for the correct format.
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Enable SSLv2/SSLv3/TLSv1/TLSv1.x

These checkboxes specify which TLS/SSL protocols to allow for HTTPS connections if Use
TLS/SSL is checked. Each HTTPS connection will use the highest selected protocol which is
supported by the client. TLSv1.1 and TLSv1.2 require OpenSSL 1.0.1 or higher to be installed on
the application's host. TLSv1.3 requires OpenSSL 1.1.1 or higher to be installed on the
application’s host. If no supported protocols are checked, then TLSv1 is automatically allowed.
Be aware that SSLv2, SSLv3, and TLSv1 are affected by known security vulnerabilities and should

be avoided, but are still included for backwards compatibility with older clients.

Memory Saving Mode

If enabled, the API service will handle each request in a child process. This prevents memory
consumption from accumulating in the main API process, which could eventually lead to the
kernel killing the process. This option should be enabled in use cases where many memory-
intensive API resources are called, but should be disabled otherwise since forking the processes

could potentially cause a slight decrease in performance.

Password Policies

Administrators can control various password policies through the system Configuration tab by

editing the following password-specific System Options:

Minimum Password Length

This numeric value defines the minimum length of the password string that can be used when

logging onto the software. The default value is 5.

Allowed Password Special Characters

These values define the non-numeric and non-alphabetic characters that can be used within a

password string. The default values are -_|@#5S%"&*()+=?.,

Total Stored Passwords

This numeric value defines the number of previous passwords that will be disallowed for
reuse. For example, the default value, 5, restricts the user from re-using any of the last five

passwords as a current or new password.
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Failed Login Attempts

This numeric value defines the number of failed attempts before the system will lock the user
out. If this occurs, the user must wait 15 minutes before he or she can log in, or notify a user
with administrator rights to unlock the account.

Maximum Password Age

This numeric value specifies the number of days after which passwords expire. When this
number of days have passed since the password was last changed, the user will be required to
change the password the next time he or she logs in. The maximum password age requirement

can be disabled by setting this value to zero.

Minimum Password Age

This numeric value specifies the number of days after which a password can be changed again.
After a user changes the password, another password change will not be permitted until this

number of days have passed. This prevents a user from defeating the Total Stored Passwords

requirement by changing the password multiple times in succession. The minimum password

age can be set to zero to allow password changes at any time.

Password Complexity

This setting specifies the character classes which passwords must contain at a minimum. If the
new password does not contain the required character classes, the password change will be
rejected. A strong password complexity policy greatly decreases the ability of an attacker to
crack passwords because it exponentially increases the number of possible character
combinations.

Options exist for specifying either the number of character classes (for example, “at least three
character classes”) or the specific character classes (for example, “letter and number”) which
must be represented. In the former case, new passwords must have at least the specified
number of character classes represented, where the four possible character classes are
uppercase letters, lowercase letters, numbers, and symbols (non-alphanumeric characters). For
example, if the requirement is “at least three character classes,” the password “Saint1” would
be accepted because it contains three character classes: an uppercase letter, lowercase letters,
and a number. However, “saintl” and “Saint” would not be accepted because they contain only
two character classes each.
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For options that list specific character classes, at least one character in each of the required
character classes must be represented. For example, if the requirement is “letter and number,”
then “Saint1” would be accepted because it contains letters and a number. However, “Saint!”
would not be accepted because, even though it contains three character classes, it does not

contain a number.

If the password complexity is set to “none,” then no password complexity requirement is

imposed.

Login Session Timeout

This numeric value defines the number of seconds allowed for user inactivity before a user’s
session times out and is closed. Once this timeout is reached, the user must log back into the
system to establish a new session and interact with the application. Changes to this

configuration do not impact current user sessions. The new timeout value will take effect for

users upon subsequent logins. The default value is 28,800 seconds (8 hours).

Authentication

SAINT offers the option of using an Active Directory server for authenticating users to the
Security Suite. This allows users to use the same password to log into Security Suite as they do
to log into the Windows domain. To enable this feature, use the settings described below, and

set the authentication type for each desired user to Active Directory in the Edit User form.

Active Directory Server

This setting specifies the Active Directory server to be used for authentication. It may be an IP
address or a registered hostname, but note that if SSL is enabled, this setting should match the

common name of the server’s certificate.

Active Directory Port

This setting specifies the port number on which the Active Directory server listens for LDAP

connections. The default value, 389, is normally correct and doesn’t need to be changed.
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Active Directory SSL Port

This setting specifies the port number on which the Active Directory server listens for LDAPS
connections. It is unused unless the SSL option is enabled below. The default value, 636, is
normally correct and doesn’t need to be changed.

Use SSL

This setting specifies whether or not to use SSL to encrypt the LDAP traffic to and from the
Active Directory server. If this option is not chosen, then passwords will go over the network in
clear text. If this option is chosen, then the Active Directory server’s certificate must be
installed on the application's host, and the TLS CACERT setting in the 1dap. conf file should be

set to the path of the certificate. See http://www.sans.org/reading-

room/whitepapers/protocols/ssl-secure-ldap-traffic-microsoft-domain-controllers-33784 for

more information about setting up SSL certificates for Microsoft domain controllers.

NetBIOS domain name

This setting is the NetBIOS name of the Active Directory server’s domain. For example,
MYCOMPANY. Unlike the fully-qualified domain name, it should not include any top-level
domain extensions such as .local.

Create users

Configuring this option will automatically create a new user if Active Directory authentication
succeeds for a login name which does not yet exist in the system. In other words, any time
there is an attempt to log into Security Suite with a non-existent login name, the system will ask
the Active Directory server whether the login and password are valid, and if they are, an
account will be created and the login session will proceed using that account. This feature may
be convenient for allowing new users onto the SAINT system without needing to manually
create accounts for them. But it may be undesirable if only certain users from the Windows

domain should be allowed into the system.

Active Directory domain

This setting specifies the fully-qualified domain name of the Active Directory server’s domain

(for example, mycompany.local) or the Base DN for the LDAP search (for example,
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DC=mycompany,DC=local). It is used to search the server for information about the user when
automatically creating new users. It is unused unless the Create Users option is enabled.

Cisco FireSIGHT

Security Suite provides the capability to export scan results to Cisco FireSIGHT. This allows the
scan results to be viewed in Cisco FireSIGHT and used in Cisco FireSIGHT’s impact assessment.
(See Export to Cisco FireSIGHT.)

The following options are used to configure Security Suite to communicate with Cisco
FireSIGHT. These settings must be properly configured if you will be exporting results to Cisco
FireSIGHT.

e Cisco FireSIGHT IP Address — This option specifies the IP address of Cisco FireSIGHT.

e Cisco FireSIGHT Port — This option specifies the TCP port on which the Cisco FireSIGHT
Host Input API listens for connections. The default is 8307.

e Cisco FireSIGHT Certificate — Cisco FireSIGHT uses PKCS12 certificates for authentication
of host input clients. To generate the certificate, log into the Cisco FireSIGHT web
interface. Click on System > local > registration > Host Input Client. Enter Security Suite’s
IP address in the hostname field. Choose a passphrase for the certificate and enter it in
the password field. Then download the certificate, and upload it into the Cisco FireSIGHT
Certificate option in Security Suite.

e Cisco FireSIGHT Password — This should be set to the certificate passphrase you chose

when generating the certificate described above.

Cisco pxGrid

Security Suite can be configured as a Cisco pxGrid client, allowing integration with the Cisco
Identity Services Engine (ISE). This allows you to further protect your network by initiating a

guarantine of high-risk assets directly from the Security Suite user interface. (See Quarantines.)

Oracle Java Runtime Environment (JRE) is required on the Security Suite system in order to use

the Cisco pxGrid client.

ISE Server

This setting specifies the host name or IP address of the Cisco ISE server.
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User Name

This setting specifies the Cisco pxGrid client name. This must be unique for each client which
connects to the Cisco ISE server. You do not need to create the client account on the server. It
will be created automatically using the given name the first time a Cisco pxGrid action is
performed. (It may need to be approved, however, if auto-registrations are disabled. See ISE

Server Configuration.)

ISE Server Certificate

This is where you need to paste the ISE server’s certificate, in PEM format. The correct format
begins with the line “-----BEGIN CERTIFICATE-----“ and ends with the line “-----END CERTIFICATE-
----“. This certificate can be exported from the System Certificates page in ISE. Be sure to
choose the certificate which is used by Cisco pxGrid. The Issued To hostname for this certificate

must be registered in DNS and resolvable by the client.

Client Host name

This setting specifies the fully-qualified host name of the Security Suite host. This is used to
generate the self-signed certificate as described below, so the host name should be registered

in DNS and resolvable by the ISE server.

Client Certificate

This setting is the Security Suite host’s certificate for authentication to the ISE server, in PEM
format. The correct format begins with the line “-----BEGIN CERTIFICATE-----“ and ends with the
line “-----END CERTIFICATE-----“. If this is a self-signed certificate, then besides being specified
here, it must also be imported into the ISE server’s Trusted Certificates page before the pxGrid
persona is enabled. The Issued To hostname in this certificate must be the registered DNS

hostname for the Security Suite host, and must be resolvable by the ISE server.

If you do not already have a certificate and want the client to use a new self-signed certificate,
click on the Generate button beside this setting. This button will fill the Client Certificate text
area with a newly generated self-signed certificate using the client hostname specified above. It

will also fill the Client Key text area with the private key corresponding to the certificate.
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Client Key

This setting is the private key corresponding to the above certificate, in PEM format. If you
clicked on the Generate button above, then this setting is automatically filled and should not be
changed.

ISE Server Configuration

After all of the above Cisco pxGrid client settings are complete, the ISE server must be
configured for Cisco pxGrid. Under Administration > System > Deployment, edit the desired ISE
node. Change it to a primary node if it is currently a standalone node. Under Personas, check

the box beside pxGrid and click on Save.

Next, on the pxGrid Services page, click on Enable auto-registration if it is not already enabled.
Otherwise, you will need to manually approve the client after the first time it attempts to
connect. Even after the client is approved, the client’s group may need to be changed to EPS

before quarantine requests can succeed.

Splunk

The following describes the steps for configuration Splunk and Security Suite for ingesting scan

results for use in Splunk.

Setup the Splunk Add-On

1. From the Splunk instance, download the SAINT Add-on for Splunk from Splunk.com
a. Click on the Splunk Apps Icon
b. Search for 'SAINT'
2. Install the Add-on from Splunk’s Data-Input user interface and enable an HTTP Event
Collector using the saint8_scandata sourcetype
splunk

HTTP Event Collector EEEE
v » HTTP Event Cotector

1 Tokens

a. Select 'data inputs'
b. Click on 'HTTP Event Collector"
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c. Click on 'New Token.'
d. Give the token a name
e. Click next
f. In the source type setting, click 'Select'
g. Choose 'Custom’
h. Choose 'saint8_scandata.'
3. Click Review
4. Click Submit

User Guide

IMPORTANT — Make a note of the token value it gives you which should look something like
this: "0510E530-60C1-4BBB-8469-A294886547B8." You will need this when configuring Security
Suite. Also, make a note of the HTTP Event Collector global settings by clicking on the global

settings button on the HTTP Event Collector page. You will need to know if SSL Enabled is

checked and the port number from there. These settings can be changed but they must match

what you configure in Security Suite.

Configure SAINT for Splunk Integration

1. Login to your Security Suite installation
2. Click on the Configuration tab

3. Click on System Options

4. Click on the Splunk tab

gn IHT ¥ Security Suite

Admin *  Help *

Dashboard Scan ¥ Analyze ¥ v Exploit ¥ Manage *
System Options  Scanning Options  Exploit Options  Ticket Options
| search l Clear Search |

Web Server Nodes API Password Policies Authentication Cisco FireSIGHT Cisco pxGrid

Splunk server IP:
HTTP Event Collector Token:

HTTP Event Collector port: 5088
Use 55L: [/
Splunk self-service cloud: [

Splunk nen self-service cloud: [ ]

Save |

Restore default values? [All Options] or [System Options]

(AINT®  used 289 of 5000 1Ps (Expires 12/31/2017)

Splunk License Notification

+ Create

5. Complete all fields, as they apply to your Splunk instance:
a. Splunk server IP —the fixed IP of the Splunk host.
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b. HTTP Event Collector Token — obtained when setting up Splunk add-on. Example:
"0510E530-60C1-4BBB-8469-A294886547B8"

c. HTTP Event Collector Port: Collected in the Splunk global settings by clicking on
the 'global settings' button on the HTTP Event Collector page. Security Suite
default value is 8088

d. Use SSL—Check if the Splunk HTTP Event Handler is using SSL.

e. Splunk self-service cloud — Check if Security Suite will be forwarding data to a
Splunk self-service Cloud instance.

f. Splunk non self-service cloud — Check if SAINT will be forwarding data to a Splunk
non self-service Cloud instance.

6. Click Save

How to Use Security Suite with Splunk

Option 1
Click on Configuration — Scanning Options — Results tab to configure Security Suite to

automatically transmit scan results to your Splunk installation. Check the “Export Results to
Splunk” checkbox to configure Security Suite to transmit all scan results generated by Security
Suite to your Splunk instance.

Option 2

Configure individual Jobs to automatically export/import scan results to your Splunk integration

any time the Job is run. To transmit scan results by Job, navigate to Step 4 — Advanced when

creating or editing a job in the job creation wizard, and click on the Results Tab. Check the
“Export Results to Splunk”. Results when then be transmitted every time the specified Job is
run.

Option 3

Export scan data from the Analyze grid, and transmit the scan results into the pre-configured
Splunk instance. Click on the Splunk option in the Grid Actions dropdown to choose how you
wish to transmit the data shown in the data grid into the pre-configured Splunk instance. Click
Transmit Now to automatically export the data to Splunk. Click Save Export File to generate a

file which can be used to import data into Splunk using the JSON data source type.
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Disputes

Enable Dispute Notifications

If this box is checked, an e-mail message will be sent to the dispute’s creator when a dispute is
resolved, and to the dispute resolver(s) when a dispute is opened or modified.

Dispute Resolver(s)

This option specifies the user or users who should receive a notification when a dispute is
opened or modified if dispute notifications are enabled above. Both SAINT login names and e-
mail addresses are accepted. If a login name is specified, the message will be sent to the e-mail
address in that user’s profile. Enter a comma-separated list to specify multiple recipients. If this
option is left blank, notifications will be sent to all users who have Resolve Disputes permission

(see Global Permissions) if any exist, or else to all Administrators.

From Email

This option specifies the From e-mail address for all PCl-related notifications. If left blank, the e-

mail address of the user who initiated the event will be used.

From Email Display Name

This option specifies the From name for all PCl-related notifications. If left blank, the name of

the user who initiated the event will be used.

Email Server

This option specifies the e-mail server to use for sending PCI notifications. If left blank, the

registered MX for the recipient’s domain will be used.

ASV

Note: This tab is only available to users with Attestation of Scan Compliance in their license.

ASV Certificate Number

This option specifies the ASV certificate number to put into the Attestation of Scan
Compliance. The ASV certificate number is an eight-digit number (in nnnn-nn-nn format) issued

by the PCI Security Standards Council.
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Customer Attestations

This option specifies the conditions that the scan customer must accept when requesting an
Attestation of Scan Compliance. The default conditions are based on PCI DSS requirements, but
some ASVs may wish to reword them or add their own terms. Use a pipe character (]) to
separate the conditions. Conditions which begin with an asterisk are required.

Enable Attestation Notifications

If this box is checked, an e-mail message will be sent to the requester when an Attestation of
Scan Compliance is approved or denied, or to the attestation resolvers when an attestation
request is opened or modified. This option is only used if Attestation of Scan Compliance is

enabled in the license.

Attestation Resolver(s)

This option specifies the user or users who should receive a notification when a request for an
Attestation of Scan Compliance is opened or modified, if attestation notifications are enabled
above. Both SAINT login names and e-mail addresses are accepted. If a login name is specified,
the message will be sent to the e-mail address in that user’s profile. Enter a comma-separated
list to specify multiple recipients. If this option is left blank, notifications will be sent to all users

who have Issue AoSC permission (see Global Permissions) if any exist, or else to all

Administrators.

Executive Summary Report Type

This option specifies the name of the report type to use when generating ASV Executive
Summary reports for attestation requests. The default is SAINT’s standard PCI Executive report
type, but some ASVs may wish to use a custom report template with their own format and
branding. If this setting is changed, be sure that the chosen report type complies with the

executive summary reporting requirements in the ASV Program Guide.

Detail Report Type

This option is similar to the one above, but specifies the report type to use when generating
ASV Detail reports.
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AoSC Report Type

This option is similar to the one above, but specifies the report type to use when generating
Attestations of Scan Compliance.

License Notification

The license notification features described below provide visibility into the current status of the

product license, and notification triggers for when you are close to the licensed capacity.

License Email Threshold

This threshold is the number of targets/scans left on the license before the notification is sent.

License Warning Email Address

This email address list is a space-separated list of email addresses to which license notifications
will be sent.

License Warning Email Server

This email server is the hosthame or IP address of the email server to use to send the email. If

none is provided, the system will use the current default mail server.

License Warning Email Subject

This subject is the subject line that will appear on the license warning email messages.

Show License Key Status

If the license type is “metered” or “unique”, the status of the license will be shown on the GUI
footer.

Passive Host Discovery

The passive host discovery feature attempts to continuously discover devices on the network
by silently watching for traffic from new IP and MAC addresses, rather than actively probing a

range of addresses. The discovered devices can then be easily imported into a scan job.
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Enable Passive Host Discovery

Check this box and then restart the manager to activate the passive host discovery feature.
When this box is checked, all connected scan nodes will monitor the chosen network interface
and parse all IP and ARP packets. When previously unseen source IP or MAC addresses are
found, those addresses are reported back to the manager, where they can be viewed and
scanned. (See Passive Host Discovery.)

Note that MAC addresses are only available for sources which are on the same LAN as the
node. Furthermore, the traffic that can be seen on each node’s network interface depends on
the way the network switches are configured. Typically, the node will only be able to discover
hosts which either send out broadcast requests on the node’s local segment, or which have
direct communication with the node.

Passive Host Discovery Networks

This option specifies which IP addresses to report. The value is a space- or comma-separated
list of Class A, B, or C networks (such as 10, 172.16, or 192.168.1) or CIDR addresses (such as
10.0.0.0/8). This option is used as a filter by the packet capture engine. If it is left blank, no
filter is used, and all addresses are reported. In this case, IP addresses which don’t even belong

to your organization could get reported, so leaving this option blank isn’t recommended.

Passive Host Discovery Interface

This option specifies which network interface to monitor on the scan node. It is specified as an
interface name returned by the “ifconfig” command, such as “eth0”. If it is left blank, the lowest
numbered configured interface, excluding the loopback interface, is used. If it is set to “any”,
then all interfaces are monitored.

Purge Offline Hosts After

This option is useful for removing stale entries from the passively discovered hosts table. The
value specifies the number of days after which a host should be dropped if it has not been seen
on the network. This prevents devices which are no longer on the network from being scanned

again and again.
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Manager

I H Security Suite

Scan - Analyze Report ~ Exploit ~ Manage Configuration -

System Options Scanning Options Exploit Options

| Search | Clear Search

Web Server Nodes APl Password Policies Authentication Cisco FireSIGHT

Infoblox
Purge Scans After Days: |':I |
Require Target Authorization: | Never bl
Scheduled scan grace time
(minutes): |65 |
Maximum Analytics Processes: |5 ||: Minimum number: 1)

Maximum Target Selection |

Hostname Resolution Time: ||: Minimum number: 1)

Maximum Overall Target Selection
Hostname Resolution Time: | 13 ||: Minimum number: 1)

Save

Restore default values? [All Options] or [System Options]

Purge Scans After Days

This option can be used to automatically delete scans and their associated jobs and data after
the specified number of days from the start date of the scan. Deletion is performed in a
background process whenever the manager starts and every 24 hours thereafter. If this option
is set to 0, then automatic deletion is not performed. Note: Regardless of this setting, on-
demand deletion can be performed at any time by executing “python
eSaint/saint_manager/src/modules/datastore/purge.py <days>” from the command line,

where <days> is the number of days.
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Require Target Authorization

This option allows you to require users to accept an agreement with an electronic signature
before running a scan or exploit. This option may be useful if you are hosting a scanning
platform for your customers, so you will have evidence that the scan activity was authorized in
case you later receive abuse complaints from the target’s owner. The form is presented after
the user enters any new targets in the scan wizard or the exploit run form. When this option is
enabled, a new menu option appears under the Manage tab called Target Authorizations,
which allows you to view and download the authorization forms.

There are three options for this setting. Always will require target authorization for all new
targets. Local will require target authorizations only for new targets being scanned or exploited
from the local node. This option may be useful if you have some customers who own their own
scan nodes for which authorization is not required. Never, which is the default, removes the

target authorization requirement.

Target Authorization Agreement

This option only appears when the above option is enabled and allows you to specify the
agreement text for target authorizations. This text is the terms and conditions that the user

must accept before scanning or exploiting a new target.

Maximum Analytics Processes

The maximum number of analytics processes that can run at the same time, reduce it to save
memory and processing power while scanning. New scan data is continuously analyzed by the
manager during a scan and setting this value lower could save memory and processing power
on systems that require it.

Maximum Target Selection Hostname Resolution Time

The maximum number of seconds to wait for hostname resolution when entering targets to
scan by hostname or URL per target.

Maximum Overall Target Selection Hostname Resolution Time

The maximum number of seconds to wait for ALL hostnames to resolve when entering targets

to scan by hostname or URL. For example: if this is set to 13 seconds, and a large hostname
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target list is imported, SAINT will wait for this many seconds before ignoring the hostname
resolution and add the targets regardless.

Infoblox

Two options are available:
¢ Infoblox server IP or hosthname — The IP address or hostname of your infoblox server.
e Infoblox API version — The version of the APl running on your Infoblox server. SAINT
sets this to a lower version by default but if your server supports a higher version then

you can set that here.

Scanning Options

The following configuration options define various characteristics and process controls over

vulnerability, configuration and application scan activity.

TRINT" secusity suite

Dashboard

Symem Ogtions  Scanving Ot

| Search | Ciear Seasch |

Host Discovery | Probe  Port  Password  Email Nolificalion  File Comtent Search  AntiVirus | TCP Authentication  Network information  Process Control  Results  SCAP Configuration  Workarounds  Tunneling

Discovery Method; | NMap v
NMAR SYN Scanning:
20,443
HMAP SYH Ports:

NMAP Ack Scanning:

NMAP Ack Ports:

Echo Scanning: /]

Timestamp Scanning: [
Netmask Scanning:

UDP Stanning:

VDR Ports:

SCTPINIT Scamning:

SCTP INIT Parts:

IP Brota Scanning:

1P Protos:

ARPIP ND Scamning: )

Custom NMAP Flags:

Firewall mode: |Combined mode: Use ping, ARP, and TCP to discover live hosts v|
21,32,25,53,89, 139, 143,443,445, 515
7D Port:
[ save |

Restore default va
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Host Discovery

These options determine the default behavior for discovery scans (SAINT or Nmap) and
configuration settings for Nmap if that method is selected for host discovery. These settings can
be defined globally, as well as overridden when setting up a scan Job.

Discovery Method

e SAINT Firewall — In order to avoid wasting time scanning hosts which do not exist or are
unreachable, the scan engine attempts to discover live hosts at the start of a scan. The
method used to discover live hosts varies depending upon whether a firewall is in place.
Also, see the Workarounds section for additional Firewall rules/settings when using this
discovery option.

Set this Flag to 0, to use SAINT’s built-in discovery.

e Nmap — Default setting. This setting uses Nmap’s Discovery engine. See the Nmap
documentation for a complete list of Nmap options. Use caution when modifying these
options, since certain settings may cause the port scan to miss ports in some
environments, to use unintended protocols, or to scan unintended targets. Do not set
any output options, since SAINT requires machine-readable output and therefore always
includes that argument (-oM).

NMAP SYN Scanning (nmap_disco_syn)

Sends empty TCP packets with the SYN flag set. Live hosts will reply with either a RST or
SYN/ACK TCP packet.

Nmap disco syn (0-No; 1-Yes).

NMAP SYN Ports (nmap_disco_synports)

Default is 443. An optional list of comma-separated ports may be supplied. If omitted, the

default Nmap ports will be used.

NMAP Ack Scanning (nmap_disco_ack)

Sends empty TCP packets with the ACK flag set. Live hosts will reply with a RST packet. Some
firewalls prevent hosts from replying to SYN requests to closed ports, but may still respond to
ACK packets.
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Nmap disco_ack (0-No; 1-Yes)

NMAP Ack Ports (nmap_disco_ackports)

Default is 40. An optional list of comma-separated ports may be supplied. If omitted, the
default Nmap ports will be used.

Echo Scanning (nmap_disco_echo)

One sends ICMP echo (type 8) request.

Nmap disco echo (0-No; 1-Yes)
Timestamp Scanning (nmap_disco_timestamp)
One sends timestamp (type 13) request.

Nmap disco timestamp (0-No; 1-Yes)
Netmask Scanning (nmap_disco_mask)

One sends Address Mask (type 17) request.
Nmap disco mask (0-No; 1-Yes)

UDP Scanning (nmap_disco_udp)

Sends UDP packets to the given ports. Empty packets will be sent to most ports.
Nmap disco udp (0-No; 1-Yes)

UDP Ports (nmap_disco_udpports)

Ports specified here will be included in the config/nmap/nmap-payloads and send the

corresponding packets, which will be more likely to elicit a response.
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SCTP INIT Scanning (nmap_disco_sctp)

Sends SCTP packet with the minimal INIT chunk. Live hosts will reply with an ABORT chunk if the
port is closed or an INIT-ACK chunk if it is open.

Nmap disco sctp (0-No; 1-Yes)

SCTP INIT Ports (nmap_disco_sctpports)

An optional list of comma-separated ports may be supplied. If omitted, the default Nmap ports

will be used.

IP Proto Scanning (nmap_disco_ip)

Sends an IP packet with the specified protocol number set.

Nmap disco ip (0-No; 1-Yes)
IP Protos (nmap_disco_ipprotos)

An optional list of comma-separated protocol list may be supplied. If omitted, the default Nmap

protocols will be used.

ARP/IPv6 ND Scanning (nmap_disco_arp)

Uses NMAP to handle ARP requests instead of the host operating system. This is useful for
scanning local LANs and may improve performance. If IPv6 targets are used, then ICMPv6

Neighbor Discovery is used instead of ARP.

Firewall mode: Firewall Flag

These options determine the default behavior for scans that use SAINT for host discovery.
These settings can be overridden when setting up a scan Job. Each configuration setting and
option is defined below:
e No Firewall Support — The No Firewall Support option is the default, and should be
selected if no firewall is in place. With this option, SAINT attempts to send an ICMP echo
request (ping) to each host. When the host does not respond, the scanner assumes the

host is down and skips further probes.
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o Firewall Support — Use TCP Discovery — If you are scanning targets that are behind a
firewall from a system that is not behind the firewall, or in any other case where ICMP
does not work, choose this or the ARP Ping Discovery options. This option causes the
scanner to use TCP for discovering live targets. Each potential target in the specified
target range will be scanned for a few standard TCP ports. If there is a response, either
that the port is open or that the connection was refused by the target, then the host is
considered to be alive. The ports scanned for this purpose are specified in the Standard
Ports settings.

¢ Extensive Firewall Support — This option skips the discovery process altogether and
does a complete scan of every target address, regardless of whether it is alive. Hence,
Extensive Firewall Support can lead to a very slow scan, especially if a large target range
was entered. Use this option only when the targets do not respond either to pings or to
TCP requests to closed ports, and do not consistently have any of the standard ports
open

¢ ARP Ping Discovery — With this option, the scanner will consider a potential target to be
alive if the IP address can be resolved to a MAC address using the ARP protocol. The
benefits of this method are that it still works even when ICMP pings and TCP ports are
blocked, and it is the fastest discovery method. But it only works for targets that are on
the same local network as the scanner.

¢ Combined Firewall Support — Choose this option if you do not know whether your
targets are behind a firewall or if some targets may be behind a firewall while others are
not. This option uses all of the above discovery methods. It is the slowest option, but

also the most likely to succeed in discovering all live targets.

Firewall Flag (0=No Firewall Support; 1l=Firewall Support - Use
TCP Discovery; 2=Extensive Firewall Support; 3=ARP Ping

Discovery; 4=Combined Firewall Support)

STD Ports (std_ports)

TCP Ports to scan to find live hosts, using SAINT’s Discovery method set in Host Discovery,
(discovery_method = 0). The firewall_flag value tells SAINT whether to expect the targets to be
behind a firewall. If the firewall option is set to use TCP discovery and the primary target
contains an IP address range or a subnet, then the scanner will scan each potential target for a

few standard TCP ports and check whether or not there is a response, either that the port is
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open or that the connection is refused. The std_ports values define ports to be scanned for this
purpose.

Probe

Spider Depth (spider_depth)

Default level: 3 - SAINT's HTTP probe contains checks for vulnerabilities in many web
applications which could be installed in non-standard locations on web servers. SAINT attempts
to find these web applications by scanning pages which are linked from the root page, then
scanning pages which are linked from those pages, and so on. This process is known as
spidering. Increasing the depth allows a more thorough scan, but could cause an exponential
increase in the time needed to complete the scan if a target has many links. Setting the depth
to zero or unsetting Exhaustive flag at Job setup time tells the scanner to scan only the web
root directory and not to follow hyperlinks. Setting the depth to one causes the scanner to also
scan any pages linked from the root page. Setting the depth to two causes the scanner to also

scan any pages linked from those pages, etc.

HTTP Limit (http_limit)

Default 10000 (Maximum number of pages); 0 - Unlimited. This option compliments the
spider_depth setting to prevent scans from taking excessively long on sites that have many
pages. In these cases, it is useful to limit the total number of pages scanned, in addition to
controlling the depth. To limit the total number of pages scanned on each target, set the web
page limit to the desired maximum number of pages. After the scanner has run the specified
number of instances of http.saint and https.saint against a target, it will complete the scan and
produce a warning message in the scan's status file to inform you that some pages weren’t

scanned. To allow an unlimited number of pages to be scanned, set this value to 0.

HTTP Form Limit (http_form_limit)

This setting is similar to the HTTP Limit described above, but limits the number of forms instead
of the number of pages. To limit the total number of forms scanned on each target, set the limit
to the desired maximum number of forms. After the scanner has run the specified number of
instances of http_form.saint and https_form.saint against a target, it will complete the scan and
produce a warning message in the scan's status file to inform you that some forms weren’t
scanned. The default is 10000. To allow an unlimited number of forms to be scanned, set this

value to 0.
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HTTP Delay (http_delay)

This setting specifies the number of milliseconds to wait between HTTP requests. The default is
0, meaning each HTTP request should begin as soon as the previous request is finished. This is
typically the desired behavior since it minimizes the scan time. However, increasing this value
may help if the default value causes a target to crash or become unresponsive.

Note that this setting only controls the delay within each probe instance, but there could be
multiple probes making HTTP requests concurrently. To achieve the gentlest possible scan, also

set the Maximum Threads to 1 to prevent probes from running concurrently.

HTTP User Agent (http_user_agent)

This setting specifies the User-Agent header to include in most HTTP requests. The default
setting resembles the User-Agent header sent by a typical web browser, to make it appear to
the target that SAINT’s checks are coming from a real browser. However, it may be useful to
change this in some cases. For example, some web application firewalls may allow you to

whitelist custom HTTP headers, thus allowing a scan to proceed without interference.

Note that some vulnerability checks must use specific User-Agent headers in order to work as
designed. These checks ignore this setting and always use the User-Agent header which allows
the check to work.

Crawl Dynamic Content (crawl_dynamic_content)

In the early days of the World Wide Web, most web sites served static HTML content, which
could be easily parsed by scanners to find links to other resources. However, modern web
applications typically serve pages containing some amount of dynamic content. That is, in some
cases the browser executes script embedded in the web page to create page elements, send

data to and from the server, or handle mouse clicks and other user actions.

The Crawl Dynamic Content setting tells the scanner to execute the script embedded in each
web page, as a web browser would do when loading the page. The scanner then records any
HTTP requests which are triggered by the script execution, which may identify additional web
resources, leading to improved vulnerability detection. However, since script execution takes

time, enabling this option may slow down the scan. If this setting is disabled, embedded script
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is not executed, but the scanner will still attempt to find links to other resources by parsing the
static content.

Clicks Per Page (max_clicks_per_page)

In some cases, simply executing the embedded script as a browser would do when loading a
page is insufficient for finding web resources. There could be some content which is only
exposed after certain events such as mouse clicks. To ensure that the scanner finds such
content, it needs to take it a step further and simulate the mouse clicks which would occur in a

browser.

The Clicks Per Page setting specifies the maximum number of elements per web page on which
to trigger a click event, if dynamic content crawling is enabled. Higher settings may uncover
more web resources but may take more time. A value of zero disables the simulation of mouse

clicks, but still allows the initial script execution on each page.

Dynamic Content Timeout (dynamic_content_timeout)

When dynamic content crawling is enabled, there could be situations where the scanner
encounters script which takes a long time to run or gets stuck in an endless loop. The scanner
aborts the script in this situation, to avoid slowing down the scan. The Dynamic Content
Timeout setting specifies the number of seconds that the script is allowed to run on each page

before execution is aborted.

Web Program Dirs (cgi_dirs)

The default web program directories are /cgi-bin/ and /scripts/. This setting defines the
set of standard web directories to scan that typically contain programs. These directories are
specified in a comma-separated list. Each directory should start with a leading slash and end

with a trailing slash.

Web Dirs to Skip (cgi_dirs_skip)

Default: blank — SAINT allows you to specify directories not to scan. This option is useful if a
certain part of the web site should not be included in the scan. These directories are specified
as a comma-separated list, and each directory should start with a leading slash. Each web page

found during web crawling will be compared with every item on this list using a case-insensitive
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comparison starting from the beginning, and if there is a match then the page is omitted from
the scan.

Software Inventory

Setting this option ensures all scan policies include probes that retrieve a list of software
installed on Windows-based targets. This configuration requires that applicable scan Jobs be
defined with Windows Domain credentials (Step 4 in Job setup) or credentials to the targets
have been previously defined in the Credentials Manager. The resulting software inventory can
then be found in the Vulnerability List section of the Full Scan or Overview reports. Note that
the software list is generated by enumerating the Uninstall key in the Windows registry.
Therefore, only software registered with the operating system during installation will be
included. Software placed on the system without running an installer program is typically
omitted. Also, note that registered software incorrectly removed from the target system may

still be included in the list after removal, due to orphaned registry keys.

Load Balancing

This setting specifies whether or not to run load balanced scans. With this option, the scan
targets will be divided evenly among the available nodes, and the scan will be queued until at
least two nodes are available. The minimum number of nodes and the set of nodes among

which to run the scan can be customized when creating the scan job.

This option can be overridden when creating the scan job.

Mobile Device Timespan

This setting affects the mobile device scan policy.

By default, a scanner deployed into an internal environment queries Active Directory servers
for information about Exchange ActiveSync devices which have been changed in the past year,
and uses that information to infer vulnerabilities on those devices. The default setting is
intended to avoid reporting on many retired devices. However, this setting allows you to
change the default time span to expand the search to include less frequently changed devices,
or to limit it to more recently changed devices. Note that mobile device scanning requires
Windows domain administrator credentials and the Active Directory server’s SSL certificate. See

Authenticating to Windows Targets for more information.
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To change this setting, enter the new time span in days. Note that the last change date for a
device is usually older than the last sync date.

Vulnerability Check Flags (vuln_check_flags)

This setting allows you to modify the behavior of certain vulnerability checks. It is a comma-
separated list of one or more of the following options:
e internalnetinfo_strict — When checking for internal network information disclosure in
SSL certificates, report the vulnerability for any internal IP address, with no exceptions.
Without this flag, an exception is made for 192.168.168.168 since this is commonly used

in default certificates and doesn’t usually correspond to the real IP address.

Local Checks in Containers (internal_container_scan)

When SAINT runs a credentialed scan of a Linux target which hosts Docker or LXC containers, it
enumerates the running containers and lists them as an informational item in the scan

results. If this setting is enabled, it will go a step further and run local vulnerability checks
inside of each running container. Each container will appear in the scan report as an additional
host which was scanned, with the container name as the host name. This helps distinguish the
vulnerabilities found in the container from the vulnerabilities found on the host itself. (It will
not count as a separate target for licensing purposes.) Note that findings that come from
scanning exposed container ports will still appear as if they are on the host, since it is the host

which is exposing those ports.

Port

SAINT's portscan and vulnerability scan levels always include a TCP and UDP port scan. These
port scans are important to the scan because their results usually determine which of SAINT's

vulnerability checks to run.

Port scanning is pre-configured to cover two scopes: “heavy” and “common;” each of which can
be controlled in the following settings. Ports included in a heavy port scan generally include a
wide range of TCP and UDP ports, which is useful for detecting services running on either
common ports or non-standard ports. The common ports include only commonly used ports,
and is useful for quickly detecting services running on common ports. The port scan level

setting controls which of the above two lists to use for the port scan.
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Heavy TCP Ports (heavy_tcp_ports)

The ports included in heavy port scan generally include a wide range of TCP ports, which is

useful for detecting services running on either common ports or non-standard ports.

Common TCP Ports (common_tcp_ports)

The common ports include only commonly used ports, and is useful for quickly detecting
services running on common TCP ports. The Port scan level setting controls to use for the port

scan.

Heavy UDP Ports (heavy_udp_ports)

The ports included in heavy port scan generally include a wide range of UDP ports, which is

useful for detecting services running on either common ports or non-standard ports.

Common UDP Ports (common_udp_ports)

The common ports include only commonly used ports, and is useful for quickly detecting
services running on common UDP ports. The Port scan level setting controls to use for the port

scan.

SSH and Registry Ports (auth_test_ports)

This option allows you to specify the ports that the remote registry and SSH services run on in
your network, by default this is '22,139' and for the most part you will not need to change port

139. If you run SSH on a non-standard port (other than 22) specify it here.

Use Heavy port ranges (allports)

Defines which TCP port scan list to use.

Allports (0 - common TCP ports; 1 - Heavy TCP Ports)
OS Type Ports (ostype_ports)

If the scan uses NMAP for TCP port scanning (see TCP options) and the Nmap Flag settings
include the -0 flag, then Nmap tries to determine the host type of each target during the TCP
port scan. This takes advantage of the full port scan results to increase its chances of finding at

least one open and one closed port, which improves the reliability of the host type guess. In all
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other cases, SAINT uses Nmap and Xprobe?2, if installed on the scanning platform, to determine
the host type of the target by scanning a small number of ports. This port scan takes place in
the ostype.saint probe, separately from SAINT's regular port scans executed by the

tcpscan.saint and udpscan.saint probes.

The ostype configuration settings enable you to change the port numbers which are scanned
for host type detection. By default, services which typically run from the Internet services
daemon (inetd) are omitted because Nmap could reportedly crash some older
implementations of inetd, so the ports to use at the heavy-plus level is set separately to

include those ports.

Password

Security Suite includes checks for password policies for Windows targets. The password policy

refers to the rules on the target system designed to enforce good password security practices.

The scanner attempts to identify login account names using finger and rusers on Unix systems,
and netbios requests on Windows systems. For each login account name that the scanner

identifies, it then checks each account to find out whether or not its password can be guessed.

NOTE ABOUT THE PCI SCANNING POLICY
Although password policy settings can be customized through this option, SAINT's PCl scanning
policy setting are pre-defined for the following configurations based on the specified PCl DSS
requirement:

e DSS 8.5.9 - Change user passwords at least every [x] days.

e DSS 8.5.10 - Require a minimum password length of at least [x] characters.

e DSS8.5.12 - Do not allow an individual to submit a new password that is the same as

any of the last [x] passwords he or she has used.
e DSS8.5.13- Limit repeated access attempts by locking out the user ID after not more

than [x] attempts.

The length refers to the number of characters in the password. Longer passwords are generally
considered to be more secure than shorter passwords. History refers to the number of previous
passwords which cannot be re-used. This prevents a user from defeating a password change
requirement by re-using the same few passwords over and over again. Maximum age and

minimum age refer to the range of days over which a password must remain before being
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changed again. The maximum age requires a user to change his or her password periodically,
whereas the minimum age ensures that the user cannot defeat the password change
requirement by immediately changing the password back to what it was before. Lockout refers
to the number of failed login attempts which are allowed. After this number of failed attempts is
surpassed, the account is disabled for a period of time to prevent brute-force password guessing
attacks.

Password Guesses (password_guesses)

The number of guesses to try against each account is limited by the Password Guesses
configuration setting.
e The default is two guesses.
e Avalue of zero (0) will disable password guessing. Any other value instructs the scanner
to try the specified number of strings starting from the top of the list of password

guesses.

Note that some systems lock out accounts after a set number of failed login attempts, usually
three or greater. Setting Password Guesses higher than the default value of 2 will cause account
lockouts on such systems, which could be a major inconvenience for the administrators and

users of those systems.

First Guess — Fifth Guess (guess settings)

There are two ways the passwords guesses can be specified. The first option is to modify the
Password Guess settings for each guess. SAINT supports up to 5 guesses. The default list of
password guesses is:

1. (null password)

2. %l (password same as login name)

3. password (the word "password")

4. %b (login name backwards)

5. %l1 (login name followed by the digit "1")

Password Dictionary (password_dictionary)

The Dictionary option is the second option, which allows a more thorough password

assessment. To use this option, type or paste a list of password strings, separated by line
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breaks, into the text box, or click on the folder icon to populate the text box with one of the
built-in password dictionaries. This option overrides the First Guess through Fifth Guess

settings. All of the strings in the file are tried against each account, regardless of the Password
Guesses setting.

Password Delay (password_delay)

If more than two guesses are desired, the Password Delay option can help you avoid lockouts
by separating the login attempts by a specified number of seconds. Set the delay greater than
the lockout counter resets time, in seconds. Note that using this setting with a dictionary attack

could result in a scan which takes a very long time to complete.

Password Policy Length (pwpolicy_length)

This option allows you to customize the password policy checks to assess a target against your
defined minimal string length. If a target system does not enforce a policy that is at least as
strict as the specified settings, then a vulnerability is reported. Note that authentication is

typically required in order to perform these checks.

Password Policy History (pwpolicy_history)

This option allows you to customize the password policy checks to assess a target against your
defined value for the number of previous passwords that can’t be re-used. If a target system
does not enforce a policy that is at least as strict as the specified settings, then a vulnerability is

reported. Note that authentication is typically required in order to perform these checks.

Password Policy Max Age (pwpolicy_max_age)

This option allows you to customize the password policy checks to assess a target against your
defined value for the maximum number of days a user is permitted before changing their
password. If a target system does not enforce a policy that is at least as strict as the specified
settings, then a vulnerability is reported. Note that authentication is typically required in order
to perform these checks.

Password Policy Min Age (pwpolicy_min_age)

This option allows you to customize the password policy checks to assess a target against your
defined value for the minimum number of days before a user is permitted to change their

password. If a target system does not enforce a policy that is at least as strict as the specified
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settings, then a vulnerability is reported. Note that authentication is typically required in order
to perform these checks.

Password Policy Lockout (pwpolicy_lockout)

This option allows you to customize the password policy checks to assess a target against your
defined value for the number of failed attempts before password lockout. If a target system
does not enforce a policy that is at least as strict as the specified settings, then a vulnerability is

reported. Note that authentication is typically required in order to perform these checks.

E-mail Notifications

These configuration options support sending e-mail messages and content when scanning is
completed. This configuration setting defines default mail server settings, addressing and
content templates to be used for all scan jobs. E-mail notification settings can also be defined

locally, at Job setup time, based on job-specific workflows.

Send Email (send_email)

The value is flag to define whether e-mail notifications are permitted for scan jobs.

Send email (l1-Yes; 0-No)

Mail Server (mail_server)

This configuration field stores the IP address of a mail relay server. If this option is left blank,
the alert will be sent directly to the mail server for the recipient's e-mail domain. If that server
cannot be resolved or reached for some reason, then an IP address for a mail relay server can

be specified. If it is specified, then alerts will be sent through that server.

From Email (from_email)

This field stores the “from” e-mail address. If not value is specified, the default “From” e-mail

address is root at the domain of the local host.

From Email Display Name (from_email_display_name)

You may also specify the default display name for the “from” e-mail address. The default
display name is “SAINT”.
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Email Trend Length (email_trend_length)

Trend analysis reports will analyze and report the last one to ten data sets, or all data sets. The
default trend value for e-mailed reports can be set in this field. The default value is zero.

Email Attachment Name (attachment_name)

Enter a default attachment name for attachments, if applicable. For example, “SAINT Scan

Result”.

E-mail Group Settings

These setting define the parameters for each e-mail you wish to execute at the conclusion of
scan Jobs. Each e-mail can include multiple comma-separated addresses.
e Email Address (E-mail_address) - You must provide one or more e-mail addresses to
which the message will be sent.
¢ Send Report (Send_report) — Select the report template to be used for the e-mail group.
For example, Executive Report.
e Report Format (Send_report_format) — Select the format of the report to be sent. For
example, PDF.
¢ Note that since the HTML and Frameless HTML report formats are made up of multiple
files, these reports are sent in a tar archive. To view the results from the mail client,
extract the files and view index.html in a browser.
e Report Attachment Name (Send_report_attachment_name) — Enter a default
attachment name. For example, “Last PCl Scan results”.
e Report Subject (Send_report_subject) — Enter a default report subject for the e-mail
group. When the subject is “default,” the subject of the e-mail will be "Your SAINT scan

has finished for session: <your job>."

File Content Search

File content checking, if enabled (default is Off), scans file systems or web sites to locate
potentially sensitive information, such as credit card numbers, U.S. social security numbers,
Mexican CURP codes, Canadian social insurance numbers, and default passwords. Report
output for these types of results will then provide guidance, (e.g., result output, location, row
number) for investigation and remediation. This capability also includes features to identify files
and file types (e.g., .avi, .mp3), and find files of interest by matching their names as well as their

contents, and potentially speeding up the (often lengthy) search process by quickly skipping
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files known to be either safe (whitelist) or suspicious (blacklist) by their names alone. These
configuration settings also include directories that should not be scanned or descended into,
file types/extensions to search through, Perl style regular expressions used to match file

content to, and a timeout value that sets the maximum scan time.

Note: This feature requires that the kernel supports the cifs filesystem. To determine this, you
can do a cat /proc/filesystems and look for the word cifs.

FCS Enabled (fcs_enabled)

Default: Off. Set this field to On to enable file content scanning on the target's file system for

the patterns specified by FCS Objective. Authentication is required when using this option.

Fcs enabled (0-Off; 1-On)

W(CS Enabled (wcs_enabled)

Default: Off. Set this field to On to enable web content scanning. Use this option to search the
content of web pages for the patterns specified by FCS Objective over HTTP or HTTPS. If both
FCS and WCS are enabled, content scanning will be performed both on the file system and over
HTTP or HTTPS.

Apply Luhn to Custom Patterns (fcs_apply_luhn_to_custom_patterns)

Default: Off. Set this field to On to enable application of the Luhn algorithm to custom search
patterns for FCS on Windows and *NIX, and for WCS. The Luhn algorithm is a simple checksum
formula used to validate a variety of identification numbers, including most credit card
numbers. The Luhn algorithm is already applied to search results that match the PCN and
Canadian CIN numbers FCS objectives. To enable custom search patterns, the pattern should be

entered in FCS Patterns and the FCS Objective should be empty or contain 'custom’.

FCS Dirs to Skip (fcs_disabled dir)

This configuration field contains target directories that are to be excluded for file content

scanning. List all excluded directories here as a comma separated list.

This option only affects the file content search, not the web content search. Use the Web Dirs

to Skip option if you wish to control which directories are included in the web content search.
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FCS File Types (fcs_file_types)

This field contains the files and file types (e.g., .avi, .mp3) to be included in the file content
scans on Windows systems by matching their names as well as their content. This option only
affects the file content

search, not the web content search.

FCS Patterns (fcs_patterns)

This field defines the file content patterns used in content scan probes if the custom keyword is

present in FCS Objectives, or if FCS Objectives is empty. SAINT’s content scanning engine uses

Perl regular expressions to perform these pattern searches. The default content scan
parameters include patterns for common strings such as credit card data, social security
numbers and others, as described above. Additionally, other patterns may also be included to
support scanning for content that meets local needs. For example, patterns that match student
IDs or patient IDs in publicly accessible systems that may expose sensitive information and
should be identified and removed. The following illustrates one example of a complex pattern
typical of this type of content:

\b\d{4}-[A-Z]{2}-AA\d{4}\b — pattern that matches a string that includes a combination of
numbers, dashes and letters, as in an example student identifier of 2014-CS-AA0004

Use a Pipe (|} separator to append the additional pattern into the default string parameters:

\b[1-6](?:\d[ -]*){12,15\b [ \b\d{3}[ -]+\d{2}[ -]+\d{4}\b | \b\d{4}-[A-Z]{2}-AA\d{4 }\b

Blacklist Filename Regex (fcs_blacklist_filename_regex)

Enter file names in this field to define specific files that are known to be suspicious (blacklist) by
their names alone, and should be included in content scan results, regardless of their content.
Defining specific files can help focus scans and potentially speed up scan duration that can

often be lengthy, based on target lists and content size.

FCS Whitelist Filename Regex (fcs_whitelist_filename_regex)

Enter file names in this field to define specific files that are known to be safe (white list) by their

names alone, and should be excluded in content scan results, regardless of their content.
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Defining specific files can help focus scans and potentially speed up scan duration that can
often be lengthy, based on target lists and content size.

FCS Whitelist Reverse Effect (fcs_whiltelist_reverse_effect)

Default: No. Checking this box reverses the affect of the white list scans, to ensure white listed

files are included in content scanning.

Fcs whiltelist reverse effect (0-No; 1-Yes)
FCS NIX File Types (fcs_nix_file_types)

This field contains the files and file types (e.g., .avi, .mp3) to be included in the file content
scans on *NIX systems by matching their names as well as their content. This option only affects

the file content search, not the web content search.

FCS Objective (fcs_objective)

This option specifies the type of information for which to search when FCS or WCS is enabled. It
should be a comma-separated list of case-sensitive keywords without any spaces. The
recognized keywords are as follows:

e PCN - Payment Card Number

e USA_SSN — USA Social Security Number

e CAN_SIN — Canadian Social Insurance Number

e MEX_CURP - Mexican CURP Code - unique identity code for both citizens and residents

of Mexico
e custom — Patterns found in FCS Patterns setting

Machine Search Timeout (machinsearch_timeout)

Timeout value (in seconds) that sets the maximum scan time.
Anti-virus

Anti Virus Max Days Old (av_days_old)

Number of days since last run that anti-virus scans should be considered out-of-date?
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TCP

Firewalls present some complications that require special attention by SAINT's TCP port scans.
Therefore, a number of options have been created to help effectively scan through firewalls.
Since some ordinary targets may have firewalls enabled by default, these options are used in all
scans. However, they should only be changed if it is necessary to fine-tune the scanner for

unusual firewall environments.

If Nmap is being used for your port scan and you wish to tune the port scan parameters, see the
use_nmap_tcp configuration setting. The fw_timeout and fw_loadlimit and fw_delay options
are only observed if Nmap is not available or the use Nmap option is not set, and possibly for

some auxiliary port scans which use SAINT’s native TCP scanner.

When using Security Suite for TCP port scans and modifying these values, keep in mind that the
overall TCP port scan timeout (fw_timeout) may need to be modified accordingly. The scan
engine calculates the maximum amount of time which the TCP port scan may require based on

the current settings, and sets the overall port scan timeout to this value when the scan begins.

Secs Before Dropping Connection Req (fw_timeout)

This value defines the number of seconds before dropping connection requests. This allows the
scanner to retry or give up on ports that are blocked by a firewall after a few seconds rather
than hanging on them indefinitely. While the port scan proceeds, the scanner will measure the
response time for any open ports it finds, and use those measurements to dynamically adjust

the timeout setting to maximize performance.

Max Concurrent Requests (fw_loadlimit)

This value defines the maximum number of concurrent connection requests. This prevents the

scanner from overloading the system with waiting connection requests.

Seconds Between Ports (fw_delay)

This value specifies the number of seconds to wait between each port during TCP port scans. It
is usually only necessary to raise this when scanning through a firewall which detects port scans

above a certain threshold and blocks further connections from the scanning host.
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Note that this setting only controls the delay used during the port scan phase of the scan. If
you also need to introduce a delay between HTTP requests in the later phases, see HTTP Delay.

TCP Port Limit (tcp_port_limit)

This value specifies the maximum number of TCP ports we expect to find open on any target. If
greater than this number of open TCP ports are detected, the port scanner assumes the ports
aren’t really open unless their output differs from the rest of the ports. This is useful for
reducing false positives when a firewall is present which intercepts and accepts many or all TCP

connection requests destined for the target.

UDP Timed-out Port Limit (udp_timedout_port_limit)

Due to the nature of the UDP protocol, UDP port scanners often can’t distinguish between open
ports and filtered ports, leading to false positives. To mitigate this, SAINT’s UDP port scanner
assumes that if many consecutive scanned ports time out, it’s more likely that they’re all
filtered than open, so it doesn’t report them. This value specifies the number of consecutive
timed out UDP ports after which SAINT will make this assumption. If more than this many
consecutive ports (from the list of ports being scanned) time out, then the ports aren’t reported

in the scan results.

Use NMAP TCP (use_nmap_tcp)

Nmap offers many advantages over SAINT’s native port scanner, including support for SYN
scans, advanced timing algorithms and additional configuration options. The performance
benefits are also achieved when scanning through firewalls. Therefore, SAINT enables you to
use Nmap for the main TCP and UDP port scan components of the vulnerability scan. SAINT’s
built-in scan engine will be for TCP port scans if this box is not checked..

Use_nmap_tcp (0-No; 1-Yes; Default: Yes)

Use NMAP UDP (use_nmap_udp)

Setting value to Yes uses NMAP for UDP scans.

Use nmap udp (0-No; 1-Yes.; Default: No)

NMAP for TCP Ports to scan (nmap_flags_tcp)
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The Nmap TCP flag setting specifies the command-line arguments which are passed to Nmap
for TCP port scans. These arguments allow you to control the scan type, timing aggressiveness,
and more. Note that you do not need to specify the port range here. SAINT does that for you.

NMAP for UCP Ports to scan (nmap_flags_udp)

The Nmap UDP flag setting specifies the command-line arguments which are passed to Nmap
for UDP port scans. These arguments allow you to control the scan type, timing aggressiveness,
and more. Note that you do not need to specify the port range here. SAINT does that for you.

Max Connections Per Port (fw_count)

Default: 2 — Occasionally, due to problems or congestion on your network or the target’s
network, there may be some amount of packet loss during the scan. If a connection request to
an open port is lost, then SAINT could miss the port. To mitigate this problem, it may be
desirable to retry the connection for ports which do not respond. This option defines a
maximum number of connection attempts and specifies the number of times SAINT should try
to connect to each port in the event that there was no response to any previous attempts on
that port. Since high numbered ports are less likely to be open than low numbered ports, it

might not be worth the time it takes to retry the connection on every port.

Note: If Nmap is being used for your port scan and you wish to tune the port scan parameters,
see the use_nmap_tcp configuration setting. The fw_count is only observed if Nmap is not
available or the use Nmap option is not set, and possibly for some auxiliary port scans which
use SAINT’s native TCP scanner.

Retry Upon Timeout (fw_retry_port_max)

If Nmap is being used for your port scan and you wish to tune the port scan parameters, see the
use_nmap_tcp configuration setting. The fw_retry_port_max is only observed if Nmap is not
available or the use Nmap option is not set, and possibly for some auxiliary port scans which
use SAINT’s native TCP scanner.
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Authentication

Use NTLMV2 (use_ntimv2)

Microsoft Windows operating systems implement a number of different authentication
protocols. In its default configuration, the system accepts both the older and the newer
protocols. However, some targets may be configured to accept only NTLMv2 authentication, or
equivalently, have the LMCompatibility registry setting set to level 5. To successfully

authenticate to these targets, enable NTLMv2 authentication.

Use ntlmv2 (0-No; 1-Yes; Default: No)

Workstation Name (workstation_name)

This value specifies the NetBIOS name to use for the SAINT host when authenticating to

Windows targets.

Allow Insecure LDAP

This setting configures the scanner to allow unencrypted LDAP authentication. This should only
be enabled if an Active Directory scan is needed (e.g., for the mobile device scan policy) and SSL
is not enabled for the LDAP service or the SSL certificate is unavailable, and you wish to accept

the risk of using insecure authentication. See Authenticating to Windows Targets for more

information.

Cookie Lifetime (cookie_lifetime)

When you record your web application credentials using the standard or advanced

authentication proxy, two things are saved: the authentication cookies for the current login
session, and the HTTP requests which were used to establish that session. The latter can be
used to generate a script which repeats the authentication steps and generates new cookies.
This is useful in scans scheduled to run in the future, when the original cookies may have

expired.

Whether to use the cookies saved by the proxy or to run the script which generates new
cookies depends on the age of the scan job as compared to the Cookie Lifetime setting. This
setting specifies the amount of time the cookies saved by the proxy can be considered valid, in

minutes. If a scan begins before this amount of time has passed since the job was created, the
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original cookies are used. Otherwise, the script will repeat the authentication steps to generate

new cookies.

Ephemeral Encryption Key (use_ephemeral_cred_key)

When you enter default credentials during the authentication step of the scan job wizard, those
credentials are encrypted using an AES-256 encryption key. Either of two different encryption
keys can be used for this purpose: a permanent key which is stored on disk, or an ephemeral
key which is stored only in the manager’s memory. The default is to use the permanent key.
That allows the scan to use the original credentials every time it runs, even for recurring scans
and scans that run in the future. However, using the permanent key may be undesirable in
some cases, such as when the local security policy requires encryption keys to be isolated from

the data they are used to encrypt.

When the Ephemeral Encryption Key option is checked, the credentials are encrypted using the
ephemeral key which is stored only in the manager’s memory. This mitigates the issues
surrounding storage of the encryption key on disk. However, the credentials will not be
available after the manager restarts. Therefore, it is not a useful option for credentialed scans

which run in the future.

Note that this option only pertains to default credentials which are stored with scan jobs, not to

credentials stored in the Credentials Manager.

Network Information

Target Netmask (target_netmask)

To test whether a host could be an amplifier for a smurf or fraggle attack, the scanner needs to
know its network and broadcast addresses. On a Class C subnet, which is the most common
type, the first three octets of these addresses are the same as the host's IP address, and the
fourth octet is 0 and 255, respectively. In the general case, the network address is determined
by setting all of the host bits (the bits not included in the netmask) to 0, and the broadcast
address is determined by setting the host bits to 1.

By default, 255.255.255.0, 255.255.255.128, and 255.255.255.192 are all used as netmasks in

the smurf and fraggle checks. If you know that your target network uses a different netmask,

change the Netmask setting to the target's netmask. Be sure you know what you are doing if
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you go below 255.255.255.0 (e.g. 255.255.254.0), or you could potentially scan a Class C
network other than your own.

SNMP Communities (snmp_communities)

The Simple Network Management Protocol (SNMP) runs on routers and switches, as well as
some printers, servers, and workstations, for the purpose of communicating configuration and
status information. SNMP access is controlled using communities. A community string identifies

the community, and can be thought of as the password for SNMP access.

SNMP access to targets is helpful because it provides configuration information that could be
used for improved host type detection and vulnerability detection. The SNMP Community
Strings configuration setting is a comma-separated list of community strings that the scanner
uses to gain SNMP access. If the community strings on the targets are known, they should be
placed in this variable. It is not necessary or recommended to include default strings such as
"public" and "private". Passing these values is considered a security vulnerability in and of

themselves, and the scanner already checks for them.

Performance Consideration: Each string listed in the SNMP community strings setting is tried for
every SNMP-enabled target that is scanned. Thus, very long lists of strings may take more time
and could cause the SNMP probe to time out. For improved efficiency, community strings which
exist only on a certain device should be specified in the config/SNMP_communities.pl file

instead of here. See that file for examples.

Process Control

Configuration settings in this section control various performance settings that affect the
overall performance of SAINT probes and processes. These include probe timeout values and

the number of open threads used for concurrent scanning of targets.

Timeout (timeout)

Default: (1) — Medium. Certain network probes will "hang" or continue to try to contact the
remote host for a very long time with no response. To prevent this from slowing down the
overall scan, each probe is run with a timeout value which tells the probe to terminate itself
after the specified time period has elapsed. There are 4 timeout values, measured in seconds

that can be controlled globally or at job setup time: Short, Medium, Long, and Extra Long
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(default values defined below). By default, all SAINT probes are launched with the same
timeout value, which is either the slow timeout, the medium timeout, or the fast timeout,
except for a few probes which require more time, and are defined in other settings below.
Which timeout to use is specified by using the setting defined globally or at Job setup. For
example, if the selected timeout values are 15 (short), 30 (medium), 45 (long) and 60 (extra
long), and the selected timeout is Medium, then all SAINT probes would be allowed 30 seconds
to run, except for some of the longer probes which may be allowed 120 seconds or more.

When editing these settings, beware that reducing timeout values could lead to missed
vulnerabilities. Timeouts are only intended to be used as a safeguard against hung probes
preventing scan completion. Setting them too low could result in terminating probes which
aren’t hung, in which case one or more checks may never be executed, leading to unreliable
results. To prevent this from happening, the scan engine will raise the timeout settings to the

minimum acceptable value if you attempt to set them too low.

Short Timeout (short_timeout)

Default value: 30 seconds

Medium Probe Timeout (med_timeout)

Default value: 75 seconds (Default setting)

Long Timeout (long_timeout)

Default value: 180 seconds

Extra Long Timeout (extra_long_timeout)

Default value: 450 seconds

Max Threads (maximum_threads)

To increase the speed of a scan, SAINT scanners can run more than one probe at a time. The
maximum number of probes that will run at a time is controlled by this setting. This value
should be low for machines which are overloaded or which do not have much memory, but can
be set higher to achieve faster scans on machines which have the resources available. Be
careful with this value, because a value which is too high could cause the scanner to quickly use

up large amounts of memory.

87



User Guide

o The default setting is 0, which causes SAINT algorithms to choose an optimal value
between 1 and 20 for each scan based on the processor speed and amount of available
memory.

e To disable multitasking entirely, set this value to 1.

HTTP Connection Timeout (http_connection_timeout)

SAINT’s HTTP and HTTPS probes include many checks, each of which establishes one or more
individual connections to the target. The HTTP Connection Timeout setting specifies the
number of seconds after which to close each connection if no response is received from the
target. The default is 10 seconds. This setting allows you to tune your website scans with
greater precision than you could using the overall probe timeouts discussed below. As with the
overall probe timeouts, however, this setting is intended only to prevent hung connections

from causing delays, and setting it too low could lead to missed vulnerabilities.

Individual Probe Timeouts

Due to the special nature of the TCP and UDP port scans, the timeout values for these probes
are handled differently from other probes. The TCP port scan timeout is calculated during each
scan based on the number of ports being scanned and the TCP port scan settings. Also, SAINT
provides the capability to control the UDP port scan timeouts separately from other timeouts.
For UDP port scans, it is a good idea to raise this value on slow networks to ensure that all open
ports are detected, especially when using custom scan levels specifying more than the usual
number of ports.

Other probes, such as the HTTP probe, SNMP probe, and NFS probe, also require more time.
For this reason you can override the default timeout for any probe in the session configuration
file. For example:

e HTTP Timeout (http_timeout) = 180;

e NFSTimeout (nfs_chk_timeout) = long_timeout;

e SNMP Timeout (snmp_timeout) = extra_long_timeout;
In this case, the timeout value for the HTTP probe is 180 seconds and the timeout value for the
nfs-chk probe is equal to s1ong timeout, which is the Slow timeout discussed above. The
timeout value for the snmp probe is equal to the value of $extra long timeout, which is set
in the session configuration file. The timeout value for any probe can be overridden by defining
a new variable which is probename_timeout, where probename is the name of the probe (with

dashes, if any, replaced by underscores).
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As discussed above, when editing these settings, beware that reducing timeout values could
lead to missed vulnerabilities. Setting them too low could result in terminating probes which
aren’t hung, potentially causing checks to be skipped. To prevent this from happening, the scan
engine will raise the timeout settings to the minimum acceptable value if you attempt to set
them too low. When editing the HTTP/HTTPS and HTTP/HTTPS Form timeouts, note that the
HTTP Connection Timeout discussed above may be a better option than changing the overall

probe timeouts.

Each of the probe timeout configuration options available for configuration globally or at job
setup time include are listed below: are shown below:
e UDP Scan Timeout (Udpscan_timeout)
e NFS Timeout (Nfs_chk_timeout)
¢ SNMP Timeout (Snmp_timeout)
e Smurf Timeout (Smurf_timeout)
e HTTP Timeout (http_timeout)
e HTTPS Timeout (https_timeout)
e HTTP Expect Timeout (http_expect_timeout)
e HTTPS Expect Timeout (https_expect_timeout)
e SMB Timeout (smb_timeout)
¢ Finger Timeout (finger_timeout)
e Win Login Timeout (win_login_timeout)
o Default Login Timeout (default_login_timeout)
e SSH Default Login Timeout (ssh_default_login_timeout)
e Telnet Timeout (telnet_timeout)
e TFTP Timeout (tftp_timeout)
e MSSQL Timeout (mssql_timeout)
e OSType Timeout (ostype_timeout)
e DHCP Timeout (dhcp_timeout)
e Backupexec Timeout (backupexec_timeout)
e Win File Check Timeout (win_filechk_timeout)
e SSH Login Timeout (ssh_login_timeout)
e Win OVAL Check Timeout (win_ovalchk_timeout)
e Sovaldi Timeout (sovaldi_timeout)
e SXCCDFI Timeout (sxccdfi_timeout)
e SQLPLUS getsid Timeout (sqlplus_getsid_timeout)
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e HTTP Form Timeout (http_form_timeout)

e HTTPS Form Timeout (https_form_timeout)

e FTP Default Login Timeout (ftp_default_login_timeout)
¢ Dictionary Login Timeout (dictionary_login_timeout)

Results

The following settings control what is done with the data after the scan completes, such as

sending it to syslog or exporting it to other products.

Export Results to Splunk

Select this checkbox to automatically transmit all scan results to the Splunk installation

configured in System Options. (See Systems Options/Splunk).

Export Results to Cisco FireSIGHT

Check this box to export the results to Cisco FireSIGHT automatically when the scan completes.
The Cisco FireSIGHT settings must be properly configured in order for the export to

succeed. (See System Options/Cisco FireSIGHT.)

Syslog Level (syslog_level)

Besides receiving your scan results by e-mail, you may also wish to have your results sent to
syslog. This has the advantage of allowing vulnerability alerts to be routed to the appropriate
system through an existing syslog facility. When this option is enabled, your results will be sent
to syslog when the scan finishes. Using this feature requires the syslog daemon already to be

running on the host running Security Suite.

Options for sending scan output to syslog, and to indicate which events you would like to be
logged, are as follows:

e Do not send results to syslog

e Log critical problems only

e Log critical problems and areas of concern

e Log all vulnerabilities

e Log all vulnerabilities and services
Syslog level (Default: 0-do not send results to syslog; 1-

critical problems only; 2-critical problems and areas of
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concern; 3-all vulnerabilities; 4-all vulnerabilities and

services

Syslog Format (syslog_format_type)

This setting controls the format of the syslog message. There are two options. The first option,
Custom Format, allows you to specify your own message format. See Syslog Custom Format for

further information. The second option, LEEF, can be used to export scan results to IBM QRadar
via the syslog facility upon scan completion. Once exported, the scan results can be monitored
in QRadar along with the rest of your organization’s security events. If LEEF is chosen, the
system’s syslog function should be configured to send logs to QRadar for the facility and priority

selected in the following options.

Syslog Priority (syslog_priority)

The priority is one of two syslog parameters used to determine how syslog handles the events.

Valid values are as follows:

e emerg
o alert

e crit

o err

e warning

¢ notice (default)
e info

e debug

Syslog Facility (syslog_facility)

The facility is another syslog parameter used to determine how syslog handles the events. Valid
values are as follows:

e auth

e security

e user (default)

e localO-local7
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Syslog Custom Format (syslog_format)

The syslog entry format determines the format of the log messages. Each message will appear
as specified, with keywords (e.g., “target”) replaced by the corresponding data. Possible
keywords are: job_id, scan_id, session, target, service, severity, tutorial, text, cve, id, max_cvss,
pci_compliance. This setting is only used if the Syslog Format setting above is set to Custom
Format.

Save Files on Node When Finished (save_files_on_finish)

This setting determines whether the scan data, status file, and verbose output file are kept on
the scan node after the scan finishes. It generally isn't necessary to keep these files on the node
after the scan finishes, but they could be helpful for troubleshooting. If this box is checked, the
files are saved permanently on the node. Otherwise, they are removed after they have been

sent to the manager.

Save Files on Node When Stopped (save_files_on_stop)

This setting determines whether the scan data, status file, and verbose output file are kept on
the scan node if the scan is stopped. If this box is checked, the files are saved permanently on
the node. Otherwise, they are removed when a scan is stopped. Warning: This box must be

checked in order for the scan to be resumed after it is stopped.
SCAP Configurations

Oval Results Format (oval_results_format)

This configuration defines the system characteristics retrieved from OVAL scans.
Oval results format (0-No system characteristics; 1-System

characteristics (default); 2-Thin results)

XCCDF Header (xccdf_header)

This configuration option is provided to set the default Header information for SCAP
Configuration scan output (from XCCDF profiles). The default setting is provided by SAINT, but
can be changed here by changing the text in between the <title> and <organization> xml tags.
<title>XCCDF Results</title><organization>SAINT</organization>
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Note: Do not change the Title and Organization open and closing XML tags, as this will result in
an error generating the SCAP-required output.

SCAP Scan Server Port

This configuration option is provided to define the local SCAP scan service listens on. The
default is port 8383.

Tunneling

Tunneling allows SAINT's scanners to securely scan a private network from a public IP address
by sending all packets through a designated host on the private network. For example, suppose
192.168.1.2, 192.168.1.3, and 192.168.1.4 are targets on a private network. The scanner,

198.51.100.2, is located on the Internet and cannot access the private network.

Public and Private Network

198.51.100.2

192.168.1.4

With SAINT’s tunneling option, an encrypted tunnel is formed between the scanner and a
chosen host on the private network. The tunnel uses Triple DES encryption with a 168-bit key.
The chosen host bridges the tunnel with its physical network interface, forming a VPN. In this
example, 192.168.1.3 is the chosen host. Now, the scanner can scan the targets on the private
network through 192.168.1.3. The private IP address 192.168.1.5 is assigned to the scanner, so
the scan probes originate from that IP address even though the scanner is not physically on the
private network.
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Public and Private Network with Encrypted Tunnel
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198.51.100.2 r~

192.168.1.4

Scanner IP Address

Setting this option tells the manager to establish a tunnel, and specifies the IP address to assign
to the scanner on the private network. Any unused IP address in the private network’s subnet

may be used. Scans of targets on the private network will originate from this IP address.

Netmask

This option specifies the netmask of the private network’s subnet. It should be the same as the
netmask of the chosen host on the private network. This netmask determines which IP
addresses should be accessed through the tunnel. For example, if the above option is
192.168.1.5 and this option is 255.255.255.0, then probes destined for any addresses beginning
with 192.168.1 will be routed through the tunnel. Note that these options are for configuring
the tunnel interface only, and do not imply that the entire subnet will be scanned. Only the

targets selected in the scan wizard are included in the scan.

VPN Port

This option specifies the TCP port number to be used by the VPN tunnel. The scanner will listen
for a connection from the chosen host on this port. Traffic on the specified port should be
allowed outbound through the private network's firewall, and inbound through the scanner's
firewall. The same port number should be entered when prompted by the VPN Tunnel
Connector installer. If this option is left blank, a port number between 50000 and 60000 will be
chosen at random.

94



SAINT Security Suite
VPN Encryption Key

This option specifies the pre-shared VPN encryption key. It should be a 64-digit hexadecimal
string, representing a 192-bit Triple-DES key and a 64-bit initialization vector. The same key
should be entered when prompted by the VPN Tunnel Connector installer. If this option is left

blank, a key will be generated at random.

Static Routes

In some cases, the private network will extend beyond the chosen host’s subnet. Referring to
the previous example, now suppose that the 192.168.2 subnet also sits behind the 192.168.1.1

gateway router.

Public and Private Network with Additional Subnet

19216822 19216823  192.168.24

192.168.1.1 192.168.1.3

198.51.100.2 ;

In this case, in order to scan targets 192.168.2.2, 192.168.2.3, and 192.168.2.4, a static route
must be specified, which tells the scanner to reach those targets through the tunnel, routed
through the 192.168.1.1 gateway.
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Public and Private Network with Additional Subnet and Static Route

192.168.22 19216823  192.168.24

192.168.1.2

192.168.1.1 192.168.1.3

198.51.100.2

_/‘
N\

192.168.1.4

Static routes are specified as <network>/<netmask>:<gateway>. In the above example, that
would be 192.168.2.0/255.255.255.0:192.168.1.1. Multiple static routes may be specified in a
list separated by semi-colons if necessary. For example:
192.168.2.0/255.255.255.0:192.168.1.1;192.168.3.0/255.255.255.0:192.168.1.1

Bridge Setup

The above scan configuration options are used to configure the scanner’s side of the tunnel.
However, establishing a tunnel also requires some steps on the targets’ side of the tunnel.
These steps are explained in a dialog box which appears after you set the above options in the
scan wizard. To enable the tunnel:

1. Choose the host on the private network which will act as the bridge. Any physical
Windows or Linux host on the private network may be chosen. Virtual machines might
not work.

2. Select the operating system of the chosen host from the drop-down menu in the dialog
box. Be sure to choose the correct architecture (i.e., 32-bit vs. 64-bit), since 32-bit
compatibility mode may not work on 64-bit systems in this case.

3. If the chosen host’s operating system is Linux, install the following packages if they are
not already installed:

e bridge-utils
e tunctl (Red Hat/CentOS 5-6 only)
e uml-utilities (Ubuntu only)

96



SAINT Security Suite

4. Click on the button in the dialog box to download the VPN Connector program. Note
that the Linux program is customized with the correct VPN server address, port, and
encryption key for your scan job, so it must be downloaded again for every new job.
Since the program contains the encryption key, it is highly recommended that it be
transferred securely. (A warning will be displayed if your HTTP connection is insecure. If
you see this warning, see use SSL for instructions on enabling SSL encryption in the web
interface.) When downloading the Windows version, be sure to save the parameters
shown in the information box. You’ll need these parameters during installation. See the
next step.

5. Runthe downloaded VPN Connector program on the chosen host. If you choose
Schedule Immediately in the scan wizard, then the program must be run before clicking
Finish in the scan wizard. Otherwise, it may be run any time before the scan is scheduled
to begin. Note that there may be a momentary connectivity loss when the bridge is
created.

Linux: The VPN Connector is a standalone executable program. Simply run the program
on the Linux system.

Windows: The VPN Connector comes as a self-extracting executable which installs a
Windows service, a desktop application allowing you to control and configure the
service, and the TAP-Windows interface driver if not already installed. The installer will

prompt you to enter the following parameters:
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75 SAINT Scan Node Setup X

Customer Information

Flease enter your customer information. S‘u | H.I-

Scanner IP address:

VPN port: Start service automatically?

|55555

Encryption key:

Metwork interface:

Back Mext Cancel

At this step in the installation, enter the following information:

Scanner IP Address. The public IP address of the scanner. If you chose the local
node in step 2 of the scan wizard, this is normally the same IP address as the
manager. If you chose a remote node, enter the public IP address of the remote
node.

VPN Port. The VPN port number which was shown in the information box below
the download button when you downloaded the installer.

Start Service Automatically? Whether you want the VPN Connector service to
start automatically after installation and every time the computer starts. If you

uncheck this box, use the Windows VPN Connection Manager to start the service

before the scan runs.

Encryption Key. The encryption key which was shown in the information box
below the download button when you downloaded the installer.

Network Interface. The network interface to bridge. Choose the network

interface for the network which has the scan targets.

98



SAINT Security Suite

Upon execution, the connector program will first create the bridge interface and add the TAP
interface and the primary Ethernet interface to the bridge. Note that there may be a
momentary connectivity loss during this time, and on Windows the bridge interface may
attempt to obtain new network configuration information using DHCP. After the bridge
interface has been configured, the program will attempt to establish the tunnel connection. If
the scanner is not yet listening for the connection, the connector program will retry periodically
until the connection is accepted. Upon success, the program will output a message indicating
that the connection has been established. If it is unsuccessful, see the error output from the

scanner for a description of the problem.

If you are an advanced user and wish to set up the bridge yourself, run the connector program
with the —B flag, which will skip the bridge setup and just attempt to establish the connection. If
you wish to use a different Ethernet interface than the default, specify the desired interface
using the —e flag. In Linux, use the interface’s device name (e.g. eth1). In Windows, use the
interface’s GUID, which can be obtained from Local Area Connection > Properties > Configure >
Details > Device class guid. Run the program with the —h flag to see the full list of command-line

options.

Windows VPN Connector Manager

The Windows installer will install a desktop application which can be used to control, configure,
and monitor the SAINT VPN Connector service. To use this application:
1. Find the SAINT VPN Connector Manager on the Windows start menu.

n SAINT VPN Connector Manager

2. Right click on the SAINT VPN Connector Manager option and choose Run as

administrator.

3. Ifyou chose to run the service automatically when you installed it, then the service will

already be running, and the Stop and Restart buttons can be used to stop or restart
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it. When the service is stopped, you can use the Start button to start it.

{ SAINT VPN Connector Manager - 0J X
File Edit Help
The SAINT VPN Connector service is running.
Stop Restart

4. Choose Settings from the Edit menu if you need to change the scanner IP address, VPN
port, encryption key, or network interface.
5. Choose Open Log from the File menu to see the messages output by the VPN Connector

service.
Workarounds

Skip Form Checks (skip_form_checks)

This options determines whether to skip checks against detected HTML form parameters. This

option may be useful if excessive form submissions cause problems on the target. However, it
will omit many generic web application checks such as SQL injection and cross-site scripting, so
it should be used with caution.

Don't Use nslookup (dont_use_nslookup)

Check this box if DNS (Internet domain name service) is not available.

Dont use nslookup (0=Use nslookup; 1l=(Default) Don’t use

nslookup)

Disable Reverse DNS (disable_reverse_dns)

SAINT scanners attempt to determine the fully qualified host name (host.domain) of each
primary target using reverse DNS. This ensures that the scan provides consistent results by
always using each target's correct registered host name, if available. However, this behavior
may be undesirable if you need to scan a target using a host name which is different from that
target's registered host name, e.g., for scanning virtual web servers. This behavior may also be
undesirable if reverse DNS service is slow or unavailable. The Skip DNS Lookup option controls
whether the reverse DNS lookup is performed for primary targets. There are four available

settings for this configuration option.
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e 0-Perform reverse DNS lookups on all targets. (Default setting).

o 1-Disable reverse DNS lookups on any targets. This setting is useful if the DNS servers
are slow or unavailable on the scanning host.

e 2 -Perform reverse DNS lookups on targets specified by IP address, but not on targets
specified by host name. This is useful when scanning virtual web servers, because it
allows IP addresses to be resolved into meaningful host names without affecting the
name of the virtual web server.

e 3 -Perform reverse DNS lookups on all targets, and if a host name resolves to a different
host name, to scan both host names. This is also useful for scanning virtual web servers,

if a more thorough scan is desired.

0 = Do lookups 192.168.1.1 —_ —— host1.domain.com
virtualhost2A.domain.com — —— host2.domain.com
1 =Don't do lookups 192.168.1.1 e — 192.168.1.1
virtualhost2A domain.com — — virtualhost 2A.domain.com
2 = Do lookups for 192.168.1.1 - ~— host1.domain.com
IP addresses only virtualhost2A .domain.com — — Vvirtualhost2A.domain.com
3= Do lookups, and scan 192.168.1.1 = —— host1.domain.com
both original and . 2 ['virtualhost2A.domain.com
resolved hostname KRGS il | host2.domain.com

Use Samba (use_samba)

If this option is enabled, scans will use the operating system's Samba tools (net and rpcclient)
instead of SAINT's native SMB implementation for Windows checks. This may be useful if
SAINT's protocol support is incompatible with the target, but may result in a slower scan. (Note:

this setting has no effect on Windows file checks, which always use smbclient.)
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Scan Failure Notification

m| H.I-'Security Suite

Scan - Analyze ~ Report ~ Exploit * Manage - Configuration

Systermn Options scanning Options Exploit Options

| Search | Clear Search

Host Discovery Probe Port Password Email Notification File Content Search Anti Virus

Authentication Network Information Process Control Results SCAP Configuration Workaroun

Scan Failure Notification

Enable Scan Failure Email
Motifications: ||

Email Server:

Scan Failure Notification Email
Addresses:

From Email:
From Email Display Name: SAINT

Email Subject: SAINT

Report scan failure for the following reasons

Probe Crashes: [ |

Probe Timeouts:

< I

License Errors and Warnings:

Authentication Failures:

< I

Scan Window Exceeded:

Scan Engine Errors:

O

Fatal Errors:

a

Enable Scan Failure Email Notifications

Sends an email to the listed email addresses if a scan fails for the selected reasons.

Email Server

The mail server address. (optional)
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Scan Failure Notification Email Addresses

Space-separated list of email addresses to send the notification to.

From Email

The email address that the notification comes from. (optional)

From Email Display Name

The name of the email sender.

Email Subject

The subject of the email.

Report Scan Failure for the following reasons

¢ Probe Crashes — Message is included when a scan completes and probes crashed.

e Probe Timeouts — Message is included when a scan completes and probes timed out.

¢ License Errors and Warnings — Message is included when there are license issues during
a scan.

¢ Authentication Failures — Message is included when authentication fails for any service
that it is attempted on.

e Scan Window Exceeded — Message is included when a scan window is defined for a job
and the scan is paused due to the window being exceeded.

e Scan Engine Errors and Fatal Errors — Message is included in rare cases where an issue

prevents a scan from running.
Exploit Options
Network

Most exploits work by injecting machine code, known as a payload, into a vulnerable process.
The payload runs a command shell which is redirected to a socket. A TCP connection to the

command shell is then established, allowing command execution.

Exploit Timeout (exploit_timeout)

This value is the timeout value used when executing exploits. The Default value is 240 seconds.
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Shell Type (shelltype)

There are two ways in which the shell connection can be established. Most exploits can use
either of these two methods. Which one to use is specified by the port shelltype option.

o 0 - (Default) reverse port, is for the target to connect back to the manager. This method
is useful when the target is behind a firewall which may deny some incoming
connections, because the connection originates from the target.

e 1-Bind port, is for the manager to connect to the target. This method may be
preferable when Security Suite is behind a firewall which could deny the target's

attempt to connect back.

Shell Port Start (shell_port_start)

The shell port is the TCP port upon which the command shell either listens for a connection
(when using a bind port) or connects back to the manager (when using a reverse port). Most
exploits allow the user to select the shell port that the payload will use. This is useful for

working around firewall blocks which may only allow connections on certain ports.

Since only one process can bind to the same port on the same computer at a time, SAINT allows
you to specify a range of shell ports. An unused port from this range is selected at random
when you run an exploit, but can be overridden on the exploit's run form. During automated
penetration tests, the exploits will use different port numbers within the range to avoid
potential conflicts.

The shell_port_start field specifies the start of the range of shell ports.

Shell Port End (shell_port_end)

The shell_port_end field specifies the end of the range described above.

Shellcode Transfer Port Start (shellcode_transfer_port_start)

Some exploits need to connect back and retrieve shellcode from the manager. A range of ports,
separate from the range described above, is used for such shellcode transfers. Again, an unused
port from this range is selected at random when you run an exploit, and different port numbers

from within the range will be used during automated penetration tests.
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The shellcode_transfer_port_start field specifies the start of the range of shellcode transfer
ports.

Shellcode Transfer Port End (shellcode_transfer_port_end)

The shellcode transfer_port_end field specifies the end of the range described above.

Tunnel Port (tunnel_port)

Port used for tunneling.

Tunnel Local Port Start (tunnel_localport_start)

This port setting is the first port in the port range used by the localhost for tunneling.

Tunnel Local Port End (tunnel_localport_end)

This port setting is the last port in the port range used by the localhost for tunneling.
Local Ports per Tunnel (localports_per_tunnel)

Connect-back Address V4 (connectback_addr)

The connect-back address is used whenever an exploit needs to connect back to SAINT such as
for reverse port exploits, exploit servers or file transfers. The default connect-back address used
is the address of the system’s network interface, which is acceptable in most cases. However,
there may be cases where the target must use a different IP address to connect back to the

manager. For example, due to Network Address Translation (NAT).

To set the connect-back address, enter the manager’s IP address as recognized by the target. If
it is the same as the manager’s actual IP address, leave this setting blank, and the default will be
used.

Connect-back Address V6 (connectback _add6)

This connect-back address is used for the same purpose as the connect back address previous

described, but specific to IPv6 environments.
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Mail Server Domain (mail_server_domain)

FTPD Port (ftpd_port)

SAINT installations contain an internal File Manager utility, for the purposes of file transfers
during the execution of exploits. There are two configuration settings which affect the
operation of this utility. The first is the FTP daemon port. When a file download request is made
and the manager attempts to use FTP to transfer the file, it starts a listener on the specified
port. The target system then connects to the port using its native FTP client and sends the file.
Note that this setting has no effect if the target is a Windows system because the Windows FTP
client only supports file transfers on port 21. SAINT may also use TFTP or SMB for some

connections, in which case this setting has no effect.

Download Timeout (download_timeout)

This configuration option is the second setting that affects the operation of the File Manager
utility. This value sets is the download timeout for file transfers. The File Manager will wait the
specified number of seconds for a response from the target before giving up on a download
request.

Credentials

Some exploits require authentication credentials to a service on the target host in order to
work. This is typical if a vulnerability affects a specific function which is only available after a
user has logged in. SAINT currently allows you to specify login credentials for the FTP, POP, and
IMAP services, plus the IMAP post office name and the e-mail domain, if applicable. Enter a

valid user name and password for any service to enable authenticated exploits for that service.

IMAP User (imap_user)

User ID for the imap login credentials. Default: guest

IMAP Password (imap_password)

Password for the imap login credentials.

IMAP Post Office (imap_post_office)

IMAP post office name of the target mail server. Default: imap

106



SAINT Security Suite

POP User (pop_user)

User ID for the POP login credentials. Default: guest

POP Password (pop_password)

Password for the POP login credentials.

FTP User (ftp_user)

User ID for the FTP login credentials. Default: anonymous

FTP Password (ftp_password)

Password for the FTP login credentials.

Exploit E-mail Notifications

Sometimes it will be beneficial to enable e-mail notifications for when a new exploit connection
is received. In the cases where you are running a background exploit tool, such as the Flash
Drive AutoPlay Tool, or performing any number of client exploits, you most likely won't get any
connections instantly. The following configuration options are provided to configure e-mail

notification options, specific to exploit execution.

Exploit Email Server (exp_notify_email_server)

This configuration field stores the IP address of a mail relay server. If this option is left blank,
the alert will be sent directly to the mail server for the recipient's e-mail domain. If that server
cannot be resolved or reached for some reason, then an IP address for a mail relay server can

be specified. If it is specified, then alerts will be sent through that server.

Exploit Email Recipient 1 (exp_notify _to_emaill)

Recipient email address to receive notifications from the execution of exploits.

Exploit Email Recipient 2 (exp_notify_to_email2)

Recipient email address to receive notifications from the execution of exploits.

Exploit Email Recipient 3 (exp_notify_to_email3)
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Recipient email address to receive notifications from the execution of exploits.

Notify on New Connections (notify_on_new_connections)

Values: Yes/No. Default: No.

Ticket Options

H:"HI Security Suite saintdev * Help =

Scan * Analyze * Report = Ticket = Exploit * Manage * Configuration * + Create

| Search | Clear Search

| General Ticketing Ticket Motification Ticket Export Email

Enablle Ticketing: |-'E"["""E|¥"5 |

Autoclose Tickets: | Na hd

Authentication Required to
Autoclose: [

Auto-respen Tickets: |N'3I
Days Until bue: 30

Save |

Restare default values? [All Options] or [Ticket Options]

{AINT" used 3 of 100 IPs. Using 3 of 20 agents. [Expires 5/19/2021)

General Ticketing

Enable Ticketing

This option enables or disables generation of tickets as a result of vulnerabilities detected by a
vulnerability scan. The default for enable_ticketing is for ticketing always to be enabled. If this
setting is changed to yes but allow override, then tickets will be generated by default, but users
can disable ticketing on a per-job basis by setting Create Tickets to no when creating or editing
the job. (See Select a Ticket Rule Set for a Job.) Similarly, if this setting is changed to no but

allow override, then tickets are not generated by default, but users can enable ticketing when
creating or editing the job. If this setting is changed to never, then generation of tickets is
always disabled. When yes but export to another system is set, tickets will not be created in
SAINT but instead sent to another system via email. This allows tickets to be exported to third-

party ticketing systems.
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Autoclose Tickets

Open tickets can be closed automatically as a result of a vulnerability scan where the previously
found vulnerability on a host does not recur. This option has 3 possible settings:

1. No: Default for autoclose_tickets - do not autoclose tickets.

2. Yes, regardless of scan level: Select this setting to auto-close tickets on a host where the
vulnerability does not recur, regardless of the type of scan policy level. Note, different
scan policies may find different vulnerabilities. Auto-closing tickets is most useful when
you use a consistent scan policy across scans.

3. Yes, only after Full Vulnerability scan: Auto-close tickets on a host where the

vulnerability does not recur, but only after a Full Vulnerability scan.

Authentication Required to Autoclose

This option can be Off (default) or On. If the setting is On, open tickets will only be auto-closed
on hosts where primary authentication succeeded (e.g., registry login for Windows hosts, SSH

login for *nix hosts). The default setting for autoclose_tickets_auth_required is No.

Auto-reopen Tickets

Closed tickets can be automatically reopened as the result of a vulnerability scan. The options
are:

1. The default for auto_reopen_tickets is No - do not auto-reopen
tickets.

2. Yes, as New: Auto-reopen tickets so they have the status of New with no assignee.
3. VYes, as previous assignee: Auto-reopen tickets so that, if they had a previous assignee,
they will have the status of Assigned and the same assignee as before. If the closed

ticket had no assignee, it will be reopened with status New and no assignee.

Days Until Due

Tickets are automatically assigned a due date at the time of ticket creation. The default for

days_until_due is 30 days past the creation date.
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Ticket Notification

Mail Server

The value for the ticket_notify_mail_server is the address of the relay mail server to be used for
sending ticket-related notifications. This setting is optional. If the mail server is not provided,
the system will try to determine the mail server for each recipient's domain.

From Email

The ticket_notify_from_email value is the From: email address that is used as the sender for

ticket-related e-mail notifications. If this option is left blank, root is used as the user name.

From Email Display Name

The ticket_notify_from_email_display_name configuration setting is the display name of the

sender, used for all ticket related e-mail notifications. The default value is “SAINT”.

Enable Ticket Assignment Notification

The enable_ticket_assignment_notify setting indicates whether an e-mail notification should be

sent to a user when the user is assigned tickets. The default is Off.

Days Before Ticket Due to Send Reminder

The Ticket reminder days before due configuration setting is the number of days before a ticket
is due to send an e-mail reminder (blank=do not send reminder; O=due today). The setting may
also be a comma-separated list of numbers, e.g., ‘0,3,7 means to send a reminder on the due

date, once within 3 days of the due date, and once within 7 days of the due date. The default is

blank, so reminders are not sent.

Enable Past Due Ticket Reminders

The Enable past due ticket reminders configuration setting indicates whether a daily e-mail

reminder should be sent to a user when tickets assigned to the user are past due. The default is

Off.
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Override Default Base URL

The Ticket base URL configuration setting contains the base URL to use for hyperlinks within
ticket notification e-mails, e.g., http://mysainthost:1414. Security Suite’s default base URL is set
the first time the admin user logs in. This setting may be useful when hyperlinks in ticket

notification e-mails must use the external host name or IP address instead of internal.

Ticket Export Email

This section describes how a user can configure SAINT to use a 3rd party ticketing system,
rather than SAINT’s integrated ticketing workflows, to send scan results via email-based records
to manage response and remediation workflows. The configuration settings in this form will
enable a user to configure the communication to the specific ticketing system, as well as a
descriptive subject and body. This export workflow will work for any product (ZenDesk,
ServiceNow, etc.) that accepts emails to generate a new ticket. Note that this process will send
scan record information to generate a 3rd party ticket, but will not control or auto-update 3rd

party tickets for status.

General Ticketing Ticket Notification Ticket Export Email

Mail Server:
To Email:
From Email:
From display name: SAINT

Email subject: Yojob_name% - Scan: %scan_date%: %host_name% - %desci

%job_name¥ -
Email body: |escan_datek P
Vulnerability tutorial: | DO not send v

Tutorial base URL:

The options under this tab are used when exporting tickets to third-party ticket systems. (See
Enable Ticketing).

111



User Guide
Mail Server

Address of relay mail server (optional).

To Email

The email address used by the ticketing system to receive tickets.

From Email

The email address from which the ticket is sent. Default = root@

From Display Name

The display name of the from email address. Default = SAINT

Email Subject

The subject of the email (see Macros for formatting options). This field can be overridden by

using ticket rule sets.

Email Body

The email message (see Macros for formatting options).

Vulnerability Tutorial

Whether or not to send the tutorial as an attachment. Use the %tutorial_url% macro in the

message body if you want a URL provided instead.

Tutorial base URL

When sending the tutorial as a hyperlink, this will override the default URL of the SAINT
installation. This option may be useful when hyperlinks to SAINT should use the external host

name or IP address instead of internal.

Macros

Macros are used to define where ticket fields should be added in the email. The following

macros are available:
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%job_name%
%scan_date%
%description%

%host_ip%

%host_name%

%sys_class%

%sys_type%

%service%

%cve_list%

%max_cvss_score%

%check_id%

%severity_color%

%severity_category%

%severity_description%
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The name of the scan job.

The date which the scan

occurred on
The vulnerability description.

The IP address on which the
vulnerability was discovered.
The host name on which the

vulnerability was discovered.

The system class of the target
host.

The system type of the target
host.

The service which the
vulnerability was discovered

on.
A comma separated list of
CVEs associated with the
vulnerability.

The CVSS score of all CVEs
associated with the
vulnerability.

The SAINT check_id of the
vulnerability.

The SAINT severity color of the
vulnerability
(Red,Yellow,Brown)

The SAINT severity category of
the vulnerability
(Concernt,Critical,Potential)
The SAINT severity description

of the vulnerability
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The firstname, lastname, and
%assigned_to% username of the assignee
when using ticket rule sets.

%due_on% The due date of the ticket.
%created_on% The creation date of the ticket.

The SAINT technical details
%tech_details% showing evidence of the
vulnerability’s existence.

A URL which can be used to
%tutorial_url% access the relevant tutorial
sections in the SAINT UI.

AssetTagName can be replaced
with the tag_name of any asset
tag. For example, !CPE! could
IAssetTagName! be replaced with
cpe:/o:microsoft:windows_7 if
the asset associated with the

vulnerability has that asset tag.

Email Subject Macro Example:
%job_name% - Scan: %scan_date%: %host_name% - %description%
My Test Job - Scan: 2018-12-06 08:38:51: 10.124.0.31 - Possible vulnerability in Microsoft

Terminal Server

Email Body Macro Example:
[THEJOBNAME]%job_name%
%scan_date%
%description%

%host_ip%

%host_name%

%sys_class%

%sys_type%

%service%

%cve_list%
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%max_cvss_score%

%check_id%

(%severity _category%) %severity_description%
[ASSIGNEE]%assigned_to%

%due_on%

%created_on%

%tech_details%

ICPE!

[THEJOBNAME]My Test Job
2018-12-06 08:38:51

SSL/TLS server supports short block sizes (SWEET32 attack)
10.124.0.3

10.124.0.3

WINDOWS

Windows 7 SP1

ftp
CVE-2016-2183,CVE-2016-2184
5.0

misc_tls_sweet32

(Critical) user shell access
[ASSIGNEE] Administrator (admin)
2019-01-05 05:00:00

2018-12-06

Server accepted SSLv3 64-bit block size cipher: TLS_RSA_WITH_3DES_EDE_CBC_SHA

cpe:/o:microsoft:windows_7

Data Filter Options

Many of the features in the user interface (Dashboards; Analyze; Reports; SCAP reporting)

provide a Data Filter Options feature to allow the user to select the data context for display.

Such as: selecting the scan data by Job(s) and/or selected Scan(s); constraining the data by

selected Asset Tags or Custom Severity Sets; and showing or hiding results that have been
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flagged as an Exclusion. The following example shows data filter options for analyzing detailed

scan results.

All Results Al Vulns  Vulns by VS5 Vuln Count by Host  Exclusions  Vuln DB Custom Severities + Create
Data Filters Grid Options *  Data Filter Options * _Data View Options
= DataView @ Select Data Set Page[1  |ofas2 w wif10 v] View 1 - 10 0f 4,419
Asset Filter |
None Actions _1P1 Show Exclusions mType  Severity Level 3 sewerity _ confirmed  Vulnerability Check 1D Description CVE(s)
= Data Saurces (4] | Custom Severity Set: | e > > ~ L L 1
'Heaww" — O0K 108010 105010 Linux e user shell access No misc_esxbuild wulnerable ViMWare ESXi CVE-2013-0242 | CVE-2013-1752 |
ST Server 5.5 bulld: 1331820 CVE-2013-1914 | CVE-2013-4238 |
[ CVE-2013-4332 | £VE-2013-5211 |
TR XE2013:5073 | v g0e-p0re |
10:05:47 CVE-2014-0160 More
= PCISubnet 10.8.0 @0 Xx 10801001 1080101 Windaws Server o Yo win_patch_ms17010
2003 592
2017-05-22
L) @0 XK 1080101 1080101 Windows Server ] administrator or root Ho win_pateh_printspool1205 Windows print spooler remete | CVE-2012-1851
= Unux scans. 2003 592 shell access code execut
(MS12.054)
2017-05-22
123950 ©0X 1080101 1080101 Windaws Server o administrator af root No win_patch_ms11020  Windows SMB Server CVE-2011-0661
2003 572 shell access Transaction Vulnerability
20170522 ®0X 1wE0I 1050101 windows server o administrator ar root o win_patch_netcomponent Windaws networking CVE-2012-1850
13:50:23 2003592 shell access companents remote code
Asset Filters (0) ran
B0oK 1080100 1080101 Windaws Server o Yes win_patch_ms12020 CVE-2013-000% | CVE-2012-0152
= Exclusions 2003502
Hidden
= Custom Sevenity Set
Mone @ox 1080101 1080101 Windows Server ] usar shell access to CVE-2014-8121
@0 x 1080101 10.8.0.101 Windows Server @ user file read access No win_pateh_ss! $SL and TLS Protocols CVE-2011-3389
2003592 Vulnerable Implementation
(M512-005)
O0X 1080101 1050101 Windaws Server @ user file read access Yes misc_pcamerica peAmerica point-of-sale
2003 592 systam has default password
O0 X 1080101  10£0101 Windaws Server o denial of service No win_dotnet16019dos  Microsoft NET Framework | CVE-2016-0033
2003502 Stack Overflow Denlal of
Service Vulnerability (MS16-
019)
View All Facts
SAINT® wsed 34 of 500 1Ps (Expires 12/31/2018) < pagell  |ofasz =ewi10 v

Note that the data filters you set will be kept in memory and retained as you navigate
throughout the product. For example, if you set the Exclusion filter on a page in the Analyze tab
to “Show,” then results you see in Dashboards will reflect all results for the selected data sets,
including those that have been flagged as Exclusions. If you are constraining results by Asset
Tag “0S” = “Windows”, then the results will be limited to hosts that have an Asset Tag “0S”

equal “Windows”.

Data Filters Context Panel

As shown in the example above, any page that displays scan results will also provide the
capability to display the current data “context” defined by the selected data filters. In the
example above, the current data is based on three scans conducted for can Job Subnet 10.8.0,
with no Asset Tag filters or Custom Severity Sets, but does hide scan results previously flagged
as an Exclusion.

The Data Filters panel can be controlled to show (for data context) or hide (to conserve screen

space) it by clicking on the left arrow in the upper right corner of the panel.
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Hide Data Filter Panel Show Data Filter Panel
Dashboard Scan ¥ Ana Smm Security Suite
All Results  All Vulns ~ Vulns by ( Dashboard Scan ¥
Data Filters 4 Grid Ac All Results  All Vulns ~ Vu
= Data Sources (3) @ T rid Actions ¥ Data Filtd
= Subnet 10.8.0 Actiol 2 ®
—_— (V8]
2017-05-11 = Actions IP Address
17:22:44 00 x : l ]'I
2017-05-14 00 @Bk 108010
199852 T °@0/x 1080101
2017-05-14
20:15:43 00 @0 X 1080.104
00D x
Asset Filters (0) 00 x il
00 % O0 X 10.8.0.104
= Exclusions P
: 0 X 10.8.0.11
Hidden 00
= Custom Severity Set 00 x 10.8.0.11
None 00 %
@O0 x 10.8.0.14
00 %
8.0 .k 102014
Select Data Set

The Select Data Set option enables you to select one or more scan results (scans) produced by
previously executed scan jobs, and set these data sets as the context across the application. As
shown below, Job column values can be selected by the user, to include associated values such
as Target Group, Scan Policy, User Group or User (job owner). Clicking on a job displays the list
of scans executed for the job, to include the date/time the scan was completed; job title, and
the number of vulnerabilities found during the scan. You may choose one or more jobs to
merge entire collections of scan results into a single result for analysis. Or, you may select one,

multiple, or all scans executed within a single job to view scan results.

The selector also provides the capability to set the number of scans to retrieve to support trend

analysis. In the Scans panel, you can enter one (1) in the “___most recent scans” option to
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always use the most current scan run data for the selected job(s); or enter a number greater

than one if you want to use more than one scan result for a selected job to support trend

analysis.
Select Scans ®
Jobs Scans
1 of 3 selected 3 of 3 selected Os most recent scans
(W Job Target Group Policy N Date/Time = Job #Vulns
] RHEL scan saint-data Heavy/Vulnerability § v 2017/05/14 20:15:43 Subnet 10.8.0 |2492
] | windows scan saint-data Heawvy/Vulnerability § 7] 2017/05/14 19:34:52 Subnet 10.80 |2494
|Subnet 10.8.0 saint-data | Heaw,f\'ulnerahiliwi 2017/05/11 17:22:44 Subnet 10.8.0 |2491
¢ @ X View1-3of 3 ¢ View1-3of3
OK Cancel

Note that you are not restricted on the type of results you can select for analysis. This means
that you can select multiple types of scans (e.g., full vulnerability scan; an XCCDF configuration
policy scan; and a Pen Test policy scan), and produce a single output in both the Dashboard and
Analyze grids. This can be beneficial in displaying raw output, but note that results may not be
useful in computing particular types of dashboards more directed at vulnerability counts, or

other risk-specific areas.

Understanding the Content Counts

The following is an example of a user view choosing all jobs in the job selector to gain visibility

of all scans executed for those jobs. The grid counts describe jobs and scan results as follows:
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Jobs:

View x — x of x — These grid counts mean there are 15 total jobs in the current display, and 15
total jobs in the system. Currently, this grid is not designed to “page” rows by a limited row
count per page, so all jobs are available for sorting and use within the single page.

Scans:
View x — x of x — These grid counts mean that there are 14 total scans completed or being
executed (ready; queued; in progress), and 13 are visible and available for selection for analysis.

The one indicates that the user has selected a single scan result for display.

In a more practical example, a user has selected to view all completed scans run for two recent
Jobs that used the PCl scan policy. Two scans were completed. The user chooses to select the

first job for analysis.

Hide/Show Exclusions

The Hide/Show Exclusion option in the Date Filter Options provides the capability to show
results in dashboards and analysis based on all scanned results (Show Exclusions) or filtered to
show and compute results based on results that do not have a Vulnerability that is currently
flagged as an Exclusions (Hide Exclusions). Click the applicable option in the Data Filter Options
dropdown to toggle the results for "what if" analysis based on vulnerabilities that have or have

not been flagged as exclusions.

The following screen shots show a series of data results to illustrate this feature: 1) showing all
scan results; 2) filtering the records in the Exclusions column to "Yes" to show only records with
the Exclusion flag; 3) removing the Exclusion constraint at the Column level and using the Data
Filter option to Hide only records set as an Exclusion; and 4) all results but filtered in the data's
Exclusions column to see the records that have the Exclusion flag set to "Yes". Note the total
record count at the top right of the data grid, as this flag is filtered. See the Exclusions section

for more information about how to set exclusions on vulnerabilities.
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Dashboard Scan ¥ Report ¥

Manage *

Configuration *

User Guide

Help ¥

AllResults  All Vulns  Vulns by €VSS  Vuln Count by Host  Exclusions  Vuln DB Custom Severities + Create
Data Filters Grid Actions *  Data Filter Options
= Data View @ < < page[1 Jofael e w
None Actions IP Address System Type Severity Level ~ Severity Vulnerability Cheek ID Description CVE(s)
= Data Source (1} [ ] v [ [ ]
= GERT = OD x 108010 Linux o user shell access misc_esxbuild vulnerable VMWare ESXi CVE-2013-0242 | CVE-2013-1752 | No
170822 Server 5.5 build; 1331820 CVE-2013-1914 | CVE-2013-4238 |
12:0700 CVE-2013-4332 | CVE-2013-5211 |
o CVE-2013-5973 | CVE-2014-0076 |
Asset Filters (0} CVE-2014-0160 More
Exclusions o0 Kk 10.8.0.101 Windows Server @ administrator or root win_patch_printspool 1205 Windows print spooler remote | CVE-2012-1851 No
le 2003 5P2 shell access code execution vulnerability
(MS12-054)
= (R IR @0 X 1080101  Windows Server Qo administrator or root | win_patch_ms11020 Windows SMB Server CVE-2011-0661 No
ol 2003 5P2 shell access Transaction Vulnerability
oD K 10.8.0.101 Windows Server o administrator or root win_patch_netcomponent] Windows networking CVE-2012-1850 No
2003 SP2 shell access components remote code w
. 2 1845120541

{DINTe security suite

Ticket *

Vulns by CVSS

Manage ¥

Admin *  Help *

+ Create

All Results Al Vulns Vuln Count by Host  Exclusions  Vuln DB Custom Severities
Data Filters Grid Actions *  Data Filter Options ~
= Data View @ + <« Page[l | View 1-100f 17
Hoog! Actions  IP Address System Type Severity Level + Severity Vulnerability Check ID Description CVE(s) Exclusion
= Data Source (1) T T V] [ v T [ [ AN
“ POisubnet1080 @k (108010  Linu information gathering |misc_ts_heartbleed TLS heartbleed memory CVE-2014-0160
TSR disclosure vulnerability
12:07:09 O x 108010 Linux information gathering  misc_tls_| TS memary CVE-2014-0160 Yes
) disclosure vulnerability
falier 00 % 108010  Lmx information gathering | misc_tls_heartblsed TLS heartblead memary CVE-2014-0160 Yes
disclosure vulnerability
00K 108010 Linwox information gathering  misc_tls TS memary CVE-2014-0160 Yes
= Custom Severity Set disclosure vulnerability
Nane 00 x 1080100 Windows Server susceptibility to malicious |win_dotnet1 Microsoft .NET Common CVE-2009-0090 | CVE-2009-0001 | Yes
2003 5P2 content Language Runtime Could Allow CVE-2009-2497
Remote Code Execution v
LS Windows Server Microsoft .NET Common CVE-2009-0090 | CVE-2009-0001 | Yes
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CAINT® security Suite Admin *  Help *
Dashboard Scan Analyze Report * Ticket * Exploit * Manage * Configuration *
| AllResults  AllVulns  Vulnsby CVSS  Vuln Count by Host  Exclusions  Vuln DB Custom Severities +Create
Data Filters Grid Options * Data Filter Options * _Data View Options * A
S DataView @ Select Data Set « <« Page[l |of404 w» si[10 W v
Asset Filter — .
None Actions PJ b Type Severity Confirmed Vulnerability Check ID Description [=]
= Data Source (1) | Custom Severity Set: v I [ v v |
= T @0 x (108010 108010 Tlnuxe o user shell access No misc_esxbuild vulnerable VMWare ESXi CVE-2013-0242
T Server 5.5 build: 1331820 CVE-2013-1914
12:07:00 CVE-2013-4332
’ CVE-2013-5973
Asset Filters (0} CVE-2014-0160
S Exclusions oD x 10.8.0.101 10.8.0.101 Windows Server o administrator or root No win_patch_printspool120€ Windows print spooler remote  CVE-2012-1851
Visible 2003 5P2 shell access. code execution vulnerability
(MS512-054)
= Custom Severity Set @0 X 1080101 1080101 Windows Server ] administrator or root No win_patch_ms11020 Windoves SMB Server CVE-2011-0661
None 2003 5P2 shell access Transaction Vulnerability
oo x 10.8.0.101 10.8.0.101 Windaows Server o administrator or root No win_patch_netcompenent Windows networking CVE-2012-1850 vV
2003 507 shell acress enmnanEnts remate cade

>

«cepagel  |ofaps = w=[10 v

gﬂ"” Security Suite Admin * Help *
Dashboard Scan ¥ Report ¥ Ticket ¥ Exploit * Manage * Configuratio

All Results  AllVulns  Vulns by CVSS  Vuln Count by Host  Exclusions  Vuln DB Custom Severities +Create
Data Filters Grid Actions ¥ Data Filter Options

= Data View @ « <« Page[t |of360 w10 v View 1-100f3,591
None Actions 1P Address System Type Severity Level = Sevarity Vulnerability Check ID Description CVE(s) -
= Data Source (1) ! I v ] 111 v
RECLEneT 1020 00 x 108010 Linux @ user shell access misc_esxbuild vulnerable VMWare ESXi CVE-2013-0242 | CVE-2013-1752 | No
TR Server 5.5 build: 1331820 CVE-2013-1914 | CVE-2013-4238 |
120700 CVE-2013-4332 | CVE-2013-5211 |
o CVE-2013-5973 | CVE-2014-0076 |
Asset Filters [0) CVE-2014-0160 More
00 x 10.8.0.101 Windows Server o administrator or root win_pateh_printspoal1205: Windows print spoeler remote | CVE-2012-1851 No
2003 5P2 shell access code execution vulnerability
(M512-054)
S Custom Saueriy Set @0 X 1080101  Windows Server ] administrator or root win_patch_ms11020 Windows SMB Server CVE-2011-0661 No
Nans 2003 5P2 shell access Transaction Vulnerability
@0 X 1080101  Windows Server Q administrator or root win_patch_netcomponent] Windows networking CVE-2012-1850 No
2003 5p2 shell access. components remote code W

<<« pagell |of3so == wi[10 |

Asset Filter

This option in the Data Filter dropdown provides the capability to filter the results in the
analyze and dashboard grid and Report content based on Asset Tags. Click this option to view

the Asset Filter dialog, as shown below:

121



User Guide

Asset Filter b4

Tag Name Tag Value

[ |

Clear

Filter Criteria

OK Cancel

To filter the content:
o Select a Tag Name for the tag(s) to be displayed (e.g., Criticality)
e Click on the tag value. Use control-click to select multiple options, as in the example
below, to see results for both Criticality High and Medium.
e Click the Add button to add the filter to the Filter Criteria box
e Repeat steps 1-3 to add additional Tag criteria.

In this example, we will filter the scan results to location=Dallas and assets that have been

tagged as Criticality High or Medium:
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Asset Filter x

Tag Name Tag Value

| Criticality ~ High
Medium
Low

Filter Criteria

Location: Dallas Criticality: Medium Criticality: High

OK Cancel

Click OK to save the filter criteria.

Close the Asset Filter dialog to view the results constrained by the chosen filter(s).

SAINT security Suite Admin ¥ Help ¥
Scan v ' Report * Ticket * Exploit ¥ Manage *
AllResults Al Vulns  Vulnsby CVSS  Vuln Countby Host  Exclusions  VulnDB  Custom Severities +Create
Data Filters “ Grid Options * Data Filter Options * Data View Options * A
= Data View @ « <« page[tJof16 » »[10 v View 1- 10 of 15¢
None Actions 1P Address System Type Severity Level & Severity Vulnerability Check 1D Description CVE(s) Location Criticality
= Data Sources (2) L I vl [ v 1L 1! 1
-H Vi Sc 00 x 1080184 Linux 3.2.0-63- o administrator of root win_samba vulnerability in Samba 3.6.3 | CVE-2012-1182 | CVE-2012-2111 | Dallas High
ot e generic - Ubuntu shell access CVE-2013.0454 | CVE-2013.4124 |
1204 CVE-2013-4408 | CVE-2013.4475 |
2017.0518 CVE-2013-4496 | CVE-2014.:0178 |
10:05:17 CVE-2014.0244
= PCISubner1080 @O X 1080184 | linux3.2.0.63 o root access via buffer | misc_ghibever gibc vulnerable version: 2.15 | CVE-2012.3406 | CVE.2012.6656 | | Dallas High
generic - Ubuntu overflow CVE-2013-7423 | (VE-2014-6040 |
20170522 12,04 CVE-2014-7817 | CVE-2014-8121 |
12:07:09 CVE-2014.9402 | CVE-2014.9761 |
- Asoet Fiters (2) CVE-2015-0235 More
OO0 X 1080188 |Unux32.063 ° root access viabuffer | web_prog_php_version | vuinerable PHP version: 5.3.10 |CVE-2011.1398 | CVE.2011.4718 | | Dallas High
Location D eI L
Dallas generic - Ubuntu overflow CVE-2012-1823 | CVE-2012.2311 |
S Crivicality 1204 CVE-2012.2688 | CVE-2012.3365 |
Medium CVE:2012.3450 | CVE2013:1635 |
High CVE-2013-164 3
= OO0 K 1080184  Linux3.2.0-63 ° 100t access via buffer | net_wireshark Wireshark vulnerable version: |CVE-2012-2392 | CVE-2012.2393 | | Dallas High
‘"\'I'"'::‘ generic - Ubuntu overflow 167 CVE-2012-2394 | CVE-2012-3548 |
is

12.04 CVE-2012-38:
CVE-2012-4048
CVE-2012.4285

2 6|
= Custom Severity Set CVE-2012-4049 |

None

500 IPs (Expires 12/31/2018) <« page[l__ Jot16 > (10 V]

Custom Severities Set

The Custom Severity Set filter option provides the capability to display and compute
vulnerability results based on the severities defined locally, rather than by external sources
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such as SAINT's Severity categories or NIST's CVSS scores. The Custom Severity Set drop-down
menu option is available from any page used to display or compute scan results. For example, in
the following screen shots, Severity codes of Severe, High, Medium, Low and Acceptable have
been previously defined as the "Internal Severity Standards" using the Custom Severities

management page found under the Analyze tab. The Dashboard displays computed results,
data drill-down and charts based on the vulnerabilities associated with the selected Severity
Set. The Analysis tab then provides a more detailed view, displaying the custom severity codes
for individual vulnerabilities that are associated with:

SAINT® Security suite

Dashboard  Scan v Analyze Repot *  Ticket®  Exploit®  Manage®  Configuratio
+ Create
Data Filters ' DataFilter Options * Dashboard Options * Data View Options *
S Dashbosrd Select Data Set
AscaxFler = v I custom Severity Counts +

Severity Count HideExclusions

dridown
= Data View

None

= Data Source (1)
5 Critical Severity Details v

:‘;;VVOV"‘" Scan IPAddr  Severity  Custom Se Vulnerability  Description CVE(s) Service
] £2 ] — | — ] L ] o—
2017.0518 10.8.0.1 administrator | High win_samba | vulnerabilityin | CVE-2012-1182 | CVE-2012-2111 | netbios-s! @ O
10:05:17 or root shell Samba 3.6.3 | CVE-2013-0454 | CVE-2013. fad

access 4124 | CVE-2013.4408 | CVE
20134475 | CVE-2013.429 |
40178 | CVE-2018.0244

= Asset Filters (2)
= Location

Oallas
= Criticality ===
Medkm 10.80.1 root access | High net_wireshark Wireshark CVE-2012-2392 | CVE-2012:2393 |ssh oo
High via buffer wulnerable | CVE-2012-2394 | (VE-2012
overflow version: 1.6.7 |3
= Exclusions 2 i
Visiblo CVE-2012.4049 | CVE-2012.4285
[

v
® © 8 x O e ™ T L (O View1-100¢13

IPAddres  Severity  Custom Seve: Vulnerability Che  Description CVE(s) Service 1P Addre Severity Lev _ Severity _Custom Severity _Vulnerability C _ Description CvEls) Service
 — C | — JiT T ] s—  — — V]| [ T T T ]
10.8.0.184 susceptibiity to web_client_jre | vulnerable JRE CVE-2007-3004 | CVE-2007- | ssh o 108.0.18 susceptibility web_client_jee |vulnerable JRE | CVE-2007.3004 | |ssh o
malicious version: 16031 |3005 | CVE-2007-3698 | (VE (o] 1o malicious version: 1.6.0.31 | CVE-2007-3005 |
content 20073716 | CVE-2007-3022 | content CVE-2007-3698 |
CVE-2007-5232 | CVE-2007- 3
10.8.0.184 susceptibiiity to | High web_client_jre | vulnerable JRE ssh o v sonlalll
malicious version: 1.6.0.31 CVE_2007:5238 |
CVE20075239
content 20072020
(VE-2007-5232 | CVE-2007.
$237 | CVE-2007-5238 | CVE 10.8.0.18 susceptibility | High web_client_jre | vulnerable JRE CVE-2007.3004 | ssh o
2007.5239 Moce X to malicious version: 1.6.0.31 | CVE-2007-3005 | v
O 8 x eV em « o« puge[i Jot3 w mifio V] Viewl-10023| | & @ X OOV @M <« poge[i otz » w10 V] View1-100(23

SAINT Admin v Help

Dashboard nalyze ¥ Report * Manage * Configuration *
AllResults  AllVulns  Vulns by CVSS  Vuln Countby Host  Exclusions  Wuln DB Custom Severities +Create
Data Filters | Grid Actions v Data Filter Options * A
= DataView @ « <« page[t  of11 w w10 v View 1- 10 of 103
B Actions 1P Address System Type severity Level + Severity Vulnerability Check ID Description CVE(s) Custom Severity
= Daa Source (1} [ wv] | v || Il ! ]| |
e Vol Se @0 K (1080484  |Linux3.2.0-63- o administrator or rool | win_samba wulnerability in Samba 363 | CVE-2012-1182 | CVE-2012-2111 | [High
l;ag"; uinsean generic - Ubuntu shell access CVE-2013-0454 | CVI
L 12.04 CVE-2013-4408 | £V
R CVE-2013-2496 | £V

10:05:17 CVE-2014-0244 More
Asset Fl 2 00 x 10.8.0.184 Linux 3.2.0-63- o root access via buffer net_wireshark Wireshark vulnerable version: | CVE-2012-2392 | CVE-2012-2393 | [High
Asset Fiters (2) T overflow 167 CVE-2012-2394 | EVE-2012-3548 |
ez i 12.04 CVE-2013-3835 | CVE-2012-3826 |
allas CVE-2012-4048 | CVE-2012-4049 |
= (rm’;a':tf CVE-2012-4285 More
edium . " "
High Li NelEY 10.8.0.184 Linux 3.2.0-63- ] root access via buffer misc_glibever glibc vulnerable version: 2.15 | CVE-2012-3406 | CVE-2012-6656 | High
generic - Ubuntu overflow
= Exclusions 1204
CVE-2014-9402 | CVE-2014-9761 |
CVE-2015-0235 More
90 x 10.8.0.184 Linux 3.2.0-63- ] root access via buffer web_prog_php_version vulnerable PHP version: 5.3.10 | CVE-2011-1398 | CVE-2011-4718 |

generic - Ubuntu overflow CVE-201

< page[l_Joraa w w10 v

012-2311 |
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Grid Actions
Action Types

The following is an example analysis page that illustrates the types of actions that can be taken
on data displayed the grids throughout the product. There are two methods for effecting
actions on content in the product.
e For grid actions on individual rows, these actions are presented as graphical icons with
text displayed when you mouse over the icon. Row level actions such as “get detail”,
“set exclusion”, “view tutorial”, “delete”, and “security” effect change on the selected

row.
¢ The second method is to select one or more rows, and use the top level “Grid Actions”
dropdown menu to effect changes on the grid or selected rows, such as, “Choose
Columns”, “Clear Grid Saved Settings”, “Export”, “Delete selected rows” and changing
“Security”. The “All Results” and “All Vulnerabilities” grids also have the option to
generate a Full Scan report by selecting “Report” from the “Grid Actions” dropdown
menu. This report only shows vulnerabilities as filtered in the grid and uses visible grid

columns to populate the report vulnerability list and modify the report in other ways.

e v Help *

(AINT" Security Suits  Updats Auailabis

Manage * + Create

Al Results A1V Vulea by CVSS Vol Countby Hest VDB Cusbom Severities

Grid Actions v Data Filter Options *  Data View Options *

« page[i Jof4 w wifi0 W View 1- 10 of 40
Actians P Address Host Name System Type Severity Level = Sevarity Confirmed Wulmerability Check ID Description CVELs)
L I 1 ¥ 1 ] | ~ | i ! | ]
e [LJF 5 10,8011 10,8011 Windows Server Q administrator or root Yos win_patch_serveervO8067  Windows Server Service MS08- | CVE- 20084150
o352 shell sieeds 067 buller oveillow
[ LR 10.8.09,11 10.8.0,11 Windows Server o adminkstrator or root Yos win_patch_smbmbo Muitiple buffer overflows in CVE-2006-4114 | CVE-2008-4834
K03 5p2 shell sieess SMma CVE-2008-4835
oo x 10.8.0.11 10.80.11 Windows Server Q9 administralor of root No win_patch_ms11020 Windows SMB Server CVE-2041-0661
0352 shell seeess Transsction Vilnerability
onx 10.8.0.11 10.80.11 Windows Server o user file write access Yes win_patch_smb10012 vulnerable version of SMB CVE-2010-0020 | CVE-2010-0021 |
203 5P2 Server (M510-012) CVE-2010-0022 | CVE-2010-0231
@0 x [10E011 10.8.0.11 Windows Server o user file write access Ho web_server_delete Web server allows HTTP
2003 5P2 method DELETE
oo x 10.8.0.11 10.8.0.11 Windows Server o user file write access No web_server_put Web server allows PUT: /
003 58
[T BUTRRT. ( (][] security Suite
oo x 10.8.0.19 Dashboard Scan v L v Report * Ticket * Exploit * Manage * Configuration *
M Rewalts  AllVales  Woles by OVEE Wil Count by bost  Vuln Dl Custom Severitles
00 x  |10801)» |GridActions + Data Filter Ofians + Data View Optians *
] Expont Wiew 1- 10 of 80
o0 x 10.8.0.19 Choase Columas Host Maree. Description EWE[s)
4 Cliar Grid Savind Sattings

L Tt b

o MESOR- | CWT- 30084750

| CVE-2008-4114 | CVE-Z008 4R34 |
CVE-2008 4335

Windows SMB Senver CVE- 2041 0661

T rasnsaction Vulnerability

oD x |108011 108011

@ox |10R0l IETET

Wind
2003 587
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Icon Descriptions

The following describes these and other actions:

Icon Grid Option

Reload/Refresh grid content
Column selector

Clear grid's saved settings

New - add new record

Upload (input) content

Edit selected record; Rename custom policy; Bulk update tickets
Delete selected record

+ Enable Enable selected record

= Disable Disable selected record

+ Tool icon used in Exploit Tools setup and execution
@ Disconnect

| Exploit connections log

B Csv Export CSV

0 XML Export XML

Send mail

Information about selected record
Run selected exploit

Re-run

Tutorial

Set/View exclusion

Copy; Clone a rule set
Permissions

Search

Quarantine

alv|g|+|x|ale

Plble @ X Q@03

Using the Results Grids

Many of the results you will see throughout the user interface (Ul) rely on lists of data.
Whether that is a list of scan jobs, scan results, exploit results or reports, the use of these list
views are presented in much the same manner as a spreadsheet. There are instances where
some features or functions are unique to a specific tab or page. In those instances, help will be
found in the applicable section of this documentation. However, this section is intended as a
primer on the basic layout and features found consistently across the Ul and to provide a single

location for presenting how these grids function.
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The following shows an example of a data grid for the Analyze tab, and shows the results of a

recent scan job.

Dashboard Scan * Analyze * Report * Ticket * Exploit * Manage * Configuration = + Create
ANResults  AllVulns  VulisbyCVSS  VulnCountbyHost  VulnDB  Custom Severities
Grid Actions * Data Filter Options * Data View Options * o
« page[1Jofa »» m[10 v View 1- 10 of 40
Actions IP Address System Type Severity Level ~ Severity Description CVE(s) Exploit Exclusion
[ ] [ ~] ] 1L ! v
oo x 10.8.0.11 Windows Server o administrator or root Windows Server Service MS08- | CVE-2008-4250 CORE |EDB-16362 No
2003 SP2 shell access 067 buffer overflow |EDB-6824 |EDB-
6841 |EDB-7104
Filvers (0) |EDB-7132
. | SAINTEXPLOIT-954
» Hidden oD x 10.8.0.11 Windows Server o administrator of root Multiple buffer overflows in | CVE-2008-4114 | CVE CORE No
2003 5P2 shell access SMB 2008-4834 | CVE-2008-
o 4835
oo x 10.8.0.11 Windows Server o administrator or root Windows SMB Server CVE-2011-0661 No
2003 5P2 shell access Transaction Vulnerability
00 x 10.8.0.11 Windows Server o user file write access vulnerable version of SMB CVE-2010-0020 | CVE CORE |EDB-15266 No
2003 5P2 Server (M510-012) 2010-0021 | CVE-2010
D027 | CVE-2010.0231
oD x 10.8.0.11 Windows Server o user file write access Web server allows HTTP No
2003 5P2 method DELETE
o x 10.8.0.11 Windows Server o user file write access Web server allows PUT: / Ne
2003 5P2
00 x 10.8.0.150 Windows Server o administrator or root Windows http.sys range CVE-2015-1635 CORE |EDB-36773 No
2008 R2 shell access header parsing vulnerability |EDB-36776
[MS515-034)
00 x 10.8.0.150 Windows Server o user shell access default device password CVE-1999.0507 | CVE No
2008 R2 (ftp:fip) 1999-0508 v

(AINT® used 191 of 5000 IPs (Expires 12/31/20 <« page[l__Joram w10 v m

As shown in the example, results can contain text; numbers; images that may portray color and
text alternatives that highlight a key data point; Boolean values (yes/no) that communicate
whether a result is true/value, exists or does not exist; and also hyperlinks from a displayed
value to an internal or external reference. Each grid may also contain buttons or icons on the
row to offer additional information about a row’s content; as well as additional options t5hat

effect the selected row, as described in the Grid Actions section.

View a Record’s Details

Some results grids only show a subset of the total number of available fields/columns for data
being displayed. In most instances, there are two methods for viewing all information for a
record. First, you can click on the Information (i) action of the record you wish to view.

Alternatively, you can double click on the record to see further details.

Column Selector

The results grids provide default column values based on the information relevant to the
chosen tab. However, you can choose the columns to be displayed by clicking the column
selector in the Grid Actions dropdown menu. The column selector will then display the columns

currently selected in the left side of the pop-up, and other available columns (if applicable) in
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the right column. Use the (-) sigh to remove a column from the grid and the (+) sign in the right
column to add columns. You can also add all columns quickly by clicking on the Add all option.

You can also click and hold your mouse button on a column in the left column and drag it
up/down to reorder the columns (drag a column up to move it to the left in the grid; drag a

column down to move it to the right in the column order.)

Select columns b 4
5 items selected Remaove all Add all
1 Actions = | Host Name +
T IP Address = | Confirmed + ~
1 system Type = | Vulnerability Check ID +
¥ Severity Level = | CCE[s) +
1 Severity = | BID(s) N
% Description — | OSVDB(s) +
T cvEls) - | IAVA[s) e
1 Exploit = | VenderID{s) +
T Exelusion = | MAC Addrass + W

Sustoon Clage o
Ok Cancel

Column Sorting

You can also sort data in a data grid (ascending and descending order) by clicking on a column

heading. Clicking the heading again will re-order the data in the opposite sort order.

Column Search and Filtering

The grid feature also provides the capability to filter data content by a value found in a

specified column. There are two ways to filter data.

The first method is to select a value from a column’s drop down list. The example below shows

filtering scan results for the selected scan data, by vulnerabilities based on "privilege elevation."
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Severity Level =

4 <4 pageufq [ 2 bl

Severity

Description

CVE(s)

Vie
Exploit

[ ] [ | |

(o]

Critical Problems

4 administrator or root shell access

4 user shell access
user file write access

Areas of Concern
susceptibility to malicious content
privilege elevation

| information gathering

1Potential Problems

9 check it out for possible vulnerabilities

do you want this accessible on the Internet?

M508- | CVE-2008-4250

in CVE-2008-4114 | CVE-
2008-4834 | CVE-2008-

4835

administrator or root
shell access

user file write access

Windows SMB Server
Transaction Vulnerabhility

vulnerable version of SMB
Server (M510-012)

CVE-2011-0661

CVE-2010-0020 | CVE-

2010-0021 | CVE-2010-

D022 | CVE-2010-0231

CORE |EDB-16362
|EDB-6824 |EDB-
6841 |EDB-7104
|EDB-7132

| SAINTEXPLOIT-954

CORE

CORE |EDB-15266

The second method is to simply type a value in the column search field. The following example

filters the scan results to display only hosts and vulnerabilities based on issues with the "buffer"

as in buffer overflows:

1 = » View 1-4 of 4
Description CVE(s) Exploit Exclusion
[buffer] =] | I |1 I v

Windows Server Service MS08- | CVE-2008-4250 CORE |EDB-16362 Mo
067 buffer overflow |EDE-6824 |EDB-

6841 |[EDB-7104

|EDB-7132

| SAINTEXPLOIT-954
Multiple buffer overflows in CVE-2008-4114 | CVE- |CORE Mo
SMB 2008-4834 | CVE-2008-

4835

Windows DNS Server RPC CVE-2007-1748 CORE |EDB-16366 Mo
Management Interface Buffer |EDB-16748 |EDB-
Owverflow 3737 |METASPLOIT

| SAINTEXPLOIT-942
Possible buffer overflow in Mo
Active Directory

Some columns have optional search operators next to the search field. Entering a value in the

search field and selecting an operator allows further control of filtering. The following example

filters the scan results to display only records with CVSS score greater than “8”.
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Vulnerability Check ID

Description

User Guide

Click to select search operation.

| |

[ |

win_patch_servserv08067

win_patch_smbmbo

win_patch_smbmbao

win_patch_ms11020

Windows Server Service MS08-
067 buffer overflow

Multiple buffer overflows in
SMEB

Multiple buffer overflows in
SMB

Windows SMB Server
Transaction Vulnerability

Navigating through Results Pages

CVE-2011-0661

CVE V55 Score =

| e |
CVE-2008-4250 > greater

»= greater or equal
CVE-2008-4834

== equal
CVE-2008-4835 <= less or equal

< less

iu

Every grid displays the total number of results retrieved for a given result; as well as the total

number of rows per page, and number of pages that contain the results. Each grid provides a

convenient method for managing large data sets by displaying only a limited number of records

per page, and providing page navigation arrows to navigate between pages. All results grids

also give you control over the total number of results to display on a page by selecting the total

number of pages from the drop down list to the right of the paging arrows, as shown in the

example below.

Su "ﬂ Security Suite

Dashboard Scan ¥

Report ¥

Ticket v Exploit ¥ Manage ¥

AllResults  AllVulns  Vulns by CVSS  VuinCountby Host  Vuin DB Custom Severities

Configuration ¥

Rlaudermilk ¥  Help ¥

+ Create

Data Filters Grid Actions ¥ Data Filter Options * Data View Options * A
@ « Page[i_Jofs » »i[10 V] View 1-10 of 49
Host Name Severity Level Severity Vulnerability Check ID Description CVE CVSS Score +
| — VL V] | 11 Il ] > I8 ]
» 2017 \,;) 12 10.8.0.11 o administrator or root win_patch_servserv08067 | Windows Server Service MS08- | CVE-2008-4250 10
11:10:02 shell access 067 buffer overflow
Asset Filters (0) 10.8.0.11 o administrator or root win_patch_smbmbo Multiple buffer overflowsin | CVE-2008-4834 10
shell access SMB
a 10.8.0.11 o administrator or root win_patch_smbmbo Multiple buffer overflowsin | CVE-2008-4835 10 !

(AINT® used 191 of 5000 1Ps (Expires 12/31/2017)

shell access

<< page[L_ ot » 10 V]

SMB

System time 2:34 PM

Note that the bottom blue toolbar is persistent, in that it is always visible to you as you scroll up

and down with the grid. The top grid paging controls are contained within the grid header.

However, the blue toolbar enables paging without having to scroll to the top or bottom of a

grid to locate the controls.
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Scan

The Scan menu contains the primary interface for creating and managing scan activity. This
includes creating target groups to centrally manage the collection of “like” hosts to be targeted
for scanning; managing Assets (discovered/scanned hosts); viewing the extensive list of
vulnerability checks for individual SAINT scan policies; adding custom checks to those policies as
well as adding custom policies; creating and managing credentials that can be applied to scan
jobs on a recurring basis; and creating scan jobs for immediate use or scheduled at a pre-

defined time, or setting up recurring scans based on a defined job.

As shown below, the Scan Jobs page provides a data grid to enable you to view, sort, search,
and manage scan Jobs and the Scans executed from these jobs. You can obtain information
about specific records or perform other actions such as running existing jobs, or using the
options from the Grid Actions drop-down to perform actions as reloading the grid content
(refresh), creating a new Job, and identifying what columns you wish to view or resorting the

view. Refer to the Using the Results Grid section for more detail on the definition and usage of

these options.

Security Suite Admin *  Help *
Dashboard Scan ¥ Analyze * Report * Ticket * Exploit = Manage * Configuration + Create
Scan Jobs Schedules  Assets  Policles  Credentials Manager Benchmark Scanning
Grid Actions *

Scans Jabs
@ <« Page[1  |ofl - »i[20w View 1-Tof 7
Actions Job# = Job Name Owner Last Run # Scans Target Group # Targets # Schedules
[ I 7 Remote lab vulns admin 2017-07-03 11:28:56 (Completed) 2 saint-data 256 0
O L I - 6 Web App scan admin 2017-06-30 08:51:11 (Completed) 1 saint-data 1 0
s a0 5 HR Group Vuln scan atdmin 2017-06-30 11:44:45 [Completed) 2 saint-data 5 1
(@ »»ae 4 Exec group vuln scan admin 2017-06-30 11:30:17 (Completed) 2 saint-data 3 1
| [ 3 Data Center 1 Discovery admin 2017-06-30 08:17:51 (Completed) 1 saint-data 256 0
O @80 2 vers8151%vulns admin 2017-07-03 11:42:11 (Completed) 3 saint-data 5 0
1@ s> 8@ 1 vers8_15_19 admin 2017-06-28 14:17:39 (Completed) 1 saint-data 256 0
£ >

{AINT* used 42 of 500 1Ps [Expires 12/31/2018) <<t page[L_ Jof1 » mi[20 v System time 12:33 PM

Jobs Tab

A job is a main object for setting up and executing scans. Jobs can be associated with target
groups during job setup, or can be run outside of a target group. A job can be run as single

scans, or can be configured for recurring, continuous scans based on the job’s defined targets,
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policies, credentials, configurations, notification workflows and schedule. As with target groups,
Manage Jobs main display presents all available jobs in a list view in a results grid.

With the applicable role-based permissions, you can sort this list, perform column searches, see
detailed information about a record in the display, or take other actions such as
adding/removing columns, refreshing the display to dynamically update the content with any
new content since you entered the grid, and take other actions related to creating, editing and

deleting content. The following describes these features in more detail.

Single and Multi-Node Scan Support

For installations that are using only a single scan engine (local scanner node), such as
standalone installations or shared installations that are scanning reasonably small
environments, you will enter targets into the Enter Target(s) tab named local node. SAINT's
architecture also provides support for multiple scanner node deployments to support large
environments or distributed scan needs. The scan job setup process for this type of
implementation will be a bit different, in that the target setup process will display both the local
node (or whatever custom name your administrator has chosen for it), and a + (add) option to
choose other available nodes to scan specific targets or to be used as part of a load balanced
scan process. The following describes the job setup process for either a single or multi-node

deployment.

Create a New Job

For quick, uncredentialed scans, scan jobs can be run by entering a job name and selecting the
applicable scan policy in Step 1; entering a target in Step 2; and clicking the FINISH button to
run the job “immediately” in the Summary tab. This three-step process then uses pre-defined
configuration settings to execute the scan on the target hosts. Scans can also be set up with
more advanced configurations; with multiple targets or based on targets already defined in a
target group or by asset tags; target credentialed/authentication; specific scan configuration
settings and notification work flows; as well as based on scheduled or recurring scan needs. The
job wizard provides a step-by-step approach to setting up these options. Each is described in

more detail in the following sections.
To create a scan job, click on the Create option (upper right corner of the screen) from any

page, or select Grid Actions > Create Job from the Jobs grid on the Scan page. The job creation

wizard will be displayed to walk through the steps for creating a scan job:
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Create New Job x

Step 1: Scan Job Information

Name & Description

Please enter a unique name for this job.

First Jcb

Please enter a detailed description for this job. {Optional)
First scan job with Security Suite

Select a Scan Policy

Select Policy Category Select Policy
Vulnerability - HeaavyVulnerability Scan -

The Heavy/Vulnerability Scan runs all available wulnerability checks
against the selected targets,

Scan Policy Options

Exhaustive Scan Allow Dangerous Tests

|

Step 1 — Scan Info

Name and Description
Enter a name for the new job. Enter a detailed description to communicate the purpose of the
job and other details pertinent to the job.
Category and Scan Policy
Scan policies control the types of probes and checks that are executed for defined targets.
These policies are categorized for ease of management and include subject-matter groups such
as compliance, platform and type of scan.
1. Select a scan policy by first selecting a category from the Select Policy Category drop
down list.
2. Select a policy for the category by clicking on the policy name in the Select Policy drop
down list. Then, click Next to enter the host targets to be scanned
Each category and their applicable policies are described below.
Information Gathering
o Discovery — This is the least intrusive scan. SAINT identifies hosts which are alive and

fingerprints their host type. If desired, the live hosts can then be pre-selected when
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creating a new job after the discovery scan finishes, using the Choose Targets from a
Previous Scan option in step 2.

Port scan — For this policy, SAINT will identify live hosts and check for services listening
on TCP or UDP ports. The range of ports to check is determined by the ports to scan
settings on the Options page.

Web Crawl — For this policy, SAINT detects web directories on the targets. It does so by
first scanning ports for web services, and then finding directories by following HTML
links starting from the home page.

Content Search — For this policy, SAINT searches files on Windows and Linux/Mac
targets for credit card numbers, social security numbers, or any other specified patterns.
See the SAINT Configuration section for more information on configuring SAINT's file

content searching feature. Authentication is required for this policy and if scanning a
Linux/Mac target, SSH must be enabled.

Anti-virus (AV) information — For this policy, information is collected about installed AV
software, such as last scan date, enabled, definition file dates, and other information
useful for auditing requirement 5 of the PCI DSS. Information is currently gathered for
Windows versions for many of the most popular AV software products in use today,
such as: Vipre Business Agent, McAfee, Symantec, AVG, F-Secure, MS Forefront,
Kaspersky, and Trend Micro. Note that some results are only reported if they are
considered vulnerabilities while others are always reported. For example, if available,
the last scan date is always reported while a check to determine if updates or the AV
software itself is enabled, only gets reported if it’s disabled. Authentication is needed to
run this scanning policy. Facts containing the string '(Master)' mean that an anti-virus
server/manager/admin is installed on the target. For more information, see

Configuration options; also see the knowledge base on the mySAINT customer web site.

Auth Test — For this policy, SAINT performs authentication against the targets using the
credentials specified in either the credentials manager or the Windows/Linux/Unix/Mac
input boxes under the Authentication tab. User can generate reports from this test by
selecting the Auth Test report template from the report creation wizard.

Software Inventory — This policy generates a list of software installed on Windows
targets. Authentication is required. The software list retrieved during the scan is
displayed in the Vulnerability List section of the Full Scan or the Overview reports. Note
that the software list is generated by enumerating the Uninstall key in the Windows
registry. Therefore, only software which was registered with the operating system
during installation will be included. Software which was placed on the system without

running an installer program is typically omitted. Furthermore, registered software
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which was incorrectly removed from the system may still be included in the list after
removal.

Vulnerability
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Full Vulnerability Scan — For this policy, SAINT will check for services listening on TCP or
UDP ports. Any services detected will then be scanned for any known vulnerabilities.
This scan policy includes SAINT's entire set of vulnerability checks, and is the scan policy
that should be used in most situations.

Windows Patch — For this policy, SAINT checks for missing Windows patches. Since most
of the checks for Windows patches require authentication, Windows domain
authentication is recommended with this policy.

Win Password Guess — This policy conducts password guess checks against Windows
targets using the password guess and password dictionary configuration options.
Authentication is recommended so SAINT can enumerate accounts.

Microsoft Patch Tuesday — This policy checks for the latest published Microsoft patch
Tuesday vulnerabilities (second Tuesday of each month). This policy and associated
content is typically updated via SAINTexpress by noon Wednesday, following publication
of Bulletins from Microsoft.

Web (OWASP Top 10) — This policy checks for vulnerabilities in web servers and web
applications, such as SQL injection, cross-site scripting, unpatched web server software,
weak SSL ciphers, and other OWASP Top 10 vulnerabilities. It also enables file content
checks. Authentication is recommended or required for some of the checks included in
this policy. SAINT OWASP Top 10 Coverage is detailed in the table below. More
information about OWASP Top 10.

_owase | Examples | SAINT D

A01:2021-Broken ) o Web authentication
Direct URL Access |web_prog_cgi_directurlaccess
Access Control recommended

Operating system

misc_checkmachine authentication
Unencrypted .
required
A02:2021- Content
Web authentication
Cryptographic Failures misc_webcontentsearch

recommended

Cleartext password \web_security clearbasicauth |Authentication not

transmission web_security_clearpass required


https://owasp.org/Top10/
https://owasp.org/Top10/

A3:2021-Injection

A04:2021-Insecure

Design

A05:2021-Security

Misconfiguration

TLS/SSL weak
algorithms and
invalid certificates

Session cookies
without "secure"

flag

SQL Injection
Command Injection
CRLF Injection

SSI Injection

XPath Injection

Cross-site scripting

Insecure design

Software patches

Default passwords

Error Message
Information

Leakage

Missing or
Incorrect Security

Headers

XXE vulnerability

Vulnerable Server

Software
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misc_cipher_*

misc_tls_*

web_security _httpssecure

web_prog_sql_*
web_prog_cgi_cmdinject
web_prog_cgi_responsesplit

Web authentication
web_prog_cgi_ssiinject

recommended
web_prog_cgi_xpathinj
web_prog_cgi_xssgeneric
web_prog_cgi_xssstored

This item cannot be detected by a vulnerability

scan.
Operating system

web_server_* authentication
recommended

net_password

pass_httpbasic

pass_webapp

web_security_errorinfo Authentication not
required

web_security_mimesniff
web_security_clickjack
web_security_httponly

web_security_sslcache

) Web authentication
web_service_xxe
recommended

web_server_*
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Vulnerable Operating system
web_dev_* .
A06:2021-Vulnerable Development ] authentication
win_dotnet*
and Outdated Framewords recommended
Components Vulnerable _ Web authentication
o web_lib_*
Libraries recommended

net_password
Weak Passwords  |pass_httpbasic

A7:2021- pass_webapp Authentication not
Identification and Cleartext Password web_security clearbasicauth |required
Authentication Transmission web_security _clearpass

Failures Session IDs in URL \web_security_urlrewriting

. L . o Web authentication
Session Fixation web_security_sessionfixation

required
A08:2021-Software o
] Insecure ) ] ) Web authentication
and Data Integrity o web_dev_javaserialobject
Fai deserialization recommended
ailures

A09:2021-Security Security Logging o .
This item cannot be detected by a vulnerability

Logging and and Monitoring
scan.

Monitoring Failures  |Failures

A10:2021-Server-Side Server Side Request ) Web authentication
web_prog_cgi_ssrf

Request Forgery Forgery recommended

Operating System Password Guess — This policy includes all SAINT password guessing
features designed to guess the operating system password. This policy includes checks
for default FTP passwords, as well as dictionary-based password guessing via Telnet,
SSH, and FTP. Authentication is recommended to ensure user account enumeration.
Mobile Device — This policy queries Active Directory servers for information about
mobile devices (for example, phones and tablets) which use Exchange ActiveSync, and
uses that information to infer vulnerabilities on those devices. The devices which are
discovered in this manner will be listed in the scan results as separate targets although
those targets aren’t actually scanned. In order for this policy to succeed, OpenLDAP
must be installed on the scanning host, and the scan must run with Windows domain

administrator credentials (see Step 3 — Authentication). The target list must include at
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least one Active Directory server, and the SSL certificate for that Active Directory server
should be installed and configured on the scanning host. (See Authenticating to

Windows Targets.)

Network Device — This policy checks for vulnerabilities in routers, switches, and other
networking devices.

Log4j — This policy scans for vulnerabilities in the Log4j Java library. It includes checks for
remote Logd4j attack vectors, a filesystem search for vulnerable versions of Log4j, and
checks for other software which is known to include vulnerable versions of Log4j.

Windows or Linux authentication is recommended for a thorough scan.

Normal — For this policy, SAINT collects information from the DNS (Domain Name
System), tries to identify the operating system, and tries to establish what RPC (Remote
Procedure Call) services the host offers and what file systems it shares via the network.
The policy also includes probes for the presence of common network services such as
finger, remote login, FTP, WWW, Gopher, e-mail, and a few others. With this
information, SAINT finds out the general character of a host (file server, diskless
workstation) and establishes the operating system type and, where possible, the
software release version.

SQL/XSS — For this policy, SAINT checks for SQL injection and cross-site scripting
vulnerabilities on web servers. This includes both generic tests, where SAINT finds HTML
forms and tests all parameters for SQL injection and cross-site scripting, and checks for

known SQL injection and cross-site scripting vulnerabilities.

PenTesting

Discovery will discover live hosts in the selected address range, and then stop. This level
does not require a license key. It is useful for figuring out which IP addresses to put in
your key. The discovery method depends on the selected Host Discovery option.
Information Gathering will discover live hosts, try to determine their operating system
types, and scan their ports.

Single Penetration will include all of the above steps and then proceed to run remote
exploits for the detected operating system and services, starting with those least likely
to cause crashes, until one succeeds in establishing a shell connection.

Root Penetration is similar to single penetration but continues until the maximum
privilege level is reached on the target. The maximum privilege level is root on a Unix or
Linux system and administrator on a Windows target. The root penetration level also
runs local exploits if the available remote exploits result in a connection without

maximum privileges.
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Full Penetration will run all available exploits for the detected operating system and
services. This level is the best choice if the objective is to exploit as many vulnerabilities
as possible. However, if the objective is to obtain evidence of penetration, such as files
or screen captures from the target, then this level is not the best choice because a
successful connection could be severed if a later exploit causes a crash.

Web Application will search the target for Web applications, and run all available
exploits against those applications. This level is the fastest way to find exploitable Web

application vulnerabilities such as SQL injection.

The PenTest job setup also provides a step for entering credentials to authenticate to the

targets. However, the login and password are not typically needed for the exploits themselves.

For the purpose of penetration testing, authentication is helpful for determining operating

system differences, such as service pack levels or Linux varieties, more precisely than would be

possible using uncredentialed methods. This information also aids the pen test engine in

choosing the correct arguments when running exploits, and may improve the success rate.

Compliance
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PCl External — This scan policy, when run by an Approved Scanning Vendor (ASV) in
accordance with the ASV Program Guide, satisfies the quarterly external scan
requirement outlined in PCI DSS section 11.2.2. It is similar to the Vulnerability Scan
policy, but includes all 65535 TCP ports and only common UDP ports, enforces a spider
depth of at least 5, enables certain low severity checks which are normally disabled, and
reduces the restrictiveness of certain other checks.

PCl Internal — This scan policy satisfies the quarterly internal scan requirement outlined
in PCI DSS section 11.2.1. Unlike the PCI External policy, it does not include all 65535 TCP
ports.

FISMA — This scan policy provides support for security controls related to continuous
monitoring, as well as performing risk assessments. Selecting this scan policy ensures
that probes scan for the entire set of vulnerability checks, with the Exhaustive option.
SAINT also provides a pre-configured report template that describes the supported
controls and reports results at a summary and detailed level.

HIPAA — This scan policy provides support to HIPAA security requirements related to
both risk analysis and overall risk management. Selecting this scan policy ensures that
probes scan for the entire set of vulnerability checks, with the Exhaustive option. SAINT
also provides a pre-configured report template that describes the supported controls

and reports results at a summary and detailed level.
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NERC CIP — The NERC CIP compliance scanning policy reports the results of an
exhaustive vulnerability scan on selected hosts. SAINT also provides a NERC CIP report
template to use the results of this scan policy that describes the applicable NERC CIP
security controls, as well as a pre-formatted report with executive level graphs/charts
and detailed level scan results.

SOX — The SOX scan policy runs all available vulnerability checks against selected
targets, and supports financial organizations’ internal risk management strategies, as
well as facilitating provisions in Section 404 of the Sarbanes-Oxley Act, requiring a
management report annually on the effectiveness of internal controls for financial
reporting and that external auditors confirm management’s assessment.

IAVA — This compliance policy executes a full port scan for all vulnerabilities reported in
the Information Assurance Vulnerability Alert (IAVA).

NESA — The NESA report template provides a background on the Information Assurance
Standards specified by the United Arab Emirates National Electronic Security Authority
(NESA) and reports all available information, including charts, tables, hosts,

vulnerabilities, services, users, shares, and technical details.

Host-Based

These scan policies require an agent to be installed on the asset being scanned. See Managing

Agents and Host-based Assessments for more information.

Custom Policies

SAINT provides the capability through the Scan Policies page to create new checks,
enable/disable existing checks and create custom policies based on local requirements.
Custom scan policies can then be viewed by selecting custom from the Select Policy
Category drop down list, and then the applicable policy from the Select Policy drop
down list. See the section on Scan Policies for more information on creating a custom

scan policy.

Scan Policy Options

The following options can be used to modify some of the scan policies described above.

Exhaustive — During the course of a scan, there are certain cases where it seems unlikely
that there would be any benefit to running a certain instance of a probe, but it may still
be worthwhile to do so for the sake of being as thorough as possible. Examples include
checking for default router passwords on non-standard telnet ports, checking for web
application vulnerabilities in non-standard directories, and checking for proxy
vulnerabilities on non-standard HTTP ports. The exhaustive scanning option allows you
to control what SAINT does in these cases. Enabling this option results in a more

thorough scan, but may cause the scan to take more time but will take extra steps to be
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as thorough as possible. This option affects the vulnerability, PCl and custom scan
policies.

Allow Dangerous Tests — By default, SAINT takes a conservative approach and does not
run checks which could have harmful side effects, but this makes it impossible to
confirm certain vulnerabilities. However, if an extreme scan is run, the scan may include
"dangerous" checks, in which attacks designed to crash services are launched in order to
confirm that the target is or is not vulnerable. These tests may help SAINT eliminate
false alarms by verifying the existence of certain vulnerabilities but can cause services
on the target hosts to crash as a result. Another side-effect of dangerous tests is that
successful detection of a vulnerability could cause other vulnerabilities to be missed.
That is, if a test crashes a service on the target, then any further tests against that
service will come up negative. Targets should be re-scanned after the known
vulnerabilities have been fixed in case there are other vulnerabilities that were missed
because the service crashed. This option affects the vulnerability and custom scan
policies.

Step 2 — Targets

Create New Job ®x
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Step 2: Select Scan Targets
Enter Scan Targets

Local Node

Enter target(s) Selected Target(s)

More Options. .,
Hode Information

Description: SAINT Built-In Scanner
Status: Active

Remove All
Enter Target Restrictions
Enter target(s) Target Restrictions(s)
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1. By default, Security Suite and SAINTCloud provide access to a single scanning engine
(aka “local node”). SAINT also provides support for a multi-scanner (aka multi-node)
architecture. When defining hosts to scan, step two of the wizard will display the
primary scanner as the highlighted tab (as shown above) as well as providing the
capability to select this or other scan nodes on which to run the scan from the tabs in
the Enter Scan Targets area. If the desired node is not shown, choose the "+" tab and
select it from the drop-down menu. (If the "+" tab is not shown, then all allowed nodes

are already shown.)

To run a scan on multiple nodes, select the desired scan nodes one at a time, and enter

the targets to be scanned by each node under the corresponding tab

Optional — Check the Load Balance box if a load balanced scan is desired. With this
option, the targets will be divided evenly among all available nodes, and the scan will be
qgueued until at least two nodes are available. Click on the Configure button to
customize the minimum number of nodes and the set of nodes among which to run the
scan.

2. Enter the targets (desktops, servers, routers, etc.) to be scanned for this job. By default,
this is done individually through the Enter Target(s) field, but other options are available

by clicking on More Options. See Target Entry Options for more information about these

other options. SAINT allows target selection in one or any combination of several
formats:

e Host names —one or more host names. SAINT must be able to resolve the host
names, either using a DNS server or the /etc/hosts file or an error will result.

e |P addresses —one or more IP addresses.

e Subnets —one or more class C subnets, represented as only the first three octets.
SAINT will expand the subnet to include every IP address beginning with the
given three octets.

e [P address ranges — one or more IP address ranges. Each range consists of a
beginning and ending IP address, separated by a dash. SAINT will expand the
range to include the starting and ending addresses and every address in
between.

e URLs —one or more URLs, such as http://hostname:port/path. SAINT will scan
the target specified in the hostname portion of the URL, specifically including the

web program(s) found on the specified port and path.
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e CIDR network addresses —a network address followed by a slash and a prefix
length. For example: 192.30.250.0/18.

e Previous Scan — use the host information collected from previous scans to select
hosts to scan.

e Passively Discovered Hosts — Scan devices which have been recently seen on the

network, if Passive Host Discovery is enabled.

e Target Groups — select a pre-defined Target Group to quickly load the target list,
or create a target group at scan run time based on the live hosts discovered
during the scan.

o Asset Tags — defined assets to be scanned by Asset Tags assigned in the Asset
table.

e Active Directory — configure the scanner to connect to an AD server to collect
host information.

¢ Amazon Web Services (AWS) — connect to AWS instances

e Azure — connect to hosts residing in Microsoft Azure

¢ Imported File — import host lists from an imported file

e Docker images — Scan Docker images from a registry or repository.

¢ Infoblox — Import targets from Infoblox.

Note: All of these with the exception of Subnets can be used with both IPv4 and
IPv6 addresses. Most of SAINT's vulnerability checks work on IPv6 targets, as
long as any system tools which the check uses (Samba, rpcinfo, Telnet, etc.) are
also IPv6-compatible. Only the Linux version of SAINT is IPv6-compatible. Note
that IPv6 addresses must be specified by IP address, not by host name. The
required Perl modules for running IPv6 exploits are Socket6 and I0-Socket-INET6.
Both are available from www.cpan.org. Also, note that IPv4 and IPv6 addresses

can be scanned together in the same job, with the exception of Subnet target.

Note: Targets can be removed from the list at any time in the job setup, by

selecting the “x” pinned to a target shown in the selected targets box.

Optional — Target restrictions can also be set by entering the target(s) in the
Target Restriction field. This can be useful, for example, if you must exclude
specific IP addresses, hostnames, Internet domains, IP address ranges, subnets,

or CIDR blocks from the scan.

143



User Guide

3. Click Next to manually configure other job settings OR click FINISH to use pre-defined

scan configuration settings and either a) save the job without executing a scan at this

time or b) choosing when to run the job once the job is saved.

Step 3 — Authentication

Optional — Use this tab if you wish to run an authenticated scan and you have the knowledge of

a login and password to the targets.

Create New Job

Scan Info Step 3: Authentication and Credentials

Basic setup and
pon:y selection. e Default Credentials

Izsnnrrddmkaedmnnkfwmcsun These credentials will be used on cach host to attempt authenticated scans

(NSt Certain services.
2 Targets
Select scan targets. Microsoft Windows Domain (Admin): + Set
Windows Domain (non-admin): + Set
Authentication Unix, Linux, MacOs, etc.: + Set
Select credentials. HTTP Basic: + Set
Amazon Web Services (AWS): + Set
Microsoft Azure: + Set
Additional options.
Credentials Manager

Oracle Server:
Microsoft SQL Server:
MySQL Server:

SNMP Version 3:

Web Application:

+ Set
+ Set
+ Set
+ Set
+ Set

Finish

© The credentials manager aliows you to securely store credentials on 2 per-host basis. By default, these credentials
be used in place of any default credentials entered above when appropriate.

# Create schedules and
select ticket rule set.

M Use stored credentials if available Manage stored credentials

I I T

Scans can be executed without providing account credentials (i.e., authentication) to the target

hosts. However, providing authentication credentials does enable scan probes to access the

registry, file attributes, or package lists on remote targets, and provide a much more in-depth

scan. There are three benefits to authentication. First, an authenticated scan can detect

additional vulnerabilities, such as client vulnerabilities and missing hotfixes, which could not

otherwise be detected by probing network services. Second, an authenticated scan is

sometimes able to check for fixes whose presence could not otherwise be determined, thereby

reducing false alarms. Third, an authenticated scan may be able to gather additional

information related to the targets, such as user lists, software inventory, or mobile devices
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which sync with the target. Besides authentication to operating systems, authenticating to
specific services offers additional benefits. For example, authenticating to web servers allows
access to pages within web applications that may be affected by vulnerabilities such as SQL
injection or cross-site scripting. Authenticating to database services allows inspection of objects
within the database system for security weaknesses. Authenticating to the SNMP service will
allow SAINT to collect certain system properties when SNMPv3 is being used.

Default Credentials

This Authentication option enables you to enter a single user/password combination for each
authentication type on all targets.

1. Click on the + Set button for the required platform. For example, Microsoft Windows
Domain (Admin).

2. Enter the username and password.

Optional — confirm the password by re-entering it in the Confirm Password field.

4. Optional — For Windows Domain Admin credentials, you can also click on the Check
Login button to verify the credentials before continuing. If a "Service unavailable"
message is displayed, this typically means the target host was offline or is blocking the
Windows services used for authentication.

5. Click Save.

Further details about the usage for each supported platform’s credentials are described in the

Credentials Manager section of this document.

Default credentials are stored with scan jobs using AES-256 encryption with either a permanent

or ephemeral encryption key. See Ephemeral Encryption Key for more information.

Manage Stored Credentials

The Credentials Manager allows you to store credentials securely on a per-host basis, by a
comma-separated list or by associating the credentials to a pre-defined target list in a target
group. The scan engine automatically uses any stored credentials to speed up the scan setup
time, and will use a combination of manually entered credentials and the credentials manager if

both are used.
e Click on the Manage Stored Credentials button to open the Credentials Manager grid to
view or edit the current list of stored credentials or create a new credentials file for use

in the job.

Refer to the Credentials Manager for more information about creating and storing credentials

for each supported platform.
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Click Next to complete the authentication step.

Step 4 — Advanced

The scan configurations displayed in the Advanced tab are set either by scan default values,
locally modified in the global Configuration tab, or modified at job-level through this step.

Create New Job x

Step 4: Advanced Settings
Scan Configuration Options
Host Discovery Probe Port Password Email Motification File Content Search
Anti Virus TCP Authentication Network Information Process Control . Results
SCAP Configuration Waorkarounds Tunneling Miscellaneous

Timeout
Madium e

Short Timeout Medium Probe Timeout Long Timeout

30 75 180

Extra Long Timeout Max Threads HTTP Connection Timeout
00 o 10

UDP Scan Timeout NFS Timeout SNMP Timeout

120 130 600

Smurf Timeout HTTP Timeout HTTPS Timeout

180 &00 600

HTTP Expect Timeout HTTPS Expect Timeout SMB Timeout

330 330 180

provovs—| x| e —

As shown, these configurations enable you to control such settings as discovery controls; port
settings; e-mail and report delivery settings; anti-virus and content search settings; and a wide-
variety of others. This section will highlight some of the most frequently modified configuration
settings. Refer to the Configuration Tab section for a detailed description of each option.

Host Discovery

SAINT's scanning engine can perform host discovery two ways: using SAINT's proprietary
discovery engine, or with Nmap. The SAINT method is simpler to configure, while Nmap allows
for more customization.

SAINT Discovery Configuration

In order to avoid wasting time scanning hosts which do not exist or are unreachable, the
scanner attempts to discover live hosts at the start of a scan. The method used to discover live

hosts varies depending upon whether a firewall is in place.
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¢ No Firewall Support — The No Firewall Support option is the default, and should be
selected if no firewall is in place. With this option, the scanner attempts to send an
ICMP echo request (ping) to each host. When the host does not respond, the scanner
assumes the host is down and skips further probes.

o Firewall Support — If you are scanning targets that are behind a firewall from a system
that is not behind the firewall, or in any other case where ICMP does not work, choose
one of the Firewall Support options. With these options, the scan engine does not rely
on ICMP for discovering live targets. Instead, there are two alternate options.

e TCP Discovery — This option causes the scanner to use TCP for discovering live
targets. Each potential target in the specified target range will be scanned for a
few standard TCP ports. If there is a response, either that the port is open or that
the connection was refused by the target, then the host is considered to be alive.

¢ ARP Ping Discovery — With this option, the scanner will consider a potential
target to be alive if the IP address can be resolved to a MAC address using the
ARP protocol. The benefits of this method are that it still works even when ICMP
pings and TCP ports are blocked, and it is the fastest discovery method. But it
only works for targets that are on the same local network as the scanner.

¢ Combined Firewall Support — If you do not know whether your targets are behind a
firewall, or if some targets may be behind a firewall while others are not, then choose
the Combined Firewall Support option. This option uses all of the above discovery
methods. It is the slowest option, but also the most likely to succeed in discovering all
live targets.

o Extensive Firewall Support — This option skips the discovery process altogether and
does a complete scan of every target address, regardless of whether it is alive. Hence,
Extensive Firewall Support can lead to a very slow scan, especially if a large target range
was entered. Use this option only when the targets do not respond either to pings or to
TCP requests to closed ports, and do not consistently have any of the standard ports
open.

See the Workarounds section for more information on configuring the standard port. The
firewall support options are intended only to work around discovery issues, and do not allow
the scanner to scan targets behind firewalls which perform network address translation, or IP
address masquerading. Hosts behind such firewalls will still be invisible from the outside and
thus cannot be scanned from the outside.

Nmap Discovery Configuration
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e TCP SYN Scan — Sends empty TCP packets with the SYN flag set. Live hosts will reply with
either a RST or SYN/ACK TCP packet. An optional list of comma-separated ports may be
supplied. If omitted, the default Nmap ports will be used.

e TCP ACK Scan — Sends empty TCP packets with the ACK flag set. Live hosts will reply with
a RST packet. Some firewalls prevent hosts from replying to SYN requests to closed
ports, but may still respond to ACK packets. An optional list of comma-separated ports
may be supplied. If omitted, the default Nmap ports will be used.

e ICMP Echo/Timestamp/Address Mask — Sends ICMP Echo (type 8), Timestamp (type
13), or Address Mask (type 17) request.

¢ UDP Ping — Sends UDP packets to the given ports. Empty packets will be sent to most
ports; however, ports specified in the config/nmap/nmap-payloads will send the
corresponding packets, which will be more likely to illicit a response.

e SCTP INIT Ping — Sends an SCTP packet with the minimal INIT chunk. Live hosts will reply
with an ABORT chunk if the port is closed, or an INIT-ACK chunk if it is open. An optional
list of comma-separated ports may be supplied. If omitted, the default Nmap ports will
be used.

¢ IP Protocol Ping — Sends an IP packet with the specified protocol number set. An
optional list of comma-separated protocol list may be supplied. If omitted, the default
Nmap protocols will be used.

e ARP/ND Ping — Uses Nmap to handle ARP requests instead of the host operating
system. This is useful for scanning local LANs and may improve performance. If IPv6
targets are used, then ICMPv6 Neighbor Discovery is used instead of ARP.

Port Settings

Use Heavy Port Ranges — Check this box to include all ports defined in the heavy ports lists (TCP
and UDP). Leave this box unchecked to run scan using only ports listed in common ports lists
(TCP and UDP).

These configuration options provide granular port setting control for “All” ports or specific TCP
and UDP ports. Each text box in this tab display the current defined list of ports and port ranges
for TCP and UDP port for heavy scans, common port scans, OS types and authentication tests.
The boxes are designed to fit inside of the confines of the Port tab. However, you can use the
up/down arrow in each text box to scroll through the list and make changes. Or, click and hold
the mouse pointer on the lower right corner of a text box and drag it out to make an individual

box larger and easier to view/edit the content.
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E-mail Notifications

These configuration options define whether you wish to send an e-mail alert and content to e-

mail recipients once a scan has been completed for the job being defined. Use the fields in the

upper section of the tab to do the following:

e First section:

Set the e-mail notification flag by clicking the Send E-mail checkbox

Define a local mail server (blank uses the recipient's default mail configuration)
Define the e-mail address that will display as the e-mail’s “From” address
Define an e-mail “display name” for the from addressee

Set a trend length if you wish to send trend reports in the job notifications. The
default O uses all scans for the job to build trends.

Define a default name and attachment. You can also be more granular and
define specific report names in individual e-mails if you intend to send multiple

reports.

¢ Lower sections subdivided by horizontal lines:

Each section provides the capability to define individual e-mail notifications.
Each with their own comma separated e-mail addressee list; report name,

subject, report type (e.g., executive report) and report format (e.g., PDF).

Click Next once you have completed any Scan Configuration options, to continue the job setup.

Step 5 — Finish

Step five is the last step in setting up a scan job, and enables you to define the job schedule;

select a Scan Window, if applicable, and apply a pre-defined Ticket Rule Set, if applicable.
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Create New Job ®

Scan Info Step 5: Schedules and Ticket Rule Set
Basic setup and scan
policy selection. Job Schedule

|6 You may opt not to create a schedule for this job at this time.

Targets

Selact scan targets, Create a new Schedule Schedule(s)
Schedule Immediately

Schedule Once

Authentication Schedule Recurring

= Gl Create Scan Window

Scan Window

Advanced

s Ko Ticket Rule Set

IEMmameWruhmmwﬁwlﬁkpﬁm

Finish )
Create schedules and Select Ticket Rule Set
select ticket rule set. ki

Once all final decisions are made to control the scan activity and post-scan ticket
generation/update, you must click the Finish button to save the changes and execute any
changes you’ve made — either during job creation time or editing an existing job to adjust these
settings.
Scheduling
These options include running the scan now (immediately); scheduling the scan to run at a
specific date/time (schedule once); and schedule continuous scanning (schedule recurring) for
this job, based on defined date(s), day(s) of the week and frequency. Each option is described in
detail below:
Schedule Immediately
Select this option to send the job to the scan queue immediately after finishing the job setup.
This option will be displayed in the Schedule(s) window to confirm your selection.
Schedule Once
Select this option to display the One-Time Schedule dialog, and configure the job to run on a
specified date/time.

1. Enterthe date to run the job

2. Enter the time to run the job

3. Click Add
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This option will now be displayed in the Schedule(s) window to confirm your selection.
Schedule Recurring

Select this option to display the Recurring Schedule dialog, and configure the job to start on a
specified date/time; set when the job should run; and (optionally) when the recurring job

should end.
Recurring Schedule S
Repeat: |Daily /| RepeatEvery: |[1 | days
Begin Date Scan Time

July 2017 > o

T8
B | 10|11 12 13| 14| 16
16 | 1T | 18| 18| X | 21| 2
23 M 25 M| 27|28 20
a0 |

Schedule Ends:
® MNever

2 After |2 Oecurrences

) Before End Date

Save

First, select the period to repeat the recurring scan (daily, weekly, monthly)

2. Use the Repeat Every [number]. Set the number of [days, weeks, months] to set how
frequently the job should run within the day, week, or month setting.

3. For weekly scans, define the days you wish to run the scan during the week.

4. For monthly scans, use the radio button for Day [number] of the Month to define the
recurrence based on a calendar date. For example, “Day 15 of the Month” runs the job
on the 15th day of each month. Alternatively, you can also choose the radio button for
“The [1st-5th] [Sunday-Saturday]” option to set the job to run on a specified day during
the month. For example, run the job on the “Second Tuesday” of each Month, to

support a Microsoft Patch Tuesday assessment.
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5. Set the Begin Date to define when the job should start for the first time.

6. Set the Scan Time by sliding the hour and minute bars to the applicable hour and
minute, using a 24-hour time clock.

7. Next, define when the job schedule should end. The first option is to Never end the
recurring schedule. This radio button is selected by default. Setting this value ensures
the job runs, as defined, until you edit the schedule and choose to modify or disable
(stop) the schedule. A second approach is to run the job for a pre-defined number of
times. Choose the radio button for the After [number] Occurrences. A third option for
defining the end of the schedule, is by a defined date. Use the radio button for Before
End Date to display the End Date calendar and select the month/date/year you wish to
end the scheduled job.

8. Click the Add button once you have defined all of the settings for the recurring job.

The following shows an example of a recurring job schedule to run scans on the second
Wednesday of every month for 6 months, to validate patches applied after each Microsoft
Patch Tuesday bulletin release:

Recurring Schedule *
Repeat: |Monthly v Repeat Every: L months

O Day 1 of the month
® The |Second ¥||Wednesday v|

Begin Date Scan Time
July 2017 === 02:00

BHORDOEDER

i Time 02:00

" ¢ I "
11 |42 | 13 | 14 | 16 our
I Minute
% |2 |27 | 20

Schedule Ends:

) Mever

® After|s | Occurrences

2 Before End Date

Save
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The Schedule(s) window is displayed to confirm your selection:

Create New Job x

Scan Info Step 5: Schedules and Ticket Rule Set
Basic setup and scan Job Schedul
licy selection. Le] edule
— = § Tou may o Recurring every 1 months Second Wednesday at 02:00 for 6 scans
starting on or after 2017-07-06
;E:;E:?nt:rguls Create a new Schedule Schedule(s)
Schedule Immediately Recurring
Schedule Once
Authentication ;... Schedule Recurring

= S Create Scan Window

Scan Window

Advanced

e Ticket Rule Set

Pmmmammﬂmmwmmﬂm

Finish
Create schadules and Salect Ticket Rule Set
select ticket rule set. fut

PrL.UiDus m

Click the Finish button to save your job and send it to the job's queue for its schedule execution.

Return to the Job grid and click the Refresh icon. You will now see the new job in the display,

along with the current status of execution:

Dashboard o v Report * Ticket = Exploit = Manage * Configuration *

Scan lobs  Schedules  Assets  Polices  Credentials Manager  Benchmark Scanning

Grid Actions
Scans lobs
@ 14w paEEDU“ [ u Viewl-10of1
O Actions Job i = Job Name Owner Last Run # Scans Target Group # Targets # Schedules
| I 1 1|1 | | 111 | | |
D|. Pl B 1| First Scan admin 0| saint-data 1| 1

Click on the Scans tab to view the ongoing status of the current scan for the Job:
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Dashboard Scan ¥ Analyze * Report * Ticket * Exploit * Manage * Configuration *
ScanJobs  Schedules Assets Policies  Credentials Manager  Benchmark Scanning
Grid Actions v
Scans Jobs
@ PagelZl of 1 viewil-1of1
H| Actions Scan # lob Name = Start Time End Time # Targets # Results Status Progress
| ] ] [ [~
O 00 | n = 1| First Scan 2017-07-06 10:55:39 1 Running 17%
< >

Scan Window

The Scan Window feature provides the capability to set a time period (scan window) during
which recurring scheduled scans can run. The scan window start time/date is the time a
scheduled scan will resume (if scheduled scan is currently paused) and the scan window end
time/date is the time a scheduled scan will pause (if scheduled scan is currently running). The
defined scan window time frames are used to send signals to the scheduled scan process to
ensure scheduled scan processes do not run during times outside of the scan window range.

The following are example use-cases:

Use-case 1 — | want to schedule a daily scan job to run only between 9 p.m. and 3 a.m. the next
day. In this case, the scheduled scan job will start at 9 p.m. and run until 3 a.m. unless it
completes before then. If it does not complete by 3 a.m., the scheduled scan job will pause and
resume when the next allotted start scan window is reached (i.e., daily at 9 p.m.) If it completes
the night before, a new scan will start at 9 p.m. and will run with the same settings as the

previous scheduled scan.

Use-case 2 — | want to run a weekly scheduled scan job to run only on Saturday starting at 9
p.m. and pause (if not yet completed) on Monday at 6 a.m. for a scan job that may take a long
time due to the size and complexity of the targets. In this case, the scheduled scan job will start
on Saturday night at 9 p.m. and more time must be allocated for this large job to minimize the
possibility that it will not complete within the scan window and overlap with the next scan
window. If it does not complete by 6 a.m. on Monday, the scheduled scan job will pause and
will only resume when the next scan window is reached.
Create a Scan Window

1. Create a scan window for the job by clicking on the Scan Window button in Step five of

the job wizard. If you are editing a job that has an existing scan window, this option will

display Edit/Delete Scan Window to view and modify the existing window.
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The following dialog will be displayed to define the Scan Window Start (resume) Time
Period and Scan Window End (pause) Time Period.

Scan Window x

Scan Window Start Time ~

112 v|00 v|PM V|

Scan Window Start Date

Every Day

Every |Monday hd

Day|1 V||Every manth hd

®

OO0

O

O

|First V||Mcmday V|of|every month b

Scan Window End Time

112 v|o0 v|pM V|

Scan Window End Date

® only[o1 v][o1 v|

O Every Day
O Every |[Monday v 4

Save Remove Scan Window

2. As described in the example use-cases, define when you want the scans to be allowed to
run. Remember to complete both a Start and End period for the scan window.
3. Click Save to create the new scan window and return to the finishing steps of the job

setup.

View, Edit, Delete a Job's Scan Windows

To view the current settings of a scan window, click on the Edit (pencil) icon for the job in the
Manage Job’s grid, and navigate to Step 6 of the wizard. Notice that the scan window option
has changed to Edit/Delete Scan Window. This verifies the job has a defined scan window. Click
on the Scan Window button to display the current settings. You can now edit the settings and
re-save, to change the scan window and re-run the job. Or, you can click the Remove Scan
Window button to delete the scan window and continue using the job without a defined scan
window.
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Select a Ticket Rule Set for a Job

As defined in the Ticketing section, you can create one or more rules for determining ticket
assignments based on parameters such as: a target list, host operating system platforms, type
of vulnerability, severity of a vulnerability or even ranges of CVSS score. These rules are
packaged in a parent Rule Set and then used at Job creation time to ensure tickets generated as
a result of vulnerabilities detected during a job’s scans are assigned to the proper individual for

remediation.

Ticket Rule Sets are made available, based on the user’s permission settings, via a drop-down

list in Step five of the job creation wizard. Selection of a Rule Set is optional. Select an
applicable Ticket Rule Set only if you wish to automatically assign remediation tickets generated

from the job’s scans.

Besides choosing a ticket rule set here, if allow override is chosen in the Enable Ticketing

setting, this is also where generation of tickets can be enabled or disabled for the job. Under
Create Tickets, choose yes or no to enable or disable ticket generation for this job, respectively.
The third option, When vulnerability matches a rule, can be used to cause tickets to be created
only for vulnerabilities which match one or more rules in the selected rule set.

Once all settings have been defined for the Job, click the Finish button to save the job and send

it to the queue for schedule execution.

Target Entry Options

Besides the default method of specifying targets individually, there are also several options
available to assist in selecting or importing multiple targets in a single step. These options are

described in the following sections.

Free-form Target Entry

Free-form target entry allows you to copy and paste an existing list of targets rather than
entering them one at a time. This may be useful if you already have your target list saved in an
external document. To use free-form target entry:
1. From either the Create/Edit Target Group dialog or step 2 of the scan job wizard, click
on More Options... under the Enter Target(s) box.
2. Click on Free-form Target Entry to open the free-form target entry dialog, which is

shown below:
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Free-form Target Input ®

@ Enter any number of targets in any combination of valid formats. Entries must be
eparated by commas or whifespace (spaces, tabs, or linebreaks).

Cancel

3. Enterthe targets by hand, or copy and paste the target list into the text area. Targets
must be separated by spaces, line breaks, or commas. The same target formats are
allowed here as when entering targets individually. Mouse over the valid formats link
for information about the acceptable target formats.

4. Click on the Add button. This will populate the Selected Target(s) box with the targets

you entered.

Choose Targets by Target Group

Target Groups provide the capability to pre-store a collection of hosts or host ranges to
decrease the time it takes to set up scans. For example, a Target Group has been defined in the
example below for a range of internal addresses for hosts to be scanned in a data center.
Rather than remembering the IP range, the group was defined ahead of time and selected at

job setup time.
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Choose Targets by Target Group x

0 A target group is a collection of pre-configured scan targets. Associating this job with a target group will
port the targets for that group. You will still be able fo select a scan policy and reporting options.

Please select a target group to associate with this job. (Optional)
knone> X | = | or Create a new Target Group

<none>
East Coast Data Center

Ok Cancel

Also note that you can create Target Groups at job run time by selecting the “Create a new
Target Group” option, and giving the Target Group a name. The live hosts discovered for the

target(s) entered in the job target list will be used to populate the new Target Group upon scan
completion.

Choose Targets by Asset Tag

Choose Targets by Asset Tag to display the following Asset Filter dialog:
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Asset Filter b

Tag Name Tag Value

[
CPE

0S Class
0S Type

Function Clear
Criticality
Availability
Location

QOwner
Business Cost

OK Cancel

Select a Tag Name for the tag(s) to be displayed.

Click on the Tag Value. Use Control-Click to select multiple options.
Click the Add button to add the filter to the Filter Criteria box.
Repeat steps 1-3 to add additional criteria for the Target list.

vk wnN e

Click OK to save the criteria and add the Asset Tags to the Target List, as shown below:
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Create New Job x

Step 2: Select Scan Targets

Enter Scan Targets
Local Node

Enter target(s) Selected Target(s)

TAG~(Criticality~High) AND
More Options... ~
Node Information (Location~Arizona SOC) [asset_tag]

Description: SAINT Bullt-In Scanner
Status: Busy

Remave All

Enter Target Restrictions

Enter target(s) Target Restrictions(s)

Choose Targets From a Previous Scan

When creating a job or target group, besides allowing you to enter new targets, the job wizard
also supports creating target lists from hosts that have already been scanned. This may be
convenient if you want to scan just a subset of the targets from an existing job. You can also run
a scan using the Discovery policy initially to find live targets, and then select targets from that

scan to populate the target list for a heavier scan.
To choose targets from a previous scan:
1. From step two of the scan job wizard, click on More Options... under the Enter Target(s)
box.

2. Click on Choose Targets From a Previous Scan to open the list of previous targets, which

is shown below:
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Select Scans ®
Joba Soamu
124 3 ealpcind 1ol 1 ealaciad [1% st peDant So8E
dob Target Group Policy 0 BatalTime & Loy # Vuina
1 | MG Corpoeate Officn Vil 1 aainl-dats Haryudrmrabidsy S ?|J|:|1:I'.1}]'.l3||-15.2‘ i1 _M-nme-qjsa
P | hdiarni Gt Conritins ‘ool mca Enat Gt Darte Carded HoayVulrarabilty Sod
Farifl Sgan il At FlELia

Choose Targets From Previous Scan x

Choose Scan Targels ~
D TRis o SICWT you 10 CROGES PO FATDES ARSCh AR OLECOWSNSD dLnng @ DBAGUE BCRT.

[ I

| Select Data Set |
Host Nams IF Address = Host Typs Hode Name
]
O 10.80.2 10.8.0.2 Cies 5123 Lzl Mot
O | vo.8.0.90 10.8.0.10 Linux Lozl Moda
{08011 B0 11 Wirsdows Saroer 2003 5 Local Mode
O [10.8.0.14 10.8.0,14 Windows X0P Loxcal Moo
L1 106019 1LE0.18 Fad Hal & Lescnl Moo
O 10e0.21 10.8.0.21 Wirsdows T Loscal Modhn
L1} 10.6.0.35 16035 Liurta 1204 Ll Moo
| 10.8.0.36 10.8.0,36 Linux 2,632 Lozl Modn
0| 10.5.0.38 10.8.0.38 Wirsdaws. Liscanl Moo
@ ;| . o p.u.l. Joar v \..- e 1 - B0l B w

OK Cancel

3. Optional — Click on the Select Data Set button to choose the scans from which to select
targets, and click OK.

4. Check the box beside each target you wish to add. Or, click on the box at the top-left
corner of the grid to add all visible targets. Use the filter boxes in the second row of the
grid to narrow down the displayed targets as desired. If there are many targets, use the
paging buttons at the bottom of the grid to view additional targets.

5. Click on the OK button. This will populate the Selected Target(s) box with the targets you
selected.

Choose Passively Discovered Hosts

If the passive host discovery option is enabled (see Passive Host Discovery), this option allows
you to easily scan the devices which have been recently seen on the network.

To scan passively discovered hosts:
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2. Click on Choose Passively Discovered Hosts. The following dialog box will appear:

Choose Targets From Passively Discovered Hosts x

Choose Scan Targets

© This grid aliows you to choose from hosts which were discovered passively.

® Scan all passively discovered hosts
O Scan hosts which haven't been scanned in last 90 days from scan date
O Select hosts to scan

3. Click on the button for one of the three options:

e Scan all passively discovered hosts — This option will dynamically generate the
target list every time the scan job runs, to ensure that all recently seen devices
are scanned.

e Scan hosts which haven’t been scanned in last N days from scan date — This
option will also dynamically generate the target list every time the scan runs. All
passively discovered hosts which have not been scanned in the chosen number
of past days, including hosts which have never been scanned, will be included.

o Select hosts to scan — Selecting this option will open a grid allowing you to select
one or more hosts to scan from the current list of passively discovered hosts.

4. Click on the OK button. This will populate the Selected Target(s) box with the option you
selected.

Import Targets From Active Directory

To assist with the scanning of Windows domains, import target lists from an Active Directory
server (typically a domain controller). This allows scan jobs to automatically include every
computer which exists in the domain controller’s directory under a specified domain. It is also
possible to customize the search to reduce the list down to those computers which have

specific properties in the directory.

To import targets from Active Directory:

1. From step two of the scan job wizard, click on More Options... under the Enter Target(s)
box.
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2. Click on Import Targets From Active Directory. That opens the dialog shown below.

Import Targets From Active Directory x

Active Directory Server Address

Active Directory Port
389 [JuUse SSL

@ Credentials will be sent in clear fext!

Active Directory Domain

Examples: company.local or DC=company, DC=local

Login (including domain)

Example: DOMAIN\Administrator

Password

# Advanced Options

OK Cancel

3. Enter the IP address of the Active Directory server.

4. Check the Use SSL box if you want the LDAP request to go over SSL. (i.e.,
LDAPS) Warning: If you choose not to check this box, your credentials will be sent to
the Active Directory server in plain text. If you check this box, then the certificate of the
Active Directory server must be installed on the system running SAINT. See

http://www.sans.org/reading-room/whitepapers/protocols/ssl-secure-ldap-traffic-

microsoft-domain-controllers-33784 for further instructions.

5. Optional — enter the LDAP port used by the Active Directory server. In most cases, the
default is the correct port, and this field shouldn’t be changed.

6. Enter the Active Directory domain. This can either be formatted as a Windows domain
(such as company.local), or an LDAP Base DN (such as DC=company,DC=local).
Enter the Active Directory login (including the domain name) and password.

Optional — Click on the Advanced Options button.


http://www.sans.org/reading-room/whitepapers/protocols/ssl-secure-ldap-traffic-microsoft-domain-controllers-33784
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a. Modify the search filter if desired. The filter should be formatted as defined in
RFC 4515. The default filter searches for all computers in the specified domain.
b. Leave Resolve Targets to IP Addresses checked if you want the targets to appear
as IP addresses in your target list, or uncheck this box if you want the targets to
appear as fully-qualified host names in the Active Directory domain. Warning: If
you uncheck this box, it may be necessary to configure the scan node to use the
Active Directory server as its DNS server in order for it to resolve the host names.
9. Click on the OK button. This will perform the Active Directory search and populate the
Selected Target(s) box with the resulting targets.

Import from a File

This option provides the capability to import target lists from an external file. Use the Browse
button to select a plain text file containing a comma or whitespace (spaces, tabs, linebreak)
separated list of targets. Once the file name is displayed in the form field, click the Import

button to import the list to populate the target list in step 2two of the wizard.

This feature also provides the capability to create a Target Group at job runtime, by entering
the title of the new Target Group field, and checking the “Create Target Group” checkbox in the

highlighted area above the import form.

Import AWS EC2 Instances

To assist in scanning your Amazon Web Services (AWS) environment, import EC2 instances from
a chosen region into your scan jobs. These instances are resolved to their current IP addresses
every time the scan runs, to ensure that the correct targets continue to be scanned even if their
IP addresses change. There is also an option to include all newly created instances in future

scans, to ensure that the entire environment continues to be scanned as it expands over time.

To import AWS EC2 instances:

1. From step two of the scan job wizard, click on More Options under the Enter Target(s)
box.

2. Choose Import AWS EC2 instances from the pop-up menu.
Enter your AWS Access Key ID and AWS Secret Access Key. (To obtain an AWS access
key, log into the AWS console, and go to Identity & Access Management on the AWS

console home page, or Services > Security & Identity > IAM. Create a user, or select an
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existing user and choose User Actions > Manage Access Keys > Create Access Key. (The
IAM user must have at least AmazonEC2ReadOnlyAccess permissions.)

Optional: Check the Remember box to save the AWS Access Key ID and AWS Secret
Access Key entered above in your user profile. This will cause these fields to be
automatically completed in the future.

4. Choose the desired AWS region from the drop-down menu.

5. Click on the Import button. This brings up a grid displaying information about all EC2
instances found in the specified region.

6. Allinstances which are accessible from the selected scan node are selected by default. If
you want to exclude any of these instances from the scan, deselect them by clicking on
the corresponding checkboxes. (Note: For an instance to be accessible from the selected
scan node, it must either have a public IP address or be in the same VPC as the scan
node.)

7. Optional. If you are creating a recurring scan job, check the radio button beside Scan
selected instances and any running instances not shown above to ensure that your
entire EC2 environment continues to be scanned as it expands over time. If this button
is checked, then SAINT will check the selected AWS region for new EC2 instances every
time the scan runs, and will add those of which are accessible from the selected scan
node to the target list.

8. Click on the Import button. The selected instances, identified by their region and

instance ID, will appear in the Selected Target(s) box.

Import Microsoft Azure Instances

To create an Azure user, log into https://portal.azure.com and go to Azure Active Directory >

Users > New User. Enter a name and username and click Save. Then go to Subscriptions and
click on your subscription. Go to Access Control (IAM) > Add Role Assignment. Add the Reader
role to the user you just created and click Save. Log in as the new user and change the
password.

In the scan Job wizard, enter the Azure Subscription ID, Azure UserID and Azure User’s
Password.

Click the Import button to configure the scan Job to connect to Azure and scan the host(s)

associated with this subscription.
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Scan Docker Images

To assist with the scanning of Docker container images, SAINT allows you to specify an image in
a Docker registry, a repository on a remote host running SSH, or a local repository on the
scanner. When you use any of these options, the scanner will download and temporarily run
the specified image on the scanner. While the container is running, the scanner will scan its IP
address (which is typically a private IP address visible only to the scanner) and run local checks
inside the container. The scanner will remove the temporary container and any downloaded
files when the scan completes.

In order for a Docker image scan to work, Docker must be installed on the scanner, and the
image must be compatible with the scanner’s kernel and architecture. Furthermore, the Docker
image must be able to run persistently by default. An image that runs a single command and

then exits will not stay running long enough to be scanned.
To scan Docker images:

1. From step two of the scan job wizard, click on More Options... under the Enter Target(s)
box.
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2. Choose Scan Docker Images. The following dialog will appear:

3.
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Docker Image Scan %

© Choose a Docker image to scan. The scanner will download
and run the image in a temporary container to scan . The image
must be compatible with the scanner's kernel and architecture

Docker Image Source
| Default registry (DockerHub) v
Docker Registry Login
Docker Registry Password

Repository

Tag

OK Cancel

Choose the source of the Docker image:

a. Default registry (DockerHub) — The image is in a repository located at
hub.docker.com. A login and password for the registry is required.

b. Otherregistry — The image is in a repository located at a Docker registry other
than the default registry. The IP address or hostname of the registry server is
required in addition to the login credentials for the registry.

c. Remote repository (SSH server) — The image is located in a repository on a
remote host which is running SSH. The IP address or hostname of the remote
host and the host’s SSH credentials are required. The image will be exported on
the remote host and transferred using the SCP protocol.

d. Local repository (on scanner) — The image is located in a local repository on the

scanner.

4. Enter the repository name and the tag name. If the tag name is omitted, the latest

image in the repository is used. If a registry was selected in the previous step, you may
either enter the repository in user/repository format or just the repository name. If just

the repository name is entered, the user name will be prepended automatically.
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Click on the OK button and continue through the scan wizard.

If you chose “Remote repository (SSH server)” above, click on the Set button beside
Unix/Linux/Mac in step 3 of the scan wizard, and enter the SSH credentials for the
remote host.

Infoblox

SAINT Security Suite can import “USED” targets from Infoblox while creating a scan job, and
automatically grab new targets before each scan run. (See Configuration)

Importing Targets

After the Infoblox configuration is completed, the option to import targets from Infoblox will be
available during job creation. Click on the “More Options” link in step #2 of the job creation

wizard.

Create New Job

Step 2: Select Scan Targets

Enter Scan Targets

Local Node

Enter target(s) Selected Target(s)
?

b
Node Information 3 Free-form Target Entry

Description: SAINT Built-In| Choose Targets by Target Group

Status: Active

Choose Targets by Asset Tag

Choose Targets From a Previous Scan

Choose Passively Discovered Hosts

Import Targets From Active Directory

o Import Targets From File

Enter Target Restriction| .
Import AWS EC2 instances

Enter target(s) Import Azure virtual machines

Import Targets From Infoblox
Scan Docker images

This will open a form, allowing targets to be imported by subnet, IP range, or zone.
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Create New Job

Import used targets from Infoblox

@ 7o configure Infoblox integration in SAINT, navigate to
Configuration -= System Options -= [nfoblax.

Infoblox User
admin

Remember user

Infoblox Password

Import From
Zone i

or Import Zones| vl

Generate the target list based on the
selected criteria at scan run time.

If this option is not selecied, cnly the
targets that are populated now will be used.

Import Cancel

When it comes to zones, there is an option that will populate the zone list after the credentials

have been entered. Users can also input the zone into the field next to the Zone field.

|Zone  v|
or Import Zones | v |

Generate the target list based on the

selected criteria at scan run time.
If this option is not selected, only the
targets that are populated now will be used

| Import ‘Cancel

While importing targets from Infoblox, there is an option to save the criteria that gets used
before each scan run. If this option is enabled, then the target list will be expanded to include

new targets found based on the subnet, zone, or range before each scan starts within the job.
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View Job Details

The Action column of the Jobs tab provides an option to view basic information (name,
description, target group, target lists, and scan policy) about each job, as well as detailed about

job schedules, execution history and status files. Click the Information option (“i” icon) on the
job row that you wish to view. An example of this display is shown below:
Job Details x
~ Job Information
Job Name Miami Data Center Vulr
Description Miami Data Center Vuln scan
Target Group East Coast Data Center
+ Save Changes
v Targets
» Scanning Configuration
»  Schedules
» Execution History
Close

Clicking on the section headings in this window will expand the selected section and provide
further details such as the Target List, scan Schedules and the Execution History that displays

details about scans that have been run for the job.
Host-Based Assessments

Starting a Scan

There are currently three scan policies which can be used with the Agent: Local Checks, OVAL
Definitions, and Configuration Benchmark.
1. Local Checks
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a. Windows
i.  Patch checks
ii.  Application checks
iii.  Firewall status
iv.  Software inventory
V. Open ports
b. Linux/Mac OS
i.  Patch checks
ii.  Application checks
iii. Open ports
2. OVAL Definitions (Windows/Linux/Mac OS)
a. All OVAL definition content found at the CIS OVAL Repository may be used.
b. Content from other sources will work as well.
3. Configuration Benchmark (Windows/Linux/Mac OS)
a. Perform configuration scans using benchmarks available from USGCB, DISA, CIS,
and others.
To start a Host-based Assessment, load up the job creation wizard by using the ‘+ Create’
button at the top right of the Ul and clicking on Scan Job. You can also access the wizard by
navigating to Scan > Grid Actions > Create Job.

Select the Host-based Assessment from the Select Policy Category dropdown. Now, from the
Select Policy dropdown, you can choose Local Checks, OVAL Definitions, or Configuration
Benchmark.

**|f performing an OVAL Definitions or Configuration scan, benchmark/OVAL content must first
be downloaded or imported from Scan > Benchmark Scanning. From this page you can import
one of the predefined benchmarks or OVAL Definitions, or import your own.

Step 1
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Scan Info
Basic setup and scan
policy selection.

Targets

Select scan targets.

Create New Jobh

Scan Info

Basic setup and scan

policy selection.

User Guide

x
Step 1: Scan Job Information
Name & Description
Please enter a unique name for this job.
Local Checks Job
Please enter a detailed description for this job. (Optional)
Select a Scan Policy
Select Policy Category Select Policy
Host-based Assessment - IF)cal Checks]
Local Checks SAINT Scanning Agents to perform
Configuration Benchmark ks. It also performs information
gaurormg tasrs sucrras-wewrangreWall status, reporting open ports, and
more.
*

Step 1: Scan Job Information
Name & Description

Please enter a unique name for this job.
test

Please enter a detailed description for this job. {Optional)

Select a Scan Policy

Select Policy Category Select Policy
Host-based Assessment - Configuration Benchmark

Select Benchmark

Select Profile

|x_ccdf_gu\r_nist _profile_united_states_government_configuration_baseline_versien_2.0.5.1 v |

172



SAINT Security Suite

Step 2
After selecting a policy, click on Next to get to the target selection step. Click on the Enter
target(s) text box and there will be three options:

1. All Assets - This will allow all agents to perform scans

2. Asset Tag - This will perform scans against assets that only have certain tags

3. Pick List - This lets you select individual agents from a grid

Create New Job ®

Step 2: Select Scan Targets

Enter Scan Targets

Enter target(s) Selected Target(s)

All Assets
Select by Asset Tag

Select from Pick List

Remove All

T T

Step 3
The last step is to schedule the scan. The scan will initiate from a given start time, or
immediately, and await connections and data from agents for the number of hours specified in

the Duration field.
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Create New Job x

Step 5: Schedules and Ticket Rule Set
Job Schedule

) You may opt not to creste a schedule for this job at this time.

Schedule(s)
Immediate

Create a new Schedule
Schedule Immediately

Schedule Once

Schedule Recurring

Scan Duration
12| Hours

Ticket Rule Set

@ You may choose a tickst rule set to apply when this job runs.

Select Ticket Rule Set

Checking Scan Progress

The progress of each Agent can be checked during and after a scan by clicking on the orange
Details link in the progress column. The progress percentage is determined by the number of

completed scan tasks divided by total number of scan tasks across all agents in the scan.

Security Suite

Analyze ~ Report » Ticket = Exploit * Manage v Configuration

ScanJobs  Schedules  Policies  Credentials Manager  Benchmark Scanning
Grid Actions +
Scans Jobs
@ 1« <« Page|1 ofl » w1 |20 ¥ \
Actions Scan# ¥ Job Name Start Time End Time # Targets # Results Status Progress E
v
00 |« 8 Local Checks Job 2018-11-08 16:34:28 41 |Running Loc
00" | g 7 CIS Winlo 2018-11-08 14:46:19  2018-11-08 14:52:42 254 Finished “ s,
00 | 6 scap 1.0 test 2018-11-08 13:49:49 |2018-11-08 13:52:13 241 Finished cor
00 - | g2 5/1.2 Benchmark Local  2018-11-08 13:47:32 | 2018-11-08 13:48:54 3 Finished Cor
00 - | g 4/1.2 Benchmark Local ~ 2018-11-08 13:41:35 | 2018-11-08 13:42:51 3 Finished Cor
00 | g 3 1.2 Benchmark Local ~ 2018-11-08 13:33:01 | 2018-11-08 13:34:28 3 Finished Cor
00| g 2 1.2 Benchmark Local ~ 2018-11-08 13:12:14 | 2018-11-08 13:13:41 3 Finished cor
00 - |7 1 LocalChecksTest 2018-11-08 13:02:48 |2018-11-08 13:05:42 138 Finished Loc

Clicking Details will bring up a dialog containing the status of each scan task for each agent.
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Host-based Scan Details

Task Task Status Start Time Agent GUID

Scanning

rscnb018.example.com

win_open_ports sent 2018-11-08 16:34:56 | dbdlcedbde5941109e6e5e6f7bf52305
win_fw_status done 2018-11-08 16:34:54 | db41lcedbde594110%e6e5e6f7bf523b5
win_filechk sent 2018-11-08 16:34:56 | db4lcedbde5541109e6e5e6f7bf52305
win_registry sent 2018-11-08 16:34:56 | db4lcedbde5541109e6e5e6f7bf523b5
o Page|l |ofl E View 1-4of 5

The status categories are:
a. Scanning — Agent is in the process of performing scan tasks
Finished — Agent has finished scanning
Hasn’t checked in — Scan is running but the Agent has not been seen yet

Didn’t check in — Scan is complete, but the Agent never connected

o oo T

Partially Scanned — Some of the scan tasks were completed, but others did not finish.
This could occur due to stopping a scan or the scan ending.
The scan tasks are the various probes which run on each Agent. They have three states:

1. New —task is waiting to be started on the Agent

2. Sent —task has been started on the Agent

3. Done —task has been completed and results returned

Edit Jobs and Save As

The scan job creation wizard is also used to support editing the settings of an existing job. This
can include editing the job Name, Description, Target lists, Targets to Exclude, the Policy,
detailed Configurations and Email notifications, Authentication and running the edited job
Immediately or adding a new scan schedule. The only limitation is removing (deleting) an

existing schedule. You must use the process described in the Edit Job Schedules, to edit, enable

or disable a job’s schedule from the scan queue. Note that editing settings such as the target
list, target exclusions, scan policy, authentication settings and others can dramatically affect the
scan results from previous scans associated with the Job and future scans. So care should be
taken when editing an existing job to ensure the integrity of the intended purpose of the job
(such as trend analysis or performing a specific assessment like content scanning or a

compliance analysis) is not compromised. Follow these steps to edit an existing job:
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Navigate to the Scan page’s Job tab.

Click on the Edit option (pencil icon) for the job to be modified. The job creation wizard
will be displayed with the existing job settings populated in each step.

Navigate to the applicable steps and scan setting, as you did during job creation, and
update the required settings.

When all changes have been made, navigate to Step five and click Finish. A confirmation
dialog will be displayed to ask whether you wish to save the changes for the existing job
or "save as" a new job. Once you have made your selection, the changes will be saved

and executed, as applicable.

Edit Job Schedules

The Job Details dialog provides support for editing the name and description, as well as

managing the schedules defined when the job was created (see Step 5 — Summary of the job

creation process for more details). The following describes the steps for viewing a job’s

information and editing this information.

1.
2.

Click the Edit option (pencil icon) on the job row that you wish to edit.

Edit a job’s name and description can be done by clicking in the applicable text box and
typing in the revised text. Click the Save Changes button once you’ve completed the
changes.

Expand the Schedules section of the Job Details to view the current schedules defined
for the job.
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177

lab Details

= lob Information

leb Name Corporate Office Micros
Deicription Corporate Office Microsoft Tuesday

sCan

Target Group saint-data

/ Save Changes

* Targets

+ Scanning Configuration

= Schedules

Add One-time || Add Recurring

Schedule £1 Delete Edit ~Enabled

Start Date F017-07-09
Schedule Recurring ewery 1 months on day 1 at 02:00 starting on o after 20070709

*  Execution History

Close

4.

a.

Editing Job Schedules through this feature supports the following options:

Add One-time — click this option to add an additional scan that will run once,
based on the job definition. The Run Once dialog will be displayed to define the
date and time to run the job.

Add Recurring — click this option to add a new recurring scheduled scan for the

job. The Recurring Schedule dialog, also used in the job creation wizard will be

displayed to define the settings for the new recurring job schedule.

Delete — click Delete to remove the currently selected schedule.

Edit — click Edit to view the selected schedule and edit when scheduled scans
should run for that schedule.

Enable — Check this box to activate the selected schedule and run scans for the
job based on the schedule’s settings. Uncheck this box to cancel any further
scans being run based on the selected schedule.

Note: there may be existing scan activity currently underway if your revisions are
being done at the time a job schedule is to be executed. Individual scans can be
stopped by navigating to the Scan grid and clicking the Stop button on the

applicable scan.
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Copy Jobs

Owners of jobs, and users with “Copy” permissions to applicable job(s), may copy existing jobs
and use them as a starting point for a new job. For example, a job owner may use an existing
job to perform similar scans across a number of host environments, as different jobs. Or, an
administrator may develop a job with a number of customized configuration settings and then
permit other users to copy that job to use in their own work, such as using the copied job to
enter their own targets for managing their own scans while taking advantage of previous efforts

in configuring a job template for consistency across teams. To copy a job:

Navigate to the Jobs tab.
Click on the copy action button beside the job to be copied (If the copy action button is
not visible, click on the more options button to display it.)

3. Adialog box will be displayed to choose whether you also want to copy the existing
job’s Schedule(s) and Credential settings. Check each box, if applicable, then click the
Copy button to close this dialog.

4. A new job will be created in the grid, using the title “Copy of [name of the copied job]”

5. Click the edit button beside the newly created job, to open the job’s setup wizard,
perform applicable modifications, such as giving the job a new name, modifying target

lists, etc. and then save the new settings for execution.

Permission settings to support the Copy function

Scan jobs can include a host of content and settings that are not globally accessible by all users
of the product. Such as the scanning engine (node) being used to scan, the hosts being scanned,
the credentials being used for credentialed scanning, specific configuration settings, etc.
Therefore, the owner of a job must ensure that the users being permitted to View and Copy a
job have the applicable permissions required to view, copy and execute the intended capability
of the copied job. The following is a synopsis of the permissions settings to be considered for
the “copy job” feature:

e The owner of a job has all permissions required, by default, to copy a job. If the owner
of a job wants to make a copy of the job click the Copy button in the Action column of
the Scan Jobs grid. A copy of the job, named "Copy of [name of the copied job]" will
appear on the Scan Jobs page.

o If the user of the copied job does not have permission to scan from the scanner node

associated with the copied job, then scan permission is granted as a result of the “copy”
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permission. However, the user does not have full visibility of the scanner node. It will be
displayed as "Unknown node".

A user who is not the owner of the job, who has "Copy" permission on the job, may click
the Copy button in the Action column of the Scan Jobs page to make a copy of the job.
The user who copies another user's job becomes the owner of the new copy of the job.
The original owner still owns the original job.

If owner of the job edits a job in the Scan Wizard, a dialog will be displayed when the
Finish button is selected, to "Save" the edited job or "Save as" a new job, that includes
all of the previous job’s settings and modifications.

The owner of a job may grant permission to another use to "copy" the job. The original
owner must first grant the new owner "View" permission on any Credentials Manager
credentials needed by the job, if the owner wishing to allow the user to use those
credentials from the original job.

If the job uses a custom scan policy, and the custom scan policy contains custom checks,
the original owner must grant the new owner "view" permission on the custom checks.
If a user who is not the owner of a job has "modify" permission on a job, that user may
edit the job in the Scan Wizard. When that user clicks Finish, the option to "Save A
Copy" of the job will not be displayed unless that user also has “copy” permission on the

job.

Delete Job

Delete a single Job:

1. Click the Delete option (trash can icon) on the job row that you wish to delete.
2. Confirm the delete action.
Delete multiple jobs at once:
1. Click the checkboxes in the leftmost column on the job rows that you wish to delete.
2. Click on Delete Jobs under the Grid Actions menu above the grid.
3. Confirm the delete action.
Export Job

To assist with the management of jobs, jobs can be exported and imported. The export format

is a gzip-compressed data file which can be easily saved, transferred, backed up, and re-

imported at a later time to the same installation or a different installation. This may be useful in
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situations where scanning and reporting are to be performed on two separate installations, or
in situations where scan data is considered too sensitive to store permanently in the database.

Only the user who created the job or a member of the Administrators group may export a scan

job.

To export a scan job:

1. From the Scan tab, click on the Export icon (box with diagonal arrow) on the job row
that you wish to export. (If the Export icon isn't visible, click on the More Options button
on the desired job row to show it.) This opens a dialog box as shown below, which
exports the job with all scan runs. Alternatively, to export the job with only a single scan

run, go to Scans tab and click on the Export icon on the desired scan row.

Export Job b 4

Exporting job Denver PCI Internal assessment.

Choose the items to export:

Result Data
[ ] Exclusions

[] Logs
[ ] schedules
[ ] Per-job Credentials

Export Cancel

2. Inthe dialog box, check the items which you want to export:
e Check Result Data if you want the scan results to be available in the dashboard,
analyze, or report screens after importation.
e Check Exclusions if you want any excluded vulnerabilities to remain excluded

after importation. (See Exclusions.)
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e Check Logs if you want the status file and verbose output to be available after
importation. (See View Current Status of a Running Scan and View Verbose

Output.)
e Check Schedules if you want any one-time or recurring scan runs scheduled for

the future to run after importation.

e Check Per-job Credentials if you want any credentials which were entered in the
create job wizard to be used when running the job after importation. Note that
this does not include credentials stored in the credentials manager. (See

Authentication.) Warning: since the destination SAINT installation may have a

different encryption key than the source installation, passwords are not
encrypted in the export file.
¢ Note: if none of the above are selected, the job name, description, target list,

and configuration will still be exported.

3. Click on the Export button.

4. Save the export file. The interface for saving the file varies with different browsers.

5. Optional — After the export dialog closes, click on the Delete icon (trash can) on the grid
row if you wish to delete the job or scan run from the database. The job can be restored
later from the saved export file.

Import Job

To import a scan job which was exported as described above:

1.

From the Jobs tab, click on the Import option from the Grid Actions dropdown list. This
opens an Import Job dialog box.

In the dialog box, choose the file which was saved in step 4 above. The interface for
choosing the file varies with different browsers.

Click on the Import button.

Wait for the import process to complete. A message will appear in the dialog box

indicating whether the import was successful.

All imported jobs will be owned by the user who imported them, regardless of the original

owner.

Export Jobs

The Export Jobs option from the Grid Actions menu allows you to choose multiple jobs by age,

job name, or owner username to export to a location on the SAINT host, or to download locally

to your computer. The number of days may be set to ‘0’ to export all the jobs. The job name
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and owner username may be specified with wildcard characters where ‘*’ matches zero or
more characters and ‘?” matches one character. Just like when exporting an individual job, you
have options for which job-related data to export for multiple jobs. Once the export is
complete, you also have an option to delete the jobs that you just exported.

Export Jobs x

Export jobs older than days

Items to export

[Jscap reports
Result Data
L] exclusions
|:| Logs

[ Ischedules

L] Per-job Credentials

Filter by Job Name

Filter by Job Owner Username

Download Export File

[]

Server Export Location

|f‘tmp

Submit

Scan Tab

The Scans tab on the Scan page provides basic information about individual scans executed for
a job. This information is similar to the job, but is focused on the actual scan that produced
results you analyze in Dashboards, Analyze grids and Reports. Click the Information option (“i”
icon) on the scan row that you wish to view.
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Scan Details x

Denver PCl Internal assessment (SCANID 39)

= Scan Details

Job Name Denver PCI Internal assessment
Scan 1D 39

Scan Policy PCl

Start Time 2017-07-12 11:33:34

End Time

= Execution History

Verbose
Agent/Node  Start Time End Time Status Status File Output Results data
Local Nods 2017-07-12 11:33:34 Runifing View Status view Verbose  View Results W

({1l File Dutout

Close

Scan Status

While a scan is running, the Status column indicates whether the scan is ready to run, running,
paused, finished or stopped. Paused scans are denoted by “Paused” to indicate manual
interaction to temporarily pause a scan, or “Pause Window” to indicate a scan is currently
paused because a Scan Window was defined for the recurring scheduled scan Job and the
current scan is currently active but the time is not within the defined scanning Window. The
Progress column provides an estimate of the percentage of scan phases and probes that have
completed. Both of the above indicators are automatically refreshed periodically, but they can
be manually refreshed by clicking on the refresh icon at the bottom left corner of the grid. Note
that the progress indicator is only an estimate, because the execution time of the scan phases
and probes vary, and the total number of phases and probes is unpredictable.

ao3n
|

To view a more detailed account of the scan progress, click on the Information (“i”) icon of the
desired scan, expand the Execution History section, and click on View Status File. This will open

a dialog providing a continuously updated log of probes which have started or finished.

If the Status column shows “Error,” then the scan was unsuccessful on at least one scan node.

owuin
|

Click on the Information (“i”) icon for the unsuccessful scan and expand the Execution History
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section to find out which node had the error. Then click on the View Verbose Output link on
that node’s row to see information about the error.

Scan Details

The scan details define what job a scan is based on including the scan policy, when the job was
first started and ended (if applicable), and the current status.

Execution History

The scan execution history shows the start and end times of the executed scan, from the
defined job. This information describes which scanner node was used (for standalone
installations this will be the local node), the start and end times of the scan, the current status
for each scanner used in the job, a link to the status file for the scan, expanded status details
describes a “verbose output,” and a hyperlink to go directly to the scan results in the Analyze
tab. The example shown above describes the current status of a scan being run on the built-in
scanner local node. Note that running scans on multiple nodes will provide a visual status of

scan progress on each node used in the scan.

View Current Status of a Running Scan

The Scan Details Execution History provides a hyperlink to view the status file content that
shows the current state of a scan, ongoing progress of individual scan processes by date/time
stamp, affected hosts and ports, and other useful information as a scan progresses toward
completion. This information can also be useful to determine if particular hosts have been
scanned or were unavailable at the time the host was assessed. The following is an example of

a status file, and some of the information you may see during your own scans.
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Status File x

B I T © LIf DETE MNP e PR D e T R R P RS

07/12/17-11:36:30 Finished 200/237 in phase 2 (134@15a@alab4df3c9060084f8c6f688e)
87/12/17-11:36:39 Finished isakmp.saint isakmp 10.8.0.21
07/12/17-11:36:39 Finished 201/237 in phase 2 (134815a@a2ab4f3c9060084f8c6f688e)
B87/12/17-11:36:43 Finished radia.saint -x @ lmsocialserver 16.8.8.158
07/12/17-11:36:43 Finished 202/237 in phase 2 (134@15a@a2ab4f3c9060084f8c61688e)
87/12/17-11:36:44 Finished radia.saint -x @ neod2? 1©.8.8.158
87/12/17-11:36:44 Finished 203/237 in phase 2 (134@15aPa2ab4f3c9060084f8c6f688e)
07/12/17-11:36:48 Finished radia.saint -x © 1839:TCP 1©.8.0.150
87/12/17-11:36:48 Finished 204/237 in phase 2 (134@15a@a2ab4f3c9060084f8c6f688e)

| @7/12/17-11:36:53 Finished radia.saint -x © 1835:TCP 10.8.0.11

| @7/12/17-11:36:53 Finished 205/237 in phase 2 (134815a@a2ab4f3c9060084f8c6f688e)
87/12/17-11:36:53 Finished radia.saint -x @ veracity 10.8.8.158
07/12/17-11:36:53 Finished 206/237 in phase 2 (134@15a@a2ab4f3c9060084f8c6f688e)
87/12/17-11:36:56 Finished radia.saint -x @ 1829:TCP 18.8.8.158
07/12/17-11:36:56 Finished 207/237 in phase 2 (134815a@a2ab4f3c9060084f8c6T688e)
87/12/17-11:36:56 Finished tls.saint 47801:TCP 16.8.0.21
07/12/17-11:36:56 Finished 208/237 in phase 2 (134@15a@alab4f3c9060084f8c6f688e)
087/12/17-11:36:58 Finished cipher.saint 47@01:TCP 10.8.8.21
87/12/17-11:36:58 Finished 289/237 in phase 2 (134@15a@a2ab4f3c9060084f8c6f688e)
07/12/17-11:37:00 Finished cipher.saint 4985@:TCP 10©.8.0.150
87/12/17-11:37:00 Finished 210/237 in phase 2 (134@15a@a2ab4f3c9060084f8c6f688e)
87/12/17-11:37:18@ Warning: tls.saint 49850:TCP 10.8.0.158 timed out
07/12/17-11:37:1@ Finished 211/237 in phase 2 (134015a@a2ab4f3c9060084f8c6f688e)

Ok

View Verbose Output

Viewing verbose output is done in the same manner as viewing the status file. While the status
file focuses on the status of scan activity, the verbose output provides insights into the
underlying results. For example, in the screen shot below we see host information and
vulnerability results described for a target being scanned. While not a complete record, this

information can be useful in gaining some insight into intermediate results for a scan.
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Stdout File x
weak R5A public key
weak https cache policy ~
web server allows MIME sniffing
Services:
55H
W

WWW (Secure)
ideafarm-door (962/TCP)
irdmi (8008/TCP)
18.8.0.181:

Information:
Administrators: WIN28@3PATCHED\Administrator, SAINTTEST\Domain Admins
0S=[Windows Server 2003 R2 3790 Service Pack 2] Server=[Windows Server 2803 R2 5.2]
Users: Administrator (568), Guest (581) (disabled), HelpServicesGroup (1868), SUPPORT_388945a0
Windows services: Wireless Configuration, Automatic Updates, Windows Management Instrumentatio
lockout duration = 38m, reset = 3@m, threshold = @

Critical Problems:
Microsoft .NET Framework Stack Overflow Denial of Service Vulnerability (MS16-819)
Microsoft .NET Framework hash collision denial of service vulnerability (MS14-853)
Microsoft .NET iriParsing vulnerability (MS14-857)
Microsoft Remote Desktop Protocol Denial of Service Vulnerability (M511-065)
Microsoft Remote Desktop Protocol Remote Code Execution Vulnerability (MS12-8628) (V]
S5L and TLS Protocols Vulnerable Implementation (MS12-8@6)

Ok

View Results

The View Results hyperlink provided in the job details is a convenient, one click link to view scan

results in a grid display in the Analyze tab and set the focus of the analysis on the selected job.

Pausing and Stopping Scans

While a scan is running, two additional action buttons appear to allow you to control the scan:
Pause and Stop. The Stop button causes the scanner to immediately cease all scanning activity
and terminate the scan process. At that point, a Resume button appears. Pressing the Resume
button causes the scan to re-enter the scan queue and reload the scan’s state into a new
process so it can continue scanning where it left off.

The Pause button is a gentler alternative to Stop. It tells the scan process to refrain from
initiating any new probes, but doesn’t terminate the scan process. The Continue button can
then be used to tell the process to resume scanning. Note that while a scan is paused, the
process remains alive and thus it continues to use system resources. Also, note that the pause

function only stops initiating new probes and doesn’t terminate probes which are already
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running, so it could take several minutes after pausing a scan before all scanning activity fully
ceases.

Delete Scan

Delete a single scan:
1. Click the Delete option (trash can icon) on the scan row that you wish to delete.
2. Confirm the delete action.

Delete multiple scans at once:
1. Click the check boxes in the left most column on the scan rows that you wish to delete.
2. Click the Delete Scans under the Grid Actions menu above the grid.

3. Confirm the delete action.

Export Scan

Use the Export icon (box with diagonal arrow) to export the desired scan run. See Export Job for
further information.

Request Attestation of Scan Compliance

If the scan ran using the PCl scan policy and completed successfully, then the scan results can
be used to request an Attestation of Scan Compliance. Note: this option only appears if
Attestation of Scan Compliance is enabled in your license. Furthermore, this feature does not
include ASV attestation services. You should have your own certified ASV staff members in order

to use this feature as intended.

To request an Attestation, go to the Scan -> Scan Jobs page and click on the Scans tab. Then
click on the checkmark icon for the desired scan. (If the checkmark does not appear, then the
scan is incomplete, the scan did not run using the PCl scan policy, or attestations are not

included in your license.) This brings up a five-step attestation request wizard, as shown below.
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Request Attestation of Scan Compliance x

Scan Scope

Targets
The scan included the following targets: 198.51.100.10.

Related Hosts

The following targets were not included. If any of these targets belong in scope, please add them to the
target list and run the scan again.

Related Host Relationship
www.example.com 198.51.100.10 redirects to this host

T attest that all targets which belong in scope were included in the scan.

Each step must be completed before you can advance to the next step. However, you can
return to previous steps at any time. The steps are as follows:

1. Scan Scope — This step will display the scan scope and ask you to confirm that the scope
is correct. It will also inform you if any possible scoping discrepancies were detected.

2. Scan Results — This step shows whether or not the scan detected any vulnerabilities
which cause PCl failure. If there are vulnerabilities which cause PCI failure, click on the
Go to failing vulnerabilities button to see what they are. (This exits the wizard, but you
can re-enter the wizard at any time.) Then, you can either fix the failing vulnerabilities
and run the scan again, or click on the X icon beside the failing vulnerabilities to submit
disputes. (See Create a Dispute.)

3. Special Notes — This step shows whether the scan detected any conditions that require
special notes according to the ASV Program Guide. If there are special notes, click on
the Edit Special Notes button to view the special notes and enter declarations for them.

4. Customer Identity — This step is where you enter the name, address, phone number,
and other information to appear in the Scan Customer Information section of the
Attestation of Scan Compliance. Click on the Add New Identity button to enter this

information, or select an existing identity from the drop-down menu.
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5. Customer Attestation — This step is where you make several attestations and
agreements required by the ASV Program Guide, the PCl Security Standards Council, and
the ASV solution. All of the required boxes must be checked before the attestation
request can be submitted. (The text can be customized using the Customer Attestations

system option.)

When you have completed the five steps in the wizard, click on the Submit button. This will
notify the ASV staff (as defined by the Attestation Resolver(s) system option) that action is

required, and cause an open attestation request to appear on the PCl Attestations page. (See
PCl Attestations.)

Job-Scan Tree Tab

Grid Actions ~
Scans Jobs lob - Scan Tree
& Page 1 of 1 20 v View 1-1of
Actions Job Name Job# | Scan# Last Run = Start Time End Time Status Progress Scan Policy
@« »[sl@ > *Mylobc 3 'Port Scan
@ /v $ @ > *MylobF 6 Full Vulnerability Scan
@ s » o &> *MylobX 7 Full Vulnerability Scan
@ » o @* T MylobD 4 2015-05-22 15:02:14 {Completed) Port Scan
00 g o MylobD 4 11 2018-05-22 15:00:04 | 2019-05-22 15:02:14 | Finished m Port Scan
00 g o MylobD |4 8 2015-05-21 15:00:03 | 2015-05-21 15:02:17 | Finished m Port Scan
@ s> $ @ > T MylobP 9 2015-05-21 14:25:52 (Completed) Port Scan
00 g o MylobP |3 7 2019-05-21 14:23:36 | 2019-05-21 14:25:52 | Finished “ Port Scan
@ s v $ @ > *MylobB 2 2019-05-21 14:02:35 (Completed) Port Scan
@, » $ @ > T MylobY 8 2019-05-21 13:26:06 (Completed) Single Penetration
00 g o MylobY |8 5 2015-05-21 13:14:58 | 2015-05-21 13:26:06 | Finished “ Single Penetration
@ s » &)@ > *MylobE 5 2019-05-21 12:25:08 (Completed) Full Vulnerability Scan
@, o @ > *Myloba 1 2015-03-21 11:37:58 (Completed) Full Vulnerability Scan
@, o @ > *MylobU 11 2015-04-22 12:37:18 (Completed) Windows Server 2019
9, » @ * *MylobQ 10 2015-03-13 15:04:28 [Completed) Network Device

The Job-Scan Tree tab provides a grid that combines the functionality of both the Jobs and
Scans tabs. To set this as the default tab whenever navigating to Scan or Scan Jobs from the
navigation bar, use the checkbox in the Grid Actions pull-down menu labeled Default Tab. For
information on the features of the Jobs and Scans tabs, see the documentation sections Jobs
Tab and Scan Tab.

Using the Job-Scan Tree Tab

To display all the scans for a given job, click the solid right arrow to the left of the job name. To
expand or collapse every job, use the Expand All or Collapse All options, which are in the Grid
Actions pull-down menu. The grid will automatically refresh every three minutes and its current

state will persist, so jobs will not have to be re-expanded; this is also true when sorting,
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searching, refreshing the grid, and changing the number of records currently in view. To refresh
a single job, use the Refresh Job icon in the Actions column next to the job name.

Additional Functionality in the Job-Scan Tree Tab

This grid also allows you to delete both jobs and scans at the same time. Any row that is
checked, which is done by using the checkbox column on the left side of the grid, will be
deleted when choosing Delete Selected from the Grid Actions pull-down menu.

Schedules

The Schedule pages provides the same information as the Schedules and Execution History

sections of the View Job Details dialog, but in calendar format. It allows you to view your past

scans, running scans, and upcoming scans for a given day, week, or month.

[ Y S —p—
July 2017

£ > month | wesk  day
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To select the time period for which to show the scan schedule, use the Month, Week, and Day
buttons at the top of the screen to switch between calendar layouts. Then use the forward and
backward buttons to move to the desired, month, week, or day. Alternatively, use the Today
button to skip to the current day, week, or month.

On the scan schedule, gray blocks represent past scans, green blocks represent running scans,
and blue blocks represent scheduled scans. Click on any block to view the job details. On the

daily and weekly views, the size of gray and green blocks corresponds to the duration of the

scan job for long-running scans.

To create or delete scan jobs, choose Manage Jobs from the Scan Menu.

Target Groups

The main purpose of this feature is to create a logical collection of “like” scan targets, to reduce
the time to set up scan jobs and insert target lists to be scanned. Unlike an asset “tag”, where a
tag is associated with an existing host (collected from a scan job's execution) for the purposes
of tracking, analyzing, remediating and reporting; a Target Group is simply a method to identify
a logical collection of hosts to scan. For example, a Target Group = Servers with a Target list of
192.168.1.1 — 192.168.1.50 describes a range of IP addresses that a job will scan for when the
“Servers” target list is selected for job’s target list. Live hosts found from this scan will then be
appended to the Asset table for management. Targets become Assets once they have been

acquired from a scan and stored in the Asset table. If Assets are selected for scanning by their

Asset Tag, for example Location=Data Center, then a scan job will scan only the Assets currently
in the Asset table that have this tag.

”:II"] Security Suite Admin *  Help *
Dashboard Scan ¥ Analyze ¥ Report . Ticket * Exploit * Manage * Configuration * + Create
Scanlobs  Schedules  Assets  Policles  Credentials Manags, Benchmark Scanning
Grid Actions * Data Filter Options *
Assets Aszet Tags Target Groups
@ « <« Page[l |of1 » »i[60 ] view1-3of3
Actions Mame * Dascription Targats Craatad By Craated Data
# 8 Data Center Bethesda Data Center to support Engineering lab 1 10.8.0.0/24 admin 2017-07-03 13:58:38
# 8 Printers Printer IP range 10.8.0.20-10.8.0.30 admin 2017-07-03 14:00:53
# 8 saint-data The default SAINT Target Group admin 2013-03-22 20:53:20

{0INT* used 42 of 500 1Ps (Expires 12/31/2018) << pagel1 of1 = =60 W System time 2:01 PM
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Create Target Group

Click the Target Groups tab under Assets.
Click on Grid Actions > Create Target Group option to display the Target Group creation
form.
3. Enter a unique name for the target group.
Enter a description of the collection of scan targets.
Define the targets for the group.

Single Node Target Groups

For installations that are using only a single scan engine (local scanner node), such as
standalone installations or shared installations that are scanning reasonably small
environments, enter targets into the Enter Target(s) area. Targets can be specified by IP
address, hostname, URL, subnet, or CIDR address. IP addresses can be either IPv4 or
IPv6. Additional options for selecting or importing target lists are available by clicking on

the More Options link. See Target Entry Options for more information about these other

options.

Create Target Group x

Fields with * are requlred.

Mame *

Description

Local Node

Enter target|s) Selected Targetis)

More Options...

MNode Information
Description: SAINT Built-In Scanner
Status: Active

Remove All

Create
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Multi-Node Target Groups

For environments deploying multiple scanner nodes, you can also create target groups
that include targets that span across the enterprise, and specify the distributed scanner
that can access individual targets and report findings back to the installation acting as
the central manager. For example, creating an target group for all Cisco routers, and
associating individual routers in each subnet to the scanner node that is deployed in the
subnet that can access the target. For those environments, the Create Target Group
dialog will display the primary (local node) scanner as a named tab, with a plus (+)

symbol over a second tab to associated target groups to other available scanners.

Enter targets that will be scanned across multiple nodes, by entering each target list

under their associated node. For example,

A. Enter targets that will be scanned by the local node.
B. Click the + button beside the Local Node tab to view a list of additional nodes you

have permission to scan from.

Create Target Group x

Fields with * are required.

| Name*
|

Description

‘ Local NDdE@

Enter target(s) Selected Target(s)

Node Information

More Options...

Description: SAINT Built-In Scanner
Status: Active

Remove All

Create v

C. Click on the name of the next node you want to use in setting up your target group to
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display that node's target list fields.

D. Enter the targets to be scanned by the additional node.

E. Continue this process for any additional nodes and targets, as needed.

Click Create to create and save the new target group. The new target group will be
displayed in the target group list.

View the details of a new target group later by double clicking on a row, or select a row
and click on the edit (pencil) icon.

Edit Target Group

3.
4,

Click the Target Group tab from the Asset page..

Double click the target group's record or single click and click the Edit option (pencil
icon) on the target group row that you wish to edit.

Type or copy/paste in the values to be changed.

Click Save.

Scan Policies

The Scan Policy grid shows all checks by the scan policy visible in the grid’s header row. This grid

shows all vulnerability checks, to include a descriptive name, associated CVEs, and whether the

checks are currently enabled for the policy. This page also provides the capability to select a

Custom Severity Set and view the relationship between those defined custom severities and the

vulnerability checks within the selected Scan Policy. Note: The Custom Severity column is

hidden by default. It can be added by selecting it from the grid's column selector. This view will

facilitate such actions as enabling/disabling checks for creating a custom policy; and creating

new checks that may be needed for local requirements or for vulnerabilities that may not be

available in SAINT’s current check repository.
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sﬂl“T'Sccun(y Suite Admin ¥ Help v
Dashboard \Car Analyze * Report Ticket ¥ Exploit ¥ Manage ¥ Configuration ¥ + Create
Scan jobs  Schedules  Assets Policies  Credentials Manager Benchmark Scanning

Grid Actions * Data Filter Options * A
Scan Policy: | Heavy/Vulnerability Scan__ V| + & .~ & 8 Tree View
& « <« page[t  |ofga » »i[60 V| View 1 - 60 of 5,039
] Actions Check ID Name CVE Status
Bl [ vl
oo - database_bde_idsql32 Borland Products BDE idsql32.dIl Buffer Overflow CVE-2006-6201 enabled
AN N database_db2ver Vulnerable DB2 Universal Database Version CVE-2006-3066, CVE-2006-3067, CVE-2006-: enabled
A NS database_discovery Symantec Discovery SQL account * has no password CVE-2005-3316 enabled
oo - database_firebirdconnect Firebird database connect buffer overflow CVE-2007-3181 enabled
oo - database_firebirddos Firebird SQL op_connect_request Denial of Service | CVE-2009-2620 enabled
oo - database_firebirdxdr Firebird XDR Protocol denial of service CVE-2008-0387 enabled
oo - database_firebird_ver vulnerable version of Firebird CVE-2007-4664, CVE-2007-4665, CVE-2007-¢ enabled
oo - database_informix_capso INFORMIX IDS Command Argument Processing Stack CVE-2008-0727 enabled
oo - database_informix_idsver Vulnerable INFORMIX IDS version CVE-2006-3853, CVE-2006-3855, CVE-2006-: enabled
oo - database_ingres_commservbo Ingres Database Communications Server component CVE-2007-3334, CVE-2007-3336, CVE-2007-: enabled V.

(AINT® used 43 of 500 iPs (Expires 12/31/2018) <<« pagell  ofga »»»[60 V| System time 11:57 AM

Use the Tree Grid button (upper right corner of the grid) to view checks in a hierarchical view,
by various categories, such as by “Database” and “Vendor”. This list also shows the total
number of checks, by category. Clicking on each level of the hierarchy will provide more detail,

with the actual checks displayed in the lowest level, as shown below in the example:

EH[HTSE-“_'UHI!?'EuiIE Admin *  Help T

Dashboard Scan T Aaaboo Repart * Ticket = Exploit * Manage * Configuration * + Create
scam Jobs  Schedul gdentials Manager  Benchmark Scanning
45/45 enabled

* = Web 1622/1622 enabled

+ = » Windows 05 14681476 enabled

* |- Missing patches 1346/1346 enabled

+||= Security Policy 36/43 enabled

* = Samba vulnerabilities 1/1 enabled

oo - Windows null session domain SID disclosure CVE-2000-1200 enabled

on - Windows null session host SID disclosure enabled

oo- Is your Netbios secure enabled

oo - Windows NT detected enabled

on = excessive null session access CVE-2000-1200 enabled

oo+

9o - Registry readable by null session CVE-1999-0562, CVE-1999-0589, CVE-2002- enabled

Li e readable/writable share * CVE-1999-0520, CVE-2000-0222 enabled

oo - Samba GetAliasMembership SidArray Remote Code Execution Vulnerabill CVE-2012-1182 enabled

oo - Samba SMEB1 Packets Chaining Memory Corruption CVE-2010-2063 enabled M

we 11:59 AM

Click the Flat View button to return to the flat view. In the Flat View, inside the Grid Actions

menu, you can export the list of checks and indicate whether each is enabled or disabled by
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clicking Export Policy Checks. You can select CSV or XML format, and the default filename for
the export will be the name of the selected Scan Policy with all special characters replaced by
underscores.

Creating a Custom Policy

There are instances where you may wish to create a policy that disables some checks, while
retaining others. This can be done by:
1. Using the check boxes to select the checks on which to act
2. Select the applicable Enable or Disable option
In the example below, we’ve performed a column search for checks for “Firebird” for
“SAINT’s Full Vulnerability Scan” policy. Once that list is present, we’ve checked all of

these checks, to take the required steps to disable them and create a custom policy that

excluded the execution of these checks.

sul"].fm:urit'f Suite Admin * Help
Dashboard Scan 7 Analyze ¥ Repaort * Ticket v Exploit » Manage ¥ Configuration * + Create
Scanlobs  Schedules  Assets Policies  Credentials Manager Benchmark Scanning
Grid Actions ¥ Data Filter Options *
Scan Policy:|  Full Vuinerability Scan hat 10 20 - T Tree View
& « Page[1  of1 = =60 V] View 1-4of 4
0 Actions Chack ID Name CVE Status
Firebird | | v
Moo - database_firebirdconnect Firebird database connect buffer overflow CVE-2007-3181 enabled |
Moo - database_firebirddos Firebird SCL op_cennect_request Denial of Service | CVE-2009-2620 enabled |
vii@o - database_firebirdxdr Firebird XDR Protocol denial of service | CVE-2008-0387 enabled |
Hleo - database_firebird_ver vulnerable version of Firebird | CVE-2007-4664, CVE-2007-4665, CVE-2007-4 enabled |

®  Used 43 of 500 IPs (Expires 1

«<a page(1l  |of1 = =60 V| System time 12:02 PM

3. Once you located and clicked in the checkbox for the vulnerability check(s), click the

Disable option from the Grid Actions dropdown to give the new policy a name.

Copy Scan Pollcy x

Please enter a new name for the modified policy.

Stan Palicy
_Excrude Firebird

| Copy |

4. Optional. Enter a comma-separated list of ports or port ranges in the Extra Ports box at
the top of the grid, and click on the Save button. Example: 8000-8002,8080
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If specified, these ports will be added to the scan policy. This is only necessary for

detecting vulnerabilities on non-standard ports. The standard ports for the enabled

vulnerability checks are automatically included. If this field is left blank, only the

standard ports for the enabled vulnerability checks are included.

The default for these ports is TCP. To add a UDP port, append "/UDP". Example:

111/UDP

This custom policy will now be available, as shown in this example:

Craate Naw Job

Step 1: Scan Job Information

Mame & Description

Please enter a unique name for this job.

an exluding Firebird

Please enter a detailed description for this job. (Optional)

Select a Scan Policy

Select Policy Category Select Policy
Custom - -

Exclude Firebird
Scan Policy Options

Exhaustive Scan Allow Dangerous Tests
i [

Custom Vulnerability Checks

Although SAINT's check repository contains thousands of vulnerability checks, there may be

reasons to add custom vulnerability checks, such as site-specific security guidelines which

define misconfigurations for which there isn't already a check.

SAINT allows you to create custom vulnerability checks without requiring any programming

knowledge. All associated information, such as the severity level, CVE, and tutorial, is created
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along with the check. Once created, a custom check will run at the default vulnerability scan

level, and can also be selected when creating custom scan levels.

Create a Custom Check

Select the Create Custom Check option from the Policy's Grid Action dropdown to open

the New Custom Check dialog (shown below).

Mew Custom Check

Vulnerability *

Check Category *

| Databases

Severity

root access via buffer overflow

CVE

Chieck Type

| Registry Key bl

Check Rule
Registry key HKE‘I‘_LGCAL_MACHINE'I.!

exists bl

Impact

Background

Resoluthon

References

_ Create

Complete each required field (*) and optional fields, as necessary to define the check

details.
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199

Vulnerabilities Title — This is the short vulnerability description which will appear
if the vulnerability is detected.

Category — This selection determines where the vulnerability will appear in the
vulnerability hierarchy. Top-level categories are indicated by three asterisks
(***). Subcategories are indicated by two dashes (--).

Severity — This is the severity level of the vulnerability.

CVE —This is the CVE name for the vulnerability, if any.

The next step in creating the check is to create the rules which determine when to

report the vulnerability. If the rule is true for a target, then the vulnerability will be

reported on that target. There are several rule templates, each of which uses a different

check methodology. To create the rule, choose the radio button beside the desired rule

template, and fill in the template. The available rule templates follow:

Registry key exists/doesn't exist — Fill in the path to the registry key. Note that
the hive HKEY_LOCAL_MACHINE is already there, so start with the top-level key
under that, such as SYSTEM or SOFTWARE. Use a backslash to delineate sub-
keys.

Registry value equals/not equal/less than/greater than x.y in key — Fill in the
registry value, operand, and registry key. Note that a numerical comparison is
performed on the operand, which is typically a version number. When entering
the key, start with the top-level key under the HKEY _LOCAL_MACHINE hive.
File in folder is dated earlier than date — Fill in the file name, folder name, and
date. The folder name should start with the root (either slash or backslash is
accepted) and the same character should be used to delineate sub-folders. The
date should be in Month/Date/Year format, with a four-digit year.

File in folder is less than version x.y — Fill in the file name, folder name, and
version number. The folder name should start with the root (either slash or
backslash is accepted) and the same characters should be used to delineate sub-
folders. Note that determining the file version requires the file to be
downloaded, which could slow down the scan if the file is large.

Received string from port (and version equals/not equal/less than/greater
than x.y) — Fill in a string and a port number, or an asterisk or the string <any> to
run the check against every port. If the data received from the specified port
matches the string, the vulnerability is reported. If the second variation of this

template is used, then the %version% substring within the string is a placeholder
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for a version number to be extracted from the network data, and then a
numerical comparison is performed on that version number.
e URL contains string (and version equals/not equal/less than/greater than x.y) —
Fill in the URL and string. Note that the http://target/ portion of the URL is
already there, so specify the URL beginning with the first character beyond the
slash following the target, or leave the field blank to specify the home page of
the target. The URL will be requested from the server using a GET request, and
the vulnerability is reported if the string is found in the resulting page. If the
second variation of this template is used, then the %version% substring within
the string is a placeholder for a version number to be extracted from the
resulting page, and then a numerical comparison is performed on that version
number.
3. Optional - Impact, Background, Problem, Resolution, References — Complete these
paragraphs to create the Remediation Tutorial for the vulnerability. HTML tags can be
used in these fields to create hyperlinks or formatted text.

4. Click on the Create button to create the check.

Running Custom Checks

Custom checks are run the same way as built-in checks. That is, they will be included in scans
run at the Vulnerability scan level, and can also be selected when creating custom scan levels.
The custom check will appear in the vulnerability hierarchy in the category that was specified

when creating the check.

Viewing and Editing Custom Checks

Custom checks are stored and associated with the scan policy they were created for. Whether
part of an existing SAINT policy or a custom policy. Custom checks can be viewed and edited
using the following steps.
1. Click on the main Scan menu — Policies page.
2. Select the applicable scan policy from the policy drop down list in the top of the
vulnerability checks grid to view all vulnerability checks for the selected scan policy.
3. Locate a specified custom check by searching the ChecklID field, check name or
associated CVE, or use the custom column (already displayed or chosen from the grid’s
column chooser). Selecting the Yes value for the custom column will constrain the

records to only custom checks for the selected policy.
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4. Click on the details (i) option for the custom check to view current details about the
check, relate to vendor references, severity and authentication requirements.

5. Click on the edit (pencil) option to view the specific details about the custom checks
settings and tutorial content, and make any required modifications.

6. Click Save to save changes made to any of the settings or content.

Delete a Custom Check

To delete a custom check, simply click on the Delete (trashcan) option on the row of the check

to be deleted; then confirm the delete action.

Credentials Manager

The credentials manager allows you to store user credentials securely, and then use them later
in scan jobs to authenticate to targets. When selected, a credential “file” is packaged up and
passed securely to the scanning engine to support authenticated scans for more in-depth
results.

snl”r"xcurily Suite Admin ¥ Help *

Dashboard Scan ¥ Analyze * Report * Ticket ™ Exploit * Manage ¥ Configuration * + Create

Scan Jobs  Schedules  Assets  Policies  Credentials Manager  Benchmark Scanning

Grid Actions ¥

@ « <« Page[1 |of1 »- =i (10 v View1-30of3
Actions Scanner Node Target Login Platform *

O/ 8 8 Lol Node 10.8.0.100-10.8.0.150 testadmin Linux/Unix/Mac

9 7§ 8 Local Node 10.8.0.86 rryDBadmin Microsoft SOL Server

©® 8 8 localNode 10.8.0.0-10.8.0.50 testadmin Windows Admin

(NINT® used 43 of 500 1Ps (Expires 12/31/2018) ‘< Pogell P T, System time 12:18 PM

Authenticating to various Platforms

Windows Targets

For authentication to Windows targets, use an account with administrative privileges on the
domain for the Windows Admin credentials. It is not necessary to specify the domain; the
scanner will authenticate to the target’s domain by default, or a local account if the target is

not a member of a domain. If you wish to authenticate using an account in a different domain
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than the target, specify the login as domain\username. (Note that the separator is a backslash,
not a forward slash.) To use a local account even if the target is a member of a domain, specify
the account name as "local:login", where login is the login name. Do not put a space after the

colon.

The Windows Admin credentials are used to detect Windows updates, registry settings, and
program versions, as well as enumerating users, shares, services, and software. If the scan uses
the mobile device scan policy, these credentials may also be used to authenticate to Active
Directory servers using LDAP to search for mobile devices which may have vulnerabilities. To
enable LDAP authentication, in addition to providing Windows Admin credentials, the SSL
certificate for the Active Directory server should be installed on the scanning host, and the
TLS_CACERT setting in the Idap.conf file should be set to the path of the certificate. See

http://www.sans.org/reading-room/whitepapers/protocols/ssl-secure-ldap-traffic-microsoft-

domain-controllers-33784 for more information about setting up SSL certificates for Microsoft

domain controllers. If SSL is not enabled for the LDAP service or the SSL certificate is not
available, and you wish to accept the risk of using insecure authentication to the Active
Directory server, then enable Allow Insecure LDAP under the Authentication tab of the scan

options.

The Windows Non-Admin credentials are used to evaluate file share access controls. Use an
account with typical user privileges. As with the Windows Admin credentials, it is not necessary

to specify the domain.

If you wish to verify that the Windows Admin login and password are correct, enter the same
password in the Confirm Password field beside the login and password boxes. Clicking on this
button will display a green Login OK message within a few seconds if authentication to the
target was successful using those credentials. If there are multiple primary targets selected, the
first one will be used for this test. Targets must be specified individually, not as ranges, CIDR

blocks, or subnets, in order to use this feature.

Keep in mind that detection of Windows updates should be used as a baseline assessment only.
The scanner detects Windows updates using simple checks for the presence of registry keys and
file time stamps, which cannot always account for updates that have been incorrectly installed,
uninstalled, rendered ineffective due to incorrect order of installation, or other unusual
situations. For a more thorough evaluation of Windows updates, it would be advisable to use

one of several available patch management tools.
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Configuring Windows Targets for Authenticated Scans

Windows Vista introduced more restrictive security settings than previous versions of the

Windows operating system. That is good from a security perspective, but creates some

challenges for scanners. In order for authenticated checks to work on modern Windows

operating systems, the following conditions must be true:

1.
2.
3.

Samba 3.0.23d or higher must be installed on the host running Security Suite.
OpenSSL 0.9.7 or higher must be installed on the host running Security Suite
The Remote Registry service must be running on the target host. This service is not
started by default. If it is not running, the scanner will attempt to start it before running
any credentialed checks, and stop it after the scan is finished.
File and Printer Sharing must be allowed through the Windows firewall. To enable this
setting, go to the Control Panel, choose Windows Firewall, and click on Change Settings.
Under the Exceptions tab, check the box beside File and Printer Sharing.
If the target is not a member of a domain, either one of the following must be true:
¢ The scanner must authenticate to the target using the built-in Administrator
account. This account is disabled by default so it must first be enabled. (An
account which is not the built-in Administrator account does not have sufficient
privileges to perform most checks, even if it is in the Administrator's group.)
e OR, the following registry value is set:
Key:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policie
s\system\
Value Type: DWORD value
Value Name: LocalAccountTokenFilterPolicy
Value Data: 1
This setting grants sufficient privileges for running a scan to any user in the
Administrator's group.
Ensure that no Windows security policies are in place that block access to these services.
Two common problems are the SEP configurations that block off the scanners even after
the scanner is authenticated and a network access model that sets network access to

"Guest only" permissions.

Linux, Unix, or Mac

For authentication to Linux, Unix, and Macintosh targets, any active user account on the system

may be used. The SSH service must be running on the remote target in order for authentication
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on Linux, Unix, and Macintosh targets to function. If you choose not to authenticate, the scan
engine will still conduct its full set of unprivileged vulnerability checks, omitting only those few
which require authentication.

SSH Private Key

Optional — You also have the option to use SSH public key authentication to Linux, Unix and
Macintosh targets. To use public key authentication, paste the private key into the
ssh_private_key text area. The private key should correspond to a public key contained in the
authorized keys file on the target host. If the private key requires a passphrase, enter it in

the Password field.

Mew Credential x

Fields with * are reqguired.

Target Group Credentials Type ®
[MNone | Select a Credentials Type V|
Login * Password Verify Password
Local Node
Enter target|s) selected Target([s)

Moade Information
Description: SAINT Built-In Scanner
Status: Active

Remave All

Create

Oracle Database Servers

For authentication to Oracle Database servers, a fully privileged account such as SYS or SYSTEM
should be used. The scanning system must meet the requirements for the Oracle Instant Client
in order for Oracle authentication to succeed. The Oracle instant client, which enables Oracle
Database account checks and exploits, is included with Security Suite and supported on Linux
with glibc 2.3 or higher (x86 or x86_64) and Mac OS X 10.4 or higher (x86). Oracle
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authentication allows the scan to detect local Oracle vulnerabilities such as users or roles with
ANY privileges or users with the DBA role. Note that Oracle authentication is not necessary to
check for Oracle security patches. Windows or Linux/Unix authentication is required for that.

Oracle SID

Besides specifying the Oracle login and password, it is also possible to specify the SID of the
database instance to be scanned. Enter this value when creating the credentials for an Oracle
target.

Mew Credential »

Fields with * ove required,

Target Group Credentials Type *
|Mone W Oracle
Login * Password Werily Password
Shv
Local Node
Enter tanget(s) Selected Target{s)

Nade Information
Description: SAINT Built-ln Scannwer
Stabus: Active

Remove All

Create |

The SID is needed in order to authenticate to the database. If the SID is omitted, the scanner
will attempt to determine the SID of the remote database; however, determining the SID of the
remote database is not always possible. Therefore, it is advisable to specify the SID if known.
The SID can be specified even if the login and password are not, in order to assist the password
guessing attempts.
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Microsoft SQL Server

Authentication to Microsoft SQL Server allows scanning for local database vulnerabilities such
as privilege elevation through stored procedures and privilege elevation through web tasks.
Authentication to Microsoft SQL Server requires the database to be configured to use mixed-
mode authentication, and to allow remote connections using TCP. A fully privileged account
such as "sa" should be used. (Security Warning: The Microsoft SQL Server password will be sent
over the network using weak encryption.)

Note that Microsoft SQL Server authentication is not required in order to detect whether SQL

Server patches have been applied. Windows authentication should be used for that.

MySQL Databases

Authentication to MySQL databases allows scanning for local database vulnerabilities, such as
users having excessive privileges. The mysqgl client program must be installed on the Security
Suite host in order for this feature to be used. Also, authentication to MySQL requires the
database to be listening over the network, and for access to be allowed from the Security Suite

host. A fully privileged database account such as "root" should be used to authenticate.

Note that MySQL authentication isn't required for determining vulnerabilities in the MySQL
software itself. Those vulnerabilities are inferred without authentication from the MySQL
version number found in the network response from the MySQL service. Unix/Linux

authentication may be helpful for reducing false positives however.

SNMP Version 3

For collecting certain system properties from SNMP services using version 3 SNMPv3

credentials may be supplied.
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Mew Credential x

Fields with * are requived.

Target Group Credentlals Type *
[Mone w SNMPV3 |
Login * Password Verify Password

SNMP Version 3 Passphrase:

[

Password Protocol: MDS ® sHa O
Passphrase Protocol: DES ® aps O

Local Mode

Enter target[s) Selected Target|s)

Mode Information
Description: SAINT Built-In Scanner
Status: Active

Remove All

| Create |

These fields correspond to the following snmpget tool arguments:
Login: -u (securityName)
Password: -A (authKey)
Password Protocol: -a (authProtocol)
Passphrase: -X (privKey)

Passphrase Protocol: -x (privProtocol)

Web Applications

SAINT also supports form-based authentication to web applications. However, instead of simply
specifying the login and password directly on the Scan page, you must either record the login

steps or specify the POST parameters to be sent to the application.
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To authenticate to a web application using form-based authentication:
1. Openthe New Job wizard and proceed to step three of the wizard.

2. Click on the Set button beside Web Application. A dialog box will appear.

Set credentials for Web Application x

D To record your web appheation credentials:
Authentication Mode
[ 1. Enter the URL of the login page and click on Go To Login Page.
W
Standard Proxy 2. Log into the web application in the new browser window:
3. Ciose the new browser window.

URL
http://
Go to login page

3. Optional. Choose the Authentication Mode. There are three modes:

a. The Standard Proxy is the default mode. It uses URL rewriting to send HTTP
requests through SAINT to record your login steps. It doesn’t require any
configuration changes to your browser.

b. The Advanced Proxy records your login steps without modifying URL
references. This may improve usability on more complex sites, but requires you
to make configuration changes to your browser.

c. The Manual mode allows you to specify a browser cookie. Choose this option if
you already know the session ID of an authenticated session on the site.

d. The POST Data mode allows you to specify your application credentials as form
parameters without using a proxy. However, this only works for applications that
use single-step authentication.

Note: If you choose an option other than Standard Proxy, skip to the appropriate
instructions below.
4. Enter the URL of the login page for your web application.
5. Click on the Go to login page button. This will open a pop-up window with the login
page for your web application.
Log into the web application.
After you have successfully logged in, close the pop-up window. Your session cookie will
be displayed.
8. Click on the Save button.
Note that web authentication only works if the application uses HTTP cookies for tracking
sessions. Also, note that the authentication steps are saved as well as the session

cookies. Scheduled scans will generate an authentication script which reproduces the
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authentication steps, rather than saving the session ID itself. That is because the session ID will
usually expire after a certain amount of idle time.

Note: the authentication script may be unable to correctly reproduce the authentication steps if
the steps are very complex.

Advanced Proxy

The Advanced Proxy uses an HTTP proxy service to capture your login steps. This helps avoid
URL rewriting errors which may be unavoidable when using the standard proxy. However, it
requires you to modify your browser’s configuration to send all HTTP requests through the
proxy service. It also requires you to import a CA certificate into your browser’s certificate
store. That is because the proxy service must decrypt TLS sessions in order to record the
authentication steps. Therefore, the proxy service creates and signs a certificate for each TLS
server, allowing itself to negotiate a TLS session with your browser on behalf of the server. The

CA certificate tells your browser to accept these server certificates.

To use the advanced proxy, first follow steps 1 through 3 above, and choose Advanced Proxy in
step 3. Then follow the instructions shown in the yellow box on the right side of the dialog
box. Click on the Save button after completing the steps. Note: be sure to choose a proxy port

which is allowed through your firewall.

Manual Web Authentication

Besides carrying out the authentication steps, it is also possible to enter an existing session ID
for an authenticated web application session directly. This may be desirable, for example, if you
already have an authenticated session and don’t want to bother repeating the steps, or if the
authentication steps are too complex to work in the standard proxy mode and you don’t have

an unfiltered port to use for the advanced proxy mode.

To use manual web authentication, first follow steps 1 through 3 above, and choose Manual in

step 3. Then continue as follows:

4. Inthe Post-authentication Landing Page box, enter the full URL of the page which you
normally arrive at after authentication.
5. Inthe Cookie box, enter your session ID as an HTTP cookie value, i.e., as a list of

name=value pairs, separated by semi-colons. For example: sid=123456; uid=789
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Click on Save.

POST Data

In cases where a web application uses a single form submission to send login credentials, this

option allows you to specify the POST data and action URL directly, without using a proxy. This

may be more reliable than using the Standard Proxy, and more convenient than using the

Advanced Proxy. The wizard helps you determine the form parameters and action URL for your

application’s login page, so you can still use this option even if you don’t already know this

information. Once your credentials are saved as POST data, this data will be sent to the

specified action URL at the start of every scan run, and the resulting session cookie will be used

throughout the scan.

To specify your credentials as POST data, first follow steps 1 through 3 above, choosing POST

Data in step 3. Then continue as follows:

1.
2.

Enter the URL of your web application’s login page in the Login Form URL box.

Click on the Load button to automatically initialize the remaining fields based on the
content of the specified login form.

OR

Fill in the remaining fields manually. Click on the Add Row button if more parameter
rows are needed. Click on the minus icon beside any parameter row to delete that row.
Enter any missing parameter values such as the login name and password. (Click on the
Add Row button if the needed parameter names are not already present.)

The POST Data field shows you the raw POST data which will be posted to the action
URL. It is automatically updated as you modify the parameter names and values, so you
do not need to modify this field by hand.

Optional — In the Successful Login Response Pattern input, enter a string which the
application always returns after a successful login. The scanner will search for this string
to verify that authentication is successful. If this string is specified but is not matched in
the response page after the POST data is submitted, the scan will not run, and the scan’s
status will be set to “Error”.

Click on the Save button.
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HTTP Basic Authentication

HTTP Basic authentication refers to web servers hosting password-protected directories. HTTP
Basic authentication typically results in a pop-up dialog box prompting the user to enter a login
and password, as shown in the example image below.

Note that HTTP Basic authentication is not the same as form-based authentication, where the
user is prompted to enter a login and password directly into a web page.

When entering HTTP Basic authentication credentials, be aware that the password will possibly
be sent over the network without encryption.

Create a Credentials File

Mew Credential x
Fieldls with * are required.

Target Group Credentials Type *
|None “|  |HTTP Basic W

Login * Password Verify Password

Local Node

Enter target|s) Selected Target(s]

HNode Information
Description: SAINT Built-In Scanner
Status: Active

Remave All

| Create

1. Navigate to the Credential Manager page from the main Scan menu.
2. Click Create Credential from the Grid Actions dropdown list.

SAINT will display a dialog window.
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Optional — Select a target group. This will automatically populate the target selection.
Select the credentials type.

Enter the login and password.

Optional — Select the scan node on which to apply the credentials from the tabs above
the Enter Target(s) box. If the desired node is not shown, choose the “+” tab and select
it from the drop-down menu. (If the “+” tab is not shown, then all allowed nodes are
already shown.) To apply the credentials on multiple nodes, select the desired scan
nodes one at a time, and enter the targets for each node under the corresponding

tab. To apply the credentials on all nodes, enter the targets under the All Nodes tab.
Type targets into the Enter Target(s) box one at a time. Targets can be specified by IP
address, URL, Subnet, or CIDR address. Note that IP addresses can be either IPv4 or IPv6.
Click Create.

Credentials File Format

platform |target|username|password

Platform may equal any of the following:

'B' = windows/linux/mac

'W' = windows

'L' = linux

'0' = oracle

X" = windows non-admin

'M' = Microsoft SQL Server

'Y' = MySQL

'H' = HTTP basic authentication
‘S’ = SNMP Version 3

Example Files:

W |127.0.0.1|user|pass

B|127.0.0.4|admin|pw

L|127.0.0.10|root|abc123
L|127.0.0.5|somekey:someuser | x4y5z6
S$]127.0.0.1|somekey~~~~SHA~~~~DES:someuser|abc456

Note that the passwords will be encoded and never displayed in plain text.
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Edit a Credentials File

Navigate to the Credential Manager page from the main Scan menu.
Click the Edit (pencil) action for the credential record to be edited.
An edit dialog window will be displayed.
3. Change the applicable fields (e.g., target, login ID, password)
4. Click Save
You will now see the edited version of the save credentials in the Credentials grid.

Delete a Credentials File

Navigate to the Credential Manager page from the main Scan menu.
2. Click the Delete (trashcan) action for the credential record to be deleted.
A message will be displayed to confirm the delete operation..

3. Click OK to confirm and delete the stored credentials.

You will now see the deleted credential record is no longer displayed in the Credentials grid.

Benchmark Scanning

Benchmark scanning provides the capability to assess scan targets against various industry-
standard best-practices and security states such as platform configurations, patch levels,
software inventory, and status of known vulnerabilities tracked by standards bodies such as CIS,
NIST, DISA, Red Hat, AlX, Cisco, and others. For example, the configuration benchmarks are
security configuration baselines that allow a user to assess a host’s platform configurations to

ensure their security settings map to industry best-practices.

The following shows an example list of the current configuration baselines available for

comparison against your host environment.
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SAINT security suite Admin v Help ¥

Dashboard Scan ¥ Analyze ¥ Report ¥ Ticket Exploit ¥ Manage ¥ Configuration ¥ + Create
ScanJobs  Schedules  Assets  Policies  Credentials Manager  Benchm: ng

Cl USGCB 1.2 Windows 7 USGCB/T 12 2017-07-10 17:26:04 https://usgcb.nist.gov/usgeb/content/scap/oval510/Win7-2.0.5.1.zip

- USGCB 1.2 Windows 7 Firewall USGCB/T 12 https://usgeb.nist.gov/usgeb/content/scap/oval510/Win7-Firewall-1.3.0.1.zip e

- USGCB 1.2 Windows Vista USGCB/T 12 https://usgcb.nist.gov/usgcb/content/scap/oval510/WinVista-3.0.5.1.zip

- USGCB 1.2 Windows Vista Firewall USGCB/T 12 https://usgcb.nist.gov/usgcb/content/scap/oval510/WinVista-Firewall-2.1.0.1.zip

- USGCB 1.2 Windows XP USGCB/T 1.2 https://usgeb.nist.gov/usgcb/content/scap/oval510/WinXP-3,0.3.1.zip

- USGCB 1.2 Windows XP Firewall USGCB/T 12 https://usgcb.nist.gov/usgeb/content/scap/oval510/WinXP-Firewall-2.1.0.1.2ip

- CyberES! Suspicious Files CyberES| 11 feeds.cyberesi.com/scap/generic/CyberESI-SCAP-SuspiciousFiles.zip

- Microsoft Windows 2008 DC DISA 11 iase.disa.mil/stigs/Documents/u_windows_2008_dc_v6r1.28_stig_benchmark.zip

- USGCB Redhat 5 USGCB/T 11 https://usgcb.nist.gov/usgeb/content/scap/USGCB-rhelSdesktop-1.2.5.0.zip

- AIXS5.3 DISA 11 iase.disa.mil/stigs/Documents/u_aix_5.3-v1r2_stig_benchmark.zip

- AIX6.1 DISA 11 iase.disa.mil/stigs/Documents/u_aix_6.1_v1r3_stig_benchmark.zip

@ Sun Solaris 9 DISA 11 jase.disa.mil/stigs/Documents/u_solaris_9_sparc-vird_stig_benchmark.zip

- Microsoft Windows 2008 M$ DISA 1.1 iase.disa.mil/stigs/Documents/u_windows_2008_ms_v6r1.28_stig_benchmark.zip

- Microsoft Windows 2012/2012 R2 MS DISA 11 http://iasecontent.disa.mil/stigs/zip/Jul2016/U_Windows_2012_and_2012_R2_MS_V2RS5_STIG_SCAP_

- Microsoft Windows 2012/2012 R2 OC DISA 11 http://iasecontent.disa.mil/stigs/zip/)ul2016/U_Windows_2012_and_2012_R2_DC_V2RS_STIG_SCAP.

- Internet Explorer 10 DISA 1 iase.disa.mil/stigs/Documents/u_microsoft_ie10_v1r3_stig_benchmark.zip

- Internet Explorer 9 DISA 1 iase.disa.mil/stigs/Documents/u_microsoft_ie9_vir5_stig_benchmark.zip

- Microsoft Windows 2003 DC DISA 1 iase.disa.mil/stigs/Documents/u_windows_2003_dc_v6r1.36_stig_benchmark.zip

- Microsoft Windows 2003 MS DISA 1 iase.disa.mil/stigs/Documents/u_windows_2003_ms_v6r1.36_stig_benchmark.zip

- Sun Solaris 10 DISA 1 jase.disa.mil /stigs/Documents/u_solaris_10_sparc_vir7_benchmark.zip M

CAINT® used 43 of 500 1Ps (Expires 12/31/2018) << page[1  of1 »»[30 v System time 1:44 PM

The capabilities supported on this page enable a user to download the latest policies and
profiles, using the download option under the Actions column of a data grid, create scan jobs,
and execute the selected assessment against hosts associated with the applicable platform.
Additionally, the software also provides a configuration Policy Editor to modify selected

configuration profiles and create custom benchmarks to support local requirements.

For those that require the use of this capability for NIST compliance, SAINT provides an SCAP
Version column to assist in determining content compliance with the latest standards. Refer to
the SCAP section of this user guide for comprehensive help on SAINT’s support to the SCAP
program and running scans using this content.

SAINT’s benchmark scanning capability requires Oracle Java 8 to be installed on the scanning
system. See System Requirements for more information.

Target Settings

Due to the type of scan assessments performed in benchmark analysis, the hosts must have
certain configurations enabled to ensure a thorough and accurate assessment. The following
settings must be configured on hosts assessed by these profiles:

For Linux/Unix (*nix) targets

1. Ensure SSH is installed on the target and is running.
2. If using the root account to scan (recommended) make sure root log in is enabled in
SSHD:
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a) Open /etc/ssh/sshd_config
b) Set 'PermitRootLogin no' to 'PermitRootLogin yes'
c) Restart SSH

3. Make sure iptables / firewall allows communication to/from the SAINT 8 host.

For Windows targets

215

Configure firewall rules for ws-management and ensure port 139 is not blocked; and

enable and configure ws-management on the hosts.

Configure the needed Firewall Rules via the group or local policy, or whatever other

means are used on your network. For example:

a) Open the local policy editor

b) Add a firewall rule using the predefined type - Windows Remote Management Service
(WS-Management)

c) Add a firewall rule using the port type - TCP 139

From the network andsharing center, make sure a network other than “public” is being

used. WinRM does not work over “public”.

The Remote management (WinRM) ws-management service must be running and

configured on the host. It is pre-installed on all versions of Windows operating systems,

except XP, but is not running by default. Reference: ws-management

reference: http://msdn.microsoft.com/en-us/library/aa384372%28v=vs.85%29.aspx .

To configure WinRM:

a) Open control panel > Administrator tools > Services

b) Start the Windows Remote Management Service (WS-Management) (default port
5985)

c) Right click cmd and Run as Administrator

d) Type winrm gc

e) Enter y twice; this enables WinRM in its default configuration

Additional steps may be required to get port 139 and 5985 unblocked/filtered from the

network on the target host. These may include:

a) Enabling file and printer sharing

b) Starting the netbios over TCP/IP service

c) Making changes to the Windows Firewall Domain Profile if the target is Windows XP:
i. Enable Windows Firewall > Domain Profile > Allow file and print sharing exception

ii. Enable Windows Firewall > Domain Profile > Allow local port exceptions


http://msdn.microsoft.com/en-us/library/aa384372(v%3dvs.85).aspx
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d) The user account used to perform SCAP scans must have a password associated with
that user account unless it is a SSH account using a SSH key.

MICROSOFT WINDOWS TROUBLESHOOTING TIPS:

Incorrect password

Attempting to log in as a user who is not a member of the Administrator's group. Only
Administrators are able to login via WS-Management.

The target machine is configured to disallow the “Negotiate” authenticate method. To
view permitted authentication methods on the target, run the command: winrm get
winrm/config/Client/Auth

In certain situations, when the target machine is joined to a domain, logging in using a
local machine account is disabled. This problem has been observed after upgrading from
Windows Management Framework 1.0 to 2.0, for example, on a Windows 2008 Server
machine (not R2). To enable local account logins in this situation, you must create the

LocalAccountTokenFilterPolicy registry value:

Key Path: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

Value Name: LocalAccountTokenFilterPolicy

Type: DWORD

Value: 1
If WinRM has been configured and port 5985 still appears to be filtered on the target,
which can be checked by running nmap -p5985 from the scanner, then a Group Policy
Object (GPO) may have prevented the WinRM listener from being set up correctly. This
can be checked by running the following command on the target as administrator:
winrm enumerate winrm/config/listener
If you notice something similar to the following,

Listener[Source="GPQ"]

ListeningOn=null

Then the GPO needs to be updated before reconfiguring WinRM on the target. To do
this:
1. Set the IP filters in the GPO setting: Allow automatic configuration of listeners, to

an asterisk (*)
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2. Reload the GPO on the target
3. Shut down the ws-management service

4. Run winrm qc again as administrator

For CIS-hardened Windows Systems

---------- WinRM Auth Setup -------------------
The following should be performed after you have applied the L1 GPO before you scan and also
after you have applied the L2 GPO before you scan.

Ensure that your account is part of the Administrators group.
Ensure that your account is part of the Remote Management Users group.
Ensure that Administrators have Full Control over WinRM:
$lwinrm configSDDL default
- Ensure Administrators have FULL control.
Slwmimgmt
- Right click WMI Control -> properties
- Security Tab -> Security button
- Ensure Administrators have FULL control.
GPO -> Computer -> Local Policies -> User Rights Assignment
'Deny access to this computer from the network' should only be 'Guests'
'Access this computer from the network' should include 'Administrators'
'Allow log on locally' should include 'Administrators'
GPO -> Computer -> Administrative Templates -> Windows Components -> Windows Remote
Management -> WinRM Service
'Allow remote server management through WinRM' = 'Enabled' Set IPv4 to *
'Allow Basic authentication' = 'Disabled'
'Allow unencrypted traffic' = 'Disabled'
'Disallow WinRm from storing RunAs credentials' = 'Enabled’
GPO -> Computer -> Administrative Templates -> Windows Components -> Windows Remote
Shell
'‘Allow Remote Shell Access' = 'Enabled'
The firewall must be enabled for the PASS state scans so make sure you have a firewall rule:
Slnetsh advfirewall firewall add rule name="WinRM-HTTP"
dir=in localport=5985 protocol=TCP action=allow
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You may also need to allow the WinRM program through the firewall and / or run winrm
gc again.
When using a local admin account the following key must be set to 1 before performing a scan.
This setting likes to reset on occasion so it's a good idea to check it before scanning.
[HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]
LocalAccountTokenFilterPolicy
You will get an error code 5 if this has been set to 0 on the target.
Test that you can access WinRM from your scanner by running:
nc -z -wl 10.7.0.34 5985;echo $?
the output should be '0'

Vulnerability/Patch and Inventory Scanning

1. Click on the Import Policy button under the Actions column for the applicable profile.
This step will validate the current benchmark and update it, if applicable, to ensure your
scan uses the most current profile.

2. Once the download step is complete, click the Run (right arrow) button in the Actions
column to create a new scan job and run the imported profile against targets defined in
the job.

3. Referto the Create a New Job section for more detail on setting up a scan job.

Note: Use the Info (i) button in the Action column to view the XML content for any profile on
this tab.

Configuration Scanning

1. Click on the Import Policy button under the Actions column for the applicable profile.
This step will validate the current benchmark and update it, if applicable, to ensure your
scan uses the most current profile(s).

Note: Some platforms may have multiple profiles, based on the authoritative source’s
defined levels of security baselines. For example, the Microsoft Windows 2008 DC
benchmark 9 distinct profiles based on the various security configuration levels.

2. Once the download step is complete, you can view the configuration settings of a
selected profile by clicking on the Edit (pencil) icon beside the applicable profile.

3. Click the Run (right arrow) button in the Actions column to create a new scan job and

run the imported profile against targets defined in the job. For benchmarks with
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multiple profiles, use the Run (right arrow) button in the Profiles dialog window to select
the applicable benchmark profile.
4. Refer to the Create a New Job section for more detail on setting up a scan job.

Note: Use the Info (i) button in the Action column to view the XML content for any profile on
this tab.

Creating Custom Configurations

SAINT provides the capability to modify configuration benchmarks to create custom
benchmarks for local use. To view or modify a profile, click on the Edit (pencil) icon for the
applicable profile. This profile Editor can be used for modifying any profile listed in this tab,

including SCAP benchmarks. Refer to the Configuration Benchmark Policy Editor section for

more information about this process.

Passive Host Discovery

The Passive Host Discovery grid displays targets on the network which have been discovered by
silently watching for traffic from new IP and MAC addresses, rather than actively probing a
range of addresses. The grid indicates when each host was last seen and last scanned.

Note: This feature is disabled by default. To enable and configure it, see Passive Host Discovery.

m"ﬂ'sscumy Suite admin Help *

Scan ¥ Analyze ¥ Report ¥ Ticket * Exploit v Manage Configuration * + Create
ScanlJobs  Schedules  Policies  Credentials Manager  Benchmark Scanning  Passive Host Discovery

Grid Actions ¥

@ < Page[1  |of2 » =i 20 v View 1- 20 of 38
[] Actions IP Address * Node Name Last Seen Last Scanned
[ @88 192021 Local Node 2019-08-09 15:23:41

[0 @@ e 19202100 Local Node 2019-09-06 09:12:14

[0 @s e 19202101 Local Node 2019-09-06 16:36:37

[0 @s/e 19202104 Local Node 2019-09-06 16:36:39

[0 @@ e 19202110 Local Node 2019-09-09 15:24:52

0 @s e 19202121 Local Node 2019-09-09 15:23:40

O @@ e 19202135 Local Node 2019-09-09 00:13:02

[l @& & 19202136 Local Node 2019-09-09 15:23:58

[ @& e 19202147 Local Node 2019-09-05 17:34:59

[ g - 040 N0 N0 NG-17-25

(IINT® using 0 of 10 agents. (Expires 12/31/2020) “ pagell  Jof2 » % 20 ~ System time 3:39 PM
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Scanning Passively Discovered Hosts

After hosts have been discovered, they can be easily scanned by choosing Scan Hosts from the

Grid Actions menu. This brings up a dialog box with the following three options:

Scan Selected Hosts — This option will scan the targets which are currently selected in
the grid. (This button is disabled if no targets are currently selected.)

Scan By Interval — This option will scan all passively discovered hosts which have not
been scanned in the chosen number of past days, including hosts which have never
been scanned, regardless of whether they are selected in the grid. If this option is
chosen, the target list will be dynamically generated every time the scan job runs. This
allows you to create a recurring scan job which regularly scans all new devices seen on
the network.

Scan All Hosts — This option will scan all passively discovered hosts, regardless of
whether they are selected in the grid. As with the previous option, this option will cause
the target list to be dynamically generated every time the scan job runs. This allows you
to create a recurring scan job which regularly scans all devices which have been recently

seen on the network.

Click on the button corresponding to the desired scan option. This opens the scan job setup

wizard. Proceed with the scan job setup as described in Create a New Job but skip the target

entry step.

Analyze

The capabilities under the Analyze menu enable you to view detailed scan results, perform

analysis, make decisions on other actions, and export scan results for external use.
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mm'l'smm-r i Admin ¥ Help *
Dashboard Scan A - . Ticket * Exploit * Manage * Configuration * + Create
All Regults Al Wl mies  Vulnerabilities by CVSS  Vulnerability Count by Host  Exclusions  Vulnerability DB Custom Severities

Data Filters Grid Actions * Data Filter Options »  Data View Options ~ ~

Jata View « <= Page|1 of 4 »> w110 W View 1 - 10 of 40
Actions 1P Address System Type Saverity Level = Severity Description CVE(s) Service Exploit
I v] [ ] JI ] L
90K 108011 windows Server o user file write access Web server allows PUT: / hitp
2003 5P1
00k 108011 Windows Server Q user file write access Web server allows HTTP http
2003 5P1 method DELETE
00 K 10.8.0.150 Windows Senver o administrator or root Windows hitp.sys range CVE-2015-1635 hittg CORE |EDB-36773
) 2008 R2 shell acoess header parsing vulnerability |EDB-367 76
C (M515-034)
: 00 K 10.8.0.150 Windows Server < administrator or root Windows SMB remote CVE-2017-0143 | CVE-2017-0144 |445:TCP CORE | EDB-41891
2008 R2 shell access command execution (MS517- | EVE-2017-0145 | CVE-2017- |EDB-413987 |EDB-
010) 0146 | CVE-2017-0147 | CVE- 42030 |EDB-42031
2017-0148 |METASPLOIT

| SAINTEXPLOIT-278

| SAINTEXPLOIT-271
00 K 10.8.0.150 Windows Server o user shell access March 2017 security update CVE-2017-0001 | CVE-2017-0005 |445:TCP CORE |EDB-41363

2008 R2 for Windows Server 2008 R2 || CVE-2017.0014 | CVE-2017 |EDB-21607 |EDB-
not applied 0022 | CVE-2017-0025 | CVE- 5

2017-0038 | CVE-2017-0039 |
CVE-2017-0042 | CVE-2017-0043
More

CAINT® used 592 of 5000 IPs (Expires 12, ) << page[l Jora »s[10_V]

These analytics provide a wide variety of features to facilitate on-line analysis, such as dynamic
selection of one or more data sets; column selection; sorting and filtering; basic column-level
searching; advanced sorting; and exporting content. The analytics pages also provide a number
of predefined views of the data based on some of the most common ways to look at raw
vulnerability results—from all results including services and informational items, to just results

with specific vulnerability severity codes, to rolled-up aggregate counts by Host.

You can also set your own data context with the Data Filters options; control data grid displays
from option under the Grid Actions dropdown menu and record level Actions; and create your
own pre-defined views using the Data View Options capabilities. The Data Filters you define will
always be visibility for data context in the left Data Filters column. The arrow displays on the
top right side of the Data Filters board can be used to Hide this column to give you more usable

screen space for analysis or Show it for context while performing analysis.

The list of pre-defined views are displayed dynamically, based on the type of scan results
selected. For example, selecting an exploit-related scan (penetration testing; individual exploits
or tool) will display views that customize the list of available columns specific to exploit scans.
Selecting a vulnerability or configuration scan will display views customized for these types of

content. Each view is described below.
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All Scan Results

This view shows vulnerability results for the selected data set(s) at the host level of detail, for
all vulnerability severity levels, to include services and facts coded as “informational” only. This
view also shows an aggregation of all related CVEs, for each vulnerability, with hyperlinks from
the CVE to the associated external source. You can also see all available column values for a
record by double clicking the row. You can also view the full tutorial about the vulnerability by
clicking on the tutorial button in the row's Action column.

View All Facts

The View all Facts option is available only in the All Scan Results view, and displays all scan
information recorded during the selected scan—not just vulnerability, service and information
items determined by interrogating the host.

£UUE WL

L N 10.8.0.11 Windows Server ut for possible No misc_windowsobsoleterel Obsolete Windows Release: Windows Server
2003 5P1 vulnes lities 2003

CRINT® used 617 of 5000 IPs (Expires 12/31/2017) page[1 of 7w w10 System time 11:44 AM

This level of detail is not applicable to day-to-day risk and vulnerability analysis, but can be
beneficial in troubleshooting and false positive investigation, as they include codes that are
recorded at scan run time and can have an effect on how scan probes and checks are executed.
Some of the more common codes follow:
e Severity = “a” (available)
e Severity ="i" "full user list"
e Severity “r”, “y” and “b” (red, yellow, brown) are "number of vulnerabilities"
e Severity “g” (Green) is "number of services"
e Severity = “u” (unavailable) is sometimes useful for troubleshooting by SAINT’s Support
engineers.
e Severity = “n” (network or broadcast address) is only used for legacy Smurf and Fraggle
checks and are rare seen anymore, but may be included in the results.
e Severity “b” (bad, unable to resolve) and “x” (look into further) may be in the results
data and may require further investigation by SAINT Support to make a determination
of cause or affect.
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Note that your SAINT support engineer may ask for this information or refer to it during an on-
line troubleshooting call. Therefore, having access to this information directly through the user

interface can save time whenever they are asked to assist in an issue.

All Vulnerabilities

This view shows vulnerability results for the selected data set(s) at the host level of detail,

I”

excluding services and facts coded as “informational” only. As with the All Scan Results view,
this view also shows an aggregation of all related CVEs for each vulnerability associated with
the SAINT Vulnerability Check; hyperlinks from the CVE to the associated external source;
access to the summary view of all vulnerability columns; and the tutorials. The following shows

an example of this page, with the Severity column being used to select a Severity type of

filtering results:

Dashboard Scan * Analyze * Report = Ticket * Exploit = Manage ~ Configuration * + Create

it I bilities by CWSS | bility Count by Host  Exclusions  Vulnerabiliy DB Custom Severities

Grid Actiens *  Data Filter Options = Data View Options »

~
& < =4 Page|1 of 7 »» =110 W View 1 - 10 of 70
Actions IP Address System Type Severity Level = Saverity Cenfirmed Vulnerability Check ID Description
T T <] T I
itical

eDp x 108011 Windows Server ° °,-’.!?.'f;.£,',33'.'ﬂ’¥“.‘m shell accass er_put web server allows PUT: /

2003 5P1 user shell access

ser file write access -

oo x 10.8.0.11 Windows Server o a':;:‘ I°; ;;,t:"ul;:‘p" er_delete Web server allows HTTP method DELETE

2003 5P1 susceptibility to maliclous content
ODr X 1080150 | Windows Server @ prx::rzl";',:;::;::’“ b hitp15034 | Windows hitp.sys range header parsing

2008 B2 check It out for possible vulnerabllities vulnerability (M515-034)

=-C "‘.-'--““ Severity Set o0 x 10.8.0.150 Windows Server o ‘I;:";::,I:leﬁg::zI‘.ll,!"(:‘.ﬁl:;:;ﬂ‘__ on the Internet? h_ms17010 Windows SMB remote command execution
»None 2008 R2 services (MS17-010)

@D x 1080150 | Windows Server Q (information - win2008r 2upd March 2017 security update for Windows

2008 R2 Server 2008 R2 not applied
oo x 10.8.0.11 Windows Server susceptibility to malicious No win_patch_ms15011 Group Policy Code Execution Vulnerability

2003 5P1 content (M515-011)
o0 x 10.8.0.11 Windows Server susceptibility to malicious Mo win_dotnet vulnerable Microsoft. NET Framework version:

2003 5P1 content 1.1.4322
oo x 10.8.0.150 Windows Server information gathering Yes dns_transfer DNS server allows zone transfers

2008 R2
o0 x 10.8.0.150 Windows Server information gathering fes dns_snoop DNS cache snooping vulnerability

2008 R2
o0 x 10.8.0.11 Windows Server check it out for possible Mo misc_wind ohsoletereli Obsolete Wi Release: Windows Server

2003 SP1 vulnerabilities. 2003

w
(AINT® used 617 of 5000 IPs (Expires 12/31/2017) <<« page[l__lof7 »»»[10 System time 11:32 AM

Vulnerabilities by CVSS

This view shows vulnerability results for the selected data set(s) at the host level of detail,

III

excluding services and facts coded as “informational” only. This view is different than the All
Vulnerabilities page in that it shows all vulnerability records at the vulnerability, CVE and CVSS
score level of detail. This view makes it easier to sort by CVSS score, search and filter by CVSS or

export this level of detail quickly without additional view customization.
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Total Vulnerabilities by Host

This view provides a one-click approach to answering one of the most commonly asked
guestions — what are my most vulnerable hosts? This view shows both the total number of
vulnerabilities by severity level, and the aggregate total. If you are using the asset tagging
features in Asset Management, these tags will also be available as columns to align these asset

metrics with scan results. The following shows an example of this use-case:

@ < <« page[t Jof1 = = [10_v] View 1-50f 5
Actions Host Name * Function Criticality  Availability Location Business Impact  Business Cost  Critical Problems  Areas of Concern  Potential Problems Total Vulnerabilities
[ ] [ ]

L] 10.8.0.1 Infrastructure | High High Miami Data Center | High 55M 0 0 0 0

o 10.8.0.11 Sales Medium | High Corporate Office Medium S1M 2 2 13 17

L] 10.80.12 Sales Medium High Corporate Office Medium S1Mm a o o 0

[ ] 10.8.0.150 Customer Data | High High AWS East Region High 510M 3 2 14 19

o 10.8.0.2 Infrastructure | High High Miami Data Center | High $5M 0 0 4 a

< >

All Exploits

This view is provided for viewing and assessing the results of running individual exploits or
tools. The default view provides the raw results at the host level of detail, including
unsuccessful exploits as well as exploits executed on the host(s). As with other views, the
results grid allows you to search and filter by any displayed column, to include the exploit-
specific severity levels that define the type of exploit (remote admin; remote user; client
access; privilege elevation) or if you just want to see what hosts had a successful exploit run on
it.

& Page [1 of 23 se w1 |10 W View 1- 10 of 224

Actions  IP Address System Type Severity Level = Saverity Exploit ID Description CVE(s)
L | vl w| L Il I |

Li I 10.8.0.150 Windows Server remaobe user smb_login Windows password weakness | CVE-1999-0503
2008 R2 access [netbank:netbank)

oo 10.8.0.150 Windows Server remate user smb_login Windows password weakness | CVE-1999-0503
2008 R2 access [testadmin:testadmin)

0 o 10.8.0.150 Windows Server remobe user amhb I“H”‘ Windows password weakness | CVE-1999-0503
2008 R2 access [testusertestuser)

All Pen Test Scan Results

This view is provided for viewing and assessing the results of the automated penetration test
scan policy — executed as a scan job. Itis similar to views for individual exploits; however, it
provides a subset of columns specific to pen test analysis, as well as a View all Pen Test Facts

feature to investigate both returned exploit information and details about all facts returned
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during the test, as well as links to tutorial information for individual exploits, as shown in the

following example:

Joomla User-Agent PHP object injection

Discovered 2017-07-20 14:43:56
IP Address  10.8.0.11
Hest Name  10.8.0.11
System Class  WINDOWS
SystemType  Windows Server 2003 SP1
Deseription  loomla User-Agent PHP object injection
Severity Level  Unsuccessful Exploit
Severity  no access
Service Output  joomla_user_agent
Service  BO:TCP
Class web
Exploit ID  joomla_user_agent
CVE(s) CVE-2015-8562

CCE(s)
BID(s)
OSVDB(s)
1AVA(s)
Vendor ID[s)
Node
Excluded?

Using the Results Grid

Scan results selected from the Data Set selector are presented in the data grid, based on
default settings upon installation. Many of these settings are also available for customizing as
you are performing your analysis. The following describe the various controls available in this

grid to support data presentation, as well as ad hoc analysis and exporting.

View External Source References

External source references, such as CVE, BID, OSVDB and vendor references like Microsoft
Bulletins and Red Hat advisories can be selected from the column selector and displayed in the
grid. These coded references also contain a hyperlink to allow you to click on the reference and

launch the external source’s detail page about the vulnerability.

Report

There are times when you will need to generate a quick report from the filtered data in a
results grid, rather than navigating to the Report features and building a report through the
report wizard. The “All Results” and “All Vulnerabilities” grids have the option to quickly
generate a “Full Scan” report by selecting “Report” from the “Grid Actions” dropdown menu.

This report feature will generate a report using the vulnerabilities results, as filtered in the grid

225



User Guide

and the Data Filter options, using the visible grid columns, with the following exceptions and

considerations:

The System Class, CCE(s) and Vendor ID(s) columns are not currently supported in report
output.

The “Severity” column is displayed as “Severity Level” in reports.

If “Custom Severity” and SAINT’s “Severity Level” columns are used in a grid, the report
includes report graphs for both.

If only the “Custom Severity” column is used, the report will exclude SAINT’s “Severity
Level”.

Host List columns will vary from the standard Full Report template, based on which

severity-related columns are visible in the grid.

IMPORTANT: Note that report widths have inherent limitations due to document and print

sizes. Therefore, there may be cases where the visible data grid columns and content exceed

readability when generating a report. It may be necessary to limit or modify the columns used

in order to produce a report that is both legible and beneficial to the report purpose.

Export to CSV or XML

Exporting the raw scan results simple. Click the export option from the Grid Actions dropdown,

then choose CSV or XML from the pop-up menu and save the file.

The export feature will export all columns and vulnerability records for the selected context

(data set(s)) to the selected path. An example XML output is shown below:

226



SAINT Security Suite

=7?uml version="1.0" encoding="UTF-8"7=
- <report=
- <ipaddr=
<I[CDATA[10.7.0.2]]=
</fipaddr=
- <hostname=>
<I[CDATA[10.7.0.2]]=
</hostname:
- =hostiype=
<I[CDATA[Windows 2000 5P2]]>
</hosttype=
- =seveniy>
<I[CDATA[Cntical Problem]]=
</seventy=
- <category=
<I[CDATA[administrator or root shell access]]=
</category=
- <confirmed=
=I[COATA[Ne]])=
</confirmed=
- =description=
<I[CDATA[SQL Server account sa has no password]]=
</description=
- =cves
<I[CDATA[<a href="http://cve.mitre.ora/cgi-bin/cvename. cgi?name=CVE-2000-1209" target="_blank"=CVE-2000-1209=/a=]]=
=fove=
- Zlavas=
<I[COATA[]]=
<fiava=
- <macaddr=
<I[COATA[]]=
</macaddr=
- <Eervice:
<I[CDATA[1433:TCR]]=
</service>
- =zexploit_available=
<I[COATA[]]=
</exploit_available=

Export to Cisco FireSIGHT

Through our partnership with Cisco, you can configure the Security Suite manager to
communicate with Cisco FireSIGHT and export scan results into the data corre3lation engine.
This allows the scan results to be viewed in Cisco FireSIGHT and used in Cisco FireSIGHT's

impact assessment.

To export scan results to Cisco FireSIGHT, first configure Security Suite to communicate with
Cisco FireSIGHT. (See System Options/Cisco FireSIGHT.) Then, from the All Scan Results, All

Vulnerabilities, or Vulnerabilities by CVSS grids, click on the export option from the Grid Actions

dropdown list. Then click on FireSIGHT from the pop-up menu. This will open a dialog box which

tells you whether the export was successful.

Scans can also be configured to export results to Cisco FireSIGHT automatically when the scan

completes. See Export Results to Cisco FireSIGHT for further instructions on this feature.
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Export to Splunk

In addition to automatically transmitting scan results to Splunk when scans have completed,
scan results can also be exported manually in a format that can be imported into Splunk. This
option is available from the All Scan Results; All Vulnerabilities; and Vulnerabilities by CVSS
grids. Click on this Export option through the Grid Actions drop-down to choose how you wish
to transmit the data shown in the data grid into the pre-configured Splunk instance. Click
Transmit Now to automatically export the data to Splunk. Click Save Export File to generate a
file which can be used to import data into Splunk using the JSON data source type. An error
message will be displayed if the Splunk configuration settings have not been configured in the
Configuration — System Options page or the target Splunk instance is unavailable. See System

Options/Splunk for further instructions on this feature.

View a Record's Details

In addition to viewing a vulnerability record’s displayed columns, you can also quickly view the
full details of a vulnerability record by clicking on the Fact icon (i) in the Action column. You can

also view all of a record’s detail by double clicking on a highlighted row.

View a Tutorial

SAINT develops and maintains its own tutorial categories and articles about vulnerabilities.
These tutorials contain information such as impact, background, problem and resolution
information. Some articles also contain a more information section that can include links to

external references to aid in your research and remediation activities.

You can view the tutorial articles for any vulnerability records by clicking on the Tutorial

Information (‘') icon in the far right column. An example of a tutorial is shown below:
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Tutorial

- Article 1 of 1

Impact

Background

Problem

Resolution

More
Information

Multiple vulnerabilities fixed in Malware Protection Engine

1.1.13704.0

Vulnerabilities in Microsoft Malware Protection Engine lead to Denial of Service, and
arbitrary code execution, when processing a crafted malformed file.

The Microsoft Malware Protection Engine is the processing engine for several pieces of
Microsoft malware protection products including Windows Live OneCare, Microsoft
Windows Defender, Antigen for SMTP Gateway and Antigen for Exchange, Forefront
for Exchange Server, and Forefront for SharePoint.

05/26/17

CVE 2017-0290

Microsoft Forefront Endpoint Protection, Microsoft Forefront Endpoint Protection
2010, Microsoft System Center Endpoint Protection, and Windows Defender prior to
engine build number 1.1.13704.0 have a vulnerability which could lead to an arbitrary
code execution. The vulnerability exists when the Microsoft Malware Protection
Engine does not properly scan a specially crafted file, leading to memory corruption.

Verify that the Microsoft Malware Protection Engine version is 1.1.13903.0 or later.
Windows Live OneCare, Microsoft Windows Defender, Antigen for SMTP Gateway,

Antigen for Exchange, Forefront for Exchange Server and Forefront for SharePoint
have built-in mechanisms for automatic detection and deployment of updates.

For further information, see Microsoft Security Advisory 4022344,

Microsoft Security Bulletins 07-010, 08-029.

Note that some tutorials contain more than one article, due to the scope and magnitude of a
vulnerability. In instances where a tutorial contains more than a single article, you can page
through the tutorial by using the left (back) and right (forward) arrows to navigate through the

articles.

Exclusions

The scan engine reports all vulnerabilities found, whether confirmed by clear evidence or
inferred as a result of other information obtained during the scan. For example, for some

vulnerability checks, the presence of TCP wrappers, a packet filter, a firewall, back-ported
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patches or other security measures on a target host could cause the scanner to return a false
alarm. For other vulnerabilities, it is impossible to determine with certainty whether or not the
vulnerability in fact exists, merely by probing it remotely. Unconfirmed vulnerabilities usually
fall into the brown level, but it is also possible for a red or yellow vulnerability to be a false
alarm. If, after further investigation, it is determined that a vulnerability does not exist, then the
vulnerability is a false alarm. In other scenarios, you may know the existence of a vulnerability,
but local policies or decisions dictate that you need to tag the vulnerability in a special way and
exclude it from current or future analysis or reporting. SAINT supports these types of scenarios
by allowing you to set an exclusion flag on the vulnerability, and determine whether the
vulnerability should be specific to a host, all hosts, a selected scan job or for all future scan jobs.
While this feature can be a helpful way to minimize your analysis time and focus on risks you
deem the most important, a periodic review of the tutorials that correspond to excluded
vulnerabilities is recommended in order to confirm that they should remain excluded, or to
determine if there is a new vulnerability with the same description that may impact your

decisions for exclusions.

The exclusions features are found on pages under the Analyze menu, and contain two primary
functions: 1) Use the Exclusions option (scissors icon) to create an exclusion or view exclusion
information specific to a selected row; 2) Use the Exclusions column in the analysis grids to
determine whether individual rows have exclusions set for them; 3) use the Exclusions page
option under the Analyze menu to view and manage all exclusions set in the system; and 4) Use
the Exclusions are Included/Hidden option in the Data Filters option dropdown to hide or

unhide exclusion records.

Create an Exclusion
1. To exclude a vulnerability, click on the Set Exclusions (scissors) option in the Actions
column of the vulnerability to be excluded. In the example, we will exclude sunrpc

vulnerability for the current scan job and a specific host.
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Vulnerability Exclusion »®

Fields with * are reguired.

(O set exclusion in all jobs

@ set exclusion in this job only

(O set exclusion for all targets
@ set exclusion for host.example.com only

Apply this exclusion to new scans until

someone deletes it

Description

sunrpc services may be vulnerable

Comment

Create

2. By default, the exclusion will only be applied to the current job. Choose “Set exclusion in
all jobs” if you want the exclusion also to be applied to other jobs. Note: If the logged-in
user is not an administrator, then the exclusion will only be applied to the user’s own
jobs and jobs to which the user has exclude results permissions. (See Modifying
Permissions.)

3. By default, the exclusion will only be applied to the current target. Choose “Set
exclusion for all targets” if you want the exclusion also to be applied to other targets.

4. By default, the exclusion will be applied to new scans (including those from new jobs if
all jobs was chosen in step 2) until someone deletes the exclusion. If you would prefer to
automatically stop applying the exclusion to new scans on a predetermined date, click

on the Apply this exclusion to new scans until box and choose a date.
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5. Enter detailed comments to describe the reason for the exclusion and any other
relevant information that will be useful later in your overall risk strategy.
6. Click the Create button to save the exclusion.

Show/Hide Excluded Vulnerabilities

Although a vulnerability can be flagged as an exclusion, it can still be displayed or hidden
dynamically while performing analysis.

Show

To show excluded vulnerabilities in the displayed results, the Show/Hide option is a toggle
option under the Data Filters Option dropdown list. Show Exclusions will be displayed when
Exclusions are hidden. Hide Exclusions will be displayed when Exclusions are currently being
displayed in scan results and calculations. The Data Filters column (left-most column) will

display the current state of this filter.

In the following example, all vulnerabilities are shown, to include all that have been flagged as

exclusions:

Dashboard Ar v Report ¥ Ticket * Exploit ¥ Manage * Configuration * + Create
All Results Al Vadnerabilities  Vull bilities by CWSS V) ility Count by Host  Exclusions  Vulnerability DB Custom Severities
Data Filters Grid Actions * Data Filter Options * Data View Options *
=TT < <« Page[t|ofss = si[10 ] View 1- 10 of 548
LI Actions IP Address System Type Sewverity Level Sewerity Description Exclusion = Exclusion Comment

= Data Sourc

(1) T T T =l V] | ] — !

= Vuln s
» 2017-07-20 oD x 10.8.0.188 Ubuntu 14.04 check it out for possible | sunrpe services may be Yes Compensation controls on this host envir
G vulnerabilities vulnerable
Assot Filtors 00 x 10.8.0.21 Windows 7 susceptibility to malicious | Windows SMB Client Yes Exclude this Win7 vulnerability for initial §
R content vulnerabilities (M$11-019)
Sbchon @cx |10 Windows 7 authenticated denial of | LSASS Denial of Service Yes DoS wuln's are being excluded on this sub
» Visibh SErVICE vulnerability (MS517-004)
= Custom Severity Set 00 x 10.8.0.188 Ubuntu 14.04 susceptibility to malicious | GnuTLS vulnerable version: Yes GnuTLS vulnerability will be deferred on t
»None content 2.12.23
oD x 10.8.0.188 Ubuntu 14.04 J administrator or root Windows account nobody has No
shell access no password
00 x 10.8.0.188 Ubuntu 14.04 Q user file write access Wieb server allows HTTP No
method DELETE
oo x 10.8.0.188 Ubuntu 14.04 o user file write access readable/writable share at No
UBUNTU14//testshare
o x 10.8.0.188 Ubunti 14.04 o used file wiite access Web server allows PUT: / No
OB Kk 1080188 Ubuntu 14.04 privilege elevation vulnerability in Samba 4.3.11 No
0o x 10.8.0.188 Ubuntu 14.04 privilege elevation Over-the-network SMB packet No

vulnerabilities in Windows
system (M510-054)

(AINT® used 632 of 5000 IPs (Exp 017 <<« page[L Jofss mei10 v System time 4:46 PM

In this example, there are 548 total vulnerability records displayed for the scan — including
those having been flagged as an exclusion. You can use the column search feature to locate

specific excluded vulnerabilities or to merely sort the list in ascending or descending order for
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exclusions (yes/no). Click on the exclusion (scissors) option for an exclusion record, to view the
information previously defined for the exclusion. The Vulnerability Exclusion dialog will display
in the same manner as for creating an exclusion.

Hide

To perform analysis without excluded vulnerabilities, choose the Hide Exclusions option in the
Data Filters dropdown list. The display is refreshed again, hiding all excluded vulnerabilities.
View the total record count at the bottom of the grid to see how many vulnerability records

have been affected by the exclusions. In our example, the record count is now down to 544, as

a result of hiding multiple exclusions affecting three different hosts:

Dashboard Sca Analyze * Report ¥ Ticket * Exploit * Manage * Configuration * + Create

All Results  All Velnerabilities  Vulnerabilities by CV55  Vulnerability Count by Host  Exclusions  Wulnerability DB Customn Severities

Data Filters Grid Actions * Data Filter Options * Data View Options * A
= Data View « <= Page|1 of 55 »» 1|10 V| View 1 - 10 of 544
» None
' Actions IP Address System Type Severity Level « Severity Description Exclusion Comment
= Data Source (1) T TIT T V] | =l ] v] | J
= Vuln scan(1)
3 o0 x 10.8.0.188 Ubuntu 14.04 L administrator or root Windows account nobody has No
shell access no passwaord
_— oD x 10.8.0.188 Ubuntu 14.04 o user file write access Web server allows HTTP No
- method DELETE
- b LIS 10.8.0.188 Ubuntu 14.04 o user file write access readable/writable share at Mo
" UBUNTU14/testshare
Cur 00 x 10.8.0.188 Ubuntu 14.04 ] user file write access Web server allows PUT: f No
) 00 x 10.8.0.21 Windows 7 o administrator or root Windows print spocler remote No
shell access code execution vulnerability
(M513-001)
oo x 10.8.0.21 Windows 7 Qo administralor or root Windows print spooler remote No
shell access code execution vulnerability
(M512-054)
Li NLRES 10.8.0.21 Windows 7 L administralor or root Windows SMB Server No
shell access Transaction Vulnerability
o0 x 10.8.0.21 Windows 7 o administrator or root Windows print spooler remote No
shell access code execution vulnerability
(MS16-087)
oo x 10.8.0.21 Windows 7 o administrator or root May 2017 security update for No
shell access Windows 7 not applied w2
2/31/2017) « <+ Page [1 |ofsg e wi[10 WV

Remove an Exclusion

Exclusions can also be removed in order to facilitate changes to the environment, organization

decisions, compliance requirements and risk strategies.

One method is to locate the exclusion within an Analysis grid, selecting the affected job and
vulnerability. This method is typical when managing exclusions at low levels of detail (job, host).
Use the following steps to remove exclusions directly within the Analysis grid:

1. Select a scan job (and/or specific scan) that is affected by an exception.

2. Select the All Vulnerabilities view to limit your display to vulnerability records.

3. Use the Column Chooser to include the Exclusions column in your display grid.
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Use the column sort feature to sort your view by Exclusions = “yes”.
Click on the Set Exclusions (scissors) option on the vulnerability exclusion record to
remove.

SAINT will display the Vulnerability Exclusions dialog.
Vulnerability Exclusion x

<<< This Vulnerability is already set as an Exclusion ==>

O Set exclusion in all jobs

(@ set exclusion in this job only

(O set exclusion for all ta rgets
® set exclusion for host.example.com only

Apply this exclusion to new scans until

|50meo ne deletes it

Description

sunrpc services may be vulnerable

Comment

Remove

6. Click the Remove button.

The exclusion flag will be removed, leaving the vulnerability record intact for future analysis.

Note that deleting an exclusion configured to impact “all jobs and selected host target” or “all

jobs and all host targets” will remove this condition and not set exclusions for subsequent

scans.
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The second method for removing exclusions is to perform the delete within the Exclusions page
found under the Analyze menu. Refer to the next section (below) for steps for viewing all
exclusions in the system and editing or deleting as required.

View Exclusions

The previous section described how individual exceptions are created, and can be used or
hidden while performing detailed analysis. This section describes how to view all exclusions that
have been created in the system, and the features available for editing details or deleting
exclusions without having to locate them within affected scans.

First, click on the Exclusions page under the Analyze menu to display a list of all current
exclusions:

mlf“"ﬁuri:y Suite Admin *  Help *

Dashboard Scan v v Report * Ticket * Exploit * Manage Configuration * + Create

Al Results  All Vulnerabiliies  Vulnerabilivies by CWSS  Vulnerability Count by Host  Exclusions  Vulnerability DB Custom Severities

Grid Actions =

[+ L Pagelzloﬂ e (10 W View1-4of 4
Actions Created By Creatad At Job = All Jobs? Target All Targets? Tutorial Description Comment
I | — )| v [ 'L ]
O 868 admin 2017-07-20 16:27:16 Yes 10.8.0.188 No GRUTLS vulnerabilities | GruTLS vulnerable version: | GRuTLS vulnerability will be
21223 deterred on this target. Itis
bing diecommissioned.
988 admin 2017-07-20 16:38:31 Yes Yes Windows updates L5ASS Denial of Service [0S vuln's are being excluded
needed vulnerability (M517-004) on this subnet due to other
compensating controls.
988 admin 20170720 16:33:37 | Vuln scan No 10.8.0.21 No Windows updates Windows SMB Client Exclude this Win7 vulnerability
neaded vulnerabilities (M511-019)  for initial remediation. Revisit
on next rescan.
O -8 8 admin 2017-07-20 16:44:51 | Vuln scan No 10.8.0.188 No sunrpc vulnerabilities | sunrpc services may be Compensation controls on this

vulnerable host environment remediate
against this issue.

ST, o

5000 |Ps (Expires 12/31/2017)

You can now view, sort, and search exclusion content in the same manner you would with
other grids in the system. This display shows useful information, such as the author of the
exclusion and when it was created, as well as the scope of the exclusion, such as individual or
all host targets, and whether the exclusion is specific to a job or spanning all jobs. Additional

columns may also be available through the column chooser, depending on your current display.

Use the Edit (pencil) option to view the current settings of the exclusion and modify the
comments or end date.
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Use the Delete (trashcan) option to delete the exclusion. Note that deleting an exclusion
configured to impact “all jobs and selected host target” or “all jobs and all host targets” will

remove this condition and not set exclusions for subsequent scans.

Quarantines

In some cases, if a critical vulnerability is detected on a host, it may be desirable to quarantine
that host from the rest of the network as a protective measure. This capability exists on
networks which use Cisco ISE for authentication of devices to network resources, and can be
initiated using the Cisco pxGrid service. After a target is quarantined, it will be unable to access
the network, thus preventing any compromise of the target from affecting the rest of the

network.

Creating a Quarantine Policy in ISE

Before a target can be quarantined, you must create a quarantine profile in ISE. The steps
below only provide a basic overview. Please consult the ISE documentation for the full details.
1. (ISE 1.x only) Change the service status to Enabled under Administration > System >

Settings > Adaptive Network Control.

2. Create a new authorization profile called Quarantine of type ACCESS_ACCEPT under
Policy > Policy Elements > Results > Authorization > Authorization Profiles.

3. Under Policy > Authorization, insert a new rule above the Basic_Authenticated _Access
rule. In the Conditions box, choose Create New Condition > Select Attribute > Session >
EPStatus. In the next box, choose Quarantine. In the Authz Profile box, choose Standard
> Quarantine. The final rule should read: “if Session:EPSStatus EQUALS Quarantine then

Quarantine”.

Quarantine or Unquarantine a Target

Locate the desired vulnerability record on any of the Analyze grids.
2. Click on the Quarantine icon (exclamation point inside a triangle) in the Actions column
for that record. (This icon only appears if the Cisco pxGrid client has been configured in

SAINT. See Cisco pxGrid configuration.)

3. Adialog box reports the current status of the vulnerable target as reported by ISE.
a. Ifthetargetis currently unquarantined, click on the Quarantine button to request

that it be quarantined.
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b. If the target is currently quarantined, click on the Unquarantine button to request
that it be unquarantined.
c. Ifthe target does not have an active session with the ISE server, then no action can
be taken.
4. The quarantine or unquarantine request will take effect the next time the target
authenticates to ISE. Until then, the status reported in the dialog box will remain
unchanged, and the request can be cancelled by re-opening the dialog box and clicking

on the Keep Quarantined or Keep Unquarantined button.

Disputes

While the exclusion feature discussed in the previous section is useful for informally excluding
certain findings, SAINT also includes a vulnerability dispute feature for situations where a more
formal approval process and audit trail are required. This feature is primarily designed to satisfy
the reporting requirements in the ASV Program Guide, but it can also be used for other
purposes as needed. Disputes can be created by any user who has dispute results permission
on the scan job, but can only be resolved by a user who has resolve disputes permission on the

system.

Create a Dispute

To dispute a vulnerability, go to the Analyze -> All Results or Analyze -> All Vulnerabilities page,
and click on the Dispute button (X icon) in the Actions column for the vulnerability. This opens
the dispute dialog containing three expandable sections: Dispute Information, Evidence, and

Response:
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Dispute x

= Dispute Information

Vulnerability Description
Windows SMEB remote command execution (M517-010)
Dispute Type

-- Select Type -- -

Explanation

v Evidence
+ Response

Create

Select the dispute type from the drop-down menu, and explain why you disagree with the
vulnerability finding in the Explanation box. If you have evidence files to support the dispute,

expand the Evidence section by clicking on the triangle beside the Evidence section header:
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Dispute x

+ Dispute Information

* Evidence

Evidence File Date Obtained How Obtained

Browse... | No file selected. 2018-08-29

+ Add Row

* Response

Create

Click on the Browse button to select the evidence file to upload, and specify the date the file
was obtained, and a brief explanation of how it was obtained. Click on the Add Row button if

you have more than one evidence file.

When you are finished, click on the Create button.

Bulk Disputes

Sometimes the same explanation and evidence apply to several disputed vulnerabilities. In
these cases, it is faster to create one dispute covering all the disputed vulnerabilities rather
than creating a separate dispute for each one. To create a dispute covering multiple
vulnerabilities, go to the Analyze -> All Results or Analyze -> All Vulnerabilities page, and check
the boxes beside the desired vulnerabilities. Then choose Dispute from the Grid Actions

menu. Fill out the dispute form as described in the previous section.

View Disputes

To view a list of disputes, go to the Analyze -> Disputes page. This page displays a grid showing

all disputes in the system which you have permission to view or resolve. Disputes can be
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filtered by their status using the drop-down menu at the top of the Status column, to help
resolvers find the disputes that require a resolution.

To view a dispute, click on the Details button (“i” icon) beside the desired dispute. This brings
up a dialog containing two tabs:

View Dispute »

Dispute Information Vulnerability Information

Description October 2017 security update for Windows Server 2008 R2 not applied
Type False Positive
Explanation This is a false positive.
Evidence l.png
Status Approved
Response This is a false positive.
Create Time 2018-08-29 12:08:54
Create User kline
Update Time 2018-08-29 12:08:54
Resolve Time 2018-08-29 12:44:08

Resolve User asv

The Dispute Information tab shows the information about the dispute itself, including links to
any evidence files. The Vulnerability Information tab shows information about the disputed
vulnerability. If more than one vulnerability is being disputed, use the pager buttons to page
through the vulnerability information.

Each dispute also has action buttons allowing you to edit the dispute, delete the dispute, or
view the dispute’s activity log.

Resolve a Dispute

Once created, a dispute can only be resolved by a user who has both View Results permission
on the scan job and Resolve Disputes permission globally. (Global permissions are set from the
Permissions tab when editing the user or group on the Manage Users and Groups page. See

Access Controls for more information about permissions.) Before resolving a dispute, review

the dispute information, evidence files, and associated vulnerability information as described in

240



SAINT Security Suite

the previous section, and decide whether to approve the dispute, deny the dispute, or request
additional information from the user who created the dispute.

To resolve the dispute, go to the Analyze -> Disputes page and click on the Edit button (pencil
icon) beside the desired dispute. Alternatively, go to the Analyze -> All Results or Analyze -> All
Vulnerabilities page and click on the Dispute button (X icon) beside the vulnerability. This opens
the dispute dialog. Click on the triangle beside the Response section header to expand the

response section:

Edit Dispute ®

» Dispute Information

» Evidence

* Response

Request More Information
Update Only (Leave Open} -

Response

Explain why you are approving the dispute. This response will go in the ASV
Summary report.

Update Delete

Click on Approve, Deny, or Request More Information, and enter a response explaining your
decision. If you are approving the dispute, the response will go into the PCI Comment column of
the analyze grids as well as the ASV Summary report, so ensure that it is clear and brief. If you
are requesting more information, be sure to state what information is needed. The dispute
status will change to pending until someone modifies the dispute, at which time it will change
back to open. When you are done, click on the Update button. The dispute status will then be
changed to reflect your decision. Furthermore, if you approved the dispute, then the PCl status

will change to Pass and the PCI Comment will show your response.
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Delete a Dispute

Disputes can be deleted either by clicking on the Delete button inside the dispute dialog, or the
delete button (trash can icon) on the Analyze -> Disputes page. Deleting the dispute will cause
the PCl and PCI Comment fields to return to their original values if the dispute had previously
been approved.

Vulnerability DB

The Vulnerability database page provides access to SAINT’s vulnerability database, to allow you
to view information about all of the vulnerabilities SAINT currently supports. This grid provides
full support to select the columns to be displayed, column order, column sorts, as well as
filtering the displayed results based on any available column, such as: SAINT’s unique check ID,
keyword column searches, CVEs, CVSS score, SAINT’s severity category or your organization’s
custom severities. In the following example, this grid displays all vulnerability checks (by Check
ID), as well as the user’s custom severities associated with their FISMA custom severity set. This
particular custom severity assignment sets all checks associated with the check category of
“database” to be a Medium custom severity. Note: Each check_id may be associated with
multiple CVEs with varying CVSS scores, and Custom Severities. Therefore, the CVSS score and

Custom Severity code is the HIGHEST score computed for those instances.
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EﬂlHT's._-mah- Suite Admin ¥ Help *

Dashboard Scan v Analyze ~ Report * Ticket * Exploit * Manage * Configuration * + Create
All Results Al Vulnerabilities  Vulnerabilities by CVSS  Vulnerability Count by Host  Exclusions  Vulnerability DB Custom Severities
Grid Actions ~ o
Check View  Tree View
® « <« page[1  |of1,447 = m View 1 - 30 of 43,404
Actions CVE Check ID Name CV5s Severity Level
[ |11 I 1 I . v
oD CVE-1999-0002 rpc_mountd mountd may be vulnerable 10
oo CVE-1999-0003 rpc_tooltalkbo tooltalk version may be vulnerable to buffer overflow 10 Q
@0 |cvE-1999.0005 mail_imap_bo imap version may be vulnerable to buffer overflow 10 Q
@0 |CvE-1999-0006 mail_pop_qgpop vulnerable pop3 version: Qpopper* 10 Q
L Je] CVE-1999-0006 mail_pop_two pop version may be vulnerable to buffer overflow 10
on CVE-1999-0008 rpe_nisd nisd may be vulnerable to buffer overflow 10
(i Ju] CVE-1999-0009 dns_bindbo buffer overflow in BIND 10 *]
oo CVE-1999-0009 dns_potential DNS may be vulnerable 10
on CVE-1999-0010 dns_bindbo buffer overflow in BIND 5 [+ ]
OO0 |CvE-1999-0010 dns_potential DNS may be vulnerable 5
Li Jis] CVE-1999-0011 dns_bindbo buffer overflow in BIND 10 o
Li &) CVE-1999.0011 dns_potential DNS may be vulnerable 10
oD CVE-1999-0013 shell_ssh_fsecure F-Secure 55H is vulnerable 7.5 I
oo CVE-1999-0013 shell_ssh_ssh S5H is vulnerable 7.5 Q
on CVE-1999-0017 ftp_bounce FTP server can do ftp bounce 7.5
(i Jv] CVE-1999-0018 rpc_statd rpc.statd is enabled and may be vulnerable 10 M

(NINT* used 632 of 5000 1Ps (Expires 12/31/2017) <« page[l_ of1,447 = =130 ~] System time 6:35 PM

Tree View

This option rolls up vulnerability checks into categories, such as databases, DNS, mail and

passwords.

CVE View

This option displays a view of all supported CVEs, including their associated CVSS score, SAINT
check ID, SAINT severity level, and any custom severities that have been associated with listed
CVEs. From the Grid Actions menu, click Export to create a file in either CSV or XML format
which contains all the CVEs that can be identified by SAINT.

Custom Severities

This feature provides the capability to create one or more sets of custom severity codes, and
assign them to vulnerabilities, similar to how SAINT and the industry uses other ways to
categorize or classify the severity of vulnerabilities, such as: the CVSS scoring system (1-10); PCI
(Pass/Fail); SAINT Severity Levels (Red-Critical; Yellow-Area of Concern); SAINT Severity
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categories (Denial of Service; Privilege Elevation). Some use-cases can include, but are not
limited to:

e Regulatory compliance — create custom severity codes for a regulatory compliance area
(e.g., FISMA) that mandates risk management based on a specified list of severities, such
as High, Medium, Low for classes or groups of risks/vulnerabilities.

¢ Local standards — maybe your organization has an internal method for classifying risks.
For example, you define a custom severity set of “Local” and create custom severities by
categories defined in your internal risk management framework (e.g., Critical;
Important; Routine). Then you assign risks related to the types of checks related to
various areas of interest, such as: web servers, web applications and passwords are
deemed Critical; risks related to Windows OS are deemed Important; risks related to
Print Services are deemed Routine.

o Classifying high visibility vulnerabilities — in this use-case, you could create a Custom
Severity set, and create severities based on the level of risk or severity you deem
appropriate for high visibility vulnerabilities that hit the news. For example, assign a
High Visibility Severity code of Urgent for individual checks related to vulnerabilities

such as: Poodle, Heartbleed and Bash.

{'m HT'Securiw Suite Admin * Help *

Dashboard Scan ¥ Analyze * Report Ticket = Exploit = Manage Configuration v + Create

All Results Al Vulnerabilities  Vulnerabilities by CVS5  Vulnerability Count by Host  Exclusions  Vulnerability DB Custom Severities

Grid Actions ¥

Severity Sets Severities

Newset . crome

Actions Set Name ~ Created By Creator Groups Created At
L |1 1L ]
@8 |[Internal | |admin 2017-07-20 18:39:46

(AINT® used 632 of 5000 IPs (Expires 12/31/2017) <<« page[l__ Jof1 = =[5 v System time 6:43 PM

Add Custom Severity Sets

1. Enter a name in the New Set field in the Severity Sets tab
2. Click the Create button to add the new set to the existing list.
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Controlling Permissions to Custom Severity Sets

User access control and permissions can be managed for individual custom severity sets.
Permissions can be defined and managed by performing the following steps:
1. Click the Security action button beside the Custom Severity Set to be managed.
2. Select a user or group in the current panel or use the Add button to select the applicable
user(s) and/or group(s) to include in your permissions.
3. Use the check boxes in the Permissions for [user] section to define the View, Modify,
Delete permission for the selected custom severity set or others, as specified in the
permissions dialog.

4. Click OK to save the permissions settings.

Edit/Delete Custom Severity Sets

1. To edit the title of an existing Custom Severity Set, click in the cell of the applicable Set
Name, and edit the name as needed. Click outside of the cell when done to retain the
changes.

2. To Delete a Custom Severity Set, click the Delete action button in the Actions column.
This action will display a second prompt to verify that you want to delete the Custom
Severity set.

WARNING: Deleting a custom severity set will also delete all custom severities
associated with the custom severity set AND all vulnerability assignments that have

been made based on the assignment rules that may exist for the set.

Add Custom Severity Codes

After a Custom Severity Set has been defined, the next step is to create one or more custom
severity codes that will be used to assign severities to vulnerabilities.
1. Click on the Severities tab in the Custom Severities grid to view the Severities grid, as

shown below:

Default View
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Dashboard

yze Report v Ticket v Exploit Manage v Configuration * + Create
All Results  All Vulnerabilities  Vulnerabilities by CVSS  Vulnerability Count by Host  Exclusions  Vulnerability DB Custom Severities

Grid Actions ~

Severity Sets Severities

Assignments View

@ < <« page[t  |of1 = - View 1- 3 0f 3
Actions Severity Set Severity Code Severity Rating Color Description Created By Created At
V]| [l ] Il ]I |
0/ # @ internal Low 3 #acd918  Minimal risk. Assess for impact. admin 2017-07-20 18:41:21
0/ # @ Internal Medium 2 Remediate after most critical admin 2017-07-20 18:40:37
9/ 2 @ internal High 1 Most critical admin 2017-07-20 18:40:09

{QINT* used 632 of 5000 IPs (Expires 12/31/2017) <<« page[1 Jof1 = = [15 ¥ System time 11:53 AM

2. Select Create Severity from the Grid Actions dropdown to display the New Severities
creation window.

3. The next step is to define the various attributes of the Severity Code. This detail includes
the severity code to the applicable Severity Set; the sort/priority order for the severity in
relationship to other codes defined for the set; a short description that defines the

code; and a color to associate to the code for applicable charts and graphs.
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New Severity X

Severity Set

Severity Code
High

Severity Rating (A lower value is more severe)

1

Description
Vulnerabilities deemed most critical to
operations and must be remediated.

color

Create

4. Click the Create button to save the new Custom Severity code.

At this stage in the process, there are no vulnerability assignments associated with the
new severity code. Vulnerability assignments are done once a new custom severity code

has been defined and associated with a custom severity set.

There are two ways to view custom severities. 1) The Default View provides a quick view of the
Severity Codes and the details used to create them. This view is the fastest and simplest way to
view and make modification to the attributes about a custom severity. 2) The Assignment View

provides the details associated with vulnerability criteria assigned to each custom severity. This
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view is the fastest and simplest way to view and make modifications to the criterion used to
map each severity to the target vulnerabilities. Each view and their usage are described below.

Default View

Smﬂrsﬂumy Suite Admin *  Help *

Dashboard Scan ¥ Report * Ticket * Exploit * Manage * Configuration ¥ +Create

All Results  All Vulnerabilities  Vulnerabilities by VS5 Vulnerability Count by Host  Exclusions  Vulnerability DB~ Custom Severities

Grid Actions *

Severity Sets 1 Severities

Assignments View

@ « <4 Pageofl e w15 W View1-3of3
Actions Severity Set Severity Code Severity Rating Color Description Created By Created At
v] | ] 1 |1 |1 | |
@/ # & internal Low 3 #acd918  Minimal risk. Assess for impact. admin 2017-07-20 18:41:21
0/ # @ Internal Medium 2 " Remediate after most critical admin 2017-07-20 18:40:37
0/ 28 internal High 1 XD viost critical admin 2017-07-20 18:40:09

(AINT® used 632 of 5000 IPs (Expires 12/31/2017) <<= page[l_ lof1 »>» System time 11:12 AM

Edit a Custom Severity Code

1. Click on the Edit action button on the row of the applicable severity code to display the
detailed information for modification.

2. Modify the settings for the Severity Set, Severity Code, Sort Order, Description or Color,
as needed.

3. Click the Update button to save changes.

Delete a Custom Severity Code

Click on the Delete (trash can) action button on the row of the applicable severity code. This

action will display a second prompt to verify that you want to delete the Custom Severity.

Warning: Deleting a custom severity code will also delete all vulnerability assignments that
have been made based on the assignment rules that may existing for the code. Do you wish to

continue?

Assign Custom Severity Codes to Vulnerabilities

Once Custom Severity Sets and their applicable Severity Codes have been created, they can be

assigned to vulnerabilities. Unlike exclusions, where vulnerabilities exclusions must be
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investigated and determined based on the actual occurrence on a host, and the policy and

configuration of a scan job, custom severities can be pre-assigned to vulnerability definition,

much like a CVSS score or PCl pass/fail standard.

249

1. Click the Custom Severities Assignment option (links icon) in the Action column for the

corresponding Severity Code, as shown below, to display the assignment options.

Assignments View

) Page[t  |of1 15 v View1-30f 3
Actions Severity Set Severity Code Severity Rating Color Description Created By Created At
v | I | |1 Il |
0/ # & internal Low 3 #acd918  Minimal risk. Assess for impact. admin 2017-07-20 18:41:21
9/ # @ internal Medium 2 #dO9BL0E  Remediate after most critical admin 2017-07-20 18:40:37
0 ()| nternal [ igh | 1 Most critical |admin |2017-07-2018:40:00 |

This selection will display a grid that shows all assignment criteria currently defined for a

Custom Severity, and Grid Actions for adding Custom Severity Assignment rules:

Assignment Criteria - High *®

Grid Actions *

Page [1 of 1

[] Actions CVSSMin  CVSS Max CVE Check Category Check Id Priority -
| I I I [ I ] ]

Ol«s 6 10 1

& Page D of 1 10 W

Custom Severities can be assigned to vulnerabilities in a number of ways.

e CVSS Score or Ranges — assign a severity code to vulnerabilities based on a range
of CVSS scores (e.g., CVSS scores 7-10 are assigned high severity)

e Individual or a collection of CVEs

e SAINT check categories (e.g., Passwords)

e SAINT check IDs — Check IDs are identifiers for individual probes used for
assessing a target and finding a vulnerability. A vulnerability, as defined in a
check, is different than a CVE, as defined by MITRE and published by NIST. CVEs
are based on unique instantiations (e.g., enumerations) of a vulnerability, so a
Check ID can be associated with one or more related CVEs. For example, the
win_samba vulnerability check contains all of the code needed to assess a target
against a vulnerability related to Samba 3.x that allows remote attackers to

execute arbitrary code via a crafted RPC call. This check covers that
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vulnerability—including all of its variants—as defined in related CVEs. Two such
examples are: CVE-2012-1182 (CVSS 10.0) related to the RPC code generator in
Samba; and CVE-2014-2393 (CVSS 2.9) related to the push_ascii function in smbd
in Samba. The benefit of assigning a severity code at the check id level is
ensuring consistency across the environment in the way you identify the risk of
the actual vulnerability, not every instantiation or variant, as defined by CVEs.
2. To assign a custom severity to one or more vulnerabilities, click on the Create
Assignment Criterion option in the Grid Actions dropdown. An assignment dialog will be
displayed to set your criteria, as shown below:

New Criterion
Assign to |[CVSS Range hd

Save

3. Choose the type of criterion to be used from the Assign to dropdown list. (e.g., Check
Category)

4. Next, select or enter the specific criterion related to the chosen type. (e.g., Check
Category > Passwords)

5. Click the Save button to save each severity code assignment.

The following shows two criteria assigned for vulnerabilities to be associated with the “High”
custom severity. In this example, all vulnerabilities that have a CVSS score of 6-10, or are
associated with SAINT’s “Password” checks will be assigned custom severity = “High” for the
“Internal” custom severity set.

Assignment Criteria - High x
Grid Actions *
Page l:l of 1
[] Actions CVSSMin  CVSS5 Max CVE Check Category Check Id Priority +
[ | | | | | | | | | |

Ojsle pass 4
Ollels 6 10 1

(] Page Eul 1 |10 W
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Assignments View
The default view for the severities displays all severity sets and their associated custom
severities. Click on the Assignments view to see all details, including all current vulnerabilities

assignment criteria, as shown in the following example:

Dashboard Scan ¥ Analyze Report * Ticket * Exploit * Manage * Configuration * +Create

All Results Al Vulnerabilities  Vulnerabilities by CVSS  Vulnerability Count by Host  Exclusions  Vulnerability DB Custom Severities
Grid Actions *
Severity Sets ‘ Severities
Default View
@ ‘ < Paseofi e View 1-40of4
Actions Severity Set Severity Code Severity Rating =  Color CV5SS Min CVSS Max CVE Check Category Check Id Priority
v JL ] ]l I ]l ]l I J 1 ]
@, 28 internal Low 3 #acd9ls 0 2.9 3
9/ # & Internal Medium 2 3 5.9 2
® ./ # 8 Internal High 1 6 10 1
© ./ # 8 Internal High 1 pass 4
< >
{AINT> used 632 of 5000 IPs (Expires 12/31/2017) «<« page[1Jof1 = »[15 v System time 12:01 PM

Remove a Custom Severity Code Assignment

Custom Severity code assignments can be removed at any time, based on your access and
permissions to the associated Custom Severity Set.
1. From the Assignments View, click the Delete (trash can) option for the Assignment
Criteria to be removed.
This selection will display three options to control specifically what assignments will be
deleted. At this point, you can delete just the selected Criteria; the Severity and all

associated Criteria; or even the entire Severity Set and all associated Criteria.

e . . p—— . w .
D e I S I IR I
¢ | Assignment Criteria >
. Severity
Severity Set
(INT® used 632 of 5000 IPs (Expires 12/31/2017) « page[l_ Jof1 > System time 12:06 PM

2. Click on Assignment Criteria to remove the assigned custom severity from all impacted
vulnerabilities.
Warning: Removing a custom severity code’s assignment will remove the assignment
rule from the Custom Severity code’s Checks Criteria, as well as all current and future
vulnerability scan records. Once the Submit button is selected, this action cannot be

undone.
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3. Click OK in the confirmation box to delete. Click Cancel to close the box without
deleting.

Priority Handling

You will note that when a custom severity is assigned to vulnerabilities, a numeric value is set
for the Priority field. The Priority defines the order which assignment rules are applied to
vulnerabilities in the event of a conflict. By default, if a conflict occurs, the most recently

created assignment rule will take precedence over other assignment rules.

Accept Default? x
One or more potential conflicts were

Assignment Criteria - Low detected. By default, this criterion will take ~ x
g precedence over all ather criteria for the
) _ affected vulnerabilities. Click 'Yes' to apply
Grid Actions this new criterion. Click ‘Mo’ to view and W
resolve these cenflicts manually.
[[] Actions  CVSS Min CV55 Max Check Id Priority =
Yes No
LI [ i T ]

0w misc_tls_heartbleed 6

O s s misc_av_trendmicro_officescantls 5
Oss 0 29 3

O « <« Poge[t |of1 »r »i[10 W

1. When creating assignment rules, if a conflict occurs you will be prompted on whether or
not you want to accept the default or if you want to adjust the priority settings. In this

use case, there are two choices:
a. Click Yes to use your current assignment as the top priority over any previous
assignment rules.

b. Click No to save the assignment and bring up the conflict resolution Ul.
If you click No, a Criteria Edit screen (shown below) will display to allow you to

review the conflicting rule and determine if it is OK or if you wish to change the
order of priority for the conflicting rules.
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253

Criterion Edit - Check Id(s)

T Severity: Low, Criteria: Check id
misc_av_trendmicro_cfficescantls

+ Severity: Medium, Criteria: CVS53-5.9

$ @ XEXE X0 % « <« page[t  |of1 = »i[10 V] View1-1of1

| Actions Check ID Name CVE
|misc_av_trendmicre_officescal [ T T I

Mo D> _mis:_av_trendmicm_ufﬁ:es:antls .Tr\endMi:lo OfficeScan TLS heartbleed vulnerability | CVE-2014-0160 |

Conflicts 2

Priority Rating:

Next Conflict

Use the up/down arrows in the Priority Ratings list to move the assignment criteria to
define the order of priority within this Custom Severity Set.
Click on the Conflicts ? to view details about the conflict and help in taking actions to

ensure accurate usage of the assigned criteria.

1 Severity: Medium, Criteria: CVS53-5,9  Example:

Custom Severity A - assigned to the CVSS range 1-4 with priority index 2.
Custom Severity B - assigned to a CVE with a OS5 score of 3.6 with prierity index 1.

In the above case, CVEs with a CW5S5 score of 1-4 are assigned Custom Severity A,
except for the CVE that has been assigned to Custom Severity B.
Next Conflict If the priorities were reversed, then all CVEs with a CVSS score of 1-4 would be assigned Custom Severity A.

Once you have made your decisions, click Save to update the vulnerability data and
close the screen. Or,
Click the Next Conflict button, if shown, to move to the next criterion conflict for

resolution.

Criterion Edit - Check Id(s) ®

$ BREXDXOX « <« Page[1  Jofl = »i[l0w View1-10f1

| | Actions Check ID Name CVE

|misc_av_trendmicro_officescal

W@ & misc_av_trendmicro_officescantls | Trend Micro OfficeScan TLS heartbleed vulnerability ICVE-ZDIWIGO

Conflicts 2 ]
Priority Rating: Criteria Priority %

¥ Severity: Low, Criteria: Check id In the event of a conflict, priority is the order that assignment criteria are applied in.
misc_av_trendmicro_officescantls Criteria that are higher in the priority list take precedence over those below it,
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Reporting

The report menu provides access to a wide variety of canned vulnerability report types—
compliance reports applicable to many of today’s industry standards and security controls; and
capabilities for creating customized reports and re-usable report types tailored to your specific
needs. These reports can be generated, displayed, and saved in numerous report formats such
as HTML, PDF, XML, and CSV.

Reports can then be viewed, printed and e-mailed by selecting the applicable option for a

report record, as well as viewing and modifying report permissions, or deleting reports that are

no longer needed.

mIH]'s._x._.m-,- Suite  Update Available Admin ¥  Help *
Dashboard Scan ¥ Analyze * Report * Ticket * Exploit * Manage Configuration = + Create
Reports  Scan Report Types  Exploit Report Types  PCl Identities  Benchmark Reports

Data Filters Grid Actions * Data Filter Options * Data View Options ¥
= Data View @ « <« page[1 Jof1 = =i [60_w] View1-50f5

tone Actions Created + Title ReportType  Format

= Data Source (1) [ T 1IN |

= Wuln scan(1) — .
» 2017-07-20 1 A2 & & 201707-211545:37 2016-17 50X Vulnerability Assessment Report SO% PDF
15:58:56 Ll 228 & 2017-07-2115:44:13 2017 July Patch Report Patch POF
Asset Filters (0) [ere s s 20707-211542:24 2017 Q2 Trend Report Trend POF
Usrese 201707-211541:03 Detailed Vulnerability Report Detail POF
mip-T- | L] 2017-07-21 15:33:14 Executive Report Executive PDF

sed 632 of 5000 IPs (Expires 12,/31/2017) « <4 page|1 of 1 »+ =60 W System time 3:45 PM

The report menu provides access to give components:

1. Reports page for viewing existing reports

2. Scan Report Types page (templates) for accessing details of pre-defined and custom
scanning report templates

3. Exploit Report Types page for accessing details of pre-defined and custom exploit report
templates

4. PCl Identities page for managing the identity information for users and organizations
that must report under PCI

5. Benchmark Reports page for generating and accessing reports created from benchmark

assessments

Selecting Data for Reports

There are two ways to select data for reporting:
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e Option 1 — use the Select Data Set option in the Data Filters Option dropdown, by Job

and associated scans. The selected scan results can be constrained further by the Asset
Filter to report on a subset of the scanned hosts by their associated Asset Tags.

e Option 2 —select a pre-configured data View from the Data View Options dropdown
that already contains the Job(s), Scan(s) and Asset tag filters to be used for the report(s).
Selecting a Data View will override any existing settings in the Data Selector or Asset

Filter and set values stored by the View.

Reports Page

The Reports page displays all reports stored in the system, including some basic information
about the reports: created by (user), creation date, title, report type and stored format (e.g.,
PDF, HTML). Reports can be launched, edited, or deleted from this view.

Select the New Report option from the Grid Actions dropdown to launch the report creation

wizard. The Create Scan Reports section provides the full details about the report creation

wizard. Records can be deleted by highlighting the record and selecting either the Delete option

or the Delete (trash can) icon.

Scan Report Types page

This Scan Report Types page displays a list of available report types (templates) specific to
vulnerability and configuration scanning — to include custom report templates. As shown in the
example below, you can view all available report types by expanding the All Reports category or

expand a selected category to see the available report types for that category.
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Dashboard Analyze ¥ Report * Ticket * Exploit * Manage * Configuration ¥ + Create

Reports  Scan Report Types  Exploit Report Types  PCl ldentities  Benchmark Reports
Data Filters Grid Actions *  Data Filter Options *  Data View Options *
S Data View @ < <1 wx v [100 V] View 1- 22 of 22
» Mone Actions Report Type *
= Data Source (1) [
=izt Al Results
15:58:56 0> + Asset Summary
Asset Filters (0) 9r + Detail
o + Executive
or + Full Scan
or + Host Summary
o + Linked
9+ Overview
0r + Vuln Summary
or + Vulnerability
Compliance
Specialized
Trend
m"ﬂ Used 660 of 5000 IPs (Expires 12/31/2017) N T LY

Search for a Report Type

The report type grid provides a search field below the reports header to quickly locate a report
type based on an entered value. For example, locate a report type that supports web crawling

(keyword: “web”).

Run a Report based on a selected Report Type

There are multiple ways to launch the New Reports creation wizard. One way is by selecting the
applicable Report Type and then selecting the Run Report icon (arrow). This selection will
launch the wizard based on the selected report type. A new report can also be executed when

reviewing the description of the report type (i) and selecting RUN REPORT from that dialog.

Create a new Report Type using an existing Report Type as a Template

There are two methods for creating custom report templates. First, you can save changes made
during report creation within the Job creation wizard. That option can be preferred when

creating a report. The second method is to create a custom template by clicking on the “Create
custom report type...” action (+) beside the report type in the Scan Report Types data grid. This

option can be preferred when building custom report templates for later use, without
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generating reports. Such as creating report templates with your company logo and required
formatting, then using the saved templates for future reports.

Reports  Scan Report Types  Exploit Report Types POl ldentities  Benchmark Reports

Grid Actions * Data Filter Options = Data View Options =

& ‘« <1 b View 1- 22 of 22

Actions Report Type *
| |

Create custom report type based on this report type

Assel Surmimary

O FF
0 -@ Detail
D»

+ Executive
or + Full Scan
or + Host Summany
or + Linked
o» + Overview
0or + Vuln Summary
0 + Vulnerability

Compliance
Specialized
Trend

Choosing this action will launch the New Report Type wizard. The wizard contains default
settings for the 150+ configuration options available in the report engine. To build the custom
template, click on a report section (e.g., Filter by CVSS/PCI) and configure the section as

needed.
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Untitled 2017-07-25
Setting = Value

I |

Asset Tag Options

Charts
Custom Severity Options

Exploited Vulnerabilities

Filters by cvss/pci

Header

Hosts
Lists

Other Options

sorting

Technical Details

User Guide

Once these settings are configured, give the new type a name and save your selections.

MNew Report Type

[Detail - cvss > 6 x|
Setting * Value

Exploited Vulnerabilities

Filters by cvss/pci

longfarm

g
<

p
£

show_hosts_notpci

show_wulns_above_cvss

=}

g
<

show_wvulns_notpci

Header

Hosts

Lists

Other Options
Sorting
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The new report type will be available immediately for use under the applicable Report Types

“Custom” category.

Custom report templates can be run, edited, deleted or exported as well as configured for user
access (security) by clicking on the applicable action under the Actions column, as shown below.

Analyze v Report Ticket Exploit * Manage ~*

Reports  Scan Report Types  Exploit Report Types  PCl ldentities  Benchmark Reports

Grid Actions ¥ Data Filter Options * Data View Options *

@ « <= = =1 | 10D v View 1-31of 31

Actions Report Type *

B All Results

8 Compliance

B Custom

* + /T 8 Detail-CV55=6

» +| /@8 untitled 2022-03-29
B Legacy

B specialized

® Trend

Exported report types can be saved to a file and then imported into another SAINT installation

using the Import option under the Grid Actions menu.

Exploit Report Types

This report page displays a list of available report types (templates) specific to exploit
execution. As shown in the example below, you can view all available exploit report types by
clicking on the applicable report category's expand (+) button beside the category title, as

shown in the following example:
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Dashboard Scan Analyze * Ticket » Exploit =

Reports  Scan Report Types  Exploit Report Types POl Identities  Benchmark Reports

Grid Actions ¥ Data Filter Options * Data View Options *

B o View 1-14 of 14
Actions Report Type =

All Results

Compliance

Specialized
i ] + Content Search
2+ Phishing Info
o+ Web Crawl

Trend

Search for a Report Type

As with the Scan Report Types, the Exploit Report Type data grid header also provides a Search
field below the reports header to quickly locate a report type based on an entered value.

Run a Report based on a selected Report Type

There are multiple ways to launch the New Reports Creation wizard to use a custom report
template:
1. Click on the global Create option in the upper right corner of the screen. Then select the
custom report template in Step one of the wizard.
2. Click Run Report (arrow) in the Report Type's Action column for the applicable report
type.
3. Click on the Create Reports option in the Report page's Grid Action dropdown and select

the custom report template in Step one of the wizard.

Create a new Report Type using an existing Report Type as a template

To create a New Exploit Report Type based on an existing type, select the Plus (+) symbol beside
the report type. This selection will launch the New Report type wizard. This wizard contains
default settings for the 150+ configuration options available in SAINT’s reporting engine. Note,
as shown in the example below, there are a number of report configuration options that are
unique to exploit output.
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Mew Report Type b 4

Untitled 2017-07-25
Setting = Value

[ |

Asset Tag Options

e
Charts
Custom Severity Options
Exploited Vulnerabilities
allblues No W Ui ]
allsus i ]
alluns i ]
showphishing (i ]
show_unvulns 0
Filters by cvss/pci v
Header

As with creating scan report templates, once these settings are configured, give the new type a

name and save your selections.

Your new report type will be available immediately for use under the applicable Exploit Report
Types Custom category. You can also run, edit, configure user access and delete a custom

exploit report type from this display.

PCI Identities

This feature is specific to organizations that provide assessment services or must report under
the Payment Card Industry (PCl) Approved Scanning Vendor (ASV) requirements. Users assigned
to a role that has the applicable permissions to the PCI Identities feature (view, create, modify,
delete) can use this feature to pre-define organizational information required for PCl's ASV
scanning report submissions. Two types of identity information are required when submitting
ASV reports: 1) ASV identity, and 2) customer identity. The PCl Identities feature provides the
ability to create new organization information based on attributes required by the PCI ASV
Program Guide, and maintain these records over time for use in the PCl Attestation Report

template (default title - ASV Scan Report Attestation of Scan Compliance).
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& page[1  |of1 View 1-20f 2
Actions Company Contact Title = Email Phone Address City State Country Zip URL
[ ]l ][ [ Il [ I ) — [[L_I|L |
# @ 8 The Coffee Shop Ibe Owner CEO ibe@mycompany.com 800-555-0011 |897E. 7thST | Dallas ™ usA 34534 | http://www . thecoffeeshop.com
# @ & SAINT Corporation Jlohn Doe PCI ASV Assessor | jdoe@saintemail.com 800-555-1010 |1234 MainSt | Bethesda MD Usa 20814 | http://www saintcorporation.com
£ >

To create a PCl identity for use in the PCI ASV reports:
1. Select Create PCl Identity from the Grid Actions dropdown list
2. Complete the PCl Identity form

3. Click the Create button once all fields have been created

Existing records can be edited by double clicking on the record, highlighting the record, and
selecting either the edit option or the edit (pencil) icon. Records can be deleted by highlighting

the record and selecting either the delete option or the delete (trash can) icon.

Benchmark Reports

This page provides support for all of the SCAP-compliant output and report types required by
the SCAP standard and Cyberscope reporting requirements, as well as additional summary and
detailed report templates from benchmark assessments and those created from custom
benchmarks.

To create a benchmark report from an SCAP-compliant report format:

e Select a scan based on a benchmark scan and then choose the View Reports option for a

host that was scanned for the benchmark, as illustrated below:
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Select Scans x
Jobs Scans
1 of 8 selected 1 of 1 selected [15 mostrecent scans
O Job Target Group Policy O Date/Time = lob # Vulns
|Windows 7 Config scan saint-data scap, _gov_nist_comp_usd | 2017/07/25 16:07:23 | Windows 7 Config scan |128
[ | Test scan saint-data Heavy/Vulnerability Scan
O | windows MS Tu esday scan saint-data Microsoft Patch Tuesday
[ |vuln scan saint-data Heavy/Vulnerability Scan
[ | server pentests saint-data Full Penetration
[ | server PenTest saint-data Full Penetration
[J | Port scan saint-data Port Scan
O | First scan saint-data Heawvy/Vulnerability Scan
$ B %X Viewl-8of8 | ¢ View1-10of1
OK Cancel

11| g

Dashboard L ¥ T oit v " Configuration =
Reports  Scam Roport Types  Esploit Report Types PO dentinies.  Benchmark Roports

Grid Actions * Data Filber Options *  Data View Options =

Benchmask Reports Custom Benchmark Reports
& « o Pagel  Jold wx wi[35 W Wiew1-10f1
[] Actians Targat Eerchmark Prafis Ther Typa £
[ I T ] T o
= 108,021 xcodl_gov.nist_benchmark_USGEB|acedi_gov.nist_profie_united_states_govesnment_configuration_baseline_version_2.0] 2017.07.25 1610 | weco |
Report Viewer x

Id 1
Name xeedf_gov.nist_benchmark_USGCE-Windows-7
Profilename  xccdf gov.nist_profile_united_states_government_configuration_baseline_version_2.0.5.1
Target 10.8.0.21
scan time 2017-07-25 16:10:21
Type XCCDF

results.xml (human readable) (0.415 MB)
secdidetail huml (0,242 MEB)

reports  xcedfsimple himl (0,021 MB)
xecdfxmleml (0.779 MB)
arlaml 12.&3 Mﬂ.h

Use the Custom Benchmark Reports data grid to create benchmark reports, including
Cyberscope compliance output, from SAINT's report templates and the report customization
wizard:

1. Navigate to the Benchmark Reports — Custom Benchmark Reports tab

2. Select the Create Reports option from the Grid Actions dropdown list
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New Report

Step 1: Report Information
Report Type

Plaase select the report type.

XCCDF Summary -

Title
Enter a tithe for the repart.

Windews T Configucaiton SURmATY RepSTE

4. Click Next to move to the next section of the report wizard and select option for steps

two through four

View the summary page of the wizard to validate the customized report configuration

Click Finish to generate the report

The following shows an example Detailed Configuration Report:
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XCCDF Scan Results

Scan Date Started 25 Jul 2017 at 16:09:00 and completed 25 Jul 2017 at 16:09:56

Benchmark USGCB: Guidance for Securing Microsoft Windows 7 Systems version v2.0.5.1 |
xcedf_gov.nist_benchmark_USGCB-Windows-7

Profile United States Government Configuration Baseline 2.0.5.1 |
xccdf_gov.nist_profile_united_states_government_configuration_baseline_version_2.0.5.1

Target WIN7-64-21

Identity SAINTTEST\testadmin authenticated, privileged

Target Facts  FriendlyName: 10.8.0.21,

System cpe:/a:farnamhaliventures:joval_sdk:5.11.2-1_SR1

Scoring
Method Score Max %
Default Scoring 15.34 100.00 15.34%
Flat Scoring 740.00 2480.00 29.84%
Flat Unweighted Scoring 74.00 248.00 29.84%
Absolute Scoring 0.00 1.00 0.00%
Rule Results

Rule References Result
USGCB Security Settings =" Account Policies Group =* Account Lockout Policy Settings

Account Lockout Threshold CCE-9136-3 fail

USGCB Security Settings " Account Policies Group ~* Password Policy Settings

Enforce Password History CCE-8912-8 fail

Minimum Password Length CCE-9357-5 fail

USGCB Security Settings ~* Local Policies Group ~* User Rights Assignments
USGCB Security Settings = Local Policies Group =* Security Options Settings

Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit =~ CCE-9432-6 fail
policy category settings

Devices: Restrict CD-ROM access to locally logged-on user only CCE-9304-7 fail
Devices: Restrict floppy access to locally logged-on user only CCE-9440-9 fail
Interactive logon: Do not display last user name CCE-9449-0

Interactive logon: Do not require CTRL+ALT+DEL CCE-9317-9

Navigate to the SCAP section for more details on these SCAP Reports and comprehensive help

for generating these reports.

Create Scan Reports

The Report wizard provides a step-based approach to configuring and creating reports based on

vulnerability scans, configuration assessments, penetration tests and individual exploits.

Once you’ve chosen the scan data and data filters from the Data Filters Options, click on the

Report option from the global + Create option or Create Report option from the Report page's

Grid Actions dropdown. Either method will launch the New Report creation wizard.
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Step 1is to select the report type, report title, and the output format for the report.

New Report x
Step 1: Basic Information
Report Type
Please select the report type.
The Full Scan Report contains all available information,
Full Scan o ncluding charts, tables, hosts, vulnerabilities, services,
sers, shares, and technical details.
Title
Enter a title for the report.
SRINTwriter Assessment Report
Format
Select the report format.
PDF =
-o Press Finish to generate the report now, or Next to customize the report.
Report Types

Report types are specific to the type of results (i.e., scan and exploit), and are categorized by

the type or industry segment the format or content is applicable to. Read the descriptions of

the pre-configured report types and select the one that best suits your needs. The report types

and detailed descriptions are shown below:

All Results

e Full Scan — The full scan report contains all available information including charts, tables,

hosts, vulnerabilities, services, users, shares, and technical details.

o Vulnerability — The vulnerability report contains all available vulnerability information

including charts, tables, hosts, vulnerabilities, and technical details.
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Trend

Executive — The executive report includes pie charts and bar graphs that summarize the
vulnerabilities found on the network. (Available in HTML or PDF format. Note that with
HTML format, the pie charts are only visible in Internet Explorer browsers).

Overview — The overview report lists hosts, vulnerabilities, services, and associated
information. This report is best for planning a remediation strategy, or for importing into
spreadsheet or database applications.

Linked — The linked report lists vulnerabilities and associated information, linked to an
appendix containing technical details on each vulnerability.

Detail — The detail report contains technical details on each vulnerability. This report is
the most helpful to the administrator responsible for implementing the fixes.

Host Summary — provides a list of all hosts sorted by severity.

Vuln Summary — provides a list of all vulnerabilities and how many hosts are affected by

each one.

Trend — The trend analysis report tracks hosts and vulnerabilities chronologically across
multiple data sets. Choose two or more data sets you wish to be included in the trend
analysis. Hosts and vulnerabilities will be tracked chronologically across the data sets

you choose, producing history charts and status classifications.

Compliance

267

PCI Attestation — The PCl attestation report contains customer and ASV information; the
overall ASV Program Guide compliance status along with the number of targets scanned
and the number of failing vulnerabilities; and both the customer and ASV attestations.
PCI Executive — The PCl executive report indicates whether your network is compliant
with the latest PCI ASV Program Guide and shows which hosts fail to comply.

PCI Detail — The PCl detail report indicates whether your network is compliant with the
latest PCI ASV Program Guide and shows which vulnerabilities fail to comply.

PCl Internal — The PCl Internal report provides a background on the internal
vulnerability scan requirement outlined in PCI DSS section 11.2.1 and contains all
available information including charts, tables, hosts, vulnerabilities, services, users,
shares, and technical details.

IAVA - The IAVA report shows vulnerabilities detected in the selected dataset, and
includes the IAVA number associated with each vulnerability.

FISMA — The FISMA report provides a background on FISMA and the security controls

that mandate vulnerability and risk management, and reports all available information
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including charts, tables, hosts, vulnerabilities, services, users, shares, and technical
details.

HIPAA — The HIPAA report provides a background on HIPAA and the security controls
that mandate vulnerability and risk management, and reports all available information
including charts, tables, hosts, vulnerabilities, services, users, shares, and technical
details.

NERC CIP — The NERC CIP report template provides a background on NERC CIP and the
security controls that mandate vulnerability and risk management, and reports the
results of a vulnerability scan on selected hosts. These reports provide executive level
charts, as well as details related to the hosts, services, shares, vulnerability details and
remediation guidance.

SOX — The SOX report template supports financial organizations’ internal vulnerability
and risk management strategies, as well as facilitating provisions in Section 404 of the
Sarbanes-Oxley Act, requiring a management report annually on the effectiveness of
internal controls for vulnerability management of financial reporting and that external
auditors confirm management’s assessment.

NESA — The NESA report template provides a background on the Information Assurance
Standards specified by the United Arab Emirates National Electronic Security Authority
(NESA) and reports all available information, including charts, tables, hosts,

vulnerabilities, services, users, shares, and technical details.

Specialized

Content Search — The content search report lists files that contain sensitive information
such as credit card numbers or social security numbers.

Web Crawl — The web crawl report lists all the web directories and CGI pages that were
detected on the web server.

Auth Test — The auth test report provides a list of hosts, and indicates whether or not
authentication was a success/failure or even attempted at all.

Patch — The patch report contains charts and details about patches that are needed on

the network.

Custom

Customized report types developed internally starting with the default options of one of

the pre-configured report types.
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Report Title

Enter the name for the new report.

Report Format

Choose from the following report formats:

o PDF (default) is a convenient format for anyone with a PDF reader. PDF reports appear
similar to HTML reports, but are contained in a single file and are rendered the same on
any platform.

e HTML launches the report in the current web browser. This report format uses Portable
Network Graphic (PNG) images to graphically display pie charts and bar graphs. It also
uses HTML frames to provide a linked table of contents for report navigation.

¢ HTML without frames is like the HTML format except that it does not provide a linked
table of contents.

¢ Simple HTML displays pie charts and bar graphs in-line, not as PNG images. However,
the pie charts are only viewable on Internet Explorer.

e RTFis a convenient format for viewing or editing reports on Mlcrosoft Windows
systems. RTF reports are similar to HTML and PDF reports in appearance, but are
contained in a single file which can be opened in either WordPad or Microsoft Word.

e XML is useful if the scan data is to be processed by XML-enabled applications.

o Textis a useful alternative if you intend to view the report on a machine without a web
browser.

e Tab-separated reports are useful for importing into documents, spreadsheets, or
databases. These formats are useful with the Technical Overview report.

e Comma-separated (CSV) is useful for importing into other documents or databases, and

can be launched automatically in Microsoft Excel without the need to import.

For quick reporting, this is all that is required. Click the Finish button to generate the report.
Typically, browser processes will not automatically launch the saved PDF file within the browser

window. You may see a message to verify your actions, as shown below:

Do you want to open or save 170801501083031220399089.pdf from 10.7.0.2087 Open Save ¥ Cancel

For more advanced reporting, continue to Step 2 to view charting options.
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Step 2 - Charts

In Step 2, the report wizard provides options to choose from a number of bar charts, pie charts
and table formats. The following screen shot shows the list of available charts, with a check in
the checkboxes that coincide with the default selections.

New Report x

Step 2: Charts
Charts | Trend Charts Custom Severity Charts Asset Tag Charts

Bar PieTable

][] AN

[

& W [1 The number of vulnerabilities in each class

W W [] Hosts by severity level

[ [0 [0 Mumber of hosts needing patches

) [] Vulnerabilities in each class by subnet

W [[1 Hosts by severity and subnet

W [[1  Vulnerabilities by severity and subnet

1~ [[1  The most vulnerable hosts, and how many vulnerabilities affect each

O [[] The most commonly needed patches, and how many hosts are missing each
il []  The most common services, and how many hosts are running each

W [0 The most common vulnerabilities, and how many hosts are affected by each
M W [0 Vulnerabilities by severity level

Click on the applicable chart type’s checkbox in the All row to include all charts for this selected
type. For example, click the checkbox immediately under the Bar chart type to include all bar
charts.

Chart types:

e The Charts tab provides bar, pie and table options for visual presentation of scan data at
it relates to such high level rollups as: vulnerability class, severity level, hosts by patch,
subnet, and others. These charts aggregate scan results for one or more selected scan
results.

o The Trend Charts option provides pie chart, bar chart and table checkbox selectors for
charting vulnerability trends based on two or more selected data sets.

o The Asset Tag Charts option provides pie chart, bar chart and table checkbox selectors

for charting host and vulnerability data for the Asset Tags (if applicable) associated with
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hosts included in the report. When selected, the report will include all applicable asset
tags unless specific tags have been excluded in Step 5 Other Options - Advanced Options
— Asset Tag Options.
¢ The Custom Severity Set option provides the capability to compute vulnerability results
based on severity codes created in the Custom Severity page under the Analyze tab.
These report chart options provide the capability to add bar charts, pie charts and tables to the
defined report, based on any previously assigned custom severities codes.

Click on an unchecked box to add a check for the applicable chart type.

Click on a pre-existing check to uncheck the box and exclude the applicable chart type.

Once you’ve made all chart selections, choose Next to continue to the Lists options. Or, select
Finish if you are ready to complete the report process; chose to create a custom report type
based on your customization; or chose not save your customization for later use but Finish this

process and generate your report.

Step 3 — Lists

Lists are tables which present more specific information on hosts and vulnerabilities. As shown
in the sample screen below, the first step is to check the type of lists to be included in the
report. The Vulnerability List Columns selection option is also where you will select the Custom
Severity column, if you wish to include those assigned custom severity codes to the
vulnerability detail records.
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New Report x
Step 3: Lists
Select Lists
Host List Vulnerability Summary Vulnerability List
7 =

Host List Columns

1 3
Hostname - IP address -

2 NetBIOS name Sk Operating system -

+ Next 4 Columns

Vulnerability List Columns
! Hostname -3 Severity -
? Port -|* Description -

= Next4 Columns

The Host List (default list type) includes information about a scanned host target, such as IP
address, MAC address, Host Name, Operating System, etc. If checked, you will then use the
Host List Columns selector to identify the fields and column order for host information to be

included in your report.

Selecting the checkbox for the Vulnerability Summary includes a section with the total number
of hosts affected by each vulnerability.

The Vulnerability List information (default list type) includes information about the
vulnerabilities, such as CVE, CVSS, severity, description, etc. If checked, you will then use the
Vulnerability List Columns selector to identify the fields and column order for vulnerability

information to be included in your report.

Once you’ve made all List selections, choose Next to continue to the Details options. Or, select
Finish if you are ready to complete the report process; chose to create a custom report type
based on your customization; or chose not save your customization for later use but Finish this
process and generate your report.
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Step 4 — Details

Details, the most in-depth part of the report, contains text from SAINT's tutorials. This is where
you choose exactly what parts will and will not be included in the report, and options which
affect the way the information is presented.

MNew Report ®

1 Report Info Step 4: Details o
Basic Setup Enable or Disable Details

Choose whether to include vulnerability details. Choose whether to include patch details.
Full vulnerability details - No patch details -

Choose how to organize vulnerability details.
By Host -

Select Detail Sections

All Sections Impact Background
O il ]
Prablem Resolution References
[l o] Wi
Vulnerability Details Limitations
¥ |

Choose whether to include vulnerability details. This can be full details, links from the

vulnerability list, or no vulnerability details in the report.

Organize the details by host or vulnerability.

Select which details sections to include:
e All Sections —one click selection to include all tutorial content
e Impact — what the vulnerability could allow an attacker to do
e Background — information about the affected products, services or configuration modes
e Problem — details about cause, impact, and attack vectors of the vulnerability
e Resolutions — information related to fixing or remediating the vulnerability

e References — links to additional information about the vulnerability
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e Vulnerability Details — Data sent and received or other evidence supporting the
detection of the vulnerability

e Limitations — (Exploit only) information about the reliability, supported platforms for
pre-requisites for the exploit

Once you’ve made all Details selections, choose Next to continue to Other Options. Or, select
Finish if you are ready to complete the report process; chose to create a custom report type
based on your customization; or chose not save your customization for later use but finish this
process and generate your report.

Step 5 — Other Options

This section of the report wizard allows you to create a custom introductory paragraph, add
additional details about the services, and other non-vulnerability information such as users,
shares, and web directories.

New Report x

Step 5: Other Settings

Customize the Introduction

Include an Introduction Introduction
Charts ¥4 on %date®, at %time¥, a %level® XtypeX was N
conducted using the ZscannerX. The scan
SR ER discovered a total of ¥hosts%, and detected % v
redsi, Xyellowsk, and XbrownsX. The hosts and

Lists -
e [ Additional Data to Include

Services Information
Details v v

Customize the details,

5 Other °ptions & Advanced Options

T N T

The Include an Introduction option is checked by default, and includes a boilerplate introduction
paragraph that describes the type of report, the type of scan, and summary information about
the results returned by the scan. Click in the Introductions text area to edit the content. Note
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that SAINT provides a number of variables that begin and end with the % sign to retrieve and
populate the text with the applicable value from the selected scan job.

e Current date — %date%,

e Current time — %time%,

e Scan Level value — %level%

e Scan Policy — %type%

e SAINT scanner — %scanner%

¢ Number of hosts found during the scan — %hosts%

¢ Total number of vulnerabilities classified by SAINT as “critical” — %reds%

¢ Total number of vulnerabilities classified by SAINT as “areas of concern” — %yellows%

¢ Total number of vulnerabilities classified by SAINT as “potential problem” — %browns%

¢ Total number of vulnerabilities classified by custom severity level — %customseverity%

Additional Data to Include

Services — check this box to include the UDP and TCP services running on the host
Information — check this box to include non-vulnerability information found during the scan,

such as users, shares, and web directories.

Advanced Options

This section also includes a separate option for configuring advanced report options available in
the report engine, including over 300 configuration settings related to chart titles, exploit result
filtering, header details, host details, severity code cross-referencing, font sizes and styles, sort
options, technical detail and trend settings, vulnerability details, and XML options and tag

naming.
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New Report x

Advanced Options

Asset Tag Options I Charts Custom Severity Options Exploited Vulnerabilities

Filters by cvssipci Header Hosts Lists Other Options. Sorting Technical Details

Trend analysis options Vulinerabilities XML Options

assel_tag_exclusions  [CPE
0OS Class

05 Type
Criticality

The following are some highlights of advanced configuration options you may find useful:

Adding your own image or logo to custom reports
1. Scroll down to the "Header" section of Advanced Options.
2. Select Yes in the logo pull down menu.

3. Enter the path of the image you wish to use in the Logo Path field.

Include Hosts with no Vulnerabilities

1. Scroll down to the "Technical Details" section of Advanced Options.

2. Select Yes in the Empty Hosts Detail pull down menu.

Custom Severity Options
1. Scroll down to the "Custom Severity Options" section of Advanced Options.
2. Select the applicable Custom Severity Set to be included in the report.
3. For “custom_severity_no_saint_severity_output — choose “Yes” if you only want
to use the custom severity; choose “No” if you want to include both types of

severity codes.
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4. Check or un-check the custom severity codes you want to include or exclude.
The default is the include (check) all severity codes for the selected Custom
Severity Set.

¢ Include IAVA code in report
1. Scroll down to the "Lists" section of Advanced Options.
2. Select Yes in the IAVA pull down menu.

¢ Create custom XML tags of XML output
1. Scroll down to the "XML Options" section of Advanced Options.
2. Edit the applicable tag names in the editable form fields.

Once you’ve made all selections under the Other Options and Advanced Options, choose Next

or Finish to validate your settings and run the report.

Step 6 — Summary

This step provides a summary of the report settings, as well as a field to enter a Custom Report

Type name if you wish to save any customization as a new report type for later use.

New Report E3
.
1 Report Info =

Basic Setup Summary of Report Settings
Tite: SAINTwriter Assessment Report3
Type: Full Scan

Charts Format:  PDF

Customize the charts. Job: Vuln scan
Job: Test scan

Scan Run: 2017-07-20 15:58:56
Scan Run: 2017-07-24 16:00:02

LISts Scan Run: 2017-07-25 16:00:03
Customize the lists.

Save Settings As Custom Report Type

Details _
Customize the details. i@ Optional: Enter a new report type name to save

Custom Report Type Name

5 Other Options

Summary

Review, Save, Submit

I
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If all settings are OK, select Finish to generate your report.

Create PCI Compliance Reports

SAINT provides a pre-configured PCl External Scan policy that adheres to the ASV Program
Guide as it relates to assessing Internet-facing hosts based on external, unauthenticated
scanning. SAINT also provides pre-configured report types (templates) that support the
generation of a complete PCI ASV compliance report package. Each report type is defined
below:

1. Attestation of Scan Compliance — This is the overall summary that shows whether the
scan customer’s infrastructure received a passing scan and met the scan validation
requirement. (If Attestation of Scan Compliance is enabled in your license, then the
Attestation of Scan Compliance can only be generated from the PCl Attestations page,

not from the Reports page. See PCl Attestations.)

2. ASV Scan Report Executive Summary — This lists vulnerabilities by components (IP
address) and shows whether each IP address scanned received a passing score and met
the scan validation requirement. This section shows all vulnerabilities noted for a given
IP address, with one line per vulnerability noted. For example, an IP address will show
one line when only one vulnerability is noted, but will have five lines if five
vulnerabilities are noted, etc.

3. ASV Scan Report Vulnerability Details — This is the overall summary of vulnerabilities
that shows compliance status (pass/fail) and details for all vulnerabilities detected. This
section of the report is in vulnerability order, showing each affected IP address as a
separate line item for a given vulnerability. Whether or not a vulnerability is PCI ASV
Program Guide compliant based on a number of criteria, including CVSS base score,

severity level, and the type of vulnerability.

Perform the following steps to generate the applicable PCI ASV reports once a scan result has
been selected, based on the PCl scan policy. The basic steps are the same for all reports.
However, some report features may be disabled based on PCI ASV Program Guide requirements
or additional report options may be displayed to support requirements unique to the applicable

report type.
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Attestation of Scan Compliance report

Step 1 — Report Information

Select Compliance — PCI ASV Attestation report type

Accept the default report name for modify as text as needed
Select your report output format (e.g., PDF)

Select Next

P w N e

Step 2 - Charts

All chart options have been pre-configured based on PCI ASV requirements. There are no chart

selections for PCI ASV reports. This step can be skipped when creating this type of report.

Step 3 - Lists

The lists step provides the capability to support the special notes requirement in the final
reports. This content is specific to the Executive Report. However, the reports wizard provides
access to this capability during the creation of any of the PCl report types. Special notes are
automatically created based on the scan data as specified in the PCI ASV Program Guide. The
scan customer is required to provide a declaration for each special note. Select the Special
Notes button to view any special notes applicable to the scan and add the required declarations

for the selected scan results.

Step 4 — Details

All chart options have been pre-configured based on PCI requirements. The detail selections for

PCl reports cannot be changed. This step can be skipped when creating this type of report.

Step 5 — Other Options

Attestation Reports require point of contact information for both the customer being assessed
and the ASV providing the assessment and attestation process in accordance with the PCI DSS,
and the PCI ASV Program Guide.
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ASV and Customer Identification

If this information has been created previously through the PCl Identity task in the reports
screen, the identity name will be available as an option in the applicable drop down menu for
selection. If the identity information has not been created prior to building the report, you can
select the New Identity option for the ASV or customer and create the identification

information as you create the new report.

ASV Certification Number

The last step in completing the identification information for the attestation report is to enter
the ASV Certification Number issued by the PCI SSC.

Please note that this number is not SAINT Corporation’s ASV Certificate Number unless SAINT
Corporation is the ASV under contract to provide this service. This attestation for credential is
not implied simply as a result of using SAINT’s software or PCl-related scanning and reporting

tools.

Select Next to review and validate the report information.

Step 6 — Summary

Validate the report settings are correct. You can also create a custom scan type (template) from

these settings by giving this report a Custom Report Type Name.

Select Finish to generate the report and create the custom report type, if applicable.
ASV Scan Report Executive Summary

Step 1 - Report Information

Select Compliance — PCl Executive report type

Accept the default report name for modify as text as needed
Select your report output format (e.g., PDF)

Select Next

P w N e
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Step 2 — Charts

All chart options have been pre-configured based on PCl requirements. There are no chart
selections for PCl reports. This step can be skipped when creating this type of report.

Step 3 — Lists

This step provides the capability to support the special notes requirement in the final reports.
This content is specific to the Executive Report. However, the reports wizard provides access to
this capability during the creation of any of the PCl report types. Special notes are automatically
created based on the scan data as specified in the PCI ASV Program Guide. The scan customer is
required to provide a declaration for each special note. Select the Special Notes button to view
any special notes applicable to the scan and add the required declarations for the selected scan
results.

Step 4 — Details

All chart options have been pre-configured based on PCl requirements. The detail selections for

PCl reports cannot be changed. This step can be skipped when creating this type of report.

Step 5 — Other Options

The PCI ASV Executive Reports require point of contact information for both the customer
being assessed and the ASV providing the assessment and attestation process in accordance
with the PCI DSS, and the ASV Program Guide.

ASV and Customer Identification

If this information has been created previously through the PCI Identity task in the Reports
screen, the identity name will be available as an option in the applicable drop down menu for
selection. If the identity information has not been created prior to building the report, you can
select the New Identity option for the ASV or customer and create the identification

information as you create the new report.

Select Next to review and validate the report information.
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Step 6 — Summary

Validate the report settings are correct. You can also create a custom scan type (template) from
these settings by giving this report a Custom Report Type Name.

Select Finish to generate the report and create the custom report type, if applicable.
ASV Scan Report Vulnerability Details

Step 1 — Report Information

Select Compliance — PCl Detail report type

Accept the default report name for modify as text as needed
Select your report output format (e.g., PDF)

Select Next

e

Step 2 - Charts

All chart options have been pre-configured based on PCl requirements. There are no chart

selections for PCl reports. This step can be skipped when creating this type of report.

Step 3 — Lists

This step provides the capability to support the special notes requirement in the final reports.
This content is specific to the Executive Report. However, the reports wizard provides access to
this capability during the creation of any of the PCl report types. Special notes are automatically
created based on the scan data as specified in the PCI ASV Program Guide. The scan customer is
required to provide a declaration for each special note. Select the Special Notes button to view
any special notes applicable to the scan and add the required declarations for the selected scan

results.

Step 4 — Details

All chart options have been pre-configured based on PCI requirements. The detail selections for

PCl reports cannot be changed. This step can be skipped when creating this type of report.
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Step 5 — Other Options

The PCl Executive Reports require point of contact information for both the customer being
assessed and the ASV providing the assessment and attestation process in accordance with the
PCI DSS, and the ASV Program Guide.

ASV and Customer Identification

If this information has been created previously through the PCI Identity task in the Reports
screen, the identity name will be available as an option in the applicable drop down menu for
selection. If the identity information has not been created prior to building the report, you can
select the New Identity option for the ASV or Customer and create the identification

information as you create the new report.

Select Next to review and validate th