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Running Pre-approved SAINT Scans in AWS 
 
Amazon’s Vulnerability and Penetration Testing policy formerly required pre-approval for all scans originating 
from or targeting any AWS resources.  To help customers comply with this requirement, SAINT offered an 
Amazon Machine Image (AMI) which was pre-approved for scanning.  Although pre-approval is no longer 
required, this AMI can still be used as a convenient way to connect a node which is pre-configured to scan its 
own VPC. 
 
In order to ensure that the pre-approved SAINT AMI is used as intended, it enforces certain terms and 
conditions, as described in the following table. 
 

The pre-approved SAINT AMI… 
 

✓  Can be used as a scan node controlled by 
another SAINT installation. (See next 
section) 

X Cannot be used as a standalone scanner or a 
management console.  (Has no interface for 
direct access.) 

✓  Can scan Amazon EC2 instances. X Cannot be used to scan targets outside of 
Amazon EC2. 

✓  Can scan targets in its own Virtual Private 
Cloud (VPC). 

X Cannot scan targets outside its own region or 
VPC. 

✓  Can scan targets of type medium or larger. X Cannot scan small, micro, or nano instances. 

✓  Can run vulnerability scans. X Cannot run exploits or penetration tests. 

 
 

The SAINT Management Console 
 
The SAINT distributed scanning architecture consists of at least two components: a SAINT management console, 
and one or more scanners.  The management console also typically includes a scanner (ex. localnode).  Each 
scanner connects to the management console upon start-up, and is then controlled only through the 
management console’s web interface.  The pre-approved SAINT AMI can ONLY act as one of the scanners. AWS 
policy precludes the pre-approved scanning AMI from being run as a standalone scanner or acting as a 
management console. 
 
Before launching the pre-approved SAINT AMI, a separate SAINT management console should already be 
running. You will need to specify the IP address of the management console when you launch the pre-approved 
AMI to configure secure connectivity from the pre-approved scanner. There are several options available for 
deploying a SAINT product as the management console: 
 

1. SAINT’s  non-pre-approved marketplace AMI – as described in SAINT Amazon Machine Image Setup 
Guide, this option is the recommended machine to use if the approach is to deploy a total solution 
within AWS. Note that this AMI must be running before you enable the pre-approved AMI, to ensure the 

http://www.saintcorporation.com/
https://aws.amazon.com/security/penetration-testing/
https://my.saintcorporation.com/resources/SAINT%20Amazon%20Machine%20Image%20Setup%20Guide.pdf
https://my.saintcorporation.com/resources/SAINT%20Amazon%20Machine%20Image%20Setup%20Guide.pdf
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pre-approved scanner can make a secure connection to its “manager” to facilitate scan setup and 
execution. 

2. SAINTCloud – SAINT’s cloud-based scan solution is implemented outside of AWS, but can be licensed to 
connect to the pre-approved SAINT AMI in AWS. This option enables customers to scan within the AWS 
environment, but also eliminate the licensing, costs and maintenance of an AWS instance to run the 
management console. Notify your Sales representative prior to deploying this solution, to ensure this 
hosted solution can be configured to communicate to your pre-authorized AMI. 

3. Locally-owned SAINT Security Suite installation – This option includes any accessible SAINT Security Suite 
installation running as a manager - deployed on premise, in a data center or other locations. 

 
The example illustrates a hybrid scanning architecture, using SAINTCloud as the central management console, a 
pre-approved SAINT AMI for scanning securely into AWS EC2 instances, and distributed scanners on premise 
locations: 
 

 
 

Launching a Pre-approved SAINT Instance 
 

1. If the SAINT management console which will control this instance is running in AWS, modify the 
management console’s security groups to allow the pre-approved instance to connect as follows: 

a. From the AWS console, go to EC2, then Instances. Click on the security group name for the 
management console instance. 

b. Choose Edit Inbound Rules from the Actions menu. 
c. Add a custom TCP rule for port 5252.  Under Source, choose the Custom type, and enter either 

the CIDR address of the pre-approved instance’s VPC (172.31.0.0/16 for the default VPC), or the 
name of an existing security group which will be assigned to the pre-approved instance. 
 

2. It is recommended that the pre-approved SAINT instance be launched using the provided Cloud 
Formation Template.  To launch the instance using the Cloud Formation Template, log into AWS and go 
to the Amazon marketplace. 

3. Type “SAINT” in the search box. 

http://www.saintcorporation.com/
https://aws.amazon.com/marketplace


 

 

SAINT Corporation     www.saintcorporation.com    Page 3 

 

 
4. Click on the SAINT Node pre-authorized scanner product listing to view the product page and start the 

setup process. 
 

 
5. Click the Continue to Subscribe button on the product page to start the setup process, followed by the 

Accept Terms button and the Continue to Configuration button. 

6. Under the Fulfillment Option menu, choose Cloud Formation Template. 

http://www.saintcorporation.com/
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7. Another menu will appear.  Leave it at the default option, Product Deployment. Below that, select the 
latest software version and the desired AWS region, and click the Continue to Launch button. 

 

  

8. On the next screen, select Launch CloudFormation from the Choose Action menu, and click on the 
Launch button. 

http://www.saintcorporation.com/
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9. Leave the template selection as the default and click Next. 

 

http://www.saintcorporation.com/
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10. Choose a stack name and make selections for all the remaining form fields.  An instance type of m4.large 

or higher is recommended.  For the Manager IP Address, enter the IP address of the management 
console which will control this pre-authorized scanner.  Then click the Next button. 

 

11. On the next screen, specify tags or rollback triggers if desired.  Then click Next. 
12. Review your selections and check the I acknowledge that AWS CloudFormation might create IAM 

resources checkbox.  Then click the Create button. 
13. Wait for the status of the newly created stack to change to CREATE_COMPLETE.  (It may be necessary to 

click on the refresh button periodically to see the status change.) 

 

Running Pre-approved Scans 
 

1. After the instance has been launched, log into the SAINT installation acting as the management console. 
If this is your first login, you will be prompted to reset your password and configure your license key. 

http://www.saintcorporation.com/
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Once the key has been configured, click on the + Create option in the upper right corner of the screen, 
and select the “Scan Job” option. 

 

 

2. In step 2, click on the + tab, and choose the new pre-authorized scan node from the drop-down menu.  
The name of the pre-authorized node will be “AWS <region>”, where <region> is the region where the 
node is located, for example “AWS us-east-1”.  (This name can be changed on the Manage Scanner 
Nodes page if desired.) 

 

3. Click on the “Enter target(s)” box to open the EC2 instances grid: 

http://www.saintcorporation.com/
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4. Select the targets to scan. 
5. Click on the Import button and proceed through the remaining steps in the scan wizard to schedule the 

scan. 
 
For more information and help, refer to the on-line HELP from the SAINT application or contact Technical Support  

http://www.saintcorporation.com/
https://support.saintcorporation.com/hc/en-us/restricted?return_to=https%3A%2F%2Fsupport.saintcorporation.com%2Fhc%2Fen-us

